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Preface
Why did i write this book?

When | began writing thisbook, thefirst question | asked myself was how to install Linux on a server, and
be sure that no one from the outside, or inside, could access it without authorization. Then | wondered if
any method similar to the one on Windows® exists to improve the computers performance. Subsequent-
ly, | began a search on the Internet and read several books to get the most information on security and
performance for my server. After many years of research and studies | had finally found the answer to my
guestions. These answers were found, all scattered throughout different documents, books, articles, and
Internet sites. | created documentation based on my research that could help methrough my daily activities.

Through the years, my documentation grew and started to look more like a book and less like simple,
scattered notes. | decide to publish it on the Internet so that anyone could take advantage of it. By sharing
thisinformation, | felt that | was doing my part for the community who answered so many of my computing
needs with one magical, reliable, strong, powerful, fast and free operating system named Linux. | had
received alot of feedback and comments about my documentation, which helped to improve it over time.

Why fiddle?

Madhu "Maddy"

Is there a need to fiddle with what apparently is perfectly working and is serving the need. Well for one the i have
choosen aformat, XML, unlike the original manuscript which was written in word, in this case has the advantage of
source being one and output can be in various format. That isif the sourceisin XML, it is easier now to convert into
HTML, PDF, RTF etc. Also to prove to the sceptics that DocBook is very much suitable for large production quality
projects, not that thisisthe first effort, in this case an entire book has been marked up in XML.

Infact why XML indeed? XML -eXtensible Markup Language has been able to do justice to alarge extent
to the hype. Maybe having a watch body like w3.org to monitor has been advantageous; unlike HTML
which lacked aformal monitoring, ability to extend, aweak structure and no support for validation, XML
has all these and more. It is a system-independant, vendor-independant and has behind it the proven ex-
perience of SGML implementation, XML being a subset of SGML. | concur with Tim Bray's reported
comment that it isridiculousto use an application like MSWord, Quark Express etc.for writing text which
will be stored as abinary and proprietory format therby bloating it considerably. And unlike HTML which
has about aprox. 50-60 pre-cooked tags, with XML one can make up one's own. Infact this facility of
having one's own tag will make it very, very useful in the long run. And the inherent factor that XML is
all about content and nothing to do with presentation will be its greatest strength for years to come. The
presentation part is taken care of by Stylesheet or FO or some such thing.

DocBook !

DocBook isaDTD - Document Type Definition. now what isthis? well say for example having said XML
isinitself arule set , suppose i use an markup element tag <author> in my document and another author
uses <writer> element tag in his document, isn't it true we are trying to convey the same meaning .|magine
thousands of pages are being written for the web, for the publishing industry and what awaste of enormous
time if people would like to convey similar meaning but use different elements with the core language
being same, thisis where an DTD comes into picture.

Docbook DTD is a very popular set of tags for describ
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articles and ot her prose documents, particularly tech
i s defined using the native DID syntax of SGWL

and XM.. Like HTM., DocBook is an exanple of

a markup | anguage defined in SGWL/ XM.

—-From the book DocBook - The Definitive Guide by Norman Walsh and Leonard
Muellner.

DocBook/XML

With the sole intent of making this book future proof, | have ported (i am not sure thisis the right term)
this entire book into DocBook/XML.That the source being Markedup in XML, this ensures:

* It will become platform independant and the source is not in any proprietory format like word.

* It will be easy to have different outputs like HTML, PDF, RTF etc. With the never version of browsers
supporting Raw XML as input with stylesheet being a seperate component, that this remains ready for
that day when it becomes possible to have it converted on the fly.

» That inthe eventuality of me not being involved in the project at alater date, with the advent of profes-
sionals, there will be enough warm bodies to do this job.

My fond hope is that this should not turn out be just afutile excersize and it proves usefull to everybody;
atleast to some people even they are a small minority, the least of all to Gerhard Mourani, who is the
author of this splendid book.

Bouquets Brickbats Etc.

The idea behind this exercize primarily has been :

» Togiveback something to the Linux community which has been instrumental in spearheading the spirit
of sharing.

* To create awareness about possibilities existing with the available tool s set.

But in the process some mistakes might have creeped in but there can be no excuse. Since this book has
been looked at twice over; but still, i think the mistakes are entirely mine, if at all and not Gerhard's.
So if you spot some glaring mistakes whether be it in the form of wrong or mis-information, typos or
grammatical mistakes please do inform me at <needagur u@ahoo. conm® or you can even inform
gerhard at <gnour ani @penna. con®. | am sure he will give a wallop on my backside( it is quite
fragile!) so that such mistakes don't happen next time. Also welcome are the suggestions on how we could
improve on this, so that next time round it will much be better.

Hereishoping that this proves useful despite those already mentioned, creeped in mistakes, errorsetc. and
it kindles in you the same spirit which has embodied the growth of Linux as a powerful environement to
work in. And if that happensi would consider myself highly obliged and thiswill prove to be a satisfying
endevour for me personaly. | have afeeling that the orginal author of this book Gerhard Mourani shares
this thought of mine and probably agrees with me.
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Chapter 1. Introduction

| realized that alot of people wanted to seeit published for its contents, to get advantages out of it and see the power of
this beautiful Linux system in action. A lot of time and effort went into the making of this book, and to ensure that the
results were as accurate as possible. If you find any abnormalities, inconsistent results, errors, omissions or anything
else that doesn't look right, please let me know so | that can investigate the problem or correct the error. Suggestions
for future versions are also welcome and appreciated.

Audience

This book is intended for a target audience of technical and system administrators who manage Linux
servers, but it also includes enough material for home users and others. It discusses how to install and
setup a Red Hat Linux Server with all the necessary security and optimization for a high performance
Linux specific machine. Since we speak of optimization and security configuration, we have used only
source distribution (tar.gz) programs; the most available type for critical server software, like Apache,
BIND/DNS, Samba, Squid, OpenSSL etc. Source packages give us fast upgrades, security updates when
necessary, and a better compilation, customization, and optimization option for our specific machines that
often we can't have with RPM packages.

Organization of This Book

Depending of your level of knowledge in Linux, you can read this book from the start to finish or each
chapter which may be of interest to you. Each chapter and section of this book appears in a manner that
let you read only the relevant parts of your interest without the need to schedule a couple of day's reading.

Too many books available as of now take two pages to explain something that can be explained in two
lines, I'm sure that many of you agree with my opinion. This book attempts a different path, in the sense,
only the essential and important information that the readers are interested in knowing are explained in
detail thereby eliminating all the nonsense. Though the fact that you can read this book in any order you
want, thereisaparticular order that you could follow if something seem to be confusing for you. The steps
shown below iswhat | recommend to facilitate a smooth reading.

Chapter 2 through Chapter 4 will guide you to do these steps:
i. Setup Linux inyour computer
ii. Remove al the unnecessary RPM package(s) during setup
iii. Install the necessary RPM package(s) for compilation
Chapter 5 through Chapter 7 will guide you with these additional steps:
iv. Secure the system in genera
v. Optimize the system in general
vi. Install, recompile and customize the Kernel
» Chapter 24 will guide you through this:
viilnstall OpenSSL to be able to use encryption with the Linux server

» Chapter 15 will guide you through this:
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vi-Install OpenSSH to be able to make remote administration tasks
ii.

» Chapter 21 will guide you through this:
ix. Install BIND/DNS as client or server depending of your needs
» Chapter 22 will guide you through this:
X. Install Sendmail as client or server depending of your needs
» Chapter 10 through Chapter 12 will guide you through these steps:
xi. Install & Configure the firewall script according to which services areinstalled in your system
» Chapter 17 and Chapter 18 should guide you through this step:
xiiInstall Tripwire
Now for this step you will need to go through the book section wise to choose what you want.

xi-Install any software you need later.
i

Pre-requisites

Theseinstallation instructions assume that: Y ou have aCD-ROM drive on your computer and the Official
Red Hat Linux CD-ROM. Installations were tested on the Official Red Hat Linux version 6.1 and 6.2. You
should understand the hardware system on which the operating system will be installed. After examining
the hardware, the rest of this document guides you, step-by-step, though the installation process.

About products mentioned in this book:

Many products, mentioned in this book; some commercial, but most are not commercial, cost noth-
ing and can be freely used or distributed. It is also important to say that I'm not affiliated with any
of them and if | mention a tool, because it is useful. You will find that alot of big companiesin
their daily use, use most of them.

Obtaining the book and example configuration

files

Securing and Optimizing Linux: RedHat Edition is now also available to download around the most pop-
ular Linux web sites. Free formatted versions of this book can be found on the Internet via the following
addresses listed below. From the original web site

Open Net wor k Archit ect ur ewww.openna.com

The Li nux Docunentati on Project homepage: www.linuxdoc.org
O Reilly Network: oreilly.linu.com/pub/d/25

Li nux Security portal linuxsecurity.com/docs

On the other hand you like the nice feel of paper and would like to browse through the pages at your
convenience, you will have to purchaseit.

By clicking here!
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SECURING AND OPTIMIZING LINUX:  guwix
RedHat Edition. Exclusively from OpenDocs. § &

OpenDocs GET IT HERE_ |

It also comes with an accompanying CD filled with some nice goodies and all the example configuration
files.

Other related web sites may exist without my knowledge. If you host this book Securing and Optimizing
Linux: RedHat Edition and want to be included in the list of the next release, please send me a message
with your intentions. If you receive this as part of a printed distribution or on a CD-ROM, please check
out the Linux Documentation home page www.linuxdoc.org/ or the original website at www.openna.com
to see if there is a more recent version. This could potentially save you alot of trouble. If you want to
trandlate this book, please notify me so | can keep track of what languages | have been published in.

Example Configuration files

The example configuration files in this book are available electronically via http from this website
www.openna.com/books/floppy.tgz. [551] In either case, be it from CDROM or if you have downloaded
from the website extract the files from the archive by typing:

[root @eep ]/tnmp#Htar xzpf floppy.tgz

thisis assuming you have stored the f | oppy. t gz inadirectory caled t np/

Errata

Hgnn‘mm

Asi was giving the final look over on this book, Gerhard Mourani has released an errata for all
firewall scripts and it is available here http://www.openna.com/books/errata.htm
If you cannot get the examples directly over the Internet, please contact the author at these email addresses:

<gnour ani @penna. conp
<gnour ani @et scape. net >

Acknowledgements from Gerhard

| would like to thank Michel Méral who has drawn all the beautiful animal drawing in my book, Robert
L. Ziegler for alowing me to include his Firewall software and all Linux users around the world for their
comments and suggestions.

Acknowledgements from "Maddy"

The book has been orginally written by Gerhard M ourani www.openna.com but i would like to thank him
for collaborating with me in porting ( for the want of a better word).To say he was co-operative will be
an under statement he was always there with a helping hand to answer my innumerable queries etc. Also
i would like to thank the following people,but not in any particular order;

Norman Walsh, http://nwalsh.com/~ndw/ for his phenominal and brilliant contribution to DocBook. To
me at timeslookslike only one man contributing to itsgrowth, popul arity and in the process aswell making
it amature product. Add to that he is awonderful human being. My many many thanks to him.
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Peter Graves, http://armedbear.org for hisBrilliant editor j, i do all my work using it and there are no words
to describeit. i am indebted to him. | doubt very muchif i could have worked for long stretches without it.

Bryan Henderson, http://netpbm.sourceforge.net/ for his netpbm package and more than any thing for hav-
ing the patience in dealing with my often persistent and idiotic queries. His software was mainly respon-
sible for converting and manupilating all the orginal images which were in some esoteric format.

Additionally i would also like to thank the following for releasing the right software at the right time:

James clark, http://www.jclark.com/ for hisxt and xp

Michael Kay, http://users.iclway.co.uk/mhkay/saxon/ for Saxon

To each and everyone at OASIS, http://www.0oasis-open.org/docbook/
To each and everyone at Docbook.org, http://docbook.org/

To Sebestain Rahtz, http://users.ox.ac.uk/~rahtz/passivetex/ for his contribution to DocBook

Mark Galass for his brilliant Docbook Tutoria http://nis-www.lanl.gov/~rosalia/mydocs , My starting
point!.

The list would probably go on endlessly, and may be require a book for acknowledgementsi guess.
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Chapter 2. Overview of OS Linux

This part of the book deals with all the basic knowledge required to properly install a Linux OS, in our
case a Redhat Linux on your system.

Introduction to Linux
Steps to be taken prior to install
Steps to be taken post install

What is Linux?

Linux is an Operating System that was first created at the University of Helsinki in Finland by a young
student named Linus Torvalds. At thistime the student was working on a UNIX system that was running
on an expensive platform. Because of hislow budget, and his need to work at home, he decided to create
acopy of the UNIX system in order to run it on aless expensive platform, such as an IBM PC. He began
his work in 1991 when he released version 0.02 and worked steadily until 1994 when version 1.0 of the
Linux Kernel was released. The current full-featured version at this time is 2.2.X; released January 25,
1999, and devel opment continues.

GNU GPL and Linux

The Linux operating system is developed under the GNU General Public License (also known as
GNU GPL) and its source code is freely available to everyone who downloads it via the Internet.
The CD-ROM version of Linux is also available in many stores, and companies that provide it will
charge you for the cost of the media and support. Linux may be used for awide variety of purposes
including networking, software devel opment, and as an end-user platform. Linux is often considered
an excellent, low-cost alternative to other more expensive operating systems because you can install
it on multiple computers without paying more.

A Few good reasons to use Linux

There are no royalty or licensing fees for using Linux, and the source code can be modified to fit your
needs. The results can be sold for profit, but original authors retain copyright and you must provide the
source to your modifications.

Because it comes with source code to the kernel, it is quite portable. Linux runs on more CPUs and plat-
formsthan any other computer operating system. The recent direction of the software and hardware indus-
try isto push consumers to purchase faster computers with more system memory and hard drive storage.
Linux systems are not affected by those industries orientation because of it capacity to run on any kind of
computers, even aging x486-based computers with limited amounts of RAM.

Linux isatrue multi-tasking operating system similar to its brother UNIX. It uses sophisticated, state-of-
the-art memory management to control all system processes. That means that if a program crashes you
can kill it and continue working with confidence.

Another benefit is that Linux is practically immunized against all kinds of viruses that we find in other
operating systems. To date we have found only two viruses that were effective on Linux systems.
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Fears, Uncertainity and Doubts

Let's dispel some of the fear, uncertainty, and doubt
about Linux:

It's a toy operating system.  Fortune 500 companies, governments, and consumers; more and more
use, Linux as a cost-effective computing solution. It has been used and is till used by big companieslike
IBM, Amtrak, NASA, and others.

There'sno support.  Every Linux distribution comes with more than 12,000 pages of documentation.
Commercial Linux distributions such as Red Hat Linux, Caldera, SUSE, and OpenLinux offer initial sup-
port for registered users, and small business and corporate accounts can get 24/7 supports through a num-
ber of commercial support companies. Asan Open Source operating system, there's no six-months to wait
for a service release, and the online Linux community fixes many serious bugs within hours.

10



Chapter 3. Installation of your Linux
Server

The next two chaptersis structured in a manner that follows the original installation of the Red Hat Linux
CD-ROM. Each section below refers to, and will guide you through, different screens that will appear
during the setup of your system after the insertion of the Red Hat boot diskette in your computer.

We promise that it will be interesting to have the machine you want to install Linux on, ready and near to
you when you follow the steps described below. From time to time Red Hat Linux updates its operating
system to a new version and adds, changes or removes some packages as well as changes some locations,

content or features of filesin its distribution.

Red Hat Recently has updated their version of operating system to 6.2 called Zoot, which is a minor
upgrade of 6.1, so to be as accurate as possible about all information contained in these early chapters,
we'll comment upon installation of version 6.1 aswell as version 6.2 for those who will upgrade or install
to it. Any sections in this chapter that refer to version 6.1 will be for the Red Hat Linux 6.1 (Cartman)
distribution, and any section where we talk about version 6.2 will be for the Red Hat Linux 6.2 (Zoot)

distribution, respectively.

The following conventions will simplify the interpretations in these chapter:

@ AnVersion Thisicon appliesto Red Hat Linux version 6.1 and 6.2 respectively.
@ vVersion 6.1 Thisicon applies to Red Hat Linux version 6.1 only.

) Version 6.2 Thisicon applies to Red Hat Linux version 6.2 only.

We know that many organizations and companies handle different versions of this operating system, and
run a number of services on them. Sometimes it may be difficult to upgrade to the latest version since
clients use services on the server 24 hours a day. With this simple convention, people who maintain and

useversion 6.1 of Red Hat Linux will always find exact information related to their needs.

Know your Hardware!

Understanding the hardware of your computer is essential for a successful installation of Red Hat Linux.
Therefore, you should take a moment now and familiarize yourself with your computer hardware. Be

prepared to answer the following questions:

» How many hard drives do you have?

» What sizeis each hard drive? e.g. 3. 2GB.

* If you have more than one hard drive, which isthe primary one?

* What kind of hard drive do you have? e.g. IDE, SCSI.

* How much RAM do you have e.g. 256MB RAM.

» Do you have a SCSI adapter? If so, who is the manufacturer and what model isit?

» Doyou have aRAID system? If so, who is the manufacturer and what model isit?
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What type of mouse do you have e.qg. PS/ 2, Microsoft, Logitech.
» How many buttons does your mouse have? 2/ 3 buttons.

« If you have a serial mouse, what COM port isit connected to? e.g. COML.

What is the make and model of your video card? How much video RAM do you have? e.qg. 4AMB.

What kind of monitor do you have? Make and Model.

Will you be connected to a network? If so, what will be the following:
a. Your IP address?

b. Your netmask?

c. Your gateway address?

d. Your domain name server's |P address?

e. Your domain name?

f. Your hostname?

g. Your types of network(s) card(s)? Make and Model.

h. Y our number of card(s)? Make and Model.

Creating the Boot Disk and Booting
) Al Version

Thefirst thing to do is to create an installation diskette also known as a boot disk. If you have purchased
the official Red Hat Linux CD-ROM, you will find this floppy disk named Boot Diskette in the Red Hat
Linux box and you don't need to create it. From time to time, you may find that the installation will fail
with the standard diskette image that comes with the official Red Hat Linux CD-ROM. If this happens, a
revised disketteisrequired in order for the installation to work properly. In these cases, special imagesare
available viathe Red Hat Linux Errataweb page to solve the problem www.redhat.com/errata. Since this,
isarelatively rare occurrence, you will save time if you try to use the standard diskette images first, and
then review the Errata only if you experience any problem completing the installation.

Step 1. Before you make the boot disk, insert the Official Red Hat Linux™ CD-ROM Part 1 in your
computer that runs the Windows®© operating system. When the program asks for the filename, enter
boot . i ng for the boot disk. To make the floppies under MS-DOSO, you need to use these commands
assuming your CD-ROM isdrive D: and contain the Official Red Hat Linux© CD-ROM.

Open the Command Prompt under Windows: Start | Programs | Command Prompt

C\> d:

D:\> cd \dosutils

D:\dosutils> rawite

Enter disk imge source file nane: ..\inages\boot.ing
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Enter target diskette drive: a:
Pl ease insert a formatted di skette into drive A: and press --ENTER--

D:\ dosutil s>

Therawrite.exe program asksfor the filename of the disk image: Enter boot . i ng andinsert afloppy into
drive A. It will then ask for a disk to write to: Enter a: , and when complete, label the disk; for example,
Red Hat boot disk.

Step 2. Since we'd start the installation directly off the CD-ROM, boot with the boot disk. Insert the
boot diskette you create into the drive A: on the computer where you want to install Linux and reboot the
computer. At theboot : , press Enter to continue booting and follow the three simple steps below:

Choose your language Y ou can choose your prefferd language for the Linux OS from a
list. For example, English, Danish etc

Choose your keyboard type You can choose your Keyboard type. For example US pc104,
norwegian etc
Select your mousetype Y ou can choose your mouse type. For example Logitech two but-

ton, Microsoft three button mouse etc

Installation Class and Method (Install Type)

Red Hat Linux 6.1 and 6.2 include four different classes, or type of installation. They are:

GNOME Workstation
KDE Workstation
Server

Custom

The first three classes GNOME Workstation, KDE Workstation, and Server give you the option of
simplifying the installation process with asignificant loss of configuration flexibility that we don't want to
lose. For thisreason we highly recommend Custom installation, asthisallows you to choose what services
are added and how the system is partitioned.The idea is to load the minimum number of packages, while
maintaining maximum efficiency. The less software that resides on the box, the fewer potential security
exploits or holes may appear.Select Custom and click Next

Disk Setup- Disk Druid
) Al Version

We assume that you are installing your new Linux server to anew hard drive, with no other existing file
system or operating system previously installed. A good partition strategy is to create a separate partition
for each magjor file system. This enhances security and prevents accidental denial of service or exploit of
SUID programs.

Creating multiple partitions offers you the following advantages:

Protection against denial of service attack.
Protection against SUID programs.

13



Installation of your Linux Server

Faster booting.

Easy backup and upgrade management.

Ability for better control of mounted file system.
Limit each file system's ahility to grow.

R

E‘_ﬁ_'.'.nnumc

If previousfile system or operating system exist on the hard drive and computer where you want
to install your Linux system, we highly recommend, that you make a backup of your current
system before proceeding with the disk partitioning.

Step 1. For performance, stability and security reasons you must create something like the following
partitionslisted bel ow on your computer. We suppose for this partition configuration the fact that you have
aSCSl hard drive of 3.2 GB. Of course you will need to adjust partition sizes according to your own needs
and disk size. Partitions that must be created on your system:

/ boot 5MB

/usr 512MB

/ hone 1146MB

/chroot 256MB

/ cache 256MB

/var 256MB
<Swap> 128MB

/[tmp 256MB

/ 256MB

All Kernel images are kept here.

Must be large, since al Linux binaries programs are installed here.

Proportional to the number of usersyou intend to host i.e. 10MB per users multiplied by the number
of users 114 = 1140MB.

If you want to install programsin chroot jail environment i.e. DNS.

This s the cache partition of aproxy server i.e. Squid.

Containsfiles that change when the system run normally i.e. Log files.

Our swap partition. The virtual memory of the Linux operating system.

Our temporary files partition.

Our root partition.

We have made two more special partitions:

/ chr oot The/ chr oot partition can be used for DNS server chrooted, Apache server chrooted and
other chrooted future programs.

/ cache The/ cache partition can be used for a Squid Proxy server.
If you are not intending to install Squid Proxy server you don't need to create the/ cache partition.
Keeping/ t np and / hone on separate partitions is pretty much mandatory if users have shell access to

the server- protection against SUI D programs; splitting these of f into separate partitions also prevent users
from filling up any critical file system -denial of service attack. The same appliesto/ var , and/ usr on
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separate partitionsisalso avery good idea. By isolating the/ var partition, you protect your root partition
from overfilling -denial of service attack.

In our partition configuration we'll reserve 256 MB of disk space for chrooted programslike Apache, DNS
and other software. Thisisnecessary because Apache Docunent Root filesand other binaries, programs
related to Apachewill beinstalled in thispartitionif you decideto run Apacheweb server in achrooted jail.

Take note that the size of the Apache chrooted directory on the chrooted partition is proportional to the
size of your Docunent Root files. If you're not intending to install and use Apache on your server, you
can reduce the size of this partition to something like 10 MB for DNS server that you aways need in a
chrooted jail environment for security reasons.

Minimum size of partitions
FHDTE
AR

For information purposes only, this is the minimum size in megabytes, which a Linux installa-
tion must have to function properly. The sizes of partitions listed below are really small. This
configuration can fit into avery old hard disk of 512MB in size that you might find in old x486
computers. We show you this partition just to get an idea of the minimum requirements.

/ 35MB
/ boot 5MB
/chroot 10MB

/ home 100MB
/tmp 30MB

/usr 232MB

/var 25MB

Disk Druid

Disk Druid Partitions is a program that partitions your hard drive for you. Choose Add to add a new
partition, Edit to edit apartition, Delete to delete a partition and Reset to reset the partitionsto the original
state. When you add a new partition, a new window appears on your screen and gives you parameters to
choose. Different parameters are:

Mount Point: for where you want to mount your new partition in the filesystem.

Size (M egs): for the size of your new partition in megabytes.

Partition Type: Linux nativefor Linux filesystem and Swap for Linux Swap Partition.
E‘}. _HOTE

If you have a SCSI disk the device name will be / dev/ sda and if you have an IDE disk it
will be/ dev/ hda. If you're looking for high performance and stability, a SCSI disk is highly
recommended. Linux refersto disk partitions using a combination of letters and numbers. It uses
anaming scheme that is more flexible and conveys more information than the approach used by
other operating systems.
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Hereisasummary:

Disk naming convention

First Two Letters Thefirst two letters of the partition name indicate the type of device
onwhich the partition resides. Y ou'll normally seeeither hd (for IDE
disks), or sd (for SCSI disks).

The Next Letter This|etter indicates which device the partition is on. For example: /
dev/ hda (thefirst IDE hard disk) and/ dev/ hdb (the second IDE
disk).

Keep this information in mind, it will make things easier to understand when you're setting up
the partitions Linux requires.

Swap partitions are used to support virtual memory. If your computer has 16 MB of RAM or
less, you must create a swap partition. Even if you have more memory, a swap partition is still
recommended. The minimum size of your swap partition should be equal to your computer's
RAM or 16 MB (whichever islarger). The largest useable swap partition isroughly 1 GB, since
2.2 kernel, 1 GB swap file are supported so making a swap partition larger than that will result in
wasted space. Note, however, that you can create and use more than one swap partition although
thisis usually only necessary for very large server installations.

Try to put your swap partitions near the beginning of your drive. The beginning of the drive is
physically located on the outer portion of the cylinder, so the read/write head can cover much
more ground per revolution.

- Partition 1: fooot {Linw: Kernel partitian)

— S Parhtion 2 {usr {Sharad Binanes)

: Partition 3: 'home {User partiion)

Fartition 4: ‘chroot (Chrosot j2il partibon)

Parition &: fcache (Proxy Server Cache partibon)
Parition &: fvar (Accounbng & Administrative)

i F ) - - - Partition ¥: Linux Swep partiion

[ B A B — . Parbtion & fmp (Temporary file partition)

S O A Y A ; ' — L L L | Partition { [Root File Systam)

All major file systams are on separate partitions

representation of linux partition
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An example

To makethe partitions|listed below on your system; thisisthe partition we'll need for our server installation
example; the command will be under Disk Druid:

Add

Mount Point: / boot our /boot directory.
Size (Megs): 5

Partition Type: Li nux Native

Gk

Add

Mount Point: / usr our /usr directory.
Size(Megs): 512

Partition Type: Li nux Nati ve

Ok

Add

Mount Point: / hone our /home directory.
Size (Megs): 1146

Partition Type: Li nux Nati ve

Ok

Add

Mount Point: / chr oot our /chroot directory.
Size (Megs): 256

Partition Type: Li nux Nati ve

Ok

Add

Mount Point: / cache our /cache directory.
Size (Megs): 256

Partition Type: Li nux Nati ve

Ok

Add

Mount Point: / var our /var directory.
Size (Megs): 256

Partition Type: Li nux Nati ve

Ok

Add

Mount Point: our / Swap partition leave the Mount Point Blank.
Size (Megs): 128

Partition Type: Li nux Swap

Ok

Add

Mount Point: / t np our /tmp directory.
Size (Megs): 256

Partition Type: Li nux Nati ve

Ok

Add
Mount Point: / our / directory.
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Size (Megs): 256
Partition Type: Li nux Native
Ok

After the partitions of your hard disk has been completed, you must see something like the following
information on your screen. Our mount points will ook like this:

Table 3.1. Samplerepresentaion of partitions

Mount Point Device Requested Actual Type

/boot sdal 5M 5M Linux Native

Jusr sdab 512M 1146M Linux Native

/home sdab 256M 256M Linux Native

/chroot sda7 256M 256M Linux Native

/cache sda8 256M 256M Linux Native

Ivar sda9 256M 256M Linux Native

<Swap> sdal0 128M 128M Linux Swap

/tmp sdall 256M 256M Linux Native

/ sdal2 256M 256M Linux Native
Drive Geom [C/H/S] Total (M) Free (M) Used (M) Used (%)
sda [3079/64/32] 3079M M 3078M 99%

F HOTE

We are using a SCSI hard disk hence the first two letters of the device are sd.

Post-Partitioning

Now that you are partitioning and choosing the mount point of your directories, select Next to continue.
After your partitions are created, the installation program will ask you to choose partitions to format.
Choosethe partitions you want to initialize, check the (Check for bad blocks during format) box, and press
Next. This formats the partitions and makes them active so Linux can use them.

On the next screen you will see the LILO Configuration where you have the choice to install LILO boot
record on:

Master Boot Record (MBR)
Or

First Sector of Boot Partition

Usually if Linux is the only OS on your machine you should choose the Master Boot Record (MBR)
option. After that, you need to configure your Network and Clock. After you finish configuring the clock,
you need to give your system aroot password and authentication configuration. For Authentication Con-
figuration don't forget to select:

Enable M D5 passwords
Enable Shadow passwords
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Enable NI S doesn't need to be selected since we are not configuring NIS services on this server.

Components to Install- Package Group Selec-

tion

After your partitions have been configured and sel ected for formatting, you are ready to select packagesfor
installation. By default, Linux isapowerful operating system that executes many useful services. However,
many of these services are unneeded and pose potential security risks.

Ideally, each network service should be on adedicated, single-purpose host. Many Linux operating systems
are configured by default to provide a wider set of services and applications than are required to provide
a particular network service, so you may need to configure the server to eliminate unneeded services.
Offering only essential services on a particular host can enhance your network security in several ways:

 Other services cannot be used to attack the host and impair or remove desired network services.

« Different individuals may administer different services. By isolating services so each host and service
has a single administrator you will minimize the possibility of conflicts between administrators.

» The host can be configured to better suit the requirements of the particular service. Different services
might require different hardware and software configurations, which could lead to needless vulnerabil-
ities or service restrictions.

By reducing services, the number of logs and log entries is reduced so detecting unexpected behavior
becomes easier.

A proper installation of your Linux server is the first step to a stable, secure system. You first have to
choose which system componentsyou want toinstall. Choose the components, and then you can go through
and select or deselect each individual package of each component by selecting Sel ect i ndi vi dual
packages option on your Red Hat setup screen. Since we are configuring aLinux Server, we don't need
to install a graphical interface XFr ee86 on our system, a graphical interface on a server means less
processes, less CPU availability, less memory, security risks, and so on. Graphical interfaces are usually
used on workstations only.

Select the following packages for installation:

Net wor ked Wbr kst ati on
Net wor k Management Workstati on
Uilities

After selecting the components you wish to install, you may select or deselect packages.

@ﬂﬁ‘l’.ﬂm

Select the Select individual packages options before continuing to have the option to select and
deselect packages.

Select Individual Package - Part 'A’

The installation program presents a list of the package groups available. Select a group to examine. The
components listed below must be deselected from the Menu Group for security; optimization and other
reasons described below:
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@ Au Version Applications/File:
git The GIT package provides an extensible file system browser, an

ASClI/hexadecimal file viewer, a process viewer/killer and other re-
lated utilities and shell scripts. Unnecessary.

@ AnVersion Applications/I nter net:

finger The finger package isaclient utility, which allows usersto see infor-
mation about system users. Security risks.

ftp The ftp package provides the standard UNIX command-line FTP
client. Security risks.

fwhois The fwhois client program allows for querying whois databases. Se-
curity risks.

ncftp The Ncftp packageisan improved FTP client. [ Security risks, Unnec-
essary.

rsh The rsh package provides client programs, which allows users to run

commands on remote machines, |ogin to other machinesand copy files
between machines (rsh, rlogin and rcp). Security risks.

rsync rsync isvery powerfull mirroring program, which bringsvery quickly
remote and host filesinto sync. Unnecessary

talk The ntalk package provides client and daemon programs for the Inter-
net talk protocol, which allows you to chat with other users on differ-
ent UNIX systems. Security risks.

telnet Telnet is a popular protocol for logging into remote systems over the
network but it is insecure (transfer password in plain text). Security
risks.

@ AnVeoion Applications/Publishing:

ghostscript The GhostScript packageisaset of softwarethat provides aPostScript
interpreter, and an interpreter for Portable Document Format PDF
files. Unnecessary

ghostscript-fonts The GhostScript interpreter can use the Ghostscript-fonts package
during text rendering. Unnecessary.

The groff-perl package is a set of commands and print filter used in

) version 6.2 groff-perl printer environment. Unnecessary, no printer installed on the server.

‘ Version £.2 The mpage package utility takes plain text files or PostScript docu-
: ~~_mpage ments as input, reduces the size of the text, and prints the files on a
PostScript printer with several pages on each sheet of paper. Unnec-

essary, ho printer installed on the server

The pnm2ppa package is a color driver for printing to HP PPA print-

) version 6.2 pnm2ppa ers. Unnecessary, no printer installed on the server.
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rhs-printfilters

The rhs-printfilters package contains a set of print filters, which is
primarily meant to be use with the Red Hat printtool. Unnecessary,
no printer installed on the server

A Al Version Applications/System:

arpwatch

bind-utils
ﬂ Voersion 6.1 knfsd-clients

n Yerswon 6.1 procinfo

rdate
rdist

screen

ucd-snmp-utils

@B Anversion Documentation:

indexhtml

The arpwatch package contains utilities to monitor Ethernet or FDDI
network traffic and build databases of Ethernet/IP address pairs. Un-
necessary

The bind-utils package contains a collection of utilities to find out
information about I nternet hosts. Wewill compileit later on thisbook.

The knfsd-clients package contains the showmount program that
gueries the mount daemon on aremote host for information about the
NFS server on the remote host. Security risks, and NFS services are
not installed on this server.

The procinfo package acquires information about your system from
the kernel asit is running. Unnecessary, other methods exist.

The rdate package utility can retrieve the date and time from another
machine on your network. Security risks.

Therdist package is aprogram that maintainsidentical copies of files
on multiple hosts. Security risks.

This screen package is a useful utility for users who telnet into a ma-
chine or are connected viaadumb terminal, but want to use more than
just one login. Unnecessary

The ucd-snmp-utils package contains various utilities for use with the
ucd-snmp network management project. Unnecessary, Security risks

The indexhtml package contains the HTML page and graphics for a
welcome page shown by your Web browser into X Window Systems.
Unnecessary,we don't use graphical interface.

Select Individual Package -Part 'B'

@ Al Version System Environ

chkfontpath

yp-tools

ment/Base:

The chkfontpath package is a simple program for adding, removing
and listing the directories contained in the X font server's path. Un-
necessary, we don't use graphical interface

The Network Information Service NIS is a system, which provides
and centralizes network information; login names, passwords, home
directories, and group information, to all of the machines on a net-
work. Security risks, we don't use it on our server
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B sl version System Environment/Daemons: .

XFree86-xfs

ﬂ Voerswon 6.2 finger-server
Ipr

q Yersion 6.2 nfs-utils

pidentd

portmap

n Yerswon G2 rsh-server

rusers

n Voerswon G2 FUSErs-server

n Voerswon G2 rwall-server

rwho

q Yersion b2 talk-server

q Yersion b2 telnet-server

q Yersion 6.1 tftp

The XFree86-xfs package is a font server for XFree86 that can also
serve fonts to other X servers remotely. Unnecessary, we don't use
graphical interface

The finger-server package contain the finger daemon that runs from
the/ et c/inetd. conf, fileand alows users to see information
about system users on the server. Security risks.

The lpr package provides the basic system utility for managing print-
ing services. Unnecessary and no printer installed on the server

The nfs-utils package provides the tools and daemon for the kernel
NFS server. This package must be installed if you want to provide
NFS services on your server. Security risks, and NFSservices are not
installed on this server.

The pidentd package contains the identd, which looks up specific
TCP/IP connections and returns either the user name or other infor-
mation about the process that owns the connection. Unnecessary, very
few things on the net require the sender to be running identd, because
many machines don't have it and because many people turn it off.

The portmapper package manages RPC connections, which are used
by protocolslike NFSand NIS. Unnecessary, Security risks, and NIS
NFSservices are not installed on this server.

The rsh-server package provides the servers needed for (rsh, rlogin,
rcp) which allow users to run remote access commands on remote
machines. Security risks

The routed package routing daemon maintains current routing tables
by handling incoming RIP traffic and broadcasts outgoing RIP traffic
about network traffic routes. Unnecessary, Security risks, and limited.

The rusers package program allows users to find out who is logged
into various machines on the local network. Security risks.

Therwall-server package containsthe daemon which allowsreceiving
remote messages from users in remote hosts. Security risks

The rwho package shows who is logged in for all machines on the
local network running the rwho daemon. Security risks.

The talk-server package provides the daemon program, which alows
you to chat viaterminal with other users on remote UNIX systems.™
Security risks.

The telnet-server package provides the daemon, which allows telnet
remote logins protocol to your server. Security risks, replace by SSH

The tftp package or Trivia File Transfer Protocol TFTP allows users
to transfer filesto and from aremote machine. It isnormally used only
for booting diskless workstations. Security risks, Unnecessary.
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The tftp-server package provides the server for (TFTP), which allows
users to transfer files to and from a remote machine. Security risks,
Unnecessary.

q Yersion 6.2 tftp-server

ucd-snmp The ucd-snmp package or SNMP -Simple Network Management Pro-
tocol is a protocol used for network management. Unnecessary, Se-
curity risks

The ypbind package is a daemon which binds NIS -Network Informa:
tion Service server client to NIS server. Security risks, we don't use
it on our server.

ﬂ All ¥ersion ypbind

The ypserv package isthe NIS -Network Information Service server,
which provides network information (NIS) to all of the machines on
anetwork. Security risks, we don't use it on our server

q Yersion 6.2 ypserv

@B anveosion System Environment/Libraries:

XFree36-libs The XFree36-libs package contains the shared libraries that most X
programs need to run properly. Unnecessary, we dont use graphical
interface.

libpng The libpng package contains a library of functions for creating and

manipulating GIF image format files. GIF is a bit-mapped graphics
format similar to the GIF format. Unnecessary.

User Interface/X:

q Version 6.1 The XFree86-75dpi-fonts package contains the 75 dpi fonts (the stan-
W TETRIBR BT X Free86-75dpi-  dard fonts) used on most X Window Systems. Unnecessary, we don't

fonts use graphical interface.

The urw-fonts package contain free versions of the 35 standard Type
1 PostScript fonts. Unnecessary, we don't use graphical interface.

How to use RPM Commands

n Yerswon G2 urw-fonts

This section contains an overview of principal modes using with RPM for installing, uninstalling, upgrad-
ing, querying, listing, and checking RPM packages on your Linux system. Y ou must be familiar with these
RPM commands now because we'll use them often in the continuation of this book. To install a RPM
package, use the command:

[root @eep] /#rpm-ivh foo-1.0-2.i386.rpm
Take anote that RPM packages have afile of nameslikef oo- 1. 0- 2. i 386. r pm which include the
package name (foo), version (1.0), release (2), and architecture (i386).

To uninstall a RPM package, use the command:

[ root @eep] /#rpm-e foo
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Notice that we used the package name foo, not the name of the original package file
foo-1.0-2.i386.rpm

To upgrade a RPM package, use the command:
[root @eep] /#rpm -UWUvh foo-1.0-2.i386.rpm

With this command, RPM automatically uninstall the old version of f 0o package and install the new one.
Alwaysuser pm - Uvh toinstall packages, since it works fine even when there are no previous versions
of the package installed.

To query aRPM package, use the command:
[ root @eep] /#rpm-qg foo

This command will print the package name, version, and release number of installed package f oo. Use
this command to verify that a packageis or is not installed on your system.

To display package information, use the command:
[ root @eep] /#rpm-qgi foo

This command display package information; includes name, version, and description of theinstalled pro-
gram. Use this command to get information about the installed package.

Tolist filesin package, use the command:
[ root @eep] /#rpm-qgl foo

This command will list al filesin ainstalled RPM package. It works only when the package is already
installed on your system.

To check a RPM signature package, use the command:
[ root @eep] /#rpm --checksig foo

This command checks the PGP signature of specified package to ensure its integrity and origin. Always
use this command first before installing new RPM package on your system. Also, GnuPG or Pgp software
must be already installed on your system before you can use this command.

Starting and stopping daemon services

The init program of Linux -also known as process control initialization, is in charge of starting all the
normal and authorized processes that need to run at boot time on your system. These may include the
APACHE daemons, NETWORK daemons, and anything else that must be running when your machine
boots. Each of these processes hasascript under / et ¢/ rc. d/i nit. d/ directory written to accept an
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argument, which can be start, stop and restart. You can execute those scripts by hand in fact with a
command:

Example 3.1. Starting and Stopping various Daemon's

To start the httpd Web Server manually under Linux.

[root @leep] /# /etc/rc.d/init.d/ httpd start

Starting httpd: [ ]
To stop the httpd Web Server manually under Linux.

[root @leep] /# /etc/rc.d/init.d/ httpd stop

Shutting down http: [ X]
To restart the httpd Web Server manually under Linux.

[root @leep] /# /etc/rc.d/init.d/ httpd restart

Shutting down http: [ ]
Starting httpd: [ ]

Checkinsideyour/ etc/rc.d/init.d/ directory for servicesavailable and use command start | stop
| restart to work around.
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Chapter 4. Post-Install

This entire chapter deals with the steps to be taken after the installation of your server, for example, unin-
stallation of certain programswhich are going to compiled on your server using sourcetarballs, installation
of certain programs required to compile these source tarballs etc

Software that must be uninstalled

Red Hat Linux installs other pre-compiled binaries of programs on your system by default and doesn't give
you the choice to uninstall them during the install setup. For this reason, you must uninstall the following
software on your system after the installation of your server.We must uninstall them for better security

and to make space in our server.

For more information and explanation of their capabilities and uses, please see your Red Hat manual
or install the package and make an rpm -gi f 00 command to query and get a detailed description of
the program, and then uninstall it again. Below is the list of programs and a short description of their

utilizations.

n All ¥ersion

pump

q All ¥ersion mt-st

q Al ¥ersion gect

q Al ¥Version Metamail

ﬂ All ¥ersion apmd

n All ¥ersion kernel-pcm-
ciacs

n All ¥ersion linuxconf

q All ¥ersion

getty ps

q Yersion 6.1 setconsole

The Pump DHCP package allows individual diskless clients on anet-
work to get their own | P network configuration information from net-
work servers. Unnecessary.

Thent -for magnetic tape drives and st -for SCSI tape devices tape
drive management programs can control rewinding, € ecting, skipping
files, blocks and more. Necessary only if you have a tape backup on
this server.

The gject package contains an gject program that allows the user to
gject removable mediatypically CD-ROMs, floppy disks, lomega Jaz
or Zip disks using software control. Necessary only if you have a tape
backup on this server.

Metamail is a program that uses the mailcap file to determine how it
should display non-text or multimedia material. Unnecessary.

The apmd package, or advanced Power M anagement daemon utilities,
can watch your notebook's battery and warn all users when the battery
islow. Unnecessary for a server.

The kernel-pcmcia-cs package is for laptop machines and some non-
laptops that support PCMCIA cards for expansion. Unnecessary for
a server.

The linuxconf package is a system configuration tool. Unnecessary,
buggy program.

Thegetty ps package contains programsthat are used to accept logins
on the console or aterminal on your system. Unnecessary.

The setconsole package is a basic system utility for setting up the
/etc/inittab, /dev/systty and/dev/consol e filesto
handle a new console. Unnecessary.
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q Al ¥ersion isapnptools
q Al ¥ersion setserial

q Al ¥ersion kudzu
q Al ¥ersion raidtools

q Al ¥ersion gnuPG

q Al ¥Version redhat-logos

q Al ¥Version redhat-re-
lease

n All ¥ersion qd
n All ¥ersion pciutils

n All ¥ersion rmt

The isapnptools package contains utilities for configuring 1SA Plug-
and-Play (PnP) cards/boards. Unnecessary.

The setseria packageisabasic system utility for displaying or setting
seria port information. Unnecessary.

Thekudzu package is ahardware-probing tool run at system boot time
to determine what hardware has been added or removed from the sys-
tem. Unnecessary.

Theraidtools package includes the tools you need to set up and main-
tain asoftware RAID device on aLinux system. Depending if you use
Raid or not.

The GnuPG packageisatool for secure communication and data stor-
age. It is areplacement for the PGP software. It can also be used to
encrypt data and to create digital signatures. We will compile it later
on our book.

Theredhat-logos package containsfilesof the Red Hat " Shadow Man"
logo and the RPM logo. Unnecessary on a server.

The redhat-rel ease package contains the Red Hat Linux release file.
Unnecessary.
The gd package allows your code to quickly draw images and write

out theresult asa. gi f file. Unnecessary.

The pciutils package contains various utilities for inspecting and set-
ting devices connected to the PCI bus. We use other methods.

The rmt utility provides remote network access to make backup. Se-
curity risks since rmt depends on rsh to work.

Use RPM command to uninstall.

The command to uninstall softwareis:

[ root @eep] /#rpm -e <softwarename(s)>

Where <softwarename> is the name of the software you want to uninstall e.g. (foo).

Since Programs like apmd, kudzu, and sendmail are daemons that run as process. It is better to stop those
processes before uninstalling them from the system. To stop those processes, use the following commands:

[root @eep] /# /etc/rc.d/init.d/apnmd stop
[root @eep] /# /etc/rc.d/init.d/sendmail stop
[root @eep] /# /etc/rc.d/init.d/kudzu stop
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1 .
) version 6.1 Now you can uninstall them safely, and all other packages, as shown below: Re-
move the specified packages for Red Hat Linux version 6.1 (Cartman).
[root @leep] /# rpm-e --nodeps punp nt-st eject nailcap apnd ker ne
set consol e i sapnptool s setserial kudzu raidtools gnupg redhat -1 ogc
) version 6.2 Remove the specified packages for Red Hat Linux version 6.2 (Zoot).
[root @eep] /# rpm-e --nodeps punp nt-st eject nailcap apnd ker ne
i sapnptool s setserial kudzu raidtools gnupg redhat-1ogos redhat-re
2.

) Al Version Remove the linux.conf-installed file manually.

[root @eep] /# rm-f /etc/conf.linuxconf-installed

F HOTE

Thisisaconfiguration file related to linuxconf software that must be removed manually.

The program hdparm is needed by IDE hard disk but not SCSI hard disks. If you have an IDE disk on your
system you must keep this program (hdparm), but if you don't have an IDE hard disk you can remove it
safely from your system. To remove hdparm from your system, use the following command:

[root @eep] /# rpm-e hdparm

Use the programs kbdconfig, mouseconfig, timeconfig, authconfig, ntsysv, and setuptool in order to set
your keyboard language and type, your mouse type, your default time zone, your NIS and shadow pass-
words, your numerous symbolic linksin/ et ¢/ r c. d directory, and text mode menu utility which allow
you to access al of these features. After those configurations have been set during the installation stage
of your Linux server it's rare that you would need to change them again. So, you can uninstall them, and
if in future you need to change your keyboard, mouse, default time, etc again viatest mode menu, all you
have to do isto install the program with the RPM from your original CD-ROM. To remove all the above
programs from your system, use the following command:

[root @eep] /# rpm-e kbdconfig mouseconfig timeconfig authconfig ntsysv

Evenif you arenot intending to install amail server on your Linux system, the program Sendmail isalways
needed on your serversfor potential messages sent to the root user by different software servicesinstalled
on your machine.

Sendmail isaMail Transport Agent -MTA program that sends mail from one machine to another. It can
be configured in different manners; it can serve as an internal delivery mail system to aMail Hub Server,
or can be configured to be a Central Mail Hub Server for all Sendmail machines on your network. So
depending on what you want to do with Sendmail, you must configure it to respond to your specific needs.
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For this reason you must uninstall Sendmail and see the relevant sections in this book that is related to
Sendmail configuration and installation.

To remove Sendmail from your system, use the following command:

[root @eep] /# rpm-e sendnil

Software that must be installed

There are certain programs required to be able to compile programs on your server, hence you must install
the following RPM packages. This part of the installation is very important and requires that you install
all related packages described below. These are on your Red Hat Part 1 CD-ROM under RedHat/RPM S
directory and represent the base necessary software needed on Linux to compile and install programs.

1. First, we mount the CD-ROM drive and moveto the RPM S subdirectory of the CD-ROM. To mount
the CD-ROM drive and move to RPM directory, use the following commands:

[root @eep] /# nount /dev/cdrom/mt/cdrom
[root @eep] /# cd / mt/cdrom RedHat / RPMS/

In the process of customizing our linux server, we will be using, most of the time source tarballs
rather than pre-compiled RPMs hence these are the packages that we need to be able to compile and
install programs. Remember, this is the minimum package that will allow you to compile most of
the tarballs available for Linux. Other compiled binary packages exist on the Red Hat CD-ROM, so
verify with the README file that came with the tarballs program you want to install if you receive
an error messages during compilation of the specific software.

q Yersion 6.1

mi-1.4-12.1386.rpm egcs-1.1.2-24.i386.rpm
dev86-0.14.9-1.i 386.rpm El ectricFence-2.1-1.i386.rpm
bi son-1.28-1.i386.rpm flex-2.5.4a-7.i386.rpm
byacc-1.9-11.i 386.rpm gdb-4.18-4.i 386.rpm
cdecl -2.5-9.1386.rpm ker nel - headers-2. 2. 12-20.i 386.rpm
cpp-1.1.2-24.i386.rpm glibc-devel -2.1.2-11.1386.rpm
cproto-4.6-2.i386.rpm make- 3. 77-6.1386.rpm
ctags-3.2-1.1386.rpm patch-2.5-9.1i386.rpm
! Voerson 6.2
mi-1.4-12.i386.rpm egcs-1.1.2-30.i386.rpm
dev86- 0. 15.0-2.i 386.rpm El ectri cFence-2. 1-3.1386.rpm
bi son-1.28-2.i386.rpm flex-2.5.4a-9.i386.rpm
byacc-1.9-12.i 386.rpm gdb-4. 18-11.i 386.rpm
cdecl -2.5-10.i 386.rpm ker -

nel - headers-2.2.14-5.0.i 386.rpm
cpp-1.1.2-30.i386.rpm glibc-devel -2.1.3-15.1386.rpm
cproto-4.6-3.i386.rpm make- 3. 78. 1- 4.1 386. rpm
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ctags-3.4-1.i386.rpm pat ch-2.5-10.i 386.rpm
E‘j«:HGIE

It isbetter to install software mentioned above in one shot, if you don't want to receive error
message regarding dependencies during RPM install.

q Yersion 6.1

Install all the needed software above with one RPM command. The RPM command to install all
software together is:

[root @eep ] /RPMS#rpm -Wh mi-1.4-12.i386.rpm dev86-0. 14.
cproto-4.6-2.i386.rpmctags-3.2-1.i386.rpmegcs-1.1.2-24.i 3€
make- 3. 77- 6.1 386. rpm patch-2.5-9.i 386.rpm

! Yoersion 6.2

Install all the needed software above with one RPM command. The RPM command to install all
software together is:

[root @eep ] /RPNMS#rpm - Uvh n¥-1.4-12.i 386.rpm dev86-0. 15. 0-
cproto-4.6-3.i386.rpmctags-3.4-1.i386.rpmegcs-1.1.2-30.i 3€
make- 3. 78. 1- 4.1 386. rpm patch-2.5-10.i 386.rpm

The RPM package has many options, for example we have used the following sytax:

rpm[-Uvh] [fil e]
you might be curious to know what these arguments -Uvh means, why should it be given at all etc.Here
isabrief description:

-U

-stands for Upgrade which will uninstall an older version of the pack-
ageyou areinstalling and install the new one, which will eliminatethe
error likely to occur if in case the package being uninstalled has de-
pendencies. It is generally recomded to use this argument even while
you are obsolutely sure that there is no earlier version of the package
you aretrying to install is existing on your machine.

-stands for verbose, which is quite self explanatory. This argument
ensures all messages are written to the stdout/console so you get to
know what is happening.

-this generates the hash mark # in a series, this will give a sense of
visual progress with the install process .

So, when you use rpm - Uvh, whether it is Redhat ver 6.1 or ver 6.2, what you see on your console
is shown below,Natice in the display that the name of the package is seen but not the version number.
Infact we have mentioned this earlier in this book that when you install or upgrade you have to enter the
package name with version name, for example rpm -i vh mt - 1. 0. 4. r pmbut while querying the
same package using rpm command the syntax is as follows: rpm - gi  mt , Please do keep this mind.
Given below is agraphical representation of your screen when you install the above mentioned rpm's :
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) Al Version
m B
dev86 T T T e T e
bi son T T T
byacc T T T
cdecl T T T
cpp T T T
cproto T T T
ctags T T T
egcs T T T
El ectri cFence T T T
f1ex T T T
gdb T T T

ker nel - headers
gl i bc-devel
make

pat ch

HHBHBHBHEHEHEHH B HBHBHBHBHBHBH BB
HHBHBHBHEH B R BHBHBHBHBH BB R R
HHBHBHBHEH B R BHBHBHBHBH BB R R
HHBHBHBHEH B R BHBHBHBHBH BB R R

You must exit and re-login for all the change to take effect. To exit from your console, use the command:

[root @eep] /# exit

Check,Re-confirm

After installation and compilation of all programs you need on your server, it's a good idea to remove
all unnecessary programs (compilers, etc) described above unless needed it is obsolutely needed by the
system. Few reasons are:

If acracker gains access to your server he or she cannot compile or modify binary programs. Also, this
will free alot of space and will help to improve regular scanning of files on your server for integrity
checking.

When you run a server you will give it a special task to accomplish. You will never put al services
you want to offer in one machine or you will lose speed - resources available divided by the number
of process running on the server.

Decrease your security with alot of services running on the same machine, if a cracker accesses this
server, he or she can attack directly all the others available.

Having different servers doing different tasks will simplify the administration, management you know
what task each server issupposed to do, what services should be available, which portsare opento clients
access and which one are closed, you know what you are supposed to seein the log files, etc, and give
you more control and flexibility on each server dedicated for mail, web pages, database, development,
backup, etc.

For example, having one server specialized just for development and testing will permit you to not
be compelled to install compiler programs on a server each time you want to compile and install new
software on it, and be obliged afterwards to uninstall the compilers, or other sharp objects.
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If you have followed each step exactly as described till now, Since we have chosen to customize the
installation of our Linux system, thisisthelist of all installed programs that you must have on your server
after the complete installation of the Linux Server. Thislist must match exactly theinstall.log file located
inyour / t np directory or you could run into a problem. Don't forget to install all programs listed above
in Software that must be installed after installation of the Server to be able to compile programd properly
on your Server.

q Yersion 6.1

Installing setup. Installing gawk. Installing netkit-base.
Installing filesystem Installing gd. Installing newt.
Installing basesystem Installing gdbm Installing ntsysv.
Installing Idconfig. Installing getty ps. Installing passwd.
Installing glibc. Installing glib. Installing pciutils.
Installing shad-Installing gnp. Installing perl
owutils.
Installing nktenp. Installing gnupg. Installing procmail
Installing terntap. Installing gpm Installing procps.
Installing libterncap. Installing groff. Installing psmsc.
Installing bash. Installing gzip. Installing punp.
Instal ling MAKEDEV. Installing hdparm Installing python
Installing SysVinit. Installing initscripts. Installing quota
Installing XFree86-1nstal ling ipchains. Installing raidtools.
Mach64.
Installing chkconfig. Installing isapnptools. Installing readline
Installing apnd. Installing kbdconfig. Installing redhat - | o-
gos.

Installing ncurses. Installing kernel. Installing rootfiles.
Installing info. Installing kernel-pcmlinstalling rpm

ci a-cs.
Installing fileutils. Installing kudzu. Installing sash.
Installing grep. Installing Id.so. Installing sendnail
Installing ash. Installing |ess. Installing setconsol e.
Installing at. Installing libc. Installing setseri al
Installing authconfig. Installing |ibstdc++. Installing setuptool
Installing bc. Installing lilo. Installing shapecfg.
Instal ling bdflush. Installing pwdb. Installing slang
Installing binutils. Installing pam Installing slocate.
Installing bzip2. Installing sh-utils. Installing stat.
Installing sed. Installing redhat-re-Installing syskl ogd

| ease.
Installing con-Installing |Iinuxconf. Installing tar.
sol e-tool s.
Instal ling e2fsprogs. Installing | ogrotate. Installing

tcp_wr appers.

Installing rnt. Installing I osetup. Installing tcpdunp.
Installing cpio. Installing Isof. Installing tcsh.
Installing cracklib. Installing nmail cap. Installing tine.
Installing crack-Installing mail x. Installing timeconfig.
[ib-dicts.
Installing crontabs. Installing man. Installing timed.
Installing textutils. Installing mingetty. Installing tnpwatch.
Installing dev. Installing nkbootdisk. Installing traceroute
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Installing
Installing
Installing
Installing
Installing
Installing
Installing

diffutils.
dunp.

ed.

ej ect.

et cskel .
file.
findutils.

q Yersion 6.2

Installing
Installing
Installing
Installing
Installing
Installing
owutils.
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Mach64.
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
Installing
sol e-tool s.
Installing
Installing
Installing
Installing
Installing
[ib-dicts.
Installing

set up.
filesystem
basesystem
[ dconfi g.
glibc.

shad-

mkt enp.

t er ntap.

[ i bterncap.
bash.
MAKEDEV.
SysVinit.

XFr ee86-

anacron
chkconfi g.
apnd.

ncur ses.
i nf 0.
fileutils.

gr ep.

ash.

at .

aut hconfi g.
bc.
bdf | ush.

bi nutils.
bzi p2.

sed.

con-

e2f spr ogs.

rnt.
cpi o.
cracklib.

Installi
Installi
Installi
Installi
Installi
Installi
Installi

Installi
Installi
Installi
Installi
Installi
Installi

Installi
Installi
Installi
Installi
Installi
Installi
Installi

Installi
Installi
Installi

Installi
Installi
Installi
ci a-cs.
Installi
nel -util
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi

Installi
| ease.

Installi
Installi
Installi

crack-Installi

cront abs.

Installi

ng
ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng
ng
ng

ng
ng
ng

ng
ng
ng

ng

ng
ng
ng
ng
ng
ng
ng
ng
ng

ng
ng
ng
ng
ng

ng

nkinitrd. Installing utenpter.
nodut il s. Installing util-Iinux.
nount . Installing vimcommon.
nmouseconfig. Installing vimmnimal.
nt-st. Installing vixie-cron.
nconpr ess. Instal ling which.
net -t ool s. Installing zlib.
gawk. Installing nconpress.
gd. Installing net-tools.
gdbm Installing newt.
getty_ps. Installing ntsysv.
glib. Installing passwd.
gnp. Installing pciutils.
gnupg. Installing perl
gpm Installing popt.
groff. Installing procrail.
gzi p. Installing procps.
hdpar m Installing psnisc.
i netd. Installing punp.
initscripts. Installing quota.
i pchai ns. Installing raidtools.
i putils. Installing readline.
i sapnpt ool s. Installing redhat - | o-
gos.

kbdconfi g. Installing rootfiles.
ker nel . Installing rpm

kernel -pcmInstalling sash.

ker-Installing sendnmail .
kudzu. Installing setseri al
I d. so. Installing setuptool.
| ess. Installing shapecfg.
l'ibc. Installing slang.
i bstdc++. Installing slocate.
lilo. Installing stat.
pwdb. Installing syskl ogd.
pam Installing tar.
sh-utils. Installing
t cp_wr appers.

redhat-re-Installing tcpdunp.
I i nuxconf. Installing tcsh.
logrotate. Installing tine.
| oset up. Installing timeconfig.
| sof. Installing tmpwatch.
mai | cap. Installing traceroute.
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Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi

Verify,Cross-check

After we have uninstalled all the software that must be uninstalled after theinstallation of our Linux server
see Software that must be uninstalled after installation of the Server and after the addition of the necessary
RPM packages, so that we will able to compile programs on our server, we must verify the list of all

ng
ng
ng
ng
ng
ng
ng
ng
ng

textutils.
dev.
diffutils.
dunp.

ed.

ej ect.

et cskel .
file.
findutils.

Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi
Installi

ng
ng
ng
ng
ng
ng
ng
ng
ng

mai | x.

nan.

m ngetty.
nkboot di sk.
nkinitrd.
nodut il s.
nount .
nmouseconfi g.
nt-st.

Installi
Installi
Installi
Installi
Installi
Installi
Installi

installed RPM programs again but this time with the following command:

To verify thelist of al installed RPM package on your system, use the command:

The - ga option will query al installed RPM packages on your system and the symbol > will redirect the

[root @eep] /#rpm-ga > installed_rpm

output to thefilenamedi nstal | ed_r pm

ﬂ Voersion 6.1

The content of thei nst al | ed_r pmfile must match exactly this:

setup-2.0.5-1
filesystem1.3.5-1
basesystem 6. 0- 4

| dconfig-1.9.5-15
glibc-2.1.2-11
shadow ut il s-19990827- 2 gnp-2. 0. 2-10

nkt emp-1.5-1
terncap-9. 12. 6-15

i bterncap-2.0.8-18
bash-1.14.7-16
MAKEDEV- 2. 5- 2
SysVinit-2.77-2
chkconfig-1.0.7-2
ncurses-4. 2-25

i nfo-3.12h-2
fileutils-4.0-8
grep-2.3-2
ash-0.2-18

at-3.1.7-11

mi-1.4-12
bdf | ush-1. 5-10

binutils-2.9.1.0.23-6

bzi p2-0.9.5c-1
sed-3.02-4

findutils-4.1-32
gawk-3.0.4-1

cdecl -2.5-9

gdbm 1.8.0-2
glib-1.2.5-1

cpp-1.1.2-24
gpm1.17.9-3
groff-1.11a-9
gzip-1.2.4-14
initscripts-4.48-1
i pchains-1.3.9-3
cproto-4.6-2

El ectricFence-2.1-1
kernel -2.2.12-20

patch-2.5-9

ld so-1.9.5-11
| ess-340-1
libc-5.3.12-31

i bstdc++-2.9.0-24
lilo-0.21-10

pwdb- 0. 60- 1

pam 0. 68-7
sh-utils-2.0-1

ng
ng
ng
ng
ng
ng
ng

ut enpt er.
util-Ilinux.
Vi m conmon.
vimm ni nal .
Vi xi e-cron.
whi ch.
zlib.

passwd- 0. 63-1
perl-5.00503-6
flex-2.5.4a-7
procps-2.0.4-2

psm sc- 18- 3

pyt hon-1.5.2-7
quot a-1. 66-8
gdb-4. 18-4
readline-2.2.1-5
glibc-devel -2.1.2-11
rootfiles-5.2-5

rpm3.0.3-2

sash-3.3-1

make- 3. 77- 6

shapecfg-2.2.12-2
slang-1.2.2-4
sl ocate-2.0-3

stat-1.5-11

syskl ogd- 1. 3. 31-12
tar-1.13.11-1
tcp_w appers-7.6-9
t cpdunp- 3. 4- 16
tcsh-6.08.00-6
time-1.7-9
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con-

sol e-t ool s-19990302- 17

e2f sprogs-1.15-3
byacc-1.9-11
cpio-2.4.2-13
cracklib-2.7-5
cracklib-dicts-2.7-5
crontabs-1.7-7
textutils-2.0-2
dev-2.7.10-2
diffutils-2.7-16
dunp- 0. 4b4-11
ed-0.2-12

bi son-1.28-1

etcskel -2.0-1
file-3.27-3

q Yersion 6.2

| ogrotate-3.3-1

| osetup-2.9u-4
| sof-4.45-1

mai | x-8.1.1-9
man- 1. 59- 6

m ngetty-0. 9. 4-
nkboot di sk- 1. 2.
nkinitrd-2.3-1
nodutils-2.1.121-14
mount - 2. 9u- 4
ctags-3.2-1
nconpress-4.2.4-14
net-tools-1.53-1

0

1
2-1

net ki t - base- 0. 10- 37
newt - 0. 50- 13

ti nmed- 0. 10- 23

t mpwat ch-2. 0-1
traceroute-1.4a5-16
utenpter-0.5.1-2
util-linux-2.9w 24
vi m conmon-5. 4-2
vimmninml-5.4-2
vi xi e-cron-3.0. 1-39
which-2.8-1
zlib-1.1.3-5
dev86-0.14.9-1
egcs-1.1.2-24

ker nel - head-
ers-2.2.12-20

The content of thei nst al | ed_r pm filemust look exactly like this:

setup-2.1.8-1
filesystem1.3.5-1
basesystem 6. 0- 4

[ dconfig-1.9.5-16
glibc-2.1.3-15

shad-
owutils-19990827-10
mkt enp- 1. 5- 2

terncap-10.2.7-9
i bterncap-2.0.8-20
bash-1.14.7-22
MAKEDEV- 2. 5. 2-1
SysVinit-2.78-5
anacron-2.1-6
chkconfig-1.1.2-1
mi-1.4-12

ncur ses-5.0-11

i nfo-4.0-5
fileutils-4.0-21
grep-2.4-3

ash-0. 2-20
at-3.1.7-14
byacc-1.9-12

bc- 1. 05a-5

bdf | ush-1.5-11

binutils-2.9.5.0.22-6

bzi p2-0.9. 5d-2
sed-3.02-6
con-

sol e-t ool s-19990829- 10

e2f sprogs-1.18-5
cpio-2.4.2-16

file-3.28-2
findutils-4.1-34
gawk-3.0.4-2

pat ch-2.5-10
gdbm 1.8.0-3

bi son-1. 28-2

glib-1.2.6-3
gnp-2.0. 2-13

gpm 1.18.1-7
groff-1.15-8

gzi p-1. 2. 4a-2

i netd-0.16-4
initscripts-5.00-1
i pchains-1.3.9-5

i putils-20000121-2
cpp-1.1.2-30
cproto-4.6-3
kernel -2.2.14-5.0
ctags-3.4-1

nconpress-4.2.4-15
net-tool s-1.54-4
new - 0. 50. 8- 2
passwd- 0. 64. 1-1
perl-5.00503-10
popt-1.5-0.48

procmail - 3. 14-2
procps-2.0.6-5
psmi sc-19-2

quot a- 2. 00pre3-2
gdb- 4. 18- 11
readline-2.2.1-6
make- 3. 78. 1- 4
rootfiles-5.2-5
rpm3.0.4-0.48
sash-3.4-2
shapecfg-2.2.12-2
slang-1.2.2-5
slocate-2.1-2

kernel -utils-2.2.14-5.0stat-1.5-12

El ectri cFence-2.1-3
ld.so-1.9.5-13

| ess- 346-2
libc-5.3.12-31

i bstdc++-2.9.0-30
lilo-0.21-15
pwdb- 0. 61-0
pam 0. 72-6

sh-utils-2.0-5
logrotate-3.3.2-1

syskl ogd- 1. 3. 31- 16
tar-1.13.17-3
tcp_wrappers-7.6-10
t cpdunp- 3. 4-19
tcsh-6.09-4
time-1.7-9

tmpwat ch-2. 2-1
traceroute-1.4a5-18

utenpter-0.5.2-2
util-linux-2.10f-7

35



Post-1nstall

cracklib-2.7-5 | osetup-2.10f-1 vi mconmmon-5. 6-11
cracklib-dicts-2.7-5 | sof-4.47-2 vimmniml-5.6-11
crontabs-1.7-7 mai | x-8.1.1-10 vi xi e-cron-3.0. 1-40
textutils-2.0a-2 man- 1. 5h1-1 whi ch-2.9-2
dev-2.7.18-3 m ngetty-0.9.4-11 zlib-1.1.3-6
diffutils-2.7-17 nkboot di sk-1. 2. 5-3 dev86-0.15.0-2
dunp- 0. 4b15-1 nkinitrd-2.4.1-2 egcs-1.1.2-30
ed-0.2-13 nodutils-2.3.9-6 ker nel - head-

ers-2.2.14-5.0
cdecl -2.5-10 nmount - 2. 10f -1 glibc-devel -2.1.3-15
etcskel -2.3-1 flex-2.5.4a-9

This step is required to make sure we have not forgotten to remove some unnecessary RPM or to add
some important packages that permit us to compile programs on the system. If the result looks as our
i nstal | ed_r pmfile above, we are ready to play with our new Linux server.

some colors for a change

Putting some colors on your terminal can help you to distinguish folders, files, archives, devices, symbolic
links and executable file from others. My opinion isthat colors help to makeless errors and fast navigation
on your system. It's important to note that this hack is necessary only for Red Hat Linux version 6.1
(Cartman) and ol der, since the new Red Hat Linux version 6.2 (Zoot) now enablesand includesthisfeature
by default. Edit the profilefilevi / et ¢/ pr of i | e and add the following lines:

# Enable Colour Is
eval “dircolors /etc/DIR COLORS -b’
export LS OPTIONS='-s -F -T 0 --col or=yes'

Edit thebashr c filevi /et c/ bashr c and add theline:
alias Is="I's --col or=aut o'

Then log in and out. The new COLORS-environment variable should now be set, and your system will
recognize that.

F HOTE

Remember that this feature is only required for Red Hat Linux version 6.1 and older.

Update of the latest software

Keep and update all software especialy network software up to date with the latest versions. Check
the errata pages for the Red Hat Linux distribution, available at www.redhat.com/corp/support/erra-
talindex.html. The errata pages are perhaps the best resource for fixing 90% of the common problemswith
Red Hat Linux. In addition, security holes for which a solution exists are generally on the errata page 24
hours after Red Hat has been notified. Y ou should always check therefirst. Software that must be updated
at thistime for your Red Hat Linux server are:
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groff-1 15-1 i 386.rpm pam 0_68-10 i 386.rpm
sysklogd-1 3 31-14 i386.rpm gpm1.19.1-1.i386.rpm
initscripts-4_70-1_i386.rpm Li nux ker nel 2.2.14 -
linux-2 2 14 tar.gz
e2fsprogs-1.17-1.i386.rpm gpm1.19.1-1.i386.rpm
E'jq:nmﬁ

The Linux kernel isthe most important, and always must be updated. See below for more infor-
mation on building a custom kernel for your specific system.

Y ou can verify that the RPM software above is installed on your system before make an update with the
following command:

[ root @eep] /#rpm-qg <softwarenane>

Where <sof t war enane> isthe name of the software you want to verify like groff, sysklogd, etc.
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Part 3. Security,
Optimization and Upgrade

Now that we have installed a base system, the next three chapters will concentrate on
» How to tighten the security of our configured system.

» Optimise our sytem to perform at its peak.

» Upgrade our machine for the latest kernel.

Please note when we talk of tightening the security we are referring to the features avail able within the base installed
system and not to any new additional software. We will talk about that later in this book.
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Chapter 5. General System Security

A secure Linux server depends on how the administrator configuresit to be. Once we have eliminated the
potential securitiesrisk by removing RPM services not needed, we can start to secure our existing services
and software on our server. In this chapter we will discuss some of the more general, basic techniques
used to secure your system. Thefollowingisalist of featuresthat can be used to help prevent attacks from
external and internal sources.

BIOS

It isrecommended that you set a Boot password to disallow booting from floppy drives and set passwords
on BIOS features. You can check your BIOS manual or look it over thoroughly the next time you boot
up your system to know how to do this. Disallowing the possibility to boot from floppy drives and being
able to set a password to access the BIOS features will improve the security of your system. This will
block undesired people from trying to boot your Linux system with a special boot disk and will protect
you from people trying to change BIOS feature like allowing boot from floppy drive or booting the server
without prompt password.

Security as a Policy

It is important to point out that you cannot implement security if you have not decided what needs to be
protected, and from whom. Y ou need a security policy; akind of list of what you consider allowable and
not allowabl e, upon which to base any decisions regarding security. The policy should also determine your
response to security violations. What you should consider while compiling a security policy will depend
entirely onyour definition of security. The answersto thefollowing questions shoul d provide some general
guidelines:

» How do you classify confidential or sensitive information?

» Doesthe system contain confidentia or sensitive information?

» Exactly whom do you want to guard against?

» Do remote users really need access to your system?

» Do passwords or encryption provide enough protection?

» Do you need accessto the Internet?

» How much access do you want to allow to your system from the Internet?
* What action will you take if you discover a breach in your security?

Thislist is not very comprehensive, and your policy will probably encompass alot more before it is com-
pleted. Any security policy must be based on some degree of paranoia; deciding how much you trust
people, both inside and outside your organization. The policy must, however, provide a balance between
allowing your users reasonable access to the information they require to do their work and totally disal-
lowing access to your information. The point where thisline is drawn will determine your policy.

Choose aright Password

The starting point of our Linux General Security tour is the password. Many people keep their valuable
information and files on a computer, and the only thing preventing others from seeing it is the eight-
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character string called a password. An unbreakable password, contrary to popular belief, does not exist.
Given time and resources all passwords can be guessed either by social engineering or by brute force.

Social engineering of server passwords and other access methods are still the easiest and most popular
way to gain access to accounts and servers. Often, something as simple as acting as a superior or executive
in acompany and yelling at the right person at the right time of the day yields terrific results.

Running a password cracker on aweekly basis on your systemisagood idea. Thishelpsto find and replace
passwords that are easily guessed or weak. Also, a password checking mechanism should be present to
reject aweak password when first choosing a password or changing an old one. Character strings that are
plain dictionary words, or are all in the same case, or do not contain numbers or specia characters should
not be accepted as a new password. We recommend the following rules to make passwords effective:

» They should beat least six charactersinlength, preferably eight charactersincluding at least one numeral
or specia character.

e They must not betrivial; atrivial password isonethat is easy to guess and is usually based on the user's
name, family, occupation or some other personal characteristic.

» They should have an aging period, requiring a new password to be chosen within a specific time frame.
» They should be revoked and reset after alimited number of concurrent incorrect retries.

The minimum acceptable password length by default when you install your Linux systemis5. This mean
that when anew user isallowed to have aaccess on the server, his/her password length will be at minimum
5 mixes of character strings, letter, number, specia character etc. Thisis not enough and must be 8.

To prevent non-security-minded people or administrators from being able to enter just 5 charactersfor the
valuable password, edit the rather important / et ¢/ | ogi n. def s file and change the value of 5 to 8.
Edit thel ogi n. def s filevi/ et ¢/ | ogi n. def s and change the line that read:

PASS M N_LEN 5
Toread:
PASS M N _LEN 8

Thel ogi n. def s isthe configuration file for the login program. Y ou should review or make changes
to thisfile for your particular system. This is where you set other security policy settings like password
expiration defaults or minimum acceptable password length.

The root account

The root account is the most privileged account on a Unix system. The root account has no security
restrictions imposed upon it. This means the system assumes you know what you are doing, and will do
exactly what you request -- no questions asked. Therefore it is easy, with a mistyped command, to wipe
out crucial system files. When using this account it is important to be as careful as possible. For security
reasons, never log in on your server asroot unlessit is absolutely an instance that necessitates root access.
Also, if you are not on your server, never sign in and leave yourself on asroot --thisis Very, Very, Very
BAD practice.
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Set login time out for the root account. Despite the notice to never, if they are not on the server signin
asroot and leave it unattended, administrators still stay on asroot or forget to logout after finishing their
work and leave their terminals unattended. The answer to solve this problem is to make the bash shell
automatically logout after not being used for a period of time. To do that, you must set the special variable
of Linux named TMOUT to the time in seconds of no input before logout. Edit your profile file /et c/
pr of i | e and add the following line somewhere after the line that read Hl STFI LESI ZE= on thisfile:

TMOUT=7200

Thevaluewe enter for the variable TMOUT= isin second and represent 2 hours (60 * 60 = 3600 * 2 = 7200
seconds). Itisimportant to notethat if you decideto put the abovelineinyour/ et ¢/ pr ofi | e file, then
the automatic logout after two hours of inactivity will apply for all userson the system. So, instead, if your
prefer to control which userswill be automatically logged out and which ones not, you can set thisvariable
in their individual . bashr c file. After this parameter has been set on your system, you must logout and
login again as root for the change to take effect.

The / et c/ exports file

If you are exporting file systems using NFS service, be sure to configure the / et ¢/ export s filewith
the most restrictive access possible. This means not using wildcards, not allowing root write access, and
mounting read-only wherever possible.

Example5.1. Export file systemsusing NFS

Edit the exportsfilevi / et ¢/ expor t s and add:
/dir/tol export host1l. nydomai n.con(ro,root_squash)
/dir/tol export host2.nydonai n.con(ro,root_squash)

Where:

e /dir/tol export isthedirectory you want to export.

* host #. mydomai n. comisthe machine allowed to log in this directory.

» Ther o option mean mounting read-only.

» Ther oot _squash option for not allowing root write access in this directory.

For this change to take effect you will need to run the following command on your terminal:

[ root @eep]# /usr/shin/exportfs -a

E‘; HOTE

Please be aware that having an NFS service available on your system can be a security risk.
Personally, | don't recommend using it.
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Disable console program access

In a safe environment where we are sure that console is secured because passwords for BIOS and LILO
are set and all physical power and reset switches on the system are disabled it may be advantageous to
entirely disable all console-equivalent access to programs like shutdown, reboot, and halt for regular users
on your server. To do this, run the following command:

[root @eep] /#rm-f /etc/security/consol e.apps/<servicenanme>

Where <servicename> isthe name of the program to which you wish to disable console-equivalent access.
Unless you use xdm, however, be careful not to remove the xserver file or no one but root will be able to
start the X server . If you aways use xdm to start the X ser ver, root is the only user that needs to
start X, in which case you might actually want to remove the xserver file.

Example 5.2. Disable console-equivalent access

[root @eep] /# rm-f [etc/security/consol e.apps/halt
[root @eep] /# rm-f [etc/security/consol e.apps/power of f
[root @eep] /# rm-f [etc/security/consol e.apps/reboot
[root @eep] /# rm-f [etc/security/consol e.apps/shutdown
[root @eep] /# rm-f [etc/security/consol e.apps/ xserver

if removed, root will be the only user ableto start X.
Thiswill disable console-equivalent access to programs halt, poweroff, reboot, and shutdown. Once again,
the program xserver apply only isyou are installed the Xwindow interface on your system.

E_‘q HOTE

If you are following our setup installation, the Xwindow interface is not installed on your server
and all thefilesdescribed abovewill not appear inthe/ et c/ secur i t y directory, so can safely
ignore the above steps.

Disable all console access

TheLinux-PAM library installed by default on your system allows the system administrator to choose how
applications authenticate users, such as for console access, program and file access. In order to disable all
these accesses for the users, you must comment out all lines that refer to pam consol e. so inthe/

et ¢/ pam d/ directory. This step is a continuation of the above hack Disable console program access.
The following script will do the trick automatically for you. As root creates the di sabl i ng. sh script
file, touch di sabl i ng. sh and add the following linesinside:

# 1/ bin/sh

cd /etc/pamd

for i in* ; do

sed '/["#].*pamconsole.so/s/™M#/' < $i > foo & nmv foo $
done




General System Security

Make this script executable with the following command and execute it:

Thiswill comment out all linesthat refer to pam_consol e. so for all fileslocated under / et ¢/ pam d

[root @eep] /# chmod 700 disabling.sh

[root @eep] /# ./disabling.sh

directory. Once the script has been executed, you can remove it from your system.

The inetd -/ et c/ i1 netd. conf file

inetd, called also the super server, will load a network program based upon a request from the network.

Thei net d. conf filetellsinetd which portsto listen to and what server to start for each port.

The first thing to look at as soon as you put your Linux system on ANY network is what services you
need to offer. Services that you do not need to offer should be disabled and uninstalled so that you have
one less thing to worry about, and attackers have one less place to look for a hole. Look at your / et ¢/

i netd. conf fileto see what services are being offered by your inetd program. Disable what you do
not need by commenting them out by adding a# at the beginning of the line, and then sending your inetd

process a SIGHUP command to update it to the current i net d. conf file.

1

Change the permissions on this file to 600.

[ root @eep] /#chnod 600 /et

Ensure that the owner is root.

Editthei net d. conf filevi/ et c/ i net d. conf anddisable serviceslike: ftp, telnet, shell, login,
exec, talk, ntalk, imap, pop-2, pop-3, finger, auth, etc. unless you plan to use it. If it's turned off, it's

much less of arisk.

c/i netd. conf

[root @leep] /# stat /etc/inetd.conf

File: "/etc/inetd.conf"

Si ze: 2869 Fi |l etype:
Mode: (0600/-rw------ )

Device: 8,6 | node: 18219
Access: Wed Sep 22 16:24:16
Modi fy: Mon Sep 20 10: 22: 44
Change: Mon Sep 20 10:22: 44

# To re-read this file after changes,

#
#echo streamtcp nowait root

Regul ar File
uid: ( o/
Li nks: 1
1999( 00000. 00: 10: 44)
1999(00002. 06: 12: 16)
1999(00002. 06: 12: 16)

i nt er nal

root)

just do a 'killall
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#echo dgram udp wait root interna

#di scard streamtcp nowait root interna

#di scard dgram udp wait root interna

#daytime streamtcp nowait root interna

#daytime dgram udp wait root interna

#chargen streamtcp nowait root interna

#chargen dgram udp wait root interna

#time streamtcp nowait root interna

#time dgramudp wait root interna

#

# These are standard services.

#

#ftp streamtcp nowait root /usr/sbin/tcpd in.ftpd -1 -a
#telnet streamtcp nowait root /usr/sbhin/tcpd in.telnetd
#

# Shell, login, exec, consat and tal k are BSD protocols.
#

#shell streamtcp nowait root /usr/sbin/tcpd in.rshd

#l ogin streamtcp nowait root /usr/sbhin/tcpd in.rlogind
#exec streamtcp nowait root /usr/sbin/tcpd in.rexecd
#conmsat dgram udp wait root /usr/sbin/tcpd in.consat
#tal k dgram udp wait root /usr/sbin/tcpd in.talkd

#ntal k dgram udp wait root /usr/sbhin/tcpd in.ntalkd
#dtalk streamtcp wait nobody /usr/sbin/tcpd in.dtal kd
#

# Pop and imap mail services et a

#

#pop-2 streamtcp nowait root /usr/sbhin/tcpd ipop2d
#pop-3 streamtcp nowait root /usr/sbhin/tcpd ipop3d
#imap streamtcp nowait root /usr/sbin/tcpd i mapd

#

# The Internet UUCP servi ce.

#

#uucp streamtcp nowait uucp /usr/sbin/tcpd /usr/lib/uucp/uucico
#

# Tftp service is provided primarily for booting. Most sites
# run this only on machines acting as "boot servers.” Do not uncor
# this unless you *need* it.

#

#tftp dgramudp wait root /usr/sbin/tcpd in. tftpd
#boot ps dgram udp wait root /usr/sbin/tcpd bootpd

#
# Finger, systat and netstat give out user information which may t
# valuable to potential "systemcrackers.” Mny sites choose to c

# sonme or all of these services to inprove security.

#

#finger streamtcp nowait root /usr/sbin/tcpd in.fingerd
#cfinger streamtcp nowait root /usr/sbin/tcpd in.cfingerd
#systat streamtcp nowait guest /usr/sbin/tcpd /bin/ps -auwwx

#netstat streamtcp nowait guest /usr/sbin/tcpd /bin/netstat -f
#

# Aut henti cation

#

#auth streamtcp nowait nobody /usr/sbin/in.identd in.identd -1
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#
# End of inetd. conf

[root @eep] /# killall -HUP inetd

5. Onemore security measure you can taketo securethei net d. conf fileisto setitimmutable, using
the chattr command. To set the file immutable simply, execute the following command:

[root @eep] /# chattr +i /etc/inetd.conf

This will prevent any changes accidental or otherwise to the i net d. conf file. A file with the
immutable attribute set i cannot be modified, deleted or renamed, no link can be created to thisfile
and no data can be written to it. The only person that can set or clear this attribute is the super-user
root. If you wish later to modify the inetd.conf file you will need to unset the immutable flag: To
unset the immutable flag, simply execute the following command:

[root @eep] /# chattr -i /etc/inetd.conf

F HOTE

Don't forget to send your inetd processaSIGHUP signa ki | [ al I - HUP i net d after making
change to your i net d. conf file. The services you enable on a selected host depend on the
functions you want the host to provide. Functions could support the selected network service,
other services hosted on this computer, or devel opment and maintenance of the operating system
and applications.

TCP_WRAPPERS

By default Red Hat Linux allows all service reguests. Using TCP_WRAPPERS makes securing your
servers against outside intrusion is a lot simpler and painless then you would expect. Deny all hosts by
putting ALL: ALL@ALL, PARANQO Dinthe/ et c/ host s. deny file and explicitly list trusted hosts
who are alowed to your machineinthe/ et c/ host s. al | owfile. Thisis the safest and the best con-
figuration. TCP_WRAPPERS is controlled from two files and the search stops at the first match.

/etc/ hosts. all ow
/ et c/ host s. deny

Access will be granted when a daemon, client pair matches an entry in the/ et ¢/ host s. al | owfile.
Otherwise, accesswill be denied when adaemon, client pair matchesanentry inthe/ et ¢/ host s. deny
file. Otherwise, access will be granted.

1. Editthehosts. deny filevi/ et c/ host s. deny and add the following lines: Access is denied
by default.

# Deny access to everyone.
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ALL: ALL@ALL, PARANO D # Mat ches any host whose nane does not nmatc

Which means all services, all locations, so any service not explicitly allowed is then blocked, unless
they are permitted access by entriesin the allow file.

F HOTE

With the parameter PARANOID; If you intend to run telnet or ftp services on your server,
dont forget to add the client's machine name and IP addressin your / et ¢/ host s fileon
the server or you can expect to wait several minutes for the DNSIookup to time out, before
you get a login: prompt.

2. Edit the hosts. al |l ow file vi /etc/hosts. all ow and add for example, the follow-
ing line: The explicitly authorized host are listed in the allow file. As an exampleisshd:
208. 164.186. 1 gat e. openna. com For your client machine: 208. 164. 186. 1 isthe IP
address and gat e. openna. comthe host name of one of your client allowed using sshd.

3. Thetcpdchk programisthet cpd wr apper configuration checker. It examinesyourt cp wr ap-

per configuration and reports all potential and real problems it can find. After your configuration
is done, run the program tcpdchk.

[ root @eep] /# tcpdchk

F HOTE

Error messages may look like this:

war ni ng: /etc/hosts. all ow,
line 6: can't verify hostnanme: gethostbynanme(w n.openna.com faile

If you receive this kind of error message, check in your DNS configuration file for the existence
of this hostname.

Don't display system issue file

If you don't want your systems issue file to be displayed when peoplelog in remotely, you can change the
telnet optioninyour / et c/ i net d. conf filetolook like:

telnet stream tcp nowait root /fusr/sbin/tcpd in.telnetd

Adding the - h flag on the end will cause the daemon to not display any system information and just hit
the user with alogin: prompt. This hack is only necessary if you are using atelnet daemon on your server
instead | recommend you use SSH.
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The / et ¢/ host. conf file

Linux uses a resolver library to obtain the IP address corresponding to a host name. The / et c/
host . conf file specifies how names are resolved. The entries in the et ¢/ host . conf file tell the
resolver library what services to use, and in what order, to resolve names. Edit the host . conf filevi/
et ¢/ host . conf and add the following lines:

# Lookup nanmes via DNS first then fall back to /etc/hosts.
order bind, hosts

# W have machines with nultiple | P addresses.

mul ti on

# Check for I|P address spoofing.

nospoof on

The or der option indicates the order of services. The sample entry specifies that the resolver library
should first consult the name server to resolve a name and then check the/ et ¢/ host s file. It isrecom-
mended to set the resolver library to first check the name server, bi nd and then the hosts file (hosts) for
better performance and security on all your servers. Of course you must have the DNS/BIND software
installed or this configuration will not work.

Therul ti option determines whether a host in the / et ¢/ host s file can have multiple |P addresses
i.emultiple interface et hN. Hosts that have more than one IP address are said to be multiomed, because
the presence of multiple IP addresses implies that host has several network interfaces. As an example, a
Gateway Server will always have multiple | P address and must have this option set to ON.

The nospoof option indicates to take care of not permitting spoofing on this machine. 1P-Spoofing is
a security exploit that works by tricking computers in a trust relationship that you are someone that you
really aren't. In this type of attack, a machine is set up to look like a legitimate server and then issue
connections and other types of network activities to legitimate end systems, other servers or large data
repository systems. This option must be set ONfor all types of servers.

The /etc/services file

The port numbers on which certain standard services are offered are defined in the RFC 1700 Assigned
Numbers. The/ et ¢/ ser vi ces fileenables server and client programsto convert service namesto these
numbers -port s. Thelist is kept on each host and it is stored in the file / et ¢/ ser vi ces. Only the
"root" user is allowed to make modification in this file and it is rare to edit the / et ¢/ ser vi ces file
to make change since it aready contains the more common service names to port numbers. To improve
security, we can immunize thisfile to prevent unauthorized deletion or addition of services. To immunize
the/ et ¢/ servi ces file, use the command:

[root @eep] /#chattr +i /etc/services

The/etc/securetty file

The/ et c/ securetty filealowsyou to specify which TTY devices the root user is allowed to login
on. The/ et c/ secur et ty fileisread by the login program usually / bi n/ | ogi n. Itsformat isalist
of the tty devices names allowed, and for all others that are commented out or do not appear in thisfile,
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root login is disallowed. Disable any tty that you do not need by commenting them out # at the beginning
of the line. Edit the securetty filevi, / et ¢/ secur et t y and comment out the following lines:

ttyl

#tty2
#ty3
#tty4
#ty>5
#Ltyo6
#tty7
#ity8

Which means only root isallowed to loginont t y1. Thisis my recommendation, allowing root to log in
only on onetty device and use the su command to switch to root if you need more. devicesto log in asroot.

Special accounts

Itisimportantto DI SABLE ALL default vendor accountsthat you don't use on your system, some accounts
exist by default even if you have not installed the related services on your server. This should be checked
after each upgrade or new softwareinstallation. Linux providesthese accountsfor various system activities,
which you may not need if the services are not installed on your server. If you do not need the accounts,
remove them. The more accounts you have, the easier it is to access your system.

We assume you are using the Shadow password suite on your Linux system. If you are not, you should con-
sider doing so, asit helpsto tighten up security somewhat. This must already be set if you've followed our
instructions till now and selected under the Authentication Configuration the option to Enable Shadow
Passwor ds see Post Partitioning for more information. To delete user on your system, use the command:

[ root @eep] /# userdel usernane
To delete group on your system, use the command:
[root @eep] /# groupdel usernane
1. Typethefollowing commands on your terminal to delete users listed below:

[root @eep] /# userdel adm
[root @eep] /# userdel |p

[root @eep] /# userdel sync
[root @eep] /# userdel shutdown
[root @eep] /# userdel halt
[root @eep] /# userdel news
[root @eep] /# userdel uucp
[root @eep] /# userdel operator
[root @eep] /# userdel ganes

[ root @eep] /# userdel gopher
[root @eep] /# userdel ftp
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Delete this user if you don't use X Window Server.

Delete this user if you don't use ftp anonymous server.
By default, the userdel command will not delete a user's home directory. If you want the home direc-
tories of accounts to be deleted too, then add the - r option to the userdel command.

Type the following commands on your terminal to delete the usersgroups listed below:

[root @eep] /# groupdel adm

[root @eep] /# groupdel Ip

[root @eep] /# groupdel news
[root @eep] /# groupdel uucp
[root @eep] /# groupdel ganes
[root @eep] /# groupdel dip

[root @eep] /# groupdel pppusers
[root @eep] /# groupdel popusers
[root @eep] /# groupdel slipusers

Delete this group if you don't use X Window Server.

Delete this group if you don't use pop server for email.

Add the necessary user to the system, to add a new user on your system, use the command:

[ root @eep] /# useradd username

To add or change password for user on your system, use the command:

[root @eep] /# passwd usernane

For example:

[root @eep] /# useradd admin
[root @eep] /# passwd adnin

The output should look something like this.

Changi ng password for user admin
New UNI X password: sonepasswd
passwd: all authentication tokens updated successfully

The immutable bit can be used to prevent accidentally deleting or overwriting a file that must be
protected. It also prevents someone from creating a symbolic link to this file, which has been the
source of attacks involving the deletion of / et ¢/ passwd, / et ¢/ shadow, / et ¢/ gr oup or /
et ¢/ gshadow. To set the immutable bit on the passwords and groups files, use the command:
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[root @leep] /# chattr
[root @leep] /# chattr
[root @leep] /# chattr
[root @leep] /# chattr

|}  HOTE

+i
+i
+i
+i

/ et c/ passwd

/ et c/ shadow
/ etc/ group

/ et ¢/ gshadow

In future, if you intend to add or delete users, passwords, usergroups, or group files, you must
unset the immutable bit on all those files or you will not be able to make your changes. Also
if you intend to install an RPM program that will automatically add a new user to the different
immunized passwd and group files, then you will receive an error message during the install if

you have not unset the immutable bit from those files.

Blocking; su to root, by one and sundry

The su Substitute User command allows you to become other existing users on the system. For example
you can temporarily become root and execute commands as the super-user root. If you don't want anyone
to su to root or restrict su command to certain users then add the following two lines to the top of your
su configuration filein the / et ¢/ pam d/ directory. We highly recommend that you limit the person

allowed to su to the root account.

1. Editthesufilevi/ et ¢/ pam d/ su and add the following two lines to the top of thefile:

auth sufficient /lib/security/pamrootok.so debug
auth required /1ib/security/pamwheel.so group=wheel

After adding the two lines above, the/ et ¢/ pam d/ su file should look like this:

/1iblsecurity/pam rootok.so debug
/1iblsecurity/pam wheel.so group=v

#YPAM 1. 0

aut h sufficient
auth required
auth required
account required
password required
password required
sessi on required
sessi on opti ona

/1iblsecurity/ pam pwdb. so shadow nul
/1iblsecurity/pam pwdb. so
/1iblsecurity/pamcracklib.so
/1iblsecurity/pam pwdb. so shadow use_
/1iblsecurity/pam pwdb. so
/1iblsecurity/ pam xauth. so

Which mean only those who are amember of the wheel group can su to root; it also includeslogging.
Note that the wheel group isaspecia account on your system that can be used for this purpose. Y ou
cannot use any group name you want to make this hack. This hack combined with specifying which
TTY devicesroot isallowed to login on will improve your security alot on the system.

2. Now that we have defined the wheel groupin our / et ¢/ pam d/ su file configuration, it istimeto
add some users alowed to su to root account. If you want to make, for example, the user admin a
member of the wheel group, and thus be able to su to root, use the following command:
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[root @eep] /# usernod -GLO adm n

» Which means Gisalist of supplementary groups,
* Wherethe user is a'so amember of, 10 isthe numeric value of the user's ID whedl,
 admin isthe user we want to add to wheel group.

Use the same command above for all users on your system you want to be able to su to root account.
If you can't su ina GNOME terminal, it's because you've used the wrong terminal. So don't think that
this advice simply doesn't work because of a terminal problem!.

Put limits on resource

Thel i mts. conf filelocated under the/ et ¢/ securi ty directory can be used to control and limit
resources for the users on your system. It isimportant to set resource limits on all your users so they can't
perform denial of service attacks number of processes, amount of memory, etc). These limits will have
to be set up for the user when he or she logs in. For example, limits for all users on your system might
look like this.

1. Editthelimts. conf filevi/etc/security/lints.conf andaddor changethelinesto
read:

* hard core O
* hard rss 5000
* hard nproc 20

This saysto prohibit the creation of corefiles- core 0, restrict the number of processesto 20 - nproc
20, and restrict memory usage to 5M - rss 5000 for everyone except the super user root. All of the
above only concern users who have entered through the login prompt on your system. With this kind
of quota, you have more control on the processes, core files, and memory usage that users may have
on your system. The asterisk * mean: all usersthat logsin on the server.

2. Youmustalsoeditthe/ et ¢/ pam d/ | ogi n fileand add thefollowing lineto the bottom of thefile:

session required /lib/security/pamlinits.so

After adding the line above, the/ et ¢/ pam d/ | ogi n file should look like this:

#YPAM 1. 0

aut h required /1ib/security/pamsecuretty.so

aut h required /1ib/security/pam pwdb. so shadow nul | ok

aut h required /1ib/security/pam nol ogi n. so

account required /1ibl/security/pam pwdb. so

password required /1iblsecurity/pamcracklib.so

password required /1iblsecurity/pam pwdb. so nul |l ok use_autt
session required /1ibl/security/pam pwdb. so

session required /1ibl/security/pamlimts.so

#sessi on optional /1ib/security/pam consol e. so
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3. Finaly editthe/ et c/ prof i | e fileand change the following line:
ulimt -c 1000000
to read:
ulimt -S -c 1000000 > /dev/null 2<&l

This modification is required so as to avoid getting error messages like thisUnabl e to reach
limt duringl ogi n:.

Control mounting a file system

Y ou can have more control on mounting a file system like / hone and / t np partitions with some nifty
options like noexec, nodev, and nosuid. This can be setup in the / et ¢/ f st ab text file. The fstab file
contains descriptive information about the various file systems mount options; each line addresses onefile
system. Details regarding to security optionsin the fstab text file are:

defaults: Allow everything quota, read-write, and suid on this partition.

noguota: Do not set users quotas on this partition.

nosuid: Do not set SUID/SGID access on this partition.

nodev: Do not set character or specia devices access on this partition.

noexec: Do not set execution of any binaries on this partition.

guota: Allow users quotas on this partition.

ro: Allow read-only on this partition.

rw: Allow read-write on this partition.

suid: Allow SUID/SGID access on this partition.

For more information on options that you can set in thisfile fstab, see the man pages about mount(8).

Edit thefstabfilevi / et ¢/ f st ab and change it depending on your needs. For example:

/ dev/ sdall /tmp ext2 defaults 12
/dev/sda6 [home ext2 defaults 12

Toread:

/dev/sdall /tnp ext2 defaults,rw nosuid, nodev, noexec 1 2
/ dev/ sda6 / hone ext2 defaults,rw nosuid, nodev 1 2

nosui d, Meaning do not allow set-user-identifier or set-group-identifier bits to take effect,

nodev, do not interpret character or block special devices on thisfile system partition,

noexec, do not allow execution of any binaries on the mounted file system.

Take a note that we have added the r w option to the modified lines above. This is because the default
options for these lines are defaults, which means to set quota, read-write, and suid, so we must add the
r woption to continue having read-write access on these modified file systems. For our example above,
the/ dev/ sdall represent our / t np directory partition on the system, and / dev/ sda6 the / hone
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directory partition. Of coursethiswill be not the samefor you, depending on how you have partitioned your
hard disk and what kind of disks are installed on your system, IDE -hda, hdb, etc or SCSI -sda, sdb, etc.

Once you have made the necessary adjustments to the / et c/ f st ab file, it is time to makethe Linux
system aware about the modification. This can be accomplished with the following commands;

[ root @eep] /#mount -orenmpunt /home/
[ root @eep] /#mount -oremount /tnp/

Eachfile system that has been modified must be remounted with the command show above. In our example
we have modified the/ hone/ , and/ t np/ file system and it isfor thisreason that we remount thesefile
system with the above commands.

Conceal binary RPM

Once you have installed all the software that you need on yo42ur Linux server with the RPM command,
it's agood ideafor better security to move it to a safe place like a floppy disk or other safe place of your
choice. With this method if some one accesses your server and has the intention to install software like
trojan horses, password thieves etc. with RPM command, he shouldn't be able to do so. Of coursg, if in
the future you want to install or upgrade new software via RPM, all you have to do isto replace the RPM
binary to its original directory again. To move the RPM binary on the floppy disk, use the command:

[ root @eep] /# nount /dev/fdO /mt/fl oppy/
[root @eep] /# nmv /bin/rpm/mt/fl oppy/
[ root @eep] /# unmount /mmt/fl oppy

Never uninstall the RPM program completely from your system or you will be unable to reinstall it again
later, since to install RPM or other software you need to have RPM commands available. Another thing
you can do is change the default permission of the rpm command from 755 to 700. With this modification,
non-root users can't use the rpm program to query, install etc; in case you forget to move it to a safe place
after installation of new programs. To change the default permission of / bi n/ r pm use the command:

[ root @eep] /# chmod 700 /bin/rpm

Shell logging

To make it easy for you to repeat long commands, the bash shell stores up to 500 old commands in the
~/ . bash_hi st ory filewhere~/ isyour home directory. Each user that has an account on the system
will havethisfile. bash_hi st ory intheir home directory. Reducing the number of old commandsthe
. bash_hi st ory filescan hold may protect users on the server who enter by mistake their password on
the screen in plain text and have their password stored for along timeinthe. bash_hi st ory file.

1. TheH STFI LESI ZE and HI STSI ZE linesin the/ et c/ pr of i | e file determine the size of old
commandsthe. bash_hi st ory filefor all userson your system can hold. For all accounts| would
highly recommend setting the HISTFILESIZE and HISTSIZE in/ et ¢/ pr of i | e filetoalow value
such as 20. Edit the profilefilevi / et ¢/ pr of i | e and change the lines to:

55



General System Security

HI STFI LESI ZE=20
HI STSI ZE=20

Which mean, the . bash_hi st ory file in each users home directory can store 20 old commands
and no more. Now, if a cracker triesto seethe~/ . bash_hi st ory file of users on your server to
find some password typed by mistake in plain text, he or she has less chance to find one.

2. The administrator should aso add into the /etc/skel/.bash logout file the rm -f
$HOVE/ . bash_hi st ory line, so that each time a user logs out, its. bash_hi st ory file will
be deleted so crackers will not be ableto use . bash_hi st ory file of users who are not presently
logged into the system. Edit the . bash_| ogout filevi/ et ¢/ skel /. bash_| ogout and add
thefollowing line:

rm-f $HOVE/ . bash_history

The above hack will only work for future usersyou'll add inthe server. If you already have existing usersin
the/ et ¢/ passwd file, you must edit and add the above lineinto their . bash_I ogout filesmanually.

The LILOand | i 1] o. conf file

LILO isthe most commonly used boot loader for Linux. It manages the boot process and can boot Linux
kernel images from floppy disks, hard disks or can even act as aboot manager for other operating systems.
LILOisvery important inthe Linux system and for thisreason, we must protect it the best we can. The most
important configuration file of LILOisthel i | 0. conf file, which resides under the/ et c directory. It
iswith thisfile that we can configure and improve the security of our LILO program and Linux system.
Following are three important options that will improve the security of our valuable LILO program.

Addi ng: ti meout =00 This option controls how long in seconds LILO waits for user input
before booting to the default selection. One of the requirements of C2
security is that this interval be set to 0 unless the system dual boots
something else.

Addi ng: restricted This option asks for a password only, if parameters are specified on
the command line (e.g. linux single). The option restricted can only be
used together with the password option. Make sure you use this one
on each image.

Addi ng: This option asks the user for a password when trying to load the Lin-

passwor d=<passwor d> ux system in single mode. Passwords are always case-sensitive, also
make surethe/ et c/ il o. conf fileisno longer world readable,
or any user will be able to read the password.

Procedure5.1. An exampleof protected | i | 0. conf file.

1. Editthelilo.conf filevi/ et c/1il o. conf and add or change the above three options as show:

boot =/ dev/ sda

map=/ boot / map

i nstal | =/ boot/boot.b

pr onpt

ti meout =00 B change this line to 00.
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Def aul t =l i nux

restricted B add this line.
passwor d=<passwor d>

i mage=/boot/vm i nuz-2.2.12-20

| abel =i nux
initrd=/boot/initrd-2.2.12-10.i ngy
r oot =/ dev/ sda6

read-only

add thisline and put your password.
2. Becausethe configuration file/ et ¢/ | i | 0. conf now contains unencrypted passwords, it should
only be readable for the super-user root.
[root @eep] /# chnmod 600 /etc/lilo.conf will be no | onger world
3. Now we must update our configuration file/ et ¢/ i | 0. conf for the change to take effect.

[root @eep] /# /sbin/lilo -v to update the lilo.conf file.

4.  Onemore security measure you can take to securethel i | 0. conf fileisto set it immutable, using
the chattr command. To set the file immutable simply, use the command:

[root @leep] /# chattr +i /etc/lilo.conf

And this will prevent any changes accidental or otherwiseto thel i | 0. conf file. If you wish to
modify thel i | 0. conf fileyou will need to unset the immutable flag: To unset theimmutable flag,
use the command:

[root @leep] /# chattr -i /etc/lilo.conf

Disable Ctrl-Alt-Delete keyboard shutdown
command

Commenting out the line with a# listed below inyour / et ¢/ i ni tt ab file will disable the possibility
of using the Ctrl-Alt-Delete command to shutdown your computer. This is pretty important if you don't
have the best physical security on the box. To do this, edit theinittab filevi / et ¢/ i ni t t ab and change
theline:

ca::ctrlaltdel:/sbhin/shutdown -t3 -r now

Toread:
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#ca::ctrlaltdel :/sbin/shutdown -t3 -r now
Now, for the change to take effect type in the following at a prompt:

[root @eep] /#/sbin/init q

Physical hard copies of all-important logs

One of the most important security considerations is the integrity of the different log files under the /
var/ | og directory on your server. If despite each of the security functions put in place on our server a
cracker can gain access to it, our last defense is the log file system, so it is very important to consider a
method of being sure of the integrity of our log files.

If you have a printer installed on your server, or on a machine on your network, a good idea would be
to have actual physical hard copies of al-important logs. This can be easily accomplished by using a
continuous feed printer and having the syslog program sending all logs you seem important out to/ dev/

| pO the printer device. Cracker can change the files, programs, etc on your server, but can do nothing
when you have a printer that prints areal paper copy of al of your important logs.

Example5.3. Print log reports

For logging of all telnet, mail, boot messages and ssh connections from your server to the printer attached
to this server, you would want to add the following line to the "/etc/syslog.conf" file: Edit the syslog.conf
filevi/ et ¢/ sysl og. conf and add at the end of thisfile the following line:

authpriv.*;mail.*;local 7. *; auth. *; daenon. i nfo /dev/| p0
Now restart your syslog daemon for the change to take effect:
[root @eep] /# /etc/rc.d/init.d/syslog restart

For logging of all telnet, mail, boot messages and ssh connections from your server to the printer at-
tached to a remote server in your local network, then you would want to add the following line to /

et ¢/ sysl og. conf fileon the remote server. If you don't have a printer in your network, you can also
copy all the log files to another machine; simply omit the first step below of adding / dev/ | pO to your
sysl og. conf fileonremoteand go directly tothe- r option step on remote. Using the feature of copy-
ing al the log files to another machine will give you the possibility to control all syslog messages on one
host and will tear down administration needs. Edit thesysl| og. conf filevi/ et ¢/ sysl og. conf on
the remote server for example: mai | . openna. comand add at the end of thisfile the following line:

authpriv.*; mail.*;local 7. *; auth. *; daenon. i nfo /dev/I p0

Since the default configuration of the syslog daemon is to not receive any messages from the network,
we must enable on the remote server the facility to receive messages from the network. To enable the
facility to receive messages from the network on the remote server, add the following option - r to your
syslog daemon script file only on theremote host: Edit thesyslogdaemonvi +24/ etc/rc. d/init. d/

sysl og and change:
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daenon syslogd -mO

Toread:

daermon syslogd -r -mO0

Now restart your syslog daemon on the remote host for the change to take effect:

[root@mail /]# /etc/rc.d/init.d/syslog restart

Now, if we have a firewall on the remote server you are supposed to have one), we must add or verify
the existence of the following lines:

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-S $SYSLOG CLI ENT \
-d $I PADDR 514 -j ACCEPT

Where EXTERNAL _INTERFACE="ethQ" in the firewall file.
Where IPADDR="208.164.186.2" in the firewall file.
Where SYSLOG_CLIENT="208.164.168.0/24" in the firewall file.

Now restart your firewall on the remote host for the change to take effect:

[root@rail /]# /etc/rc.d/init.d/firewall restart

Thisfirewall rulewill alow incoming UDP packet on port 514 (syslog port) on the remote server that come
from our internal client to be accepted. For more information on Firewall see Chapter 7 Net wor ki ng
firewall.

Finally, edit the syslog.conf filevi /et c/ sysl og. conf on theloca server, and add at the end of
thisfile the following line:

authpriv.*;mail.*;local 7. *; auth. *; daenon. i nfo @il

Where mail isthe hostname of the remote server. Now if anyone ever hacks your box and menacesto erase
vital system logs, you still have a hard copy of everything. It should then be fairly simple to trace where
they camefrom and deal withit accordingly. Now restart your syslog daemon for the changeto take effect:

[root @leep] /# /etc/rc.d/init.d/syslog restart

Same as on the remote host, we must add or verify the existence of the following lines in our firewall
script file on the local host:
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i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR 514 \
-d $SYSLOG SERVER 514 -j ACCEPT

Where EXTERNAL_INTERFACE="eth0" in the firewall file.
Where IPADDR="208.164.186.1" in the firewall file.
Where SYSLOG_SERVER="mail.openna.com" in the firewall file.

Now restart your firewall for the change to take effect:

[root @eep] /# /etc/rc.d/init.d/firewall restart

Thisfirewall rulewill allow outgoing UDP packet on port 514 syslog port on thelocal server destined to the
remote syslog server to be accepted. For more information on Firewall see chapter 7 Networking firewall.

MPCRTAN

I

Never use your Gateway Server as a host to control all syslog messages, this is a very bad
idea. More options and strategies exist with the sysklogd program, see the man pages about
sysklogd(8), syslog(2), and syslog.conf(5) for more information.

Tighten scripts under /etc/ rc. d/

Fix the permissionsof the script filesthat areresponsiblefor starting and stopping all your normal processes
that need to run at boot time.

[root @eep] /# chmod -R 700 /etc/rc.d/init.d/*

Which means just root is allowed to Read, Write, and Execute scripts files on this directory. | don't think
regular users need to know what is inside those script files.

TNEORTAN

If you install anew program or update a program that use the init system V script located under
/etc/rc.d/init.d/ directory, don't forget to change or verify the permission of this script
file again.

The/etc/rc.d/rc. | ocal file

By default, when you login to aLinux box, it tellsyou the Linux distribution name, version, kernel version,
and thenameof the server. Thisisgiving away too much info. We'd rather just prompt userswithalLogi n:

1. Todo this, Editthe/etc/rc.d/rc. | ocal fileand Place # in front of the following lines as
shown:
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# This will overwite /etc/issue at every boot. So, make any chanc
# want to make to /etc/issue here or you will |ose them when you re
#echo "" > [etc/issue

#echo "$R' >> /etc/issue

#echo "Kernel $(uname -r) on $a $(unane -m" >> /etc/issue

#

#cp -f /etc/issue /etc/issue. net

#echo >> /etc/issue

2. Then, remove the following files: i ssue. net andi ssue under/ et c directory:

[root @eep] /# rm-f /[etc/issue
[root @eep] /# rm-f [etc/issue. net

The/ et c/ i ssue. net fileistheloginbanner that userswill see when they make anetworkedi.e. telnet,
SSH connection to your machine. You will find it in the/ et ¢ directory, along with a similar file called
i ssue, which is the login banner that gets displayed to local users. It is smply atext file and can be
customized to your own taste, but be aware that as noted above, if you do changeit or removeit like we do,
you'll also need to modify the/ et c/rc. d/ rc. | ocal shel script, which re-creates both thei ssue
andi ssue. net filesevery time the system boots.

Bits from root-owned programs

A regular user will be able to run a program as root if it is set to SUID root. All programs and files on
your computer with the s bits appearing on its mode, have the SUID - r wsr - xr - x or SGID - r - xr -
sr - x bit enabled. Because these programs grant special privileges to the user who is executing them, it
isimportant to remove the s bits from root-owned programs that won't absolutely require such privilege.
This can be accomplished by executing the command chmod a- s with the name(s) of the SUID/SGID
files asits arguments. Such programs include, but aren't limited to:

 Programs you never use.
 Programs that you don't want any non-root users to run.
» Programs you use occasionally, and don't mind having to su to root to run.

We've placed an asterisk * next to each program we personally might disable and consider to be not ab-
solutely required for theworking of our server. Remember that your system needs some suid root programs
to work properly, so be careful. make your choices based on your requirements. To find all files with the
s bits from root-owned programs, use the command:

[root @eep]#find / -type f \( -perm-04000 -0 -perm -02000 \) \-exec |

*-rwsr-xr-x 1 root root 35168 Sep 22 23:35 /usr/bin/chage
*-rwsr-xr-x 1 root root 36756 Sep 22 23:35 /usr/bin/gpasswd
*-r-xr-sr-x 1 root tty 6788 Sep 6 18:17 /usr/bin/wall
-rwsr-xr-x 1 root root 33152 Aug 16 16:35 /usr/bin/at
-rwxr-sr-x 1 root man 34656 Sep 13 20:26 /usr/bin/man
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-r-s--x--x 1 root root 22312 Sep 25 11:52 /usr/bin/ passwd
-rws--x--x 2 root root 518140 Aug 30 23:12 /usr/bin/suidperl
-rws--x--x 2 root root 518140 Aug 30 23:12 /usr/bin/sperl5.00503
-rwxr-sr-x 1 root sl ocate 24744 Sep 20 10:29 /usr/bin/slocate
*-rws--x--x 1 root root 14024 Sep 9 01:01 /usr/bin/chfn
*-rws--x--x 1 root root 13768 Sep 9 01: 01 /usr/bin/chsh
*-rws--x--x 1 root root 5576 Sep 9 01:01 /usr/bin/ newgrp
*-rwxr-sr-x 1 root tty 8328 Sep 9 01:01 /usr/bin/wite
-rwsr-xr-x 1 root root 21816 Sep 10 16: 03 /usr/bin/crontab
*-rwsr-xr-x 1 root root 5896 Nov 23 21:59 /usr/sbin/usernetctl
*-rwsr-xr-x 1 root bin 16488 Jul 2 10:21 /usr/sbin/traceroute
-rwxr-sr-x 1 root utnp 6096 Sep 13 20:11 /usr/sbin/utenpter
-rwsr-xr-x 1 root root 14124 Aug 17 22:31 /bin/su

*-rwsr-xr-x 1 root root 53620 Sep 13 20: 26 / bi n/ mount
*-rwsr-xr-x 1 root root 26700 Sep 13 20: 26 / bi n/ umount
*-rwsr-xr-x 1 root root 18228 Sep 10 16: 04 /bin/ping
*-rwxr-sr-x 1 root root 3860 Nov 23 21:59 /shin/netreport
-r-sr-xr-x 1 root root 26309 Oct 11 20: 48 /sbin/ pwdb_chkpwd

To disable the suid bits on selected programs above, type the following commands:

[ root @eep] /# chnod
[ root @eep] /# chnod
[ root @eep] /# chnod
[ root @eep] /# chnod
[ root @eep] /# chnod
[ root @eep] /# chnod
[ root @eep] /# chnod
[ root @eep] /# chnod
[ root @eep] /# chnod

[ usr/ bi n/ chage

[ usr/ bi n/ gpasswd
/usr/ bin/wall
/fusr/bin/chfn

/usr/ bin/chsh

[ usr/ bi n/ newgrp
fusr/bin/wite
/usr/sbin/usernetctl
/usr/sbhin/traceroute

[root @eep] /# chnod a-s /bin/mount
[root @eep] /# chmod a-s /bin/umount
[ root @eep] /# chrmod a-s /bin/ping

QJQJQJQJQJQJQIJQJQJQJQJQJQJ
nvunnnounnnonnonuonon

[root @eep] /# chnod / sbin/netreport

Example 5.4. Use man pages

If you want to know what those programs do, type man pr ogr am nane and read the man page.

[root @eep] /# man netreport

The kernel tunable parameters

Withthe new version of Red Hat Linux 6.2 all kernel parametersavailable under the/proc/sys subdirectory
of Linux can be configured at runtime. You can now usethenew / et ¢/ sysct | . conf fileunder Red
Hat Linux 6.2 to modify and set kernel parameters at runtime. The sysctl.conf file isread and loaded each
time the system reboots. All settings are now storedinthe/ et ¢/ sysct | . conf file. All modifications
to/proc/sys should be made through /etc/sysctl.conf, because they offer better for control, and are executed
before rc.local or any other users scripts. We have shown you the networking security options that you
must configure on your server for both Red Hat Linux version 6.1 and 6.2 below.
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Prevent your system responding to Ping

n Yerswon 6.1

Preventing your system for responding to ping request can be a big improvement in your network security
since no one can ping on your server and receive an answer. The TCP/IP protocol suite has a number of
loopholes that allows an attacker to leverage techniques in the form of covert channels to surreptitiously
pass data in otherwise benign packets. Preventing your server from responding to ping requests can help
to minimize this problem. An...

[ root @eep] /#echo 1 > /proc/sys/net/ipv4/icnp_echo_ignore_all

... should do the job such that your system won't respond to ping on any interface. Y ou can add thislinein
your /etc/rc.d/rc.local file so the command will be automatically setif your system reboots. Not responding
to pings would at |least keep most "crackers" out because they would never even know it's there. To turn
it backs on, simply do this:

[root @eep] /#echo O > /proc/sys/net/ipva/icnp_echo_ignore_all

You can add thislineinyour /et c/rc.d/ rc. | ocal filesothecommand will be automatically set
if your system reboots.

n Yerswon G2

Edit the /etc/sysctl.conf file and add the following line:

# Enabl e ignoring ping request
net.ipv4.icnp_echo_ignore_all =1

You must restart your network for the change to take effect. The command to restart the network is the
following: To restart all network devices manually on your system, use the following command:

[root @eep] /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ OK ]
Bringing up interface lo [ OK ]

Bringing up interface ethO [ X ]
Bringing up interface ethl [ X ]

Refuse responding to broadcasts request

As for the ping request, it's also important to disable broadcast request. When a packet is sent to an IP
broadcast address (i.e. 192.168.1.255) from a machine on the local network, that packet is delivered to all
machines on that network. Then all the machines on a network respond to this ICMP echo request and
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the result can be severe network congestion or outages -denial-of-service attacks. See the RFC 2644 for
more information.

q Yersion 6.1

[root @eep] /# echo 1 > /proc/sys/net/ipvdlicnp_echo_ignore broadcas

You can add thislineinyour /etc/rc.d/ rc. | ocal filesothecommand will be automatically set
if your system reboots.

q Yerswon 6.2

Editthe/ et ¢/ sysct | . conf fileand add the following line:

# Enabl e i gnoring broadcasts request
net.ipv4.icnp_echo_i gnore_broadcasts =1

You must restart your network for the change to take effect. The command to restart the network is the
following:

To restart all networks devices manually on your system, use the following command:

[root @eep] /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ X ]

Bringing up interface lo [ X ]
XK ]
(014

]

Bringing up interface ethO [
Bringing up interface ethl [

Routing Protocols

Routing and routing protocols can create several problems. The IP source routing, where an IP packet
contains details of the path to its intended destination, is dangerous because according to RFC 1122 the
destination host must respond along the same path. If an attacker was able to send a source routed packet
into your network, then he would be able to intercept the replies and fool your host into thinking it is
communicating with a trusted host. | strongly recommend that you disable IP source routing to protect
your server from this hole.

To disable I P source routing on your server, type the following command in your terminal:

q Yerswon 6.1

[root @eep] /# for f in /proc/sys/net/ipv4d/conf/*/accept_source_rout
> echo 0 > $f
> done
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[root @eep] /#

Add the above commandstothe/ et c/rc. d/ rc. | ocal scriptfileand you'll not haveto typeit again
the next time you reboot your system.

ﬂ Voerswon 6.2

Editthe/ et ¢/ sysct | . conf fileand add the following line:

# Disables I P source routing
net.ipv4.conf.all.accept_source_route = 0

You must restart your network for the change to take effect. The command to restart the network is the
following:

[root @eep] /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ OK ]
Bringing up interface lo [ OK ]
Bringing up interface ethO [ OK ]
Bringing up interface ethl [ OK ]

Take Note that the above command for Red Hat Linux 6.1 or 6.2 will disable Source Routed Packets on
all your interfaces|o, ethN, pppN etc.

Enable TCP SYN Cookie Protection

A SYN Attack isadenial of service DoS attack that consumes all the resources on your machine, forcing
you to reboot. Denial of service attacks -attacks which incapacitate a server due to high traffic volume or
ones that tie-up system resources enough that the server cannot respond to a legitimate connection request
from aremote system) are easily achievable from internal resources or external connections via extranets
and Internet. To enableit, you have to do:

ﬂ Voersion 6.1

[root @eep] /# echo 1 > /proc/sys/net/ipval/tcp_syncookies

Add the above commandstothe/ et c/rc. d/ rc. | ocal scriptfileand you'll not haveto typeit again
the next time you reboot your system.

ﬂ Voerswon 6.2

Editthe/ et ¢/ sysct | . conf fileand add the following line:
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# Enabl e TCP SYN Cooki e Protection
net.ipv4.tcp_syncookies =1

You must restart your network for the change to take effect. The command to restart the network is the
following:

[root @eep] /# /etc/rc.d/init.d/ network restart
Setting network paraneters [ OK ]
Bringing up interface lo [ OK ]
Bringing up interface ethO [ X ]
Bringing up interface ethl [ X ]

If you receive an error message during execution of the above command, check that you have enabled the
TCP syncookies option in your kernel configuration: | P, TCP syncooki e support not enabled
per default CONFIG_SYN_COOKIESY/ n/ ?.

Disable ICMP Redirect Acceptance

When hosts use a non-optimal or defunct route to a particular destination, an ICMP redirect packet is used
by routersto inform the hosts what the correct route should be. If an attacker is ableto forge ICM P redirect
packets, he or she can alter the routing tables on the host and possibly subvert the security of the host by
causing traffic to flow via a path you didn't intend. It's strongly recommended to disable ICMP Redirect
Acceptance to protect your server from this hole.

n Yerswon 6.1

[root @eep] /# for f in /proc/sys/net/ipval/conf/*/accept _redirects;
> echo 0 > $f
> done

[ root @eep] /#

Add the above commandstothe/ et c/rc. d/ rc. | ocal scriptfileand you'll not have to typeit again
the next time you reboot your system.

ﬂ Voerswon 6.2

Editthe/ et ¢/ sysct | . conf fileand add the following line:

# Disable | CVWP Redirect Acceptance
net.ipv4.conf.all.accept_redirects =0

Y ou must restart your network for the change to take effect. The command to restart manually the network
isthe following:
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[root @eep] /# /etc/rc.d/init.d/ network restart
Setting network paraneters [ OK ]
Bringing up interface lo [ OK ]
Bringing up interface ethO [ OK ]
Bringing up interface ethl [ OK ]

Take Note that the above command for Red Hat Linux 6.1 or 6.2 will disable Redirect Acceptance Packets
on al your interfaceslo, ethN, pppN etc.

Enable always-defragging Protection
8 Version 6.1

This protection must be enabled if you use your Linux server as a gateway to masquerade internal traffic
to the Internet |P Masguerading.

[ root @eep] /#echo 1 > /proc/sys/net/ipvd/ip_always defrag

Add the above commandstothe/ et c/rc. d/ rc. | ocal scriptfileand you'll not haveto typeit again
the next time you reboot your system.

ﬂ Voerswon 6.2

Editthe/ et ¢/ sysct | . conf fileand add the following line:

# Enabl e al ways defraggi ng Protection
net.ipv4.ip_always_defrag = 1

Y ou must restart your network for the change to take effect. The command to manually restart the network
isthe following:

[root @eep] /# /etc/rc.d/init.d/ network restart
Setting network paraneters [ X ]

Bringing up interface lo [ XK ]

Bringing up interface ethO [ XK ]

Bringing up interface ethl [ &K ]

Enable bad error message Protection
n Yerswon 6.1

This option will alert you to all bad error messages in your network.

[ root @eep] /#echo 1 > /proc/sys/net/ipv4/icnp_ignore_bogus_error_re
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Add the above commandstothe/ et c/rc. d/ rc. | ocal scriptfileand you'll not haveto typeit again
the next time you reboot your system.

Editthe/ et c/ sysct| . conf fileand add the following line:

n Yerswon G2

# Enabl e bad error nmessage Protection
net.ipv4.icnp_ignore_bogus_error_responses = 1

Y ou must restart your network for the change to take effect. The command to manually restart the network
isthe following:

[root @eep] /# /etc/rc.d/init.d/ network restart
Setting network paraneters [ OK ]

Bringing up interface lo [ OK ]

Bringing up interface ethO [ OK ]

Bringing up interface ethl [ OK ]

Enable IP spoofing protection

The spoofing protection prevents your network from being the source of spoofed i.e. forged communica-
tions that are often used in DoS attacks.

n Yerswon 6.1

[root @eep] /# for f in /proc/sys/net/ipvd/conf/*/rp filter; do
> echo 1 > $f
> done

[ root @eep] /#

Add the above commandstothe/ et c/rc. d/ rc. | ocal scriptfileand you'll not haveto typeit again
the next time you reboot your system.

ﬂ Voerswon 6.2

Editthe/ et c/ sysct | . conf fileand add the following line:

# Enabl e | P spoofing protection, turn on Source Address Verification
net.ipv4d.conf.all.rp_filter =1

Y oumust restart your network for the changeto take effect. The command to manually restart the network
isthe following:
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[root @eep] /# /etc/rc.d/init.d/ network restart
Setting network paraneters [ OK ]
Bringing up interface lo [ OK ]
Bringing up interface ethO [ OK ]
Bringing up interface ethl [ OK ]

Log Spoofed, Source Routed and Redirect
Packets

Thisprotectionwill log all Spoofed Packets, Source Routed Packets, and Redirect Packetsto your log files.

n Yerswon 6.1

[root @eep] /# for f in /proc/sys/net/ipvd/conf/*/log martians;

> echo 1 > $f
> done

[ root @eep] /#

Add the above commandstothe/ et c/rc. d/ rc. | ocal scriptfileand you'll not haveto typeit again
the next time you reboot your system.

n Yerswon G2

Editthe/ et ¢/ sysct | . conf fileand add the following line:

# Log Spoofed Packets, Source Routed Packets, Redirect Packets
net.ipv4.conf.all.log martians =1

Y ou must restart your network for the change to take effect. The command to manually restart the network
isthe following:

[root @eep] /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ X ]
Bringing up interface lo [ X ]

Bringing up interface ethO [ X ]
Bringing up interface ethl [ X ]

Unusual or hidden files

It is important to not forget to look everywhere on the system for unusual or hidden files -files that start
with a period and are normally not shown by the Is command, as these can be used to hide tools and
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information password cracking programs, password files from other systems, etc.. A common technique
on UNIX systemsisto put ahidden directory or file in a user's account with an unusual name, something
like'..."or".." -dot dot space or ..+ G -dot dot ctrl-G. Thefind program can be used to ook for hidden files.

Example5.5. Usefind to find

[root @eep] /# find / -name ".. " -print -xdev
[root @eep] /# find / -name ".*" -print -xdev | cat -v

F HOTE

Files with names such as. xx and . mai | have been used that is, files that might appear to be
normal.

All SUID and SGID filesthat still exist on your system after we have removed those that won't absolutely
require such privilege are a potential security risk, and should be monitored closely. Because these pro-
grams grant specia privileges to the user who is executing them, it is necessary to ensure that insecure
programs are not installed.

A favoritetrick of crackersisto exploit SUID root programs, and leave a SUID program as a backdoor to
get in the next time. Find all SUID and SGID programs on your system, and keep track of what they are so
that you are aware of any changes, which could indicate a potential intruder. Use the following command
to find al SUID/SGID programs on your system:

[root @eep] /# find / -type f \( -perm-04000 -0 -perm -02000 \) \-exe

-

|iI" Tip

i 1

See in this book under Securities Software/Monitoring Tools for more information about the
software sXidthat will do the job for you automatically each day and report the results via mail.

Group and world writable files and directories particularly system files partitions, can be a security hole
if a cracker gains access to your system and modifies them. Additionally, world-writable directories are
dangerous, since they allow a cracker to add or delete files as he or she wishes in these directories. In
the normal course of operation, several files will be writable, including some from the/ dev, /var/
cat man directories, and al symbolic links on your system. To locate all group & world-writable files
on your system, use the command:

[root @eep] /# find / -type f \( -perm-2 -0 -perm-20 \) -exec Is -lg

To locate all group & world-writable directories on your system, use the command:

[root @eep] /# find / -type d \( -perm-2 -0 -perm-20 \) -exec |Is -Id
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-

FN_ Tip

i 1

A fileand directory integrity checker like Tripwire software can be used regularly to scan, manage
and find modified group or world writable files and directories easily. See in this book under
Securities Software/Monitoring Tools for more information about Tripwire.

Don't permit any unowned file. Unowned files may also be an indication that an intruder has accessed your
system. If you find unowned file or directory on your system, verify itsintegrity, and if all looksfine, give
it an owner name. Some time you may uninstall aprogram and get an unowned file or directory related to
this software; in this case you can remove the file or directory safely. To locate files on your system that
do not have an owner, use the following command:

[root @eep] /#find / -nouser -0 -nogroup

Please Note Once again, files reported under / dev directory don't count.

Finding al the . r host s files that could exist on your server should be a part of your regular system
administration duties, asthesefiles should not be permitted on your system. Remember that a cracker only
needs one insecure account to potentially gain accessto your entire network. You canlocateall . r host s
files on your system with the following command:

[root @eep] /#find /home -nane .rhosts

Y ou can also use acronjob to periodically check for, report the contents of, and delete SHOVE/ . r host s
files. Also, users should be made aware that you regularly perform thistype of audit, as directed by policy.

To use acron job to periodically check and report viamail al . r host s files, do the following: Create
asroot the find_rhosts_files script fileunder / et ¢/ cron. dai |l y directory t ouch / et c/
cron.daily/find_rhosts_fil es andaddthefollowing linesin this script file:

#! / bi n/ sh

fusr/bin/find /hone -name .rhosts | (cat <<ECOF

This is an automated report of possible existent .rhosts files on the
deep. openna. com generated by the find utility comrand.

New detected .rhosts files under the /hone directory include:
EOF
cat
) | /bin/fmail -s "Content of .rhosts file audit report" root

Now make this script file executable, verify the owner, and change the group to root.

[ root @eep] /#chnmod 755 /etc/cron.daily/find_rhosts_files
[ root @eep] /#chown 0.0 /etc/cron.daily/find_rhosts_files
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Each day mail will be sent to root with a subject: Content of .rhosts file audit report containing potential
new . r host s files.

System is compromised !

If you believe that your system has been compromised, contact CERT Coordination Center or your repre-
sentative in FIRST -Forum of Incident Response and Security Teams.

Internet Email: <cert @ert. or g>
CERT Hotline:(+1) 412-268-7090
Facsimile: (+1) 412-268-6989

CERT/CC personnel answer 8:00 a.m. to 8:00 p.m. EST (GMT 5)/EDT (GMT 4)) on working days, they
are on call for emergencies during other hours and on weekends and holidays.
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At this stage of your configuration, you should now have aLinux server optimally configured and secured.
Our server contains the most essential package and programs installed to be able to work properly and the
most essential general security configuration. Before we continue and begin to install the serviceswe want
to share with our clients/users, it is important to now tune our Linux server. The tuning we will perform
in the following chapter will be applied to the whole system. It also applies to present as well as future
programs, such as services that we will later install.

Generally, if you don't use ax386 Intel processor, Red Hat Linux out of the box is not optimized for your
specific CPU architecture, most people now run Linux on a Pentium processor. The sections below will
guide you through different steps to optimize your Linux server for your specific processor, memory, and
network, aswell asyour file system.

The /etc/profile file

The/ et c/ prof i | e file contains system wide environment stuff and startup programs. All customiza-
tionsthat you put in thisfile will apply for the entire environment variable on your system, so putting opti-
mization flagsin thisfileisagood choice. To squeeze the most performance from your x86 programs, you
can use full optimization when compiling with the- O9 flag. Many programs contain - O2 in the Makefile.
- 9 isthe highest level of optimization. It will increase the size of what it produces, but it runs faster.

Please Note it is not always true that the - 9 flag will make the best performance for your processor. If
you have an x686 and above processor, surely, but below x686, not necessarily.

When compiling, use the - f o t - f r anme- poi nt er switch for any kind of processor you may have.
This will use the stack for accessing variables. Unfortunately, debugging is amost impossible with this
option. You can also usethe - ncpu=cpu_t ype and - mar ch=cpu_t ype switch to optimize the pro-
gram for the CPU listed to the best of GCC's ability. However, the resulting code will only be run able
on the indicated CPU or higher.

The optimization options apply only when we compile and install a new program in our server. These
optimizations don't play any role in our Linux base system; it just tells our compiler to optimize the new
programs that we will install with the optimization flags we have specified inthe/ et c/ pr of i | e file.

Below are the optimization flags that we recommend you put in your / et ¢/ pr of i | e file depending
on your CPU architecture.

Procedure 6.1. Recommended optimization flags
1. For CPU i686 or PentiumPro, Pentium I, Pentium |11 Inthe/ et ¢/ pr of i | e file, put thisline for
a PentiumPro, Pentium |1 and 111 Pro Processor family:
CFLAGS=-® -funroll-loops -ffast-nath -nalign-doubl e -ntpu=penti

For CPU i586 or Pentium: Inthe/ et c/ pr of i | e file, put thisline for a Pentium Processor family:

CFLAGS=- 3 - march=penti um - ntpu=pentium -ffast-math -funroll-1I oc
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For CPU i486: Inthe/ et ¢/ pr ofi | e file, put thisline for ai486 Processor family:

CFLAGS=-3 -funroll-all-Iloops -malign-double -ncpu=i486 -marchs=

2. Now after the selection of your CPU settings -i686, 1586, or 1486 a bit further down in the/ et ¢/
profil efile, add CFLAGS LANG LESSCHARSET to the export line:

export PATH PS1 HOSTNAME HI STSI ZE HI STFI LESI ZE USER LOGNAME MAI L

3. Log out and log back in; after this, the new CFLAGS environment variable is set, and software and
other configure tool will recognize that. Pentium Pro/l1/111 optimizations will only work with egcs or
pgcc compilers. The eges compiler is aready installed on your Server by default so you don't need
to worry about it.

Below is the explanation of the different optimization options we use:

-funroll -1 oops The-funrol |l -1 oops optimization option will perform the opti-
mization of loop unrolling and will do it only for loops whose number
of iterations can be determined at compile time or run time.

-funroll-all-1oops The-funroll-all-1oops optimization option will aso perform
the optimization of loop unrolling and is done for all loops.

-ffast-math The- f f ast - mat h optimization option will allow the GCC compil -
er, in the interest of optimizing code for speed, to violate some ANS|
or |EEE rules/specifications.

-mal i gn-doubl e The- mal i gn- doubl e optimization option will control whether the
GCC compiler aligns double, long double, and long long variables
on a two-word boundary or a one-word boundary. This will produce
code that runs somewhat faster on a Pentium at the expense of more
memory.

-nTpu=cpu_type The- ncpu=cpu_t ype optimization option will set the default CPU
to use for the machine type when scheduling instructions.

-fforce-nmem The- f f or ce- memoptimization option will produce better code by
forcing memory operands to be copied into registers before doing
arithmetic on them and by making all memory references potential
common subexpressions.

-fforce-addr The - f f or ce- addr optimization option will produce better code
by forcing memory address constantsto be copied into registersbefore
doing arithmetic on them.

-fomit-franme-pointer The -foni t - frane-poi nt er optimization option, one of the
most interesting, will allow the program to not keep the frame pointer
in aregister for functions that don't need one. This avoids the instruc-
tionsto save, set up and restores frame pointers; it also makes an extra
register available in many functions and makes debugging impossible
on most machines.
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MPCRTAN

All future optimizationsthat we will describein thisbook refer by default to aPentium [1/111 CPU
family. So you must, if required, adjust the compilation flags for your specific CPU processor
typeinthe/ et ¢/ pr ofi | e fileand also during your compilation time.

Benchmark Results

Summaries by Architecture: Depending on your processor architecture and the version of your compiler
GCC/EGCS, optimization results may vary. The charts below will help you to choose the best compilation
flags for your compiler/CPU architecture. The compiler version installed on your Red Hat Linux version
6.1 and 6.2 is egcs 2.91.66, but be sure to check it even so before choosing your compiler optimization
options.

To verify the compiler version installed on your system, use the command:

[root @eep] /# egcs --version
egcs-2.91. 66

All benchmark results, and future results, can be retrieved from the GCC home page at the following
address: http://egcs.cygnus.com/

For aPentium 11/111 CPU i686 with compiler version egcs-2.91.66, the best optimization optionswould be;

CFLAGS=-@ -funroll-loops -ffast-nath -nmalign-doubl e -ncpu=penti unpro
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Comparitive analysis chart with the above mentioned flags

Benchmark results-1586

For a Pentium CPU 1586 with compiler version egcs-2.91.66, the best optimization options would be:
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CFLAGS=- (3 -nmarch=pentium -ncpu=pentium -ffast-math -funroll-|oops -f

o 1586
44.6
43.8 -
429 4

42
41.1 =
40.2 —

39.3 -

eges 20750 o
eges 291,66 19990314 =
eges 293,20 19990428
egos 2.93.21 199090507 -

0z
3
03 -funrall-all-loops

03 -march=pantium -ffast-math -funroll-loops. -fomit - frame- pointer -fforce-mem -florce-addr -malign
03 march=peantium -ffast-math -funroll-loops. - fomit -frame- pointer -ffonce-mem -florce-addr

Comparitive analysis chart with the above mentioned flags
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Benchmark results -1486

For ai486 CPU with compiler version egcs-2.91.66, the best optimization options would be:

CFLAGS=-3 -funroll-all-loops -malign-double -ncpu=i 486 -march=i 486
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The bdflush parameters

Thebdflush fileisclosely related to the operation of the virtual memory VM subsystem of the Linux kernel
and has a little influence on disk usage. Thisfile/ proc/ sys/ vm bdf | ush controls the operation of
the bdflush kernel daemon. We generally tune this file to improve file system performance. By changing
some vaues from the default as shown bel ow, the system seems more responsive; e.g. it waitsalittle more
to write to disk and thus avoids some disk access contention.

The default setup for the bdflush parameters under Red Hat Linux is: " 40 500 64 256 500 3000
500 1884 2" To change the values of bdflush, type the following command on your terminal :

q Yerswon 6.1

[root @eep] /# echo "100 1200 128 512 15 5000 500 1884 2">/proc/sys/vmb

Y ou may add the above commandstothe/ et c/rc. d/ rc. | ocal scriptfileandyou'll not haveto type
it again the next time you reboot your system.

q Yersion 6.2

Editthe/ et ¢/ sysct| . conf fileand add the following line:

# Inprove file system performance
vm bdflush = 100 1200 128 512 15 5000 500 1884 2

Y ou must restart your network for the change to take effect. The command to manually restart the network
isthe following:

[root @eep] /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ OK ]
Bringing up interface lo [ K
Bringing up interface ethO [ O ]
Bringing up interface ethl [ O ]

[a—

In our example above, according to t he/ usr/ src/ | i nux/ Docunent ati on/ sysctl/vmtxt
file-

Thefirst parameter 100 % governs the maximum number of dirty buffers in the buffer cache.
Dirty means that the contents of the buffer still have to be written to
disk as opposed to a clean buffer, which can just be forgotten about.
Setting thisto a high value meansthat Linux can delay disk writesfor
along time, but it also means that it will have to do alot of 1/0 at
once when memory becomes short. A low value will spread out disk
[/O more evenly.

The second parameter 1200  Thisgivesthe maximum number of dirty buffersthat bdflush canwrite
ndirty to the disk in one time. A high value will mean delayed, bursty 1/0,
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while a small value can lead to memory shortage when bdflush isn't
woken up often enough.

The third parameter 128 nrefill This is the number of buffers that bdflush will add to the list of free
buffers when refill_freelist() is called. It is necessary to allocate free
buffers beforehand, since the buffers often are of a different size than
memory pages and some bookkeeping needs to be done beforehand.
The higher the number, the more memory will be wasted and the less
often refill_freelist() will need to run.

refill_freelist() 512 When this comes across morethan nref_dirt dirty buffers, it will wake
up bdflush.

age buffer 50* HZ, age super Finally, theage buffer 50* HZ and age _super parameters 5* HZ gov-

parameters 5* HZ ern the maximum time Linux waits before writing out a dirty buffer
to disk. The value is expressed in jiffies (clockticks); the number of
jiffies per second is 100. Age buffer is the maximum age for data
blocks, while age_super isfor file system metadata.

Thefifth15andthelasttwopa  Theseare unused by the system so we don't need to change the default
rameters 1884 and 2 Ones.

F TiF

Look at/ usr/src/linux/Docunentation/sysctl/vm txt for moreinformation on
how to improve kernel parameters related to virtual memory.

The buffermem parameters

The buffermem file is also closely related to the operation of the virtual memory VM subsystem of the
Linux kernel. The value in thisfile/ pr oc/ sys/ vim buf f er memcontrols how much memory should
be used for buffer memory in percentage. It is important to note that the percentage is calculated as a
percentage of total system memory.

The default setup for the buffermem parameters under Red Hat Linux is: "2 10 60"

n Yerswon 6.1

To change the values of buffermem, type the following command on your terminal:
[root @eep] /# echo "70 10 60" >/ proc/sys/vm buffernmem

Y ou may add the above commandstothe/ et c/rc. d/ rc. | ocal scriptfileandyou'll not haveto type
it again the next time you reboot your system.

ﬂ Voerswon 6.2

Editthe/ et ¢/ sysct | . conf fileand add the following line:

# I nprove virtual nmenory performance
vm buffernem = 70 10 60
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Y ou must restart your network for the change to take effect. The command to manually restart the network
isthe following:

[root @eep] /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ X ]
Bringing up interface lo [ XK ]

Bringing up interface ethO [ XK ]
Bringing up interface ethl [ XK ]

According to the/ usr/ src/ | i nux/ Docunment ati on/ sysct!l/vm txt file the first parameter
80 % means to use a minimum of 80 percent of memory for the buffer cache; the minimum percentage
of memory that should be spent on buffer memory.The last two parameters 10 and 60 are unused by the
system so we dont need to change the defaults.

Depending of the amount of RAM you havein the server the value of 80% may vary. When your server is
highly loaded and when all application are used, you can know in detail how much memory are required
and used by the system. 80 % for the buffermem parameters seem to be too much for systems under 256
MB of RAM. Doing a free - mcommand on the prompt your system will display amount of free and
used memory in the system. Once you have executed this command free -m, check for - / + buf f er s/
cache: values and get the one related to the minimal (-) to set your value for buffermem.

Example 6.1. For 128 MB of RAM

128 * 80% = 102.4 MB
128 - 102.4 = 25.6 MB

[root @eep] /#free -m

t ot al used free shar ed buffers
Mem 124 121 3 30 43
-/ + buffers/cache: 29 95
Swap: 128 2 126

Theresult showsusthat the- / + buf f er s/ cache: need 29 MB at minimum to run the system properly
and with 128 MB of RAM set at 80% we have only 25.6 MB available. Hmmm! problem, i guess. so we
go back to the calculator again and do this:

128 * 70% = 89.6
128 - 89.6 = 38.4 MB

well solved good!.
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Look at/usr/src/linux/Docunentation/sysctl/vmtxt for moreinformationon
how to improve kernel parameters related to virtual memory.

The ip_local _port _range parameters

The/ proc/sys/ net/ipv4/ip_l ocal _port_range definesthelocal port range that is used by
TCP and UDP traffic to choose thelocal port. Y ou will seein the parameters of thisfiletwo numbers: The
first number isthefirst local port allowed for TCP and UDP traffic on the server, the second isthe last local
port number. For high-usage systems you may change its default parameters to 32768-61000 -first-last.

The default setup for theip_local_port_range parameters under Red Hat Linux is: " 1024 4999"

n Yerswon 6.1

To change the values of ip_local_port_range, type the following command on your terminal:
[ root @eep] /# echo "32768 61000" >/proc/sys/net/ipv4d/ip _|ocal port ra

Add the above commandstothe/ et c/rc. d/ rc. | ocal scriptfileand you'll not haveto typeit again
the next time you reboot your system.

n Yerswon G2

Editthe/ et ¢/ sysct | . conf fileand add the following line:

# Al l owed | ocal port range
net.ipv4.ip_local _port_range = 32768 61000

Y ou must restart your network for the change to take effect. The command to manually restart the network
isthe following:

[root @eep] /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ X ]
Bringing up interface lo [ XK ]

Bringing up interface ethO [ XK ]
Bringing up interface ethl [ &K ]

The/etc/ nssw tch. conf file

The/ et c/ nsswitch. conf fileisused to configure which services are to be used to determine in-
formation such as hostnames, password files, and group files. The last two ones, passwor d files, and

82



Linux General Optimization

gr oup filesin our case are not used, since we don't use NIS services on our server. Thus, we will focus
on the hostslinein thisfile.

Editthensswi t ch. conf filevi/ et c/ nsswi t ch. conf and change the hostsline to read:
"hosts: dns files"

Which means, for programs that want to resolve an address. They should use the dns feature first, and the
/ et c/ host s fileif the DNS servers are not available or can't resolve the address.

Also, we would recommend deleting al instances of NIS services from each line of this file unless you
areusing NIS! The result should look like this:

passwd: fil es
shadow. fil es
group:files
hosts:dns files
boot parans: fil es
ethers:files
net masks: fil es
networks:files
protocol s:files
rpc:files
services:files
automount : files
aliases:files

The file-max parameter

Thefilemax file/ proc/ sys/fs/fil e- max setsthe maximum number of file-handles that the Linux
kernel will allocate. We generally tunethisfileto improve the number of open filesby increasing the value
of / proc/ sys/ fs/fil e-max to something reasonable like 256 for every 4M of RAM we have: i.e.
for amachine with 128 MB of RAM, set it to 8192 - 128/4=32 32* 256=8192.

The default setup for the file-max parameter under Red Hat Linux is: " 4096" To adjust the value of
file-max to 128 MB of RAM, type the following on your terminal:

q Yerswon 6.1

[root @eep] /# echo "8192" >/proc/sys/fs/file-mx

Add the above commandstothe/ et c/rc. d/ rc. | ocal scriptfileand you'll not haveto typeit again
the next time your server reboots.

n Voerswon G2

Editthe/ et ¢/ sysct | . conf fileand add the following line:
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# I nprove the nunber of open files
fs.file-max = 8192

Y ou must restart your network for the change to take effect. The command to manually restart the network
isthe following:

[root @eep] /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ X ]
Bringing up interface lo [ XK
Bringing up interface ethO [ X ]
Bringing up interface ethl [ X ]

[—

F Tie

When you regularly receive from your server a lot of messages with errors about running out
of open files, you might want to raise this limit. The default value is 4096. A file server or web
server needs alot of open files.

The ulimit parameter

Linux itself has a Max Processes per user limit. This feature allows usto control the number of processes
an existing user on the server may be authorized to have. To improve performance, we can safely set the
limit of processes for the super-user root to be unlimited. Edit the . bashr ¢ filevi / root /. bashrc
and add the following line:

ulimt -u unlinted
Y ou must exit and re-login from your terminal for the change to take effect.

[root @eep] /# ulinmt -a

core file size (blocks) 1000000
data seg size (kbytes) unlimted

file size (bl ocks) unlimted
max menory size (kbytes) unlimted
stack size (kbytes) 8192

cpu tinme (seconds) unlimted
max user processes unlimted
pi pe size (512 bytes) 8

open files 1024

virtual nmenory (kbytes) 2105343
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Make sure that when you type as root the command ulimit - a on your terminal, it showsunl i m
i t ed next to max user processes.

-
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You may also do ulimit - u unlimited at the command prompt instead of adding it to the /
root/ . bashrc file

Increases the system limit on open files for instance a process on Red Hat 6.0 with kernel 2.2.5 could
open at least 31000 file descriptors this way and a process on kernel 2.2.12 can open at least 90000 file
descriptors this way. The upper bound seems to be available memory. To increases the number of open
filesto 90000 for the root account do the following: Edit the. bashrc filevi/root/. bashrc and
add the following line:

ulimt -n 90000

Y ou must exit from your terminal and re-login for the change to take effect.

[root @eep] /# ulimt -a

core file size (blocks) 1000000
data seg size (kbytes) unlimted

file size (bl ocks) unlinmted
max nmenory size (kbytes) unlimted
stack size (kbytes) 8192

cpu tine (seconds) unlinmted
max user processes unlinmted
pi pe size (512 bytes) 8

open files 90000

virtual nenory (kbytes) 2105343

Make sure that when you type as root the command ulimit -a on your terminal, it shows 90000 next
to open files.

F HOTE

In older 2.2 kernels, though, the number of open files per processis still limited to 1024, even
with the above changes.

The atime and noatime attribute

Linux records information about when files were created and last modified as well as when it was last
accessed. There is a cost associated with recording the last access time. The ext2 file system of Linux
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has an attribute that allows the super-user to mark individual files such that their last access time is not
recorded. This may lead to significant performance improvements on often accessed frequently changing
files such as the contents of the/ var / spool / news directory.

To set the attribute to afile, use:

[root @eep] /#chattr +A fil ename

For a specificfile

For awhole directory tree, do something like:

[root @eep /root]#chattr -R +A /var/spool/
[root @eep /root]#chattr -R +A [cache/
[root @eep /root]#chattr -R +A /hone/ httpd/ ona/

For a news and mail
For a proxy caches
For a web pages

Linux has a special mount option for file systems called noatime that can be added to each line that ad-
dresses one file system in the / et c/ f st ab file. If afile system has been mounted with this option,
reading accesses to the file system will no longer result in an update to the atime information associated
with the file like we have explained above. The importance of the noatime setting isthat it eliminates the
need by the system to make writes to the file system for files which are simply being read. Since writes
can be somewhat expensive, this can result in measurable performance gains. Note that the write time
information to a file will continue to be updated anytime the file is written to. In our example below, we
will set the noatime optionto our / chr oot file system.

Edit thef st ab filevi / et c/ f st ab and add in the line that refer to / chr oot file system the noatime
option after the defaults option as show below:

/ dev/ sda7 / chr oot ext 2 def aul ts, noati ne

Y ou need not reboot your system for the change to take effect, just make the Linux system aware about
the modification you have made to the/ et ¢/ f st ab file. This can be accomplished with the following
commands:

[ root @eep] /#mount -oremount /chroot/

Then test your results with the flowing command:

[ root @eep]# cat /proc/nounts

/ dev/root / ext 2 rwoO O
/ proc / proc proc rwooO
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/ dev/sda9 [/var ext 2 rw
none / dev/ pts devpts rw

/ dev/ sdal /boot ext 2 rwooO
/ dev/ sda8 [/cache ext 2 rwooO
/ dev/ sda7 /chroot ext2 rw,noatine 0 O
/ dev/ sda6 [/ hone ext 2 rwooO
/ dev/ sdall /tnp ext 2 rwoO
/ dev/ sda5 /usr ext 2 rwooO

00

00

If you see something like: / dev/ sda7 /chroot ext2 rw, noatime 0 O, congratulations!

Tuning IDE Hard Disk Performance

Putting your swap partitions near the beginning of your drive, see This chart to get a better idea, [16]
may give you some acceptable improvement. The beginning of the driveis physically located on the outer
portion of the cylinder, and the read/write head can cover much more ground per revolution. Wetypically
see partitions placed at the end of the drive work 3MB/s slower using the hdpar m -t command.

Performance increases have been reported on massive disk 1/O operations by setting the IDE drivers to
use DMA, 32-bit transfers and multiple sector modes. The kernel seemsto use more conservative settings
unless told otherwise. The magic command to change the setting of your drive is hdparm. To enable 32-
bit I/O over the PCI buses, use the command:

[ root @eep] /# /sbin/hdparm-cl /dev/hda or hdb, hdc etc.

Thiswill usually, depending on your IDE Disk Drive model, cut the timing buffered disk readstime by 2.
The hdparm(8) manpage says that you may need to use -c 3 for some chipsets. All (E)IDE drives still have
only a 16-bit connection over the ribbon cable from the interface card. To enable DMA, use the command:

[ root @eep] /# /sbin/hdparm-dl /dev/hda or hdb, hdc etc.

This may depend on support for your motherboard chipset being compiled into your kernel. Also, this
command will enable DMA support for your hard drive, it will cut the timing buffered disk readstime and
will improve the performance by 2. To enable multiword DMA mode 2 transfers, use the command:

[ root @eep] /#/ sbin/hdparm-dl -X34 /dev/hda or hdb, hdc etc.

This sets the IDE transfer mode for newer (E)IDE/ATAZ2 drives. check your hardware manual to see if
you haveit. To enable UltraDMA mode2 transfers, use the command:

[root @eep] /# /sbin/hdparm-dl -X66 /dev/hda or hdb, hdc etc.

You'll need to prepare the chipset for UltraDMA beforehand. Also, see your manual page about hdparm
for more information. Use this with extreme caution! To set multiple sector mode 1/0O, use the command:
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[ root @eep] /#/ sbin/hdparm-m XX /dev/hda or hdb, hdc etc.

Where XX is the maximum setting supported by your drive. The -i flag can be used to find the maximum
setting supported by an installed drive: look for MaxMultSect in the output.

[ root @eep] /#/ sbin/hdparm-i /dev/hda or hdb, hdc etc.

/ dev/ hda:

Model =Maxt or 7540 AV, FwRev=GA7X4647, Seri al No=L1007YZS

Config={ HardSect Not MM HdSw>15uSec Fi xed DTR>5Mbis Fm GapReq }

RawCHS=1046/ 16/ 63, TrkSi ze=0, Sect Si ze=0, ECChytes=11

Buf f Type=3( Dual Port Cache), BuffSize=32kB, MaxMult Sect =8, Mult Sect =8

Dbl Wor dl O=yes, maxPl O=2(fast), DMA=yes, maxDMA=1(nedi um

Cur CHS=523/ 32/ 63, Cur Sect s=379584528, LBA=yes, LBA=yes, LBAsects=1054
t DMA={ m n: 150, rec: 150}, DMA nodes: swordO swordl *sword2 *nmwordO

| ORDY=0n/of f, tPlI O={mi n: 240, w | ORDY: 180}, PI O nodes: node3

Multiple sector mode aka IDE Block Mode, is afeature of most modern IDE hard drives, permitting the
transfer of multiple sectorsper I/O interrupt, rather than the usual one sector per interrupt. When thisfeature
is enabled, it typically reduces operating system overhead for disk I/0O by 30-50%. On many systems it
also provides increased data throughput of anywhere from 5% to 50%. Y ou can test the results of your
changes by running hdparm in performance test mode;

[root @eep] /#/ sbin/hdparm-t /dev/hda or hdb, hdc etc.

-

|;"1_ TiF
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Once you have a set of hdparm options, you can put the commands in your / et c/rc. d/
rc. | ocal filetorunitevery timeyou reboot the machine.

Better manage your TCP/IP resources

This hack just make the time default values for TCP/IP connection lower so that more connections can be
handled by time on your TCP/IP protocol. The following will decrease the amount of time your Linux box
will try take to finish closing a connection and the amount of time before it will kill a stale connection.
Thiswill also turn off some |P extensions that aren't needed. The default setup for the TCP/IP parameters
we'll change under Red Hat Linux are:

 For thetcp fin_timeout 180
» For thetcp_keepalive time 7200

 For thetcp_window_scaling 1
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e Forthetcp sack 1
 For thetcp_timestamps 1

To adjust the new TCP/IP values, type the following commands on your terminal:

n Yerswon 6.1

[ root @eep] /#echo 30 >/proc/sys/net/ipvd/tcp fin_tinmeout

[ root @eep] /#echo 1800 >/proc/sys/net/ipvad/tcp_keepalive tine
[ root @eep] /#echo O >/proc/sys/net/ipv4d/tcp_w ndow scaling

[ root @eep] /#echo O >/proc/sys/net/ipv4d/tcp_sack

[ root @eep] /#echo O >/proc/sys/net/ipvd/tcp_ timestanps

Execute the above commands and put them inyour / et c/rc. d/ rc. | ocal file soyou don't need to
type them again each time your system reboots.

q Yersion b2

Editthe/ et c/ sysct| . conf fileand add the following lines:

# Decrease the time default value for tcp_fin_timeout connection
net.ipv4d.tcp_fin_timeout = 30

# Decrease the time default value for tcp_keepalive_time connection
net.ipv4.tcp_keepalive_tine = 1800

# Turn off the tcp_wi ndow_scaling

net.ipv4.tcp_w ndow scaling = 0

# Turn of f the tcp_sack

net.ipv4.tcp_sack =0

# Turn off the tcp_tinestanps

net.ipv4.tcp_tinestanps = 0

Y ou must restart your network for the change to take effect. The command to manually restart the network
isthe following:

[root @eep] /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ X ]
Bringing up interface |lo [ X ]

Bringing up interface ethO [ X ]
Bringing up interface ethl [ X ]
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WEell, our Linux server seemsto be getting in shape now! But wait, what is the most important part of our
server? Yes, it'sthe kernel. The Linux kernel isthe core of our operating system, and without it thereisno
Linux at all. So we must take care of our kernel and configureit to fit our needs and compile just features
we really need. The first thing to do next is to build a kernel that best suits your system. It's very simple
to do but, in any case, refer to the README file in the /usr/src/linux/ directory. When configuring your
kernel only compilein code that you need and use. Few main reasons that come to mind are;

» The Kernel will be faster less code to run,
* You will have more memory, Kernel parts are NEVER swapped to the virtual memory,
» More stable. Try probing for a non-existent card?,

» Unnecessary parts can be used by an attacker to gain access to the machine or other machines on the
network.

» Modules are aso slower than support compiled directly in the kernel.

Pre-Install

In our configuration and compilation we will build a monalithic kernel. Monalithic kernel means to only
answer Yes or No to the questions, don't make anything modular and omit the steps:

* make_modules
* make_modules install.

Also, we will patch our new kernel with the buffer overflow protection from kernel patches. Patches for
the Linux kernel exist, like Solar Designer's non-executabl e stack patch, which disallows the execution of
code on the stack, making anumber of buffer overflow attacks harder - and defeating completely anumber
of current exploits used by "script kiddies" worldwide.

ﬁlgum.a.m

Remember to only answer Yes or No to the questions when configuring your new kernel if you're
intending to build a monolithic kernel. If you intend to use firewall masquerading functions or
adial-up ppp connection, you cannot build a monolithic kernel, since these function require the
build of some modules, by default. Build, instead, a modularized kernel.

A new kernel is very specific to your computer hardware, in the kernel configuration part; we are using
the following hardware for our example. Of course you must change them to fit your system components.

1 Pentium 11 400 MHz (i686) processor

1 Motherboard SCS

1 Hard Disk SCS|

1 SCSI Controler Adaptec AIC 7xxx

1 CD-ROM ATAPI IDE

1 Floppy Disk

2 Ethernet Cards Intel EtherExpressPro 10/100
1 Mouse PS/2
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These installation instructions assume

Commands are Unix-compatible.

The source pathis/ usr/ src.

Installations were tested on Red Hat Linux 6.1 and 6.2.

All stepsin the installation will happen in super-user account root.
Latest Kernel version number is2.2.14

Latest Secure Linux Kernel Patches version number is2 2 14-ow?2

All these below mentioned Packages were availablein the following sites as of thiswriting but we suggest
you can get additional information regarding mirror sites by searching on their respective home pages.

» Kernel Homepage:http://www.kernelnotes.org/
Be sure to download: linux-2_2 14 tar.gz
Kernel FTP Site: 139.142.90.113

» Secure Linux Kernel Patches Homepage: http://www.openwall.com/linux/ |
Y ou must be sure to download: linux-2_2_14-ow2_tar.gz

Secure Linux Kernel Patches FTP Site: 195.42.162.180

Make an emergency boot floppy

The first of the pre-install step is to make an emergency boot floppy. Linux has a small utility named
mkbootdisk to simply do this. The first step is to find out what kernel version, you are currently using.
Check outyour / et c/ 1i | 0. conf fileand see which image was booted from and from thisimage, we
can find the kernel version we need to make our emergency boot floppy.

[ root @eep] /#cat /etc/lilo.conf
In my example, | havethefollowinginthel i | 0. conf file:

boot =/ dev/ sda

map=/ boot / nap

i nstal |l =/boot/boot.b

pr onpt

ti meout =50

i mage=/ boot/vnlinuz-2.2.12-20

| abel =l i nux

r oot =/ dev/ sda6
initrd=/boot/initrd-2.2.12-20.ing
read-only

the kernel version
the image we booted from

Now you'll need to find the image that you booted from. On a standard new first install, it will be the
one-labeled linux. In the above example we show that the machine booted using the / boot / v i n-
uz-2.2.12- 20 origina kernel version of the system. Now we simply need to put a formatted 1.44
floppy in our system and execute the following command as root:
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[ root @eep] /#nkbootdi sk --device /dev/fdO 2.2.12-20

Insert a disk in /dev/fd0. Any information on the disk will be Io
Press <Enter> to continue or ~"C to abort:

Following these guidelines, you will now have a boot floppy with a known working kernel in case of
problemswith the upgrade. | recommend rebooting the system with the floppy to make sure that the floppy
works correctly.

Uninstallation and Optimization

1. Wemust copy the archive file of the Kernel tothe/ usr/ sr ¢ directory and move to this directory.

[root @eep] /#cp linux-version_tar.gz /usr/src/
[ root @eep] /#cd [usr/src/

These steps are required only if you already have installed aLinux kernel with atar archive before. If
itisafirst, fresh install of Linux kernel, then instead uninstall the kernel-headers-version.i386.rpm,

kernel-version.i386.rpm package that are on your system. Remove the Linux symbolic link with the
following command:

[root @eep ] /src#rm-rf |inux
Remove the Linux kernel headers directory with the following command:
[root @eep ] /src#rm-rf |inux-2.2.xx
Remove the Linux kernel modules directory with the following command:

[root @eep ] /src#rm-rf /1ib/nodul es/2.2.xx

Eq?um.qm

Removing the old kernel modulesisrequired only if you haveinstalled amodularized kernel
version before. If the modules directory doesn't exist under the/ | i b directory it's because
your old kernel version is not a modularized kernel.
If the original kernels RPM package are installed on your system instead of the Linux kernel tar
archive, because you have just finished installing your new Linux system, or have used an RPM
package before to upgrade your Linux system, then use the following command to uninstall the Linux

92



Configuring and Building a
Secure, Optimized Kernel

kernel: You can verify that a kernel RPM package is installed on your system with the following
command:

[root @eep ] /src#rpm-qga | grep kernel

ker nel - headers-2. 2. xx.i 386.rpm
kernel -2. 2. xx.i386.rpm

To uninstall the linux kernel RPM, use the following command:

[root @eep ] /src#rpm -e --nodeps kernel - headers ker nel

cannot renove /usr/src/linux-2.2.xx - directory not enpty
cannot renove /lib/nodul es/2.2.xx - directory not enpty

[root @eep ] /src#rm-rf [fusr/src/linux-2.2.xx/
[root @eep ] /src#rm-rf /1ib/nodul es/2. 2. xx/

In the steps below, we remove manually the empty / usr/src/linux-2.2.xx and /i b/
nodul es/ 2. 2. xx directories after the uninstallation of the kernels RPM, the RPM uninstall pro-
gram will not completely remove those directories.

Now, we must decompress the tar archive of the kernel and remove the Linux tar archive from the
system.

[root @eep ] /src#tar xzpf |inux-version_tar.gz
[root @eep ] /src#rm-f |inux-version_tar.gz

Toincrease the number of tasks allowed the maximum number of processes per user, you may need to
editthe/ usr/ src/linux/include/linux/tasks. hfileand changethefollowing parame-
ters. Edit the tasks.h file, vi +14 / usr/ src/ | i nux/i ncl ude/ | i nux/tasks. h and change
the following parameters;: NR_TASKS from 512 to 3072 and M N_TASKS LEFT_ FOR ROOT
from4 to 24

TNPORTAM

The value in the NR_TASKS line denotes the maximum number of tasks (processes) han-
dles that the Linux kernel will allocate per users. Increasing this number will allow you
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to handle more connections from clients on your server, example: an HTTP web serv-
er will be able to serve more client connections. Please don't forget, Linux is protected
from allocation of all process slots for normal users. There is a special parameter line
M N_TASKS LEFT_FOR_ROOT reserved especialy for the super-user root that you may
set for the number of process reserved to root - 24 isagood value.

4. To optimize the Linux kernel to fit your specific CPU architecture and optimization flags you may
need to edit the/ usr/ src/ | i nux/ Makef i | e file and change the following parameters.

a.  Editthe Makefilefile (vi +18 /usr/src/linux/M akefile) and change the line: HOSTCC =gcc to
read:

HOSTCC =egcs.

b. Edit the Makefile file, vi +25 / usr/ src/ | i nux/ Makef i | e and change the line: CC =
$( CROSS_COWPI LE)gcc D KERNEL_ -1 $( HPATH)  to read:

CC =$( CROSS_COWPI LE) egcs D__KERNEL__ - | $( HPATH) .

c. Edit the Makefile filevi +90/ usr/ src/|i nux/ Makefi | e and change the line: CFLAGS
= -Wall -Wstrict-prototypes -Q2 -fomt-frame-pointer toread:

CFLAGS = -Vall -Wtrict-prototypes -0 -funroll-1oops -ffast-

d. Edit the Makefile file vi +19 /usr/src/linux/ Makefile and change the line
HOSTCFLAGS =-Vall -Wtrict-prototypes -2 -fomt-frame-pointer
to read:

HOSTCFLAGS =-Wal | -Wstrict-prototypes - -funroll-1oops -ff:

-

|i‘"|_ Tie

L

These changes turn on aggressive optimization tricks that may or may not work with al kernels.
Please, if the optimization flags above, or the ones you have chosen for your CPU architecture
do not work for you, don't try to absolutely forceit to work. | wouldn't want to make your system
unstable like Microsoft Windows.

Securing the kernel

The secure Linux kernel patches from the Openwall Project are a great way to prevent attacks like Stack
Buffer Overflows, and others. The Openwall patchisacollection of security-related featuresfor the Linux
kernel, al configurable viathe new Security options configuration section that will be added to your new
Linux kernel. This patch may change from version to version, and some may contain various other security
fixes.
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New features of patch version linux-2_2 14-ow2 tar.gz are:

Applying the patch

Non-executable user stack area

Restricted linksin/ t np

Restricted FIFOsin/ t mp

Restricted / pr oc

Specia handling of fd 0, 1, and 2

Enforce RLI M T__NPROC on execve(2)

Destroy shared memory segments not in use

When applying the linux-2_2_14-ow2 patch, anew Security options section will be added at the
end of your kernel configuration. For more information and description of the different features
available with this patch, see the README file that come with the source code of the patch.

[root @eep] /#cp linux-2_2_14-ow2_tar.gz /usr/src/
[ root @eep] /#cd /usr/src/

[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep

]/ src#tar xzpf linux.2_2 14-ow2_tar.gz

1/ src#cd |inux-2.2.14- ow2/

] /1inux-2.2.14-ow2#nmv |inux-2.2.14-ow2.diff /usr/src/
] /1inux-2.2.14- on2#cd .

]/ src#patch -p0 <linux-2.2.14-ow2.diff

1/src#rm-rf |inux-2.2.14-o0w2

]/src#rm-f linux-2.2.14-ow2.di ff

]/src#rm-f linux-2_2 14-ow2_tar.gz

First we copy the program archiveto the/ usr/ sr ¢ directory

then we moveto the/ usr/ sr c directory

decompress the linux-2_2_14ow?2_tar.gz archive

We then move to the new uncompressed Linux patch, movethefilelinux-2.2.14-ow2.diff containing
the patchtothe/ usr/ src
returnto/ usr/ sr ¢ and patch our kernel with the file linux-2.2.14-ow2.diff
Afterwards, we remove all filesrelated to the patch.

IF: TiF

All security messages related to the linux-2.2.14-ow2 patch, like the non-executable stack part,
should be logged to the log file/ var / | og/ nessages.

The step of patching your new kernel is completed. Now follow the rest of this installation to build the
Linux kernel and reboot.
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Compilation

Itisimportant to be surethat your / usr /i ncl ude/ asmand/ usr/i ncl ude/ | i nux subdirectories
are just symlinksto the kernel sources.

1. Theasm, and linux subdirectories are a soft link to the real include kernel source header directories
needed for our Linux architecture, for example / usr/ src/ | i nux/i ncl ude/ asm i 386 for
asm. Type the following commands on your terminal:

[root @eep ]/src#cd /usr/include/

[root @eep ] /include#rm-rf asmlinux

[root @eep ] /include#ln -s Jusr/src/linux/include/asmi386 asm
[root@eep ] /include#ln -s Jusr/src/linux/include/linux |inux

Thisis avery important part of the configuration; we remove the asm, and linux directories under /
usr/include then build anew linksthat point to the same name directories under the new Linux kernel
source version directory. Theinclude directory containsimportant header files needed by your Linux
kernel and programs to be able to compile on your system.

2. Make sure you have no stale .o files and dependencies lying around. Type the following commands
on your terminal:

[root @eep ] /include#cd /usr/src/linux/
[root @eep ] /1inux#make nrproper

F HOTE

These two steps above simply clean up anything that might have accidentally been left in

the source tree by the development team.
Y ou should now have the sources correctly installed. Y ou can configure the Linux kernel in one of
three ways.

» Thefirst method isto use the make config command. It provides you with a text-based interface
for answering all the configuration options. Y ou are prompted for all the options you need to set
up your kernel.

» Thesecond method isto usethe makemenuconfig command, which providesall thekernel options
in an easy-to-use menu.

« The third is to use the make xconfig command, which provides a full graphical interface to all
the kernel options.

3. For configuration, you will use the make config command because we have not installed the X Free86
window Interface on our Linux server. Type the following commands on your terminal to load the
kernel configuration:

[root @eep] /#cd /usr/src/linux/ (if you are not already in this c
[root @eep ] /1inux#make config
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rm-f include/asm

( cd include ; In -sf asmi 386 asm

/bin/sh scripts/Configure arch/i386/config.in
#

# Using defaults found in arch/i 386/ defconfig
#

Kernel configuration -Part "A"

These are the options available for you to choose from the list of Kernel Configurable options as soon as
you enter make config at the prompt as described in the previous section.As soon asyou enter make config
at the prompt as described in the previous step, a list of Kernel configurable options will be displayed
for you to choose to configure the Kernel, you must indicate what features and devices drivers you want
to include in your Linux system and select how to include support for specific devices. Typically, for
each configuration option, you have to respond with one of the following choices: We have used asimple
convention for our example configuration:

Example 7.1. SMP support
Symmetric multi-processing support (CONFIG SMP) YYMN N
where
Synmetric nulti-processing support (CONFI G SMP) -is one of the choice

We have choosen to say Nin this case.

Y/ M N - are the options you havei.e. you can say yes or no or choose as module.
* [ Y] -Tocompileinto the kernel and always be loaded

* [ M -Touseamodule for that feature and load that segment of code on demand

[ N] -To skip and excludes the support for that specific device from the Kernel

Eﬁggnn‘mm

It is important to note that majuscule letter of n or y mean the default choice. If a device does
not have a modular device driver, you will not see the[ M option. Some time an [ ?] option
will appear in the choices. This mean that you can get more information about the feature when
youtype? + ENTER key. Choosing the[ ?] help option will opens another terminal describing
the option.

Code maturity level options.

Prompt for devel opnent and/or inconplete code/drivers (CONFI G EXPERI MEN
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Processor type and features.

Processor famly (386, 486/ Cx486, 586/ K5/5x86/ 6x86, Penti uni K6/ TSC,
Maxi mum Physi cal Menory (1GB, 2GB) [ 1GH]

Mat h emul ati on (CONFI G_MATH EMULATION) N y/?

MIRR (Menory Type Range Register) support (CONFIG MIRR) Nvy/?
Symmetric multi-processing support (CONFIG SMP) Y/n/? N

L oadable module support.

General setup.

Enabl e | oadabl e nodul e support (CONFI G MODULES) Y/n/? N

Net wor ki ng support (CONFI G NET) Y/n/?

PCl support (CONFIG PCl) Y/n/?

PCl access node (BICS, Direct, Any [Any]

PCl quirks (CONFIG PCI_QU RKS) Y/n/? N

Backwar d- conpati bl e /proc/pci (CONFIG PCl_O.D PRCC) Y/n/? N
MCA support (CONFI G MCA) Nvy/?

SA Visual Workstation support (CONFI G VISW5) Ny/?

System V | PC (CONFI G_SYSVI PC) Y/n/?

BSD Process Accounting (CONFI G BSD PROCESS ACCT) Ny/?
Sysct| support (CONFI G _SYSCTL) Y/ n/?

Kernel support for a.out binaries (CONFIG Bl NFMI_AQUT) Y/n/?
Kernel support for ELF binaries (CONFI G BI NFMI_ELF) Y/ n/?
Kernel support for M SC. binaries (CONFIG BINFMI_M SC) Y/n/?
Paral | el port support (CONFI G PARPORT) Nvy/?

Advanced Power Managenent Bl OS support (CONFIG APM) N y/?

Plug and Play support.

Block devices.

Plug and Pl ay support (CONFI G PNP) [N y/?]

Normal PC fl oppy disk support (CONFI G BLK DEV_FD) Y/ n/?

Enhanced | DE/f MM RLL di sk/ cdrom t ape/fl oppy support (CONFI G BLK DEV_| DE
Use ol d disk-only driver on primary interface (CONFI G BLK DEV_HD | DE)

I ncl ude | DE/ ATA-2 DI SK support (CONFI G BLK_DEV_I DEDI SK) Y/ n/?

I ncl ude | DE/ ATAPI CDROM support (CONFI G BLK_DEV_IDECD) Y/ n/?

I ncl ude | DE/ ATAPI TAPE support (CONFI G BLK_DEV_| DETAPE) N y/?

I ncl ude | DE/ ATAPI FLOPPY support (CONFlI G BLK_DEV_I DEFLOPPY) N y/?

SCSI emul ation support (CONFIG BLK DEV_IDESCSI) Ny/?

CVD640 chi pset bugfi x/ support (CONFI G BLK_DEV_CMD640) Y/ n/? N

Rz1000 chi pset bugfi x/ support (CONFI G BLK _DEV_RzZ1000) Y/n/? N
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CGeneric PCl |1 DE chipset support (CONFIG BLK DEV_IDEPCI) Y/n/?

CGeneric PCl bus-master DVA support (CONFI G BLK DEV_ | DEDMA) Y/ n/?

Boot off-board chipsets first support (CONFI G BLK DEV_OFFBOARD) Ny/?
Use DVA by default when avail abl e (CONFI G | DEDVA AUTO) Y/ n/?

O her [DE chipset support (CONFI G |IDE CH PSETS) Ny/?

Loopback devi ce support (CONFI G BLK DEV_LOOP) Ny/?

Net wor k bl ock devi ce support (CONFI G BLK DEV_NBD) Ny/?

Mul tiple devices driver support (CONFI G BLK DEV_MD) Ny/?

RAM di sk support (CONFI G BLK DEV_RAM N y/?

XT hard disk support (CONFI G BLK DEV_XD) Ny/?

Myl ex DAC960/ DACL100 PCI RAID Controller support (CONFI G BLK DEV_DAC960
Paral l el port |DE device support (CONFIG PARIDE) Ny/?

Conpag SMART2 support (CONFI G BLK CPQ DA) [Ny/?] (NEW

Kernel configuration -Part "B"

Networ king options.

Packet socket (CONFI G PACKET) Y/n/?

Kernel / User netlink socket (CONFI G NETLINK) Nvy/?

Network firewalls (CONFIG FI REWALL) Nvy/? Y

Socket Filtering (CONFIG FILTER) Ny/?

Uni x domai n sockets (CONFIG UNIX) Y/n/?

TCP/ 1 P networking (CONFI G INET) Y/n/?

IP: multicasting (CONFI G | P_MJLTICAST) Nvy/?

| P: advanced router (CONFI G |P_ADVANCED ROUTER) N y/?

| P: kernel |evel autoconfiguration (CONFIG IP _PNP) Ny/?

IP: firewalling (CONFIG IP FIREWALL) Ny/? (NEW Y

| P: transparent proxy support (CONFI G | P_TRANSPARENT PROXY) N y/? (
| P: masqueradi ng (CONFI G | P_MASQUERADE) Ny/? (NEW

| P: optimze as router not host (CONFIG |P_ROUTER) Ny/?

I P: tunneling (CONFIG NET IPIP) Ny/?

| P: GRE tunnels over IP (CONFIG NET |PGRE) Ny/?

| P: aliasing support (CONFIGIP _ALIAS) Ny/?

| P: TCP syncooki e support (not enabl ed per default) (CONFIG SYN COC
| P: Reverse ARP (CONFI G I NET_RARP) Ny/?

IP: Allow |large wi ndows (not recommended if >16M of nenory) (CONFI
The 1 PX protocol (CONFIGIPX) Ny/?

Appl etal k DDP (CONFI G_ ATALK) N vy/?

Telephony support.

SCSI support.

Li nux tel ephony support (CONFI G PHONE) N y/? (NEW

SCSI support (CONFI G SCSI) Y/ n/?
SCSI di sk support (CONFI G BLK DEV_SD) Y/n/?
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SCSI low-level drivers.

SCSI tape support (CONFI G CHR DEV_ST) Ny/?

SCSI CD- ROM support (CONFI G BLK_DEV_SR) Ny/?

SCSI generic support (CONFIG CHR DEV_SG Ny/?

Probe all LUNs on each SCSI device (CONFI G SCSI_MIULTI _LUN) Y/ n/?
Ver bose SCSI error reporting (kernel size +=12K) (CONFI G_SCSI _CC
SCSI logging facility (CONFI G SCSI_LOGE NG Ny/?

7000FASST SCSI support (CONFI G_SCSI _7000FASST) Ny/?

ACARD SCSI support (CONFI G_SCSI _ACARD) N y/?

Adapt ec AHA152X/ 2825 support (CONFI G_SCSI _AHA152X) N y/?

Adapt ec AHA1542 support (CONFI G _SCSI _AHA1542) Ny/?

Adapt ec AHA1740 support (CONFI G SCSI_AHA1740) Ny/?

Adapt ec Al C7xxx support (CONFI G SCSI_AlIC7XXX) Ny/? Y

Enabl e Tagged Command Queuei ng TCQ by default Ny/? (NEW Y

Maxi mum nunber of TCQ commands per device (CONFI G Al C7XXX_CVDS_PE
Col l ect statistics to report in /proc (CONFI G Al C7XXX_PROC _STATS)
Delay in seconds after SCSI bus reset (CONFI G Al C7XXX _RESET_DELAY
| BM ServeRAI D support (CONFI G SCSI_IPS) Ny/? (NEW

AdvanSys SCSI support (CONFI G _SCSI _ADVANSYS) N vy/?

Al ways | N2000 SCSI support (CONFI G_SCSI _I N2000) N y/?

AMB3/ 79C974 PCl SCSI support (CONFI G_SCSI _AVb3C974) Ny/?

AM MegaRAI D support (CONFI G_SCSI _MEGARAID) Ny/?

BusLogi ¢ SCSI support (CONFI G SCSI_BUSLOA C) Ny/?

DTC3180/ 3280 SCSI support (CONFI G _SCSl _DrC3280) Ny/?

EATA | SA/ EI SA/ PCI (DPT and generi c EATA/ DVA) support ( CONFI G_SCSI
EATA- DMA [ Qbsol ete] (DPT, NEC, AT&T, SNI, AST, divetti, Al phatro
EATA-PI O (ol d DPT PM2001, PM2012A) support (CONFI G_SCSI_EATA Pl O
Future Domai n 16xx SCSI/ AHA- 2920A support ( CONFI G_SCSI _FUTURE_DQOV
GDT SCSI Disk Array Controller support (CONFIG SCSI_GDTH) Ny/?
Generi c NCR5380/53c400 SCSI support (CONFlI G_SCSI _GENERI C_NCR5380)
Initio 9100U W support (CONFIG SCSI_INTIO Ny/?

Initio I Nl -ALOOW2W support (CONFI G_SCSI _I Nl A100) N y/?
NCR53c406a SCSI support (CONFlI G_SCSI _NCR53C406A) N y/?

symbi os 53c416 SCSI support (CONFI G_SCSI _SYM3C416) N y/?

Si mpl e 53c710 SCSI support (Conpaq, NCR machi nes) (CONFI G _SCSI _SI
NCR53c7, 8xx SCSI support (CONFI G_SCSI _NCR53C7xx) Ny/?

NCR53C8XX SCSI support (CONFlI G_SCSI _NCR53C8XX) N y/?

SYMb3C8XX SCSI support (CONFI G_SCSI _SYMb3C8XX) Y/n/? N

PAS16 SCSI support (CONFI G _SCSI_PAS16) Ny/?

PCl 2000 support (CONFI G_SCsSI _PCl 2000) Ny/?

PCl 2220i support (CONFI G_SCsSI _PCl 22201) Ny/?

PSI 240i support (CONFlI G_SCSI _PSI2401) Ny/?

Q ogi ¢ FAS SCSI support (CONFI G SCSI_QLOG C FAS) Ny/~?

Qogic ISP SCSI support (CONFIG SCSI_QLOG C ISP) Ny/?

Qogic ISP FC SCSI support (CONFIG SCSI_QOG C FC) Ny/?

Seagate ST-02 and Future Domain TMC-8xx SCSI support (CONFI G_SCSI
Tekram DC390(T) and Anb3/79C974 SCSI support (CONFI G_SCSI _DC390T)
Trantor T128/T128F/ T228 SCSI support (CONFI G SCSI_T128) Ny/?

U traStor 14F/ 34F support (CONFI G SCSI_U14_34F) Ny/?
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U traStor SCSI support (CONFIG SCSI_ULTRASTOR) Nvy/?

Kernel configuration -Part "C"

Network device support.

Net wor k devi ce support (CONFI G NETDEVI CES) Y/ n/?

ARCnet devices.

ARCnet support (CONFI G ARCNET) N vy/?

Dumry net driver support (CONFI G DUMW) Y/n/?

EQL -serial line |load bal ancing support (CONFI G EQUALI ZER) N y/?
General Instrunments Surfboard 1000 ( CONFI G NET_SB1000) Ny/? (NEW

Ethernet (10 or 100M bit).

Et hernet (10 or 100Moit) (CONFI G_NET_ETHERNET) Y/n/?

3COM cards ( CONFI G_NET_VENDOR _3COM) N y/?

AMD LANCE and PCnet (AT1500 and NE2100) support (CONFI G LANCE) N y/
Western Digital/SMC cards (CONFI G NET_VENDOR SMC) Nvy/?

Racal -Interlan (Mcom N cards (CONFI G NET_VENDOR RACAL) Ny/?

Ot her 1SA cards (CONFI G NET_ISA) Ny/?

El SA, VLB, PCl and on board controllers (CONFI G NET EISA) Y/n/?
AMD PCnet 32 (VLB and PCl) support (CONFI G PCNET32) N y/?

Apricot Xen-11 on board Ethernet (CONFI G APRICOT) Ny/?

CS89x0 support (CONFI G_CS89x0) N y/?

DVB102 PCl Fast Ethernet Adapter support (EXPERI MENTAL) (CONFI G_DwB
Generic DECchip & DI G TAL Et her WORKS PCI/ El SA ( CONFI G_DE4X5) Ny/?
DECchip Tulip (dc21x4x) PCl support (CONFIG DEC ELCP) Ny/?

A d DECchip Tulip (dc21x4x) PCl support (CONFIG DEC ELCP_O.D) Ny/?
Digi Intl. RightSwitch SE-X support (CONFIG DGRS) Ny/?

Et her Expr essPro/ 100 support (CONFI G EEXPRESS PRO100) Y/ n/?

PCl NE2000 support (CONFI G NE2K PCl) Ny/?

Tl Thunder LAN support (CONFI G TLAN) Ny/?

VI A Rhine support (CONFIG VIA RHINE) Nvy/?

Si S 900/ 7016 PClI Fast Ethernet Adapter support (CONFI G SI S900) N y/
Pocket and portabl e adaptors (CONFI G NET _POCKET) Ny/?

Ether net (1000 Mbit).

SysKonnect SK-98xx support (CONFI G_SK98LIN) Nvy/? (NEW
FDDI driver support (CONFIG FDDI) Ny/?

PPP (poi nt-to-point) support (CONFIG PPP) Ny/?

SLIP (serial line) support (CONFIG SLIP) Ny/?

Wreless LAN (non-hanradi o) (CONFI G NET_RADIO) Ny/?
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Token ring devices.

Token Ring driver support (CONFIG TR) Ny/?
Fi bre Channel driver support (CONFI G NET _FC) Ny/? (NEW

Wan interfaces.

Mul ti Gate (COMX) synchronous serial boards support (CONFIG COW) N
Frame relay DLCI support (CONFIG DLCI) Ny/?

WAN drivers (CONFI G WAN DRI VERS) Ny/?

SBNI 12- xx support (CONFIG SBNI) Ny/? (NEW

Amateur Radio support.

Amat eur Radi o support (CONFI G HAMRADIO) N y/?

IrDA subsystem support.

| r DA subsystem support (CONFI G IRDA) Ny/?

| SDN subsystem.

| SDN support (CONFIG ISDN) Ny/?

Old CD-ROM drivers (not SCSI, not | DE).

Support non- SCSI/ | DE/ ATAPI CDROM drives (CONFIG CD NO IDESCSI) Ny/?

Character devices.

Virtual term nal (CONFIG . VT) Y/n/?

Support for console on virtual term nal (CONFI G VT_CONSCLE) Y/n/?
St andard/ generic (dunb) serial support (CONFIG SERIAL) Y/n/?
Support for console on serial port (CONFIG SERI AL_CONSOLE) Nvy/?
Ext ended dunb serial driver options (CONFI G SERI AL_EXTENDED) N y/?
Non- st andard serial port support (CONFI G_SERI AL_NONSTANDARD) N y/?
Uni x98 PTY support (CONFI G_UNI X98_PTYS) Y/n/?

Maxi mum nurber of Uni x98 PTYs in use (0-2048) (CONFI G _UNI X98 PTY_CC
Mouse Support (not serial mce) (CONFI G MOUSE) Y/n/?
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Kernel configuration -Part "D"

Mice.

ATI XL busnouse support (CONFI G ATI XL_BUSMOUSE) N y/?

Logi tech busnmouse support (CONFI G BUSMOUSE) N y/?

M crosoft busnobuse support (CONFI G M5 BUSMOUSE) N y/?

PS/ 2 nouse (aka "auxiliary device") support (CONFI G PSMOUSE) N y/?
C&T 82C710 npuse port support (as on Tl Travel mate) (CONFI G 82C710_
PC110 digitizer pad support (CONFI G PCL110 PAD) Ny/?

Joystick support.

Joystick support (CONFIG JOYSTICK) Nvy/?

Q C- 02 tape support (CONFIG Q CO2_TAPE) Ny/?

Wat chdog Ti mer Support (CONFI G WATCHDOG) N y/?

/ dev/ nvram support (CONFI G NVRAM) N vy/?

Enhanced Real Time O ock Support (CONFIG RTC) Ny/?

Video for Linux.

Vi deo For Linux (CONFIG VIDEO DEV) Ny/?
Doubl e Tal k PC internal speech card support (CONFlI G DTLK) Ny/?

Ftape, the floppy tape devicedriver.
Ftape (Q C- 80/ Travan) support (CONFI G FTAPE) Ny/?
Filesystems.

Quota support (CONFI G_QUOTA) Ny/?Y

Kernel automounter support (CONFI G AUTOFS FS) Y/n/? N

Am ga FFS fil esystem support (CONFI G AFFS FS) Ny/?

Appl e Maci ntosh fil esystem support (experinental) (CONFIG HFS FS) N
DOS FAT fs support (CONFI G FAT_FS) Ny/?

| SO 9660 CDROM fil esystem support (CONFI G | SOO660_FS) Y/ n/?

M crosoft Joliet CDROM extensions (CONFIG JOLIET) Ny/?

M nix fs support (CONFIG M N X FS) Ny/?

NTFS fil esystem support (read only) (CONFIG NTFS FS) Ny/?

0OS/ 2 HPFS fil esystem support (read only) (CONFIG HPFS FS) Ny/?
/proc filesystem support (CONFI G PROC FS) Y/n/?

/dev/pts filesystemfor Unix98 PTYs (CONFI G DEVPTS FS) Y/n/?
ROM fil esystem support (CONFI G ROWS FS) Ny/?

Second extended fs support (CONFI G EXT2_FS) Y/ n/?

System V and Coherent filesystem support (CONFIG SYSV_FS) Ny/?
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UFS fil esystem support (CONFIG UFS FS) Nvy/?

Network File Systems.

Partition Types.

Consoledrivers.

Coda fil esystem support (advanced network fs) (CONFI G CODA FS) Ny/
NFS fil esystem support (CONFIG NFS FS) Y/n/? N

SMB fil esystem support (to nount W W shares etc.) (CONFI G SMB_FS) N
NCP fil esystem support (to nmount NetWare vol umes) (CONFI G NCP_FS) N

BSD di skl abel (BSD partition tables) support (CONFI G BSD DI SKLABEL)
Maci ntosh partition map support (CONFI G MAC PARTITION) Nvy/?

SMD di skl abel (Sun partition tables) support (CONFI G _SVD DI SKLABEL)
Solaris (x86) partition table support (CONFI G SOLARI S X86_PARTI TI ON

VGA text consol e (CONFI G VGA CONSCLE) Y/n/?
Vi deo node sel ection support (CONFI G VIDEO SELECT) Ny/?

Sound .

Sound card support (CONFI G_ SOUND) Nvy/?

Kernel configuration -Part "E"

Security options.

Project patch.

Kernel hacking.

Security optionswill appear only if you have patched your kernel with the Openwall

Non- execut abl e user stack area (CONFI G SECURE STACK) Y

Aut odet ect and enul ate GCC tranpolines (CONFI G SECURE STACK SMART)
Restricted links in /tnp (CONFI G SECURE LINK) Y

Restricted FIFGs in /tnmp (CONFI G_SECURE_FIFO Y

Restricted /proc (CONFI G SECURE PROC) N Y

Special handling of fd 0, 1, and 2 (CONFIG SECURE FD 0. 1 2) Y
Enforce RLIM T_NPROC on execve(2) (CONFI G SECURE RLIM T_NPROC) Y
Destroy shared nenory segnments not in use (CONFIG SECURE SHM) N Y

Magi ¢ SysRq key (CONFIG MAG C_SYSRQ N y/?
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Now, returntothe/ usr/ src/ | i nux/ directory, if you are not already in it. You need to compile the
new kernel. You do so by using the following command:

[root @eep ] /linux# make dep; nake cl ean; nake bzl nage

Thisline contains three commands in one.

» Thefirst one, make dep, actualy takes your configuration and builds the corresponding dependency
tree. This process determines what gets compiled and what doesn't.

e The next step, make clean, erase al previous traces of a compilation so as to avoid any mistakes in
which version of afeature getstied into the kernel.

* Finaly, make bzl mage does the full compilation of the kernel.

After the process is complete, the kernel is compressed and ready to be installed on your system. Before
we can install the new kernel, we must know if we need to compile the corresponding modules. Thisis
required only if you said Yes to Enable loadable modul e support CONFI G MODUL ES and have compiled
some optionsin the kernel configuration above as a module. In this case, you must execute the following
commands:

[root @eep ] /1inux#make nodul es
[root @eep ] /1inux#make nmodul es_install

E_‘q HOTE

The make modules and make modules install commands are required only if you say Yesto
Enable loadable modul e support CONFI G_MODULES in your kernel configuration above.

Installing the new kernel

1. Copy thefile/ usr/src/linux/arch/i 386/ boot/ bzl mage from the kernel source tree to
the/ boot directory, and give it an appropriate new name.

[root @eep ] /linux#cp /usr/src/linux/arch/i386/boot/bzlmge /boot

An appropriated or recommended new name is something like vmlinuz-2.2.14, this is important if
you want a new rescue floppy or emergency boot floppy using the mkbootdisk program that require
some specific needs like for example: vmlinuz-2.2.14 instead of vmlinuz-2.2.14.a

2. Copy thefile/ usr/src/linux/ System map from the kernel source tree to the/ boot direc-
tory, and give it an appropriate new name.

[root @eep ] /linux#cp /usr/src/linux/System map /boot/ System nmap-

3. Moveinto the/ boot directory and rebuild the linksto vl i nuz and Syst em map with the fol-
lowing commands:
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[root @eep ] /1inux#cd /boot

[root @eep ] /boot# n -fs vminuz-kernel.version. nunber vnlinuz
[root @eep ] /boot#l n -fs System nmap-kernel.version. nunber System

We must rebuild the links of v | nuz and Syst em nmap to point them to the new kernel version
installed. Without the new links LILO program will look by default for the old version of your Linux
kernel.

Remove obsolete and unnecessary files under the/ boot directory to make space:

[root @eep ] /boot#rm-f nodule-info
[root @eep ] /boot#rm-f initrd-2.2.xx.ing

The nodul e- i nf o link point to the old modules directory of your original kernel. Since we have
installed a brand new kernel, we don't need to keep thisbroken link. Thei ni trd- 2. 2. xx isafile
that contains an initial RAM disk image that serves as a system before the disk isavailable. Thisfile
isonly available and isinstalled from the Linux setup installation if your system has a SCSI adapter
present. If we use and have a SCSI system, the driver now will be incorporated into our new Linux
kernel since we have build amonoalithic kernel, so we can remove thisfilei ni trd- 2. 2. xx. i ngy
safely.

Create anew Linux kernel directory that will handle all header filesrelated to Linux kernel for future
compilation of other programs on your system. Recall, we had created two symlinks under the /usr/
includedirectory that point to the Linux kernel to be ableto compileit without receiving error and also
be able to compile future programs. The/ usr /i ncl ude directory iswhere all header files of your
Linux system are kept for reference and dependencies when you compile and install new programs.
The asm, and linux links are used when program need to know some functions from compile-time
specific to the kernel installed on your system. Programs call other headers in the include directory
when they must know specific information, dependencies, etc. of your system.

[root @eep] /#nkdir -p /Jusr/src/linux-2.2.14/include

[root @eep] /#cp -r [Jusr/src/linux/include/asmgeneric /usr/src/
[root @eep] /#cp -r [Jusr/src/linux/include/asmi386 /usr/src/lir
[root @eep] /#cp -r [Jusr/src/linux/include/linux /usr/src/linux-
[root @eep] /#cp -r [Jusr/src/linux/include/net /usr/src/linux-2.
[root @eep] /#cp -r [Jusr/src/linux/include/video /usr/src/linux-
[root @eep] /#cp -r [Jusr/src/linux/include/scsi /usr/src/linux-?2

[root @eep] /#rm-rf [usr/src/linux
[root @eep] /#cd [usr/src
[root @eep ] /src#ln -s [usr/src/linux-2.2.14 |inux

First we create anew directory named | i nux- 2. 2. 14 based on the version of the kernel we have
installed for easy interpretation, then we copy directories asm-generic, asm-i386, linux, net, video,
and scsi from /usr/ | i nux/incl ude to our new place / usr/src/linux-2.2.14/in-

cl ude. After We remove the entire source directory where we had compiled the new kernel, cre-
ate anew symbolic link named | i nux under / usr/ sr ¢ that pointstoour new / usr/src/ i n-

ux- 2. 2. 14/ i ncl ude directory. With these steps, future compiled programs will know where to
look for headers related to the kernel on your server.
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This step will allow us to gain space on our hard drive and will reduce the risk of security.
The Linux kernel source directory handles a of lot files and is about 75 MB in size when
uncompressed. With the procedure described above, our Linux kernel directory began ap-
proximately 3 MB in size so we save 72 MB for the same functionalities.

Finally, you need to editthe/ et c/ I i | 0. conf fileto make your new kernel one of the boot time
options:

a. Editthel il o. conf file-vi/etc/lil o.conf and make the appropriated change on the
linethat read i mage=/ boot /.

[root @eep] /#vi /etc/lilo.conf

boot =/ dev/ sda
map=/ boot / map

i nstal |l =/boot/boot.Db
pr onpt

ti meout =00
restricted

passwor d=sonmepasswd
i mge=/ boot/vm i nuz- kernel . versi on. nunber #add your new kerne
| abel =l i nux
root =/ dev/ sda6
read-only

NP ORTAR

Dont forget to remove the line that read initrd=/boot/
initrd-2.2.12-20.inginthelil o.conf file sincethislineisnot necessary
now monolithic kernel doesn't need an initrd file.

b.  Oncethe name of the new kernel version hasbeen putinthel i | 0. conf fileasshown above,
we updateour | i | 0. conf filefor the change to take effect with the following command:
[root @eep] /#/sbin/lilo -v

LI LO version 21, [Copyright 1992-1998 Werner Al nesberger
Readi ng boot sector from/dev/sda
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Merging with /boot/boot.b

Boot image: /boot/vminuz-2.2.14

Added |inux *

/ boot / boot. 0800 exits no backup copy nmde.
Witing boot sector.

E{_AWHTAHT

If you say NO to the -configuration option Unix98 PTY support
CONFI G_UNI X98_PTYS during your kernel configuration, you must edit the/ et c/
f st ab file and remove the line that read:

none /dev/pts devpts gid=5,node=620 0 O

Delete programs, Edit files pertaining to mod-

ules

By default when you install Red Hat Linux for the first time like we do, the kernel is built as a modular-
ized kernel. This means that each device or function we need exists as modules and is controlled by the
Kernel Daemon program named kmod, which automatically loads some modules and functions support
into memory asit is needed, and unloads it when it's no longer being used.

1

kmod and other module management programs included in the modutils RPM package use the
conf . nodul es filelocated in the/ et ¢ directory to know, for example which Ethernet card you
have, if your Ethernet card requires special configuration and so on. Since we are not using any mod-
ulesin our new compiled kernel, we can remove the conf . nodul es file and uninstall completely
the modutils package program. To remove the conf . nodul es file, use the command:

[root @eep] /#rm-f [etc/conf.nodul es
To uninstall the modutils package, use the following command:
[root @eep] /#rpm -e --nodeps nodutils

Onelast thingtodoisto edit thefiler c. sysi ni t and comment out all the lines related to depmod
-aby inserting a# at the beginning of the lines. Thisis needed since at boot time the system read the
rc. sysinit scriptto find module dependenciesin the kernel by default.

! Voerson 6.2

Comment out theline260inther c. sysi ni t filevi+260/etc/rc.d/rc.sysinit: if [ -
x /sbin/depnpod -a -n "$USEMODULES" ]; then, Toread:
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#if [ -x /sbin/depnod -a -n "$USEMODULES" ]; then

Comment out the lines 272to 277 inther c. sysi ni t filevi +272/etc/rc.d/rc.sysinit:

if [ -L /lib/nmodul es/default ]; then
I Nl TLOG _ARGS= action "Fi ndi ng nodul e dependenci es" depnod -a default
el se

I Nl TLOG _ARGS= action "Fi ndi ng nodul e dependenci es" depnod -a
fi
fi

To read:

# if [ -L /lib/nmodul es/default ]; then

# I Nl TLOG_ARGS= action "Fi ndi ng nodul e dependenci es” depnod -
# el se

# I Nl TLOG_ARGS= action "Fi ndi ng nodul e dependenci es” depnod -
# fi

#f i

TP CIRTAN
e
The procedure described above relates to initscripts-4_70-1 package under Red Hat Linux
version 6.1.
! Yerswon 6.2
Comment out theline243inther c. sysi nit filevi+243/etc/rc.d/rc.sysinit:if [ -
x [/ sbin/depnod -a -n "$USEMODULES" ]; then, Toread:

#if [ -x /sbin/depnod -a -n "$USEMODULES" ]; then

Comment out the lines 255to 260 inther c. sysi nit filevi +255/etc/rc.d/rc.sysinit:

if [ -L /lib/nodul es/default ]; then

I Nl TLOG ARGS= action "Finding nodul e dependenci es" depnod -a default
el se

I Nl TLOG ARGS= action "Finding nodul e dependenci es" depnod -a

fi

fi

To read:
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if [ -L /lib/nmodul es/default ]; then

I Nl TLOG_ARGS= action "Fi ndi ng nodul e dependenci es” depnod -
el se

I Nl TLOG_ARGS= action "Fi ndi ng nodul e dependenci es” depnod -
fi

HH R

—

Once again, all of this part Delete program, file and lines related to modules is required only if you
said No to Enabl e | oadabl e module support CONFI G_MODULES in your kernel configuration
above.

3. Now you must Reboot your system and test your results.
[ root @leep] /#reboot

When the system is rebooted and you are logged in, verify the new version of your kernel with the
following command: To verify the version of your new kernel, use the following command:

[root @eep] /#uname -a

Li nux deep.openna.com 2.2.14 #1 Mon Jan 10 10:40: 35 EDT 2000 i 686 ur
[ root @eep] #

Congratulation !

Create a emergency Rescue and Boot floppy
disk

After the reboot of your Linux server, you should have now a system with an upgraded kernel. Therefore,
it's time is to make a new rescue image with the new kernel in case of future emergencies. To do this,
follow the simple step below; Login asroot, and insert anew floppy, then execute the following command:

[ root @eep] /#nkbootdi sk --device /dev/fd0 2.2.14

Insert a disk in /dev/fdO. Any information on the disk will be |ost.
Press <Enter> --device "C to abort:
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The mkbootdisk program runs only on modularized kernel. So you can't use it on a monolithic
kernel; instead create an emergency boot floppy as shown below if you have a problem with your
systemin the future.

Because it is possible to create a rescue floppy only on modularized kernel, we must find another way
to boot our Linux system if the Linux kernel on the hard disk is damaged. This is possible with a Linux
emergency boot floppy disk. You should immediately create it after you successfully start your system
and log in asroot.

1. To create the emergency boot floppy disk, follow these steps:

a. Insert afloppy disk and format it with the following command:

[ root @eep] /#fdformat /dev/fdOHL440

Doubl e-si ded, 80 tracks, 18 sec/track. Total capacity 1440 kB.
Formatting ... done
Verifying ... done

b. Copy thefile vmlinuz from the/ boot directory to the floppy disk:

[root @eep] /#cp /boot/vminuz /dev/fdO

cp: overwite '/dev/fd0' ? y

Thevni i nuz fileisasymbolic link that point to the real Linux kernel.
c. Determinethe kernel's root device with the following command:

[ root @eep] /#rdev
[ dev/ sdal2 /

Thekernel'sroot deviceisthedisk partition wheretheroot file systemislocated. Inthisexample,
the root deviceisdev/ sdal?2; the device name may be different on your system.

d. Setthe kernel'sroot device with the following command:
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[ root @eep] /#rdev /dev/fdO /dev/sdal2

To set the kernel's root device, use the device reported by the rdev command utility in the pre-
vious step.

e. 5.Mark theroot device as read-only with the following command:

[root @eep] /#rdev -R /dev/fd0 1

This causes Linux initially to mount the root file system as read-only. By setting the root device
as read-only, you avoid several warning and error messages.

f.  Now put the boot floppy in the drive A: and reboot your system with the following command:

[ root @eep] /#reboot

Update your /dev entries:If you have added new devicesto your system or have done recently amajor
kernel upgrade (a major kernel upgrade is for example when you pass from kernel version 2.2.9 to
2.2.15directly), it may beimportant to update your / dev entriesto avoid problemsrelated to missing
devices. We can accomplish this task with the MAKEDEV script utility that scan the / dev directory
where all devices that interfaces with driversin the kernel are kept. A special option named update
allow the MAKEDEY tility to create new devicesthat you have configured in your kernel and del ete
thosewhich are no longer configured. To update your / dev entries, execute the following commands:

[root @eep] /#cd /dev
[root @eep ] /dev#./ MAKEDEV updat e
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Part 4. Networking -
Management, Firewall,
Masquerading and Forwarding

Until now, we have not tinkered with the networking capabilities of Linux. Linux is one of the best existing operating
systems in the world for networking features. Most Internet sites around the world already know this, and have used
it for quite some time. Understanding your hardware network and all files related to it is very important if you want
to have a full control of what happens on your server. Good knowledge of primary networking commands is vital.
Network management covers a wide variety of topics. In general, it includes gathering statistical data and status of
parts of your network, and taking action as necessary to deal with failures and other changes.
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Chapter 8. TCP/IP -Network
Management

The most primitive technique for network monitoring is periodic pinging of critical hosts. More sophisti-
cated network monitoring requires the ability to get specific status and statistical information from vari-
ous devices on the network. These should include various sorts of data gram counts, as well as counts of
errors of various kinds. For these reasons, in this part we will try to answer fundamental questions about
networking devices, files related to networking functionality, and essential networking commands.

Multiple Ethernet Card per Machine

Y ou can use Linux as agateway between two Ethernet networks. In that case, you might have two Ethernet
cards on your server. To eliminate problems at boot time, the Linux kernel doesn't detect multiple cards
automatically. If you happen to have two or more cards, you should specify the parameters of the cards
inthel i | 0. conf filefor amonalithic kernel or in the conf . nodul es file for amodularized kernel.
The following are problems you may encounter with your network cards.

Problem 1.  If the driver(s) of the card(s) is/are being used as a loadable module modularized kernel,
in the case of PCI drivers, the module will typically detect al of the installed cards automatically. For
ISA cards, you need to supply the | / Obase address of the card so the module knows where to look. This
information is stored in thefile/ et ¢/ conf . nodul es.

Example 8.1. Two | SA ethernet cards

Consider we havetwo ISA 3¢509 cards, oneat | / O0x300 andoneat | / O0x320. For ISA cards, edit
theconf . nodul es file vi/ et ¢/ conf . nbdul es and add:

alias ethO 3c509
alias ethl 3c509
options 3c509 i 0=0x300, 0x320

This says that the 3¢509 driver should be loaded for either et hO or et hl dlias et hO, et hl and it
should be loaded with the options i 0=0x300, 0x320 so that the drivers knows where to look for the
cards. Note that Ox isimportant, things like 300h as commonly used in the DOS world wont work.

For PCI cards, you typicaly only need the alias lines to correlate the et hN interfaces with the appro-
priate driver name, since the | / O base of a PCI card can be safely detected. For PCI cards, edit the
conf. nodul es filevi/ et ¢/ conf. nodul es and add:

alias ethO 3c509
alias ethl 3c509

Problem 2.  If the drivers(s) of the card(s) is/are compiled into the kernel -monoalithic kernel, the PCI
probes will find al related cards automatically. |SA cards will also find all related cards automatically,
but in some circumstance ISA cards still need to do the following. This information is stored in the file
/etc/lilo.conf.Themethod isto pass boot-time arguments to the kernel, which is usually done by
LI LO. For ISA cards, editthel i | 0. conf file,vi/etc/1il o. conf andadd:
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append=et her =0, 0, et hl

.| MPORTAN

First test your ISA cards without the boot-time argumentsin the | i | 0. conf file, and if this

fails, use the boot-time arguments.
Inthiscase et hO and et h1 will be assigned in the order that the cards are found at boot. Since we have

recompiled the kernel, we must use the second method. If the drivers(s) is/are compiled into the kernel to
install our second Ethernet card on the system. Remember that thisis required only in some circumstance
for ISA cards, PCI cards will be found automatically.
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This chapter dealswith all the basic filesusually text filesrelated to TCP/I P networking.It's very important
to know the configurations files related to TCP/IP networking, so that you can edit and configure the files
if necessary. Remember that our server doesn't have an Xwi ndowinterfaceto configurefilesviagraphical
interface. Even if you use a GUI in your daily activitiesit isimportant to know how to configure network
in text mode. The following sections describe the basic TCP/IP configuration files.

The / et ¢/ HOSTNAME file

This file stores your system's host name, your system's fully qualified domain name -FQDN, such as
deep. openna. com Followingisasample/ et ¢/ HOSTNAME file:

deep. openna. com

The /et c/ sysconfi g/ net wor k-scri pts/
| f cf g- et hNfiles

File configurations for each network device you may have or want to add on your system are located in
the/ et ¢/ sysconfi g/ net wor k- scri pt s/ directory with Red Hat Linux 6.1 or 6.2 and are named
i fcfg-ethO for the first interface and i f cf g- et h1 for the second, etc. Following is a example /
et c/ sysconfi g/ network-scripts/ifcfg-ethoOfile

DEVI CE=et h0

| PADDR=208. 164. 186. 1
NETMASK=255. 255. 255. 0
NETWORK=208. 164. 186. 0
BROADCAST=208. 164. 186. 255
ONBOOT=yes

BOOTPROTO=none

USERCTL=no

If you want to modify your network address manually, or add a new network on a new interface, edit this
file-i f cf g- et hN, or create a new one and make the appropriate changes.

» DEVICE=devicename, where devicename is the name of the physical network device.

IPADDR=ipaddr, where ipaddr is the | P address.

NETMA SK=netmask, where netmask is the netmask |P value.

NETWORK=network, where network is the network |P address.

BROADCA ST=broadcast, where broadcast is the broadcast | P address.
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« ONBOOT=answer, whereanswer isyesor no. Do theinterface need to be active or inactive at boot time.
» BOOTPROTO=proto, where proto is one of the following :

i. none - No boot-time protocol should be used.

ii. bootp - The bootp now pump protocol should be used.

iii.dhcp - The dhep protocol should be used.
» USERCTL=answer, where answer is one of the following:

1. yes- Non-root users are allowed to control this device.

2. no - Only the super-user root is allowed to control this device.

The/etc/resol v. conf file

Thisfileis another text file, used by the resolver alibrary that determines the IP address for a host name.
Followingisasample/ et ¢/ r esol v. conf file

search openna.com
nameserver 208.164.186.1
nameserver 208.164. 186. 2

E_‘q HOTE

Name servers are queried in the order they appear inthefilepri mary, secondary.

The / et c/ host . conf file

This file specifies how names are resolved. Linux uses a resolver library to obtain the IP address corre-
sponding to a host name. Followingisasample/ et ¢/ host . conf file

# Lookup nanes via DNS first then fall back to /etc/hosts.
order bind, hosts

# W have machines with nmultiple addresses.

mul ti on

# Check for | P address spoofing.

nospoof on

The order option indicates the order of services. The sample entry specifies that the resolver library
should first consult the name server (DNS) to resolve aname and then check the/ et ¢/ host s file.
The multi option determineswhether ahost inthe/ et ¢/ host s file can have multiple | P addresses
multipleinterfaceet hN. Hoststhat have morethan one | P addressare said to be multiomed, because
the presence of multiple IP addresses implies that host has several network interfaces.

The nospoof option indicates to take care of not permitting spoofing on this machine. 1P-Spoofing
is a security exploit that works by tricking computers in a trust relationship that you are someone
that you really aren't.
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The /et c/ sysconfi g/ net wor k file

The/ et c/ sysconfi g/ net wor k file is used to specify information about the desired network con-
figuration on your server. Following isaexample/ et ¢/ sysconfi g/ net wor Kk file:

NETWORKI NG=yes

FORWARD_| PV4=yes
HOSTNAME=deep. openna.com
GATEWAY=0.0.0.0
GATEWAYDEV=

The following values may be used:

NETWORKI NG=answer , where answer is yes or no -Configure networking or not to configure net-
working.

FORWARD | PV4=answer , where answer is yes or no -Perform IP forwarding or not to perform IP
forwarding.

HOSTNAME=host nane, where hostname is the hostname of your server.
GATEWAY=gwi p, where gwip isthe IP address of the remote network gateway -if available.

GATEWAYDEV=gwdev, where gwdev is the device name et h# you use to access the remote gateway.

Eﬁggnn‘mm

For compatibility with older software, the /etc/HOSTNAME file should contain the same val-
ue as HOSTNAME= host nane above. With the new version of Red Hat Linux 6.2 the
FORWARD_| PV4= par anet er isnow specifiedinthe/ et c/ sysct | . conf fileinstead of
the/ et c/ sysconfi g/ net wor k file.

The/etc/sysctl.conf file

In Red Hat Linux 6.2, many kernel options related to networking security such as dropping packets that
comein over interfacesthey shouldn't or ignoring pi ng/ br oadcast s request, etc. can be set inthe new
/etc/sysctl.conf fileinstead of the/ et c/rc. d/ rc. | ocal file. Oneimportant considerationis
the | Pv4 forwarding parameter which is now done viathe sysctl program, as opposed to being controlled
by the contents of the filein/ et ¢/ sysconfi g/ net wor k. The sysctl settings are stored in/ et ¢/
sysct| . conf, and are loaded at each boot beforethe/ et c/rc. d/ rc. | ocal fileisloaded. Weve
already talked about all networking security parameters that we must set into the server in General System
Security, and for this reason wel'll focus only on the kernel option for | Pv4 forwarding.

To enable IPv4 forwarding on your RH 6.2 system, use the following command: Edit the / et c/
sysct | . conf fileand add the following line:

# Enabl e packet forwarding
net.ipv4d.ip_forward = 1
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You must restart your network for the change to take effect. The command to restart the network is the

following:

[root @eep] /# /etc/rc.d/init.d/ network restart
Setting network paraneters [ X ]
Bringing up interface |lo [ X ]
Bringing up interface ethO [ X ]
Bringing up interface ethl [ X ]

|il" TIP

SH

Enabling IPv4 forwarding viathesysct | . conf fileisonly valid for Red Hat Linux 6.2 users.
Users with version 6.1 of Red Hat must set this parameter into the/ et ¢/ sysconfi g/ net -
wor k file as explained above.

The / et ¢/ host s file

Asyour machine gets started, it will need to know the mapping of some hostnames to | P addresses before
DNS can be referenced. This mapping iskept inthe/ et ¢/ host s file. In the absence of a name server,
any network program on your system consults this file to determine the IP address that corresponds to
ahost name.

Followingisasample/ et ¢/ host s file:

| PAddr ess Host name Ali as
127.0.0.1 | ocal host deep. openna. com
208.164.186.1 deep.openna.com deep
208.164.186.2 nmail.openna.com nmail
208. 164.186.3 web. openna.com web

The leftmost column isthe | P addressto be resolved. The next column isthat host's name. Any subsequent
columns are alias for that host. In the second line, for example, the IP address 208. 164. 186. 1 isfor
the host deep. openna. com Another name for deep. openna. comis deep.

After you are finished configuring your networking files, don't forget to restart your network for the
changes to take effect.

[root @eep] /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ X ]

120



Files -Networking Functionality

Bringing up interface |lo [ X ]

Bringing up interface ethO [ X ]

Bringing up interface ethl [ X ]
&gnn‘mm

Time out problems for telnet or ftp connection are often caused by the server trying to resolve
the client |P address to a DNS name. Either DNSisn't configured properly on your server or the
client machines aren't known to DNS. If you intend to run telnet or ftp services on your server,
and aren't using DNS, don't forget to add the client machine name and IPinyour / et ¢/ host s
file onthe server or you can expect to wait several minutesfor the DNSlookup to time out, before
you getal ogi n: prompt.

Config TCP/IP Networking manually -command
line
Theifconfig utility isthe tool used to set up and configure your network card. Y ou should understand this
command in the event you need to configure the network by hand. An important note to take care with is

when using ifconfig to configure your network devices; the settings will not survive a reboot. To assign
the et hO interface the IP-address of 208. 164. 186. 2 use the command:

[root @eep] /#ifconfig ethO 208.164. 186. 2 net mask 255.255.255.0

-

|;"1_ TiF

ki

Usually, the praticeisto configure or change the TCP/I P networking manually only to make some
test on the server. If you want to keep your TCP/IP values, it's preferable to set them in the files
related to networking functionality.

To display all the interfaces you have on your server, use the command:

[ root @eep] /#ifconfig

The output should look something like this:

ethO Link encap: Ethernet Hwaddr 00: EO: 18: 90: 1B: 56

i net addr:208.164.186.2 Bcast:208.164.186.255 Mask: 255. 255. 255.0
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1

RX packets: 1295 errors: 0 dropped: 0 overruns: 0 frane: 0

TX packets: 1163 errors: 0 dropped: 0 overruns:0 carrier:0

col l'isions: 0 txqueuel en: 100
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Interrupt: 11 Base address: 0xa800

| o Link encap: Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNI NG MrU: 3924 Metric:1

RX packets: 139 errors: 0 dropped: 0 overruns:0 frame: 0
TX packets: 139 errors: 0 dropped: 0 overruns: 0 carrier:0
col lisions: 0 txqueuel en: 0

If the ifconfig toal is invoked without any parameters, it displays al interfaces you have configured. An
option of -a shows the inactive one as well.

To display all interfaces as well asinactive interfaces you may have, use the command:

[root @leep] /#ifconfig -a

The output should look something like this:

ethO Link encap: Ethernet Hwaddr 00: EO: 18: 90: 1B: 56

i net addr:208.164.186.2 Bcast:208.164.186.255 Mask: 255. 255.255.0
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric: 1

RX packets: 1295 errors: 0 dropped: 0 overruns: 0 frane: 0

TX packets: 1163 errors: 0 dropped: 0 overruns:0 carrier:0

col lisions: 0 txqueuel en: 100

Interrupt: 11 Base address: 0xa800

ethl Link encap: Ethernet Hwaddr 00: EO: 18: 90: 1B: 56

i net addr:192.168.1.1 Bcast:192.168.1.255 Mask: 255.255.255.0
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric: 1

RX packets: 1295 errors: 0 dropped: 0 overruns: 0 frane: 0

TX packets: 1163 errors: 0 dropped: 0 overruns:0 carrier:0

col lisions: 0 txqueuel en: 100

Interrupt:5 Base address: 0xa320

| o Link encap: Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNI NG MrU: 3924 Metric:1

RX packets: 139 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 139 errors: 0 dropped: 0 overruns:0 carrier:0
col lisions: 0 txqueuel en: 0

It isimportant to note that the settings configured with the ifconfig toll for your network devices will not
survive areboot.

To assign the default gateway for 208. 164. 186. 12 use the command:
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[root @eep] /#route add default gw 208.164.186.1

In this example, the default route is set up to go to 208. 164. 186. 12, your router. Once again, if you
want to keep your default gateway value, it's preferableto set init the files related to networking function-
aity -/ et ¢/ sysconfi g/ net wor k.

Verify that you can reach your hosts. Choose a host from your network, for instance 208. 164. 186. 1.
Use the command:
[ root @leep] /#ping 208.164.186.1

The output should look something like this:

[ root @eep networking]# ping 208. 164. 186.1
PI NG 208. 164. 186. 1 (208. 164.186.1) from 208.164.186.2 : 56 data bytes

64 bytes from 208. 164. 186.2: icnp_seq=0 ttl=128 time=1.0 ns
64 bytes from 208. 164. 186.2: icnp_seq=1 ttl =128 time=1.0 ns
64 bytes from 208. 164.186.2: icnp_seq=2 ttl=128 time=1.0 ns
64 bytes from 208. 164. 186.2: icnp_seq=3 ttl =128 time=1.0 ns

--- 208.164.186.1 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet | oss
round-trip min/avg/max = 1.0/1.0/1.0 s

Y ou should now display the routing information with the command route to see if both hosts have the
correct routing entry. Use the command;

[ root @eep] /#route -n

The output should look something like this:

Ker nel I P routing table
Destinati on Gateway CGennmask Flags Metric Ref Use Iface
208.164.186.2 0.0.0.0 255.255.255.255 UH O 0 O ethO
208. 164. 186. 0 208. 164. 186.2 255.255.255.0 UG 0 0 O ethO
208.164.186.0 0.0.0.0 255.255.255.0 U O O O ethO
127.0.0.0 0.0.0.0 255.0.0.0 UO OO lo

To check the status of the interfaces quickly, use the netstat -i command, as follows:

[root @eep] /#netstat -i

The output should look something like this:
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Kernel Interface table
| face MIU Met
et hO 1500 0 4236 0 0 0 3700 0 0 0 BRU
lo 3924 0 13300 0 O 0 13300 0 0 O LRU
pppO 1500 0 14 1 0 0 16 0 0 O PRU

RX- OK RX- ERR RX-DRP RX- OVR TX- K TX-ERR TX-DRP TX- OVR Fl g

Another useful netstat optionis- t , which shows all active TCP connections. Following isatypical result

of netstat -t:

[ root @eep] /#netsta

The output should look something like this:

Active |Internet conn

t -t

ections (w o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
Tcp O O deep. openar: net bi os-ssn gat e. openna. com 1045 ESTABLI SHED
Tcp O O | ocal host: 1032 | ocal host: 1033 ESTABLI SHED

Tcp O O | ocal host: 1033 | ocal host: 1032 ESTABLI SHED

Tcp O O | ocal host: 1030 | ocal host: 1034 ESTABLI SHED

Tcp O O | ocal host: 1031 | ocal host: 1030 ESTABLI SHED

Tcp O O | ocal host: 1028 | ocal host: 1029 ESTABLI SHED

Tcp O O | ocal host: 1029 | ocal host: 1028 ESTABLI SHED

Tcp O O | ocal host: 1026 | ocal host: 1027 ESTABLI SHED

Tcp O O | ocal host: 1027 | ocal host: 1026 ESTABLI SHED

Tcp O O | ocal host: 1024 | ocal host: 1025 ESTABLI SHED

Tcp O O | ocal host: 1025 | ocal host: 1024 ESTABLI SHED

To shows all active and listen TCP connections, use the command:

[ root @eep] /#netsta

The output should look something like this:

t -vat

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address For ei gn Address
tcp 0 0 deep. openna. co: domai n *ok

tcp 0 0 I ocal host : domai n *ok

tcp 0 0 deep. openna. com ssh gat e. openna. com 1682
tcp 0 0 *:webcache *ok

tcp 0 0 deep. openar: net bi 0s-ssn *ok

tcp 0 0 | ocal host : net bi 0s-ssn *ok L
tcp 0 0 I ocal host: 1032 | ocal host: 1033

tcp 0 0 I ocal host: 1033 | ocal host: 1032

tcp 0 0 I ocal host: 1030 | ocal host: 1031
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tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

cNeoNoNeoNeolololoNoNoNe

cNeoNoNeoNeolololoNoNoNe

| ocal host :
| ocal host :
| ocal host :
| ocal host :
| ocal host :
| ocal host :
| ocal host :
deep. openna. com Wwww

deep. openna. com htt ps

*: 389
*:ssh

1031
1028
1029
1026
1027
1024
1025

| ocal host: 1030
| ocal host: 1029
| ocal host: 1028
| ocal host: 1027
| ocal host: 1026
| ocal host: 1025
| ocal host: 1024
* - %

* -k

To stop al network devices manually on your system, use the following command:

[root @leep] /# /etc/rc.d/init.d/ network stop

Shutting down interface ethO

Di sabling | Pv4 packet forwarding

[
[ K

(074
]

]

To start al network devices manually on your system, use the following command:

[root @eep] /# /etc/rc.d/init.d/ network start

Enabl i ng | Pv4 packet forwarding
Bringing up interface lo

Bringing up interface ethO

[

[ K
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Can someone tell me why | might want something like a commercial firewall product rather than simply
using | pchai ns and restricting certain packets? What am | losing by using | pchai ns? Now, thereis
undoubtedly room for debate on this-

| pchai ns isasgood, and most of thetime better, than commercial firewall packagesfrom afunctionality
and support standpoint. Y ou will probably have more insight into what's going on in your network using
| pchai ns than acommercia solution. That said, alot of corporate types want to tell their shareholders,
CEO,CTO etc. that they have the backing of reputable security Software Company. The firewall could be
doing nothing more than passing through all traffic, and still the corporate type would be more comfortable
than having to rely on the geeky guy in the corner cube who gets grumpy if you turn the light on before
noon.

In the end, a lot of companies want to be able to turn around and demand some sort of restitution from
a vendor if the network is breached, whether or not they'd actualy get anything or even try. All they
can typicaly do with an open source solution is fire the guy that implemented it. At least some of the
commercial firewalls are based on Linux or something similar.

It's quite probable that | pchai ns is secure enough for you but not those engaging in serious amounts
of high stakes bond trading. Doing a cost/benefit analysis and asking a lot of pertinent questions is rec-
ommended before spending serious money on a commercial firewall---otherwise you may end up with
something inferior to your | pchai ns tool. Quite afew of the NT firewalls are likely to be no better than
| pchai ns and the general consensus on bugtrag and NT bugtraqg are that NT is far too insecure to run
a seriousfirewall.

Policy, Guidelines etc.

What is a Network Firewall Security Policy? Network firewall security policy defines those services that
will be explicitly allowed or denied, how these services will be used and the exceptionsto these rules. An
organization'soverall security policy must be determined according to security and business-need analysis.
Since a firewall relates to network security alone, a firewall has little value unless the overall security
policy is properly defined. Every rulein the network firewall security policy should be implemented on a
firewall. Generally, afirewall uses one of the following methods.

Everything not specifically permitted is denied. This approach blocks all traffic between two networks ex-
cept for those services and applications that are permitted. Therefore, each desired service and application
should be implemented one by one. No service or application that might be a potential hole on the firewall
should be permitted. This is the most secure method, denying services and applications unless explicitly
allowed by the administrator. On the other hand, from the point of users, it might be more restrictive and
less convenient. Thisisthe method we will use in our Firewall configuration files in this book.

Everything not specifically denied is permitted This approach allows all traffic between two networks
except for those services and applicationsthat are denied. Therefore, each untrusted or potentially harmful
service or application should be denied one by one. Although thisis aflexible and convenient method for
the users, it could potentially cause some serious security problems.

What is Packet Filtering? Packet Filtering is the type of firewall built into the Linux kernel. A filtering
firewall works at the network level. Datais only allowed to leave the system if the firewall rules allow it.
As packets arrive they arefiltered by their type, source address, destination address, and port information
contained in each packet. Most of the time, packet filtering is accomplished by using a router that can
forward packets according to filtering rules. When a packet arrives at the packet-filtering router, the router
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extracts certain information from the packet header and makes decisions according to the filter rulesasto
whether the packet will pass through or be discarded.

The following information can be extracted from the packet header:

Source | P address

Destination | P address

TCP/ UDP source port

TCP/ UDP desti nation port

| CVMP nessage type

Encapsul ated protocol information (TCP, UDP, |1CWVP or |P tunnel)

Because very little data is analyzed and logged, filtering firewalls take less CPU power and create less
latency in your network. There are lots of ways to structure your network to protect your systems using
afirewall.

The topology

All servers should be configured to block at least the unused ports, even if there are not afirewall server.
Thisisrequired for more security. Imagine someone gains access to your firewall gateway server: if your
neighborhoods servers are not configured to block unused ports, thisis a serious network risk. The sameis
true for local connections; unauthorized employees can gain access from the inside to your other servers
in this manner.

In our configuration we will give you three different examples that can help you to configure your firewall
rules depending on the type of the server you want to protect and the placement of these servers on your
network architecture.

Thefirst example firewall rulesfile will be for aWeb Ser ver.

The second for aMai | Ser ver .

The last for a Gat eway Ser ver that acts as proxy for the inside Wins, Workstations and Servers
machines.

See the graph below to get an idea:
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182.168.1.0h24
Apache Web Sarver
Caching DMNS
208.164.186.3
FE Firewall
==
Gateway Servar
Primary DNS
208.164.188.1
Internal Nebiwork | FE
[i=x]
{—
SR\
Mail Sarvar
Sacondary DNS FE
208.164.186.2 =

The graph above shows you the portsthat | enable on the different servers by default in my firewall scripts
filein this book

www.openna.com Caching Only DNS 208.164.186.3 .
i. Unlimited traffic on the loopback interface allowed
ii. ICMP traffic allowed

iii. DNS Caching and Client Server on port 53 allowed
iv. SSH Server on port 22 alowed

v. HTTP Server on port 80 alowed

vi. HTTPS Server on port 443 alowed

Vii.SMTP Client on port 25 allowed

Vi-FTP Server on ports 20, 21 allowed
ii.
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iX. Outgoing traceroute request allowed
deep.openna.com Master DNS Server 208.164.186.1 .
i. Unlimited traffic on the loopback interface allowed
ii. ICMP traffic allowed

iii. DNS Server and Client on port 53 allowed

iv. SSH Server and Client on port 22 alowed

v. HTTP Server and Client on port 80 allowed
Vi.HTTPS Server and Client on port 443 allowed

Vii WWW-CACHE Client on port 8080 allowed

vi-External POP Client on port 110 allowed
i

ix. External NNTP NEWS Client on port 119 allowed
X. SMTP Server and Client on port 25 allowed

xi. IMAP Server on port 143 allowed

xii IRC Client on port 6667 alowed

xi-1CQ Client on port 4000 allowed
ii.

xiviETP Client on port 20, 21 allowed

xv.Real Audio / QuickTime Client alowed
XviQOutgoing traceroute request allowed
mail.openna.com Slave DNS Server 208.164.186.2 .
i. Unlimited traffic on the loopback interface allowed
ii. ICMP traffic allowed

iii. DNS Server and Client on port 53 allowed

iv. SSH Server on port 22 alowed

v. SMTP Server and Client on port 25 allowed

vi. IMAP Server on port 143 allowed

vii Outgoing traceroute request allowed

The list above shows you the ports that | enable on the different servers by default in my firewall scripts
file in this book. Depending on what services must be available in the server for the outside, you must
configure your firewall script file to allow the traffic on the specified ports.

e VWWV. openna. comisour Web Server,
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e mai | . openna. comisour Mail Hub Server for all the internal network,
» deep. openna. com isour Gateway Server

for all the examples explained later in this chapter.

Build a kernel with | PCHAI NS Firewall support

The first thing you need to do is ensure that your kernel has been built with Network Firewall support
enabled and Firewalling. Remember, all servers should be configured to block unused ports, even if there
are no firewall server. In the 2.2.14 kernel version you need to be sure that you have answered Y to the
following questions:

Net wor ki ng opti ons:

Network firewalls (CONFIG FIREFALL) [N] Y
IP.Firewal ling (CONFIG IP_FIREWALL) [N] Y
| P: TCP syncooki e support (CONFI G SYN COXKIES) [N Y

If you have followed the Linux Kernel section and have recompiled your kernel, the options Network
firewalls, IP:Firewalling, and | P:TCP syncookie support shown above are aready set.

Rules used in the Firewall script files

Thefollowing is an explanation of afew of the rules that will be used in the Firewalling examples below.
Thisis shown just as areference, the firewall scripts are well commented and very easy to modify. Con-
stants are used, in the firewall scripts files for most values. The most basic constants are;

EXTERNAL | NTERFACE Thisisthe name of the external network interface to the Internet. It's
defined as eth0 in the examples.

LOCAL_I| NTERFACE_1 Thisis the name of the internal network interface to the LAN, if any.
It's defined as ethl in the examples.

LOOPBACK | NTERFACE This is the name of the loopback interface. It's defined as lo in the
examples.

| PADDR This is the IP address of your external interface. It's either a static

IP address registered with InterNIC, or else a dynamically assigned
address from your ISP (usually via DHCP).

LOCALNET_1 Thisisyour LAN network address, if any - the entire range of |P ad-
dresses used by the machines on your LAN. These may be statically
assigned, or you might run a local DHCP server to assign them. In
these examples, the range is 192.168.1.0/24, part of the Class C pri-
vate address range.

ANYWHERE Anywhereisalabel for an address used by ipchainsto match any (non-
broadcast) address. Both programs provide any/0 as a label for this
address, which is 0.0.0.0/0.
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NAVESERVER 1 Thisisthe IP address of your Primary DNS Server from your network
or your |SP.
NAVESERVER 2 Thisis the IP address of your Secondary DNS Server from your net-

work or your |SP.

MY _| SP Thisisyour ISP & NOC address range. The value you specify hereis
used by thefirewall to allow ICMP ping request and traceroute. If you
don't specify an | P address range, then you will not be able to ping the
Internet from your internal network.

LOOPBACK The loopback addressrangeis127. 0. 0. 0/ 8. Theinterfaceitself is
addressed as127. 0. 0. 1in/ et ¢/ host s.

PRI VPORTS The privileged ports, 0 through 1023, are usually referenced in total.

UNPRI VPORTS The unprivileged ports, 1024 through 65535, are usually referenced
in total. They are addresses dynamically assigned to the client side of
a connection.

Please Note afirewall hasadefault policy and acollection of actionsto takein responseto specific message
types. This means that if a given packet has not been selected by any other rule, then the default policy
rule will be applied.

F TiF

People with dynamically assigned IPs from an ISP may include the following two linesin their
declarations for the firewall. The lines will determine the ppp0 IP address, and the network of
the remote ppp server.

| PADDR="/sbin/ifconfig | grep -A 4 ppp0 | awk '/inet/ { print $2 } '
MY_I SP="/sbin/ifconfig | grep -A 4 ppp0 | awk '/P-t-P/ { print $3 } '

Y ou need to Enable Local Traffic since the default policiesfor al examplefirewall rule script filesin this
book are to deny everything, some of these rules must be unset. Local network services do not go through
the external network interface. They go through a special, private interface called the loopback interface.
None of your local network programs will work until loopback traffic is allowed.

# Unlimted traffic on the | oopback interface.
i pchains -A input -i $LOOPBACK_ | NTERFACE -j ACCEPT
i pchains -A output -i $LOOPBACK_ | NTERFACE -j ACCEPT

Source Address Filtering

All IP packet headers contain the source and destination | P addresses and the type of | P protocol message;
ICMP, UDP or TCP this packet contains. The only means of identification under the Internet Protocol -
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IP) is the source address in the I P packet header. This is a problem that opens the door to source address
spoofing, where the sender may replaces its address with either a nonexistent address, or the address of
some other site.

# Refuse spoofed packets pretending to be fromthe external address.
i pchains -A input -i $EXTERNAL_I NTERFACE -s $I PADDR -1 -j DENY

Also, there are at |east seven sets of source addresses you should refuse on your externa interfacein al
cases. These are incoming packets claiming to be from:

i. Your external P address

ii. G ass Aprivate |P addresses
iii.Cl ass B private |P addresses
iv.Cl ass Cprivate |P addresses
v. O ass Dmulticast addresses
vi.Cl ass E reserved addresses
vii.The loopback interface

With the exception of your own | P address, blocking outgoing packets containing these source addresses
protects you from possible configuration errors on your part.

Don't forget to exclude your own I P address from outgoing packets blocked. By default | choose
to excludethe Ol ass C private |P addresses since it's the most used by the majority of people
at thistime. If you used another class instead of the Cl ass C, then you must comment out the
linesthat refer to your class under the SPOOFING & BAD ADDRESSES section of the firewall.
script file.

Therest of the rules used in the firewall scriptsfiles are:
» Accessing a Service from the Outside World
» Offering a Service to the Outside World

e Masguerading the Internal Machines
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Thetool i pchai ns alowsyou to set up firewalls, IP masquerading, etc. | pchai ns talksto the kernel
and tellsit what packetsto filter. Thereforeall your firewall setups are stored in the kernel, and thuswill be
lost on reboot. To avoid this, we recommend using the System V init scriptsto make your rules permanent.
To do this, create a firewall script file like shown over the next three sections in your / et c/ rc. d/
i nit.d/ directory for each serversyou have. Of course, each server has different services to offer and
needs a different firewall setup. For this reason, we provide you three different firewall settings, which
you can play with, and examine to fit your needs. Also | assume that you have a minimum knowledge on
how filtering firewalls and firewall rules works.

Config/etc/rc.d/init.d/firewall script
file -Web Server

Errata

E_Ignm.nm

Asi was giving the final look over on this book, Gerhard Mourani has released an errata for all
firewall scripts and it is available here http://www.openna.com/books/errata.htm

Thisisthe configuration script file for our Web Server. This configuration allows unlimited traffic on the
Loopback interface, ICMP, DNS Caching and Client Server (53), SSH Server (22), HTTP Server (80),
HTTPS Server (443), SMTP Client (25), FTP Server (20, 21), and OUTGOING TRACEROUTE requests
by default.

If you don't want some services listed in the firewall rules files for the Web Server that | make ON by
default, comment them out with a"#" at the beginning of the line. If you want some other services that |
commented out with a"#", then remove the "#" at the beginning of those lines. Create the firewall script
file,touch/etc/rc.d/init.d/firewall onyour Web Server and add:

#!/ bi n/ sh

Last nodified by Gerhard Mourani: 04-25-2000

Copyright (C 1997, 1998, 1999 Robert L. Ziegler

Perm ssion to use, copy, nodify, and distribute this software and its
docunent ati on for educational, research, private and non-profit purpos
wi thout fee, and without a witten agreenent is hereby granted.

This software is provided as an exanple and basis for individual firew
devel opnent. This software is provided without warranty.

Any material furnished by Robert L. Ziegler is furnished on an

"as is" basis. He makes no warranties of any kind, either expressed
or inplied as to any matter including, but not limted to, warranty
of fitness for a particul ar purpose, exclusivity or results obtained

HHRHFHHFHHHHHFHHHF R
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# fromuse of the material
o
#

# Invoked from/etc/rc.d/init.d/firewall.

# chkconfig: - 60 95

# description: Starts and stops the IPCHAINS Firewal | \

# used to provide Firewall network services.

# Source function library.

/etc/rc.d/init.d/functions

# Source networking configuration
/ et c/ sysconfi g/ net wor k

# Check that networking is up
if [ ${NETWORKING = "no" ]

t hen

exit O

f

if [ ! -x /sbin/ipchains ]; then
exit O
f

# See how we were call ed.

case "$1" in

start)

echo -n "Starting Firewalling Services:

# Some definitions for easy maintenance.

# EDIT THESE TO SU T YOUR SYSTEM AND | SP

EXTERNAL | NTERFACE="et h0" # Internet connected interface
LOOPBACK | NTERFACE="1 0" # Your | ocal nam ng convention

| PADDR="ny. i p. addr ess” # Your | P address

ANYWHERE="any/ 0" # Match any | P address
NAVESERVER _1="ny. name. server. 1" # Everyone nust have at |east one
NAMVESERVER 2="ny. name. server. 2" # Your secondary nane server

MY_1 SP="ny. i sp. addr ess. range/ 24" # | SP & NOC address range

SMIP_SERVER="1y. snt p. server" # Your Mail Hub Server.
SYSLOG SERVER="sysl og. i nternal . server" # Your syslog internal server
SYSLOG CLI ENT="sys.int.client.range/ 24" # Your syslog internal client r

LOOPBACK="127. 0. 0. 0/ 8" # Reserved | oopback address range

CLASS A="10.0.0.0/8" # Class A private networks

CLASS B="172.16.0.0/ 12" # Class B private networks

CLASS C="192.168.0.0/ 16" # Class C private networks

CLASS D MULTI CAST="224.0.0.0/4" # dass D nulticast addresses

CLASS E RESERVED NET="240.0.0.0/5" # Class E reserved addresses
BROADCAST_SRC="0. 0. 0. 0" # Broadcast source address

BROADCAST _DEST="255. 255. 255. 255" # Broadcast destinati on address
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PRI VPORTS="0: 1023" # Wl |l known, privileged port range
UNPRI VPORTS="1024: 65535" # Unprivil eged port range

# SSH starts at 1023 and works down to 513 for
# each additional simultaneous incom ng connection
SSH PORTS="1022:1023" # range for SSH privil eged por

# traceroute usually uses -S 32769: 65535 - D 33434: 33523
TRACERQUTE_SRC_PORTS="32769: 65535"
TRACEROUTE_DEST_PORTS="33434: 33523"

# Default policy is DENY
# Explicitly accept desired | NCOM NG & QUTGO NG connecti ons

# Renove all existing rules belonging to this filter
i pchains -F

# Clearing all current rules and user defined chains
i pchains -X

# Set the default policy of the filter to deny.

# Don't even bother sending an error nessage back
i pchains -P input DENY

i pchains -P output DENY

i pchains -P forward DENY

# LOOPBACK

# Unlimted traffic on the | oopback interface.
i pchains -A input -i $LOOPBACK_| NTERFACE -j ACCEPT
i pchains -A output -i $LOOPBACK_| NTERFACE -j ACCEPT

#
# Network Ghoul s
# Deny access to jerks

/etc/rc.d/rc.firewall.blocked contains a list of
i pchains -A input -i $EXTERNAL_I NTERFACE -s address -j DENY
rules to block fromany access.

H*H H H*

# Refuse any connection from problemsites

#if [ -f /etc/rc.d/rc.firewall.blocked ]; then
# . letc/rc.d/rc.firewall. bl ocked

#f

# SPOOFI NG & BAD ADDRESSES

# Refuse spoof ed packets.

# lgnore blatantly illegal source addresses.

# Protect yourself from sending to bad addresses.
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# Refuse spoofed packets pretending to be fromthe external address.

i pchains -A input -i $EXTERNAL_|I NTERFACE -s $I PADDR -j DENY -|

# Refuse packets claimng to be to or froma Class A private network
i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS A -j DENY -|

i pchains -A input -i $EXTERNAL_I NTERFACE -d $CLASS A -j DENY -|

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS A -j REJECT -I
i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS A -j REJECT -I

# Refuse packets claimng to be to or froma Class B private network
i pchains -A input -i $EXTERNAL_|I NTERFACE -s $CLASS B -j DENY -I

i pchains -A input -i $EXTERNAL_|I NTERFACE -d $CLASS B -j DENY -I

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS B -j REJECT -I

i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS B -j REJECT -I

# Refuse packets claimng to be to or froma Class C private network
i pchains -A input -i $EXTERNAL_|I NTERFACE -s $CLASS C -j DENY -I
i pchains -A input -i $EXTERNAL_|I NTERFACE -d $CLASS C -j DENY -I
i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS C -j REJECT -I
i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS C -j REJECT -I

H H HH

# Refuse packets claimng to be fromthe | oopback interface
i pchains -A input -i $EXTERNAL_I NTERFACE -s $LOOPBACK -j DENY -|
i pchains -A output -i $EXTERNAL_I NTERFACE -s $LOOPBACK -j REJECT -I

# Refuse broadcast address SOURCE packets

i pchains -A input -i $EXTERNAL_|I NTERFACE -s $BROADCAST_DEST -j DENY -|
i pchains -A input -i $EXTERNAL_I NTERFACE -d $BROADCAST_SRC -j DENY -1
# Refuse Class D multicast addresses (in.h) (NET-3-HOANOQO

# Multicast is illegal as a source address.

# Mul ticast uses UDP.

i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS D MILTI CAST -] DENY

# Refuse Class E reserved | P addresses
i pchains -A input -i $EXTERNAL_|I NTERFACE -s $CLASS E RESERVED NET -] DE

# refuse addresses defined as reserved by the | ANA

#O.F xR LR R R QR kxR ok kxR kD Q3L R R 27k R

# 3L.* . x.x 37 xox.F) 390 Kk k41 x % k) 42, % % * 58-60.*.*.*

# 65-95.*.* * 096-126.*.*.*, 197.*. * * 201.*.*.* (?), 217-223.*.*.*

i pchains -A input -i $EXTERNAL_I NTERFACE -s 1.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 2.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 5.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 7.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 23.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 27.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 31.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 37.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 39.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 41.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 42.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 58.0.0.0/7 -j DENY -I
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i pchains -A input -i $EXTERNAL_I NTERFACE -s 60.0.0.0/8 -j DENY -I
#65: 01000001 - /3 includes 64 - need 65-79 spelled out

i pchains -A input -i $EXTERNAL_I NTERFACE -s 65.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 66.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 67.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 68.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 69.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 70.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 71.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 72.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 73.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 74.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 75.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 76.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 77.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 78.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 79.0.0.0/8 -j DENY -I
#80: 01010000 - /4 masks 80-95

i pchains -A input -i $EXTERNAL_I NTERFACE -s 80.0.0.0/4 -j DENY -I
# 96: 01100000 - /4 nmakses 96-111

i pchains -A input -i $EXTERNAL_I NTERFACE -s 96.0.0.0/4 -j DENY -I
#126: 01111110 - /3 includes 127 - need 112-126 spelled out

i pchains -A input -i $EXTERNAL_I NTERFACE -s 112.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 113.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 114.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 115.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 116.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 117.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 118.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 119.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 120.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 121.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 122.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 123.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 124.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 125.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 126.0.0.0/8 -j DENY -I
#217: 11011001 - /5 includes 216 - need 217-219 spelled out

i pchains -A input -i $EXTERNAL_I NTERFACE -s 217.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 218.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 219.0.0.0/8 -j DENY -I
#223: 11011111 - /6 masks 220-223

i pchains -A input -i $EXTERNAL_I NTERFACE -s 220.0.0.0/6 -j DENY -I
o
# |1 CWP

# To prevent denial of service attacks based on | CWP bonbs, filter
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# i ncomi ng Redirect (5) and outgoing Destination Unreachable (3).
# Not e, however, disabling Destination Unreachable (3) is not

# advisable, as it is used to negotiate packet fragnent size.

# For bi-directional ping.

# Message Types: Echo Reply (0), Echo_Request (8)

# To prevent attacks, limt the src addresses to your |SP range.
#

# For outgoing traceroute.

# Message Types: | NCOM NG Dest _Unreachable (3), Tine_Exceeded (11)
# default UDP base: 33434 to base+nhops-1

#

# For incom ng traceroute.

# Message Types: OUTGO NG Dest _Unreachable (3), Tine_Exceeded (11)
# To block this, deny OUTGO NG 3 and 11

# 0: echo-reply (pong)

# 3: destination-unreachabl e, port-unreachable, fragmentation-needed, e
# 4: source-quench

# 5: redirect

# 8: echo-request (ping)

# 11: tine-exceeded

# 12: paraneter-problem

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \

-s $ANYWHERE O -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \

-s $ANYWHERE 3 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \

-s $ANYWHERE 4 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \

-s $ANYWHERE 11 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \

-s $ANYWHERE 12 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \

-s $MY_ISP 8 -d $I PADDR -j ACCEPT

i pchai ns -A output -i $EXTERNAL_I NTERFACE -p icnp \

-s $IPADDR O -d $MY_ISP -j ACCEPT

i pchai ns -A output -i $EXTERNAL_I NTERFACE -p icnp \

-s $I PADDR 3 -d $MY_ISP -j ACCEPT

i pchai ns -A output -i $EXTERNAL_I NTERFACE -p icnp \

-s $I PADDR 4 -d $ANYWHERE -j ACCEPT

i pchai ns -A output -i $EXTERNAL_I NTERFACE -p icnp \

-s $I PADDR 8 -d $ANYWHERE -j ACCEPT

i pchai ns -A output -i $EXTERNAL_I NTERFACE -p icnp \

-s $I PADDR 12 -d $ANYWHERE -j ACCEPT

i pchai ns -A output -i $EXTERNAL_I NTERFACE -p icnp \

-s $I PADDR 11 -d $MY_ISP -j

# UDP | NCOM NG TRACERQUTE
# traceroute usually uses

ACCEPT

-S 32769: 65535 -D 33434:
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i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s $MY_I SP $TRACEROUTE_SRC _PORTS \
-d $I PADDR $TRACEROQUTE_DEST_PORTS -j ACCEPT -|

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s SANYWHERE $TRACERCQUTE_SRC PORTS \
-d $I PADDR $TRACEROUTE_DEST_PORTS -j DENY -1

# DNS forwardi ng, caching only nanmeserver (53)

# server to server query or response
# Caching only name server only requires UDP, not TCP

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s $NAMESERVER 1 53 \
-d $I PADDR 53 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR 53 \
-d $NAMESERVER 1 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s $NAMESERVER 2 53 \
-d $I PADDR 53 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR 53 \
-d $NAMESERVER 2 53 -j ACCEPT

# DNS client (53)

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s $NAMESERVER 1 53 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR $UNPRI VPORTS \
-d $NAMESERVER 1 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s $NAMESERVER 2 53 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR $UNPRI VPORTS \
-d $NAMESERVER 2 53 -j ACCEPT

# TCP client to server requests are allowed by the protocol

# if UDP requests fail. This is rarely seen. Usually, clients
# use TCP as a secondary nanmeserver for zone transfers from
# their primary naneservers, and as hackers.
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i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $NAMESERVER 1 53 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d $NAMESERVER 1 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $NAMESERVER 2 53 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d $NAMESERVER 2 53 -j ACCEPT

# SSH server (22)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s $ANYWHERE $UNPRI VPORTS \
-d $I PADDR 22 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 22 \
-d $SANYWHERE $UNPRI VPORTS -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s $ANYWHERE $SSH _PORTS \
-d $I PADDR 22 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 22 \
-d $SANYWHERE $SSH PORTS -j ACCEPT

# HTTP server (80)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s $ANYWHERE $UNPRI VPORTS \
-d $I PADDR 80 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 80 \
-d $SANYWHERE $UNPRI VPORTS -j ACCEPT

140



Thefirewall scriptsfiles

# HTTPS server (443)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s $ANYWHERE $UNPRI VPORTS \
-d $I PADDR 443 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \

-s $I PADDR 443 \
-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

# SYSLOG server (514)

Provides full rempte logging. Using this feature you're able to
control all syslog nmessages on one host.

#* H*

# i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
# -S $SYSLOG CLI ENT \
# -d $I PADDR 514 -j ACCEPT

# SYSLOG client (514)

# i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
# -s $I PADDR 514 \
# -d $SYSLOG SERVER 514 -j ACCEPT

# Reject, rather than deny, the incomng auth port. (NET-3-HONMO)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s SANYWHERE \
-d $I PADDR 113 -j REJECT

# SMIP client (25)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $SMIP_SERVER 25 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d $SMIP_SERVER 25 -j ACCEPT
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# FTP server (20, 21)

# incom ng request

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s $ANYWHERE $UNPRI VPORTS \
-d $I PADDR 21 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 21 \
-d $SANYWHERE $UNPRI VPORTS -j ACCEPT

# PORT MODE data channel responses

#

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR 20 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR 20 \
-d $SANYWHERE $UNPRI VPORTS -j ACCEPT

# PASSI VE MODE dat a channel responses

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s $ANYWHERE $UNPRI VPORTS \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR $UNPRI VPORTS \
-d $SANYWHERE $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $| PADDR $TRACEROUTE_SRC PORTS \
-d SANYWHERE $TRACERCUTE_DEST_PORTS -j ACCEPT

# Enabl e | ogging for sel ected deni ed packets

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-d $I PADDR -j DENY -|

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-d $I PADDR $PRI VPORTS -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-d $I PADDR $UNPRI VPORTS -j DENY -1
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i pchains -A input -i $EXTERNAL_I NTERFACE -p icnmp \

-s $ANYWHERE 5 -d $I PADDR -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnmp \

-s $ANYWHERE 13: 255 -d $I PADDR -j DENY -I

B o o o o o o o o o o o e e e e e e e e e e e e e e e e eeeeo s
st op)

echo -n "Shutting Firewalling Services:

# Renove all existing rules belonging to this filter
i pchains -F

# Delete all user-defined chain to this filter
i pchains -X

# Reset the default policy of the filter to accept.
i pchains -P input ACCEPT

i pchai ns -P out put ACCEPT

i pchains -P forward ACCEPT

st at us)

status firewall

restart|rel oad)

$0 stop

$0 start

3

echo "Usage: firewall {start|stop|status|restart|reload}”
exit 1

esac

exit O
Now, make this script executable and change its default permissions:

[root @eep] /# chnod 700 /etc/rc.d/init.d/firewall
[root @eep] /# chown 0.0 /etc/rc.d/init.d/firewall

Create the symbolic rc.d links for your Firewall with the following command:

[root @eep] /# chkconfig --add firewall
[root @eep] /# chkconfig --level 345 firewall on
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Now, your firewall rules are configured to use System V init (System V init isin charge of starting all the
normal processes that need to run at boot time) and it will be automatically started each time your server
reboots. To manually stop the firewall on your system, use the following command:

[root @leep] /# /etc/rc.d/init.d/firewall stop

Shutting Firewal ling Services: [ X ]
To manually start the firewall on your system, use the following command:

[root @eep] /# /etc/rc.d/init.d/firewall start

Starting Firewal ling Services: [ K ]

Config/etc/rc.d/init.d/firewall script
file - Mail Server

Thisis the configuration script file for our Mail Server. Thisis configured to allows unlimited traffic on
the Loopback interface, ICMP, DNS Server and Client (53), SSH Server (22), SMTP Server and Client
(25), IMAP server (143), and OUTGOING TRACEROUTE requests by default. If you don't want some
services listed in the firewall rulesfiles for the Mail Server that | make ON by default, comment them out
with a"#" at the beginning of the line. If you want some other services that | commented out with a"#",
then remove the "#" at the beginning of their lines. Create the firewall script file, touch / etc/rc. d/

init.d/ firewall onyour Mail Server and add:

#!/ bi n/ sh

Last nodified by Gerhard Mourani: 04-25-2000

Copyright (C 1997, 1998, 1999 Robert L. Ziegler

Perm ssion to use, copy, nodify, and distribute this software and it
docunent ati on for educational, research, private and non-profit purp
wi thout fee, and without a witten agreenent is hereby granted.

This software is provided as an exanple and basis for individual fir
devel opnent. This software is provided without warranty.

Any material furnished by Robert L. Ziegler is furnished on an

"as is" basis. He makes no warranties of any kind, either expressed
or inplied as to any matter including, but not limted to, warranty
of fitness for a particul ar purpose, exclusivity or results obtained
fromuse of the material.

HHRIFHFEHFHHFHHHF TR
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Invoked from/etc/rc.d/init.d/firewall

chkconfig: - 60 95

description:
used to provide Firewall

# Source function library.
/etc/rc.d/init.d/functions

# Source networking configuration
/ et c/ sysconfi g/ net wor k

# Check that networking is up

if [ ${NETWORKING = "no" ]

t hen

exit O

f

if [ ! -x /sbin/ipchains ]; then
exit O

f

# See how we were call ed.

case "$1" in

start)

echo -n "Starting Firewalling Services:

# Some definitions for easy maintenance.

Starts and stops the IPCHAINS Firewal | \

net wor k servi ces.

# EDIT THESE TO SU T YOUR SYSTEM AND | SP

EXTERNAL_| NTERFACE=" et h0"
LOOPBACK_| NTERFACE="1 0"

| PADDR="ny. i p. addr ess”
ANYVHERE=" any/ 0"
NAMESERVER 1="ny. nane. server. 1"
NAMESERVER 2="ny. nane. server. 2"
MY_1 SP="ny. i sp. addr ess. range/ 24"

SMIP_SERVER="ry. snt p. server"
SYSLOG SERVER="sysl og. i nternal . server"
SYSLOG CLI ENT="sys.int.client.range/ 24"

LOOPBACK="127. 0. 0. 0/ 8"
CLASS_A="10.0.0.0/8"

CLASS B="172.16.0. 0/ 12"
CLASS_C="192. 168. 0. 0/ 16"
CLASS_D_MULTI CAST="224.0. 0. 0/ 4"
CLASS_E_RESERVED NET="240.0.0.0/5"
BROADCAST_SRC="0. 0. 0. 0"
BROADCAST_DEST="255. 255. 255. 255"
PRI VPORTS="0: 1023"

H H B H

H H B H

I nternet connected interfa
Your | ocal nami ng convent
Your | P address
Mat ch any | P address
# Everyone nust have
# Your secondary nane
| SP & NOC address range

Mai | Hub Server.
# Your syslog interna
# Your syslog interna

Your

Reserved | oopback address
Cl ass A private networks
Class B private networks
Class C private networks

# Class D multicast a
# Class E reserved addres
Br oadcast source address

# Broadcast destinatio

Vel | known, privileged por
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UNPRI VPORTS="1024: 65535" # Unprivil eged port range

# SSH starts at 1023 and works down to 513 for
# each additional simultaneous incom ng connection
SSH PORTS="1022:1023" # range for SSH privil eged ports

# traceroute usually uses -S 32769: 65535 - D 33434: 33523
TRACERQUTE_SRC_PORTS="32769: 65535"
TRACEROUTE_DEST_PORTS="33434: 33523"

# Default policy is DENY
# Explicitly accept desired | NCOM NG & QUTGO NG connecti ons

# Renove all existing rules belonging to this filter
i pchains -F

# Clearing all current rules and user defined chains
i pchains -X

# Set the default policy of the filter to deny.

# Don't even bother sending an error nessage back
i pchains -P input DENY

i pchai ns -P out put DENY

i pchains -P forward DENY

# LOOPBACK

# Unlimted traffic on the | oopback interface.
i pchains -A input -i $LOOPBACK_| NTERFACE -j ACCEPT
i pchains -A output -i $LOOPBACK_| NTERFACE -j ACCEPT

# Network Ghoul s
# Deny access to jerks

# letc/rc.d/rc.firewall. bl ocked contains a list of
# ipchains -A input -i $EXTERNAL_I NTERFACE -s address -j DENY
# rules to block fromany access.

# Refuse any connection from problemsites

#if [ -f /etc/rc.d/rc.firewall.blocked ]; then
# . letc/rc.d/rc.firewall. bl ocked

#f

# SPOOFI NG & BAD ADDRESSES

# Refuse spoof ed packets.

# lgnore blatantly illegal source addresses.

# Protect yourself from sending to bad addresses.
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# Refuse
i pchai ns

spoof ed packets pretending to be fromthe external address.
-Ainput -i $EXTERNAL_I NTERFACE -s $I PADDR -j DENY -|
# Refuse

packets claimng to be to or froma Class A private network

i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS A -j DENY -|

i pchains -A input -i $EXTERNAL_I NTERFACE -d $CLASS A -j DENY -|

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS A -j REJECT -I

i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS A -j REJECT -I

# Refuse packets claimng to be to or froma Class B private network

i pchains -A input -i $EXTERNAL_|I NTERFACE -s $CLASS B -j DENY -|

i pchains -A input -i $EXTERNAL_|I NTERFACE -d $CLASS B -j DENY -|

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS B -j REJECT -I

i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS B -j REJECT -I

# Refuse packets claimng to be to or froma Class C private network
# i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS C -j DENY -|
# i pchains -A input -i $EXTERNAL_|I NTERFACE -d $CLASS C -j DENY -|
# i pchains -A output -i $EXTERNAL_|I NTERFACE -s $CLASS C -j REJECT -
# i pchains -A output -i $EXTERNAL_|I NTERFACE -d $CLASS C -j REJECT -
# Refuse packets claimng to be fromthe | oopback interface

i pchains -A input -i $EXTERNAL_I NTERFACE -s $LOOPBACK -j DENY -|

i pchains -A output -i $EXTERNAL_I NTERFACE -s $LOOPBACK -j REJECT -I

# Refuse broadcast address SOURCE packets

i pchains -A input -i $EXTERNAL_|I NTERFACE -s $BROADCAST_DEST -j DENY -
i pchains -A input -i $EXTERNAL_I NTERFACE -d $BROADCAST_SRC -j DENY -1
# Refuse Class D multicast addresses (in.h) (NET-3-HOANOQO

# Multicast is illegal as a source address.

# Mul ticast uses UDP.

i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS D MILTI CAST -j DEN
# Refuse Class E reserved | P addresses

i pchains -A input -i $EXTERNAL_|I NTERFACE -s $CLASS E RESERVED NET -j
# refuse addresses defined as reserved by the | ANA

#O.F xR LR R R QR kxR ok kxR kD Q3L R R 27k R

# 3L.* . x.x 37 xox.F) 390 Kk k41 x % k) 42, % % * 58-60.*.*.*

# 65-95.*.* * 096-126.*.*.*, 197.*. * * 201.*.*.* (?), 217-223.*.*.*
i pchains -A input -i $EXTERNAL_I NTERFACE -s 1.0.0.0/8 -j DENY -|

i pchains -A input -i $EXTERNAL_I NTERFACE -s 2.0.0.0/8 -j DENY -|

i pchains -A input -i $EXTERNAL_I NTERFACE -s 5.0.0.0/8 -j DENY -|

i pchains -A input -i $EXTERNAL_I NTERFACE -s 7.0.0.0/8 -j DENY -|

i pchains -A input -i $EXTERNAL_I NTERFACE -s 23.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 27.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 31.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 37.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 39.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 41.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 42.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 58.0.0.0/7 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 60.0.0.0/8 -j DENY -I
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#65: 01000001 - /3 includes 64 - need 65-79 spelled out

i pchains -A input -i $EXTERNAL_I NTERFACE -s 65.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 66.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 67.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 68.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 69.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 70.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 71.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 72.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 73.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 74.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 75.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 76.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 77.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 78.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 79.0.0.0/8 -j DENY -I
#80: 01010000 - /4 masks 80-95

i pchains -A input -i $EXTERNAL_I NTERFACE -s 80.0.0.0/4 -j DENY -I
# 96: 01100000 - /4 nmakses 96-111

i pchains -A input -i $EXTERNAL_I NTERFACE -s 96.0.0.0/4 -j DENY -I
#126: 01111110 - /3 includes 127 - need 112-126 spelled out

i pchains -A input -i $EXTERNAL_I NTERFACE -s 112.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 113.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 114.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 115.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 116.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 117.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 118.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 119.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 120.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 121.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 122.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 123.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 124.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 125.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 126.0.0.0/8 -j DENY -I
#217: 11011001 - /5 includes 216 - need 217-219 spelled out

i pchains -A input -i $EXTERNAL_I NTERFACE -s 217.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 218.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 219.0.0.0/8 -j DENY -I
#223: 11011111 - /6 masks 220-223

i pchains -A input -i $EXTERNAL_I NTERFACE -s 220.0.0.0/6 -j DENY -I
o
# |1 CWP

# To prevent denial of service attacks based on | CWP bonbs, filter
# i ncomi ng Redirect (5) and outgoing Destination Unreachable (3).
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#* H*

HHHHHHHFHHH R

HHHHHHH

For

For

For

NP RWo

1
1

Not e, however, disabling Destination Unreachable (3)

advi sable, as it

bi -di rectional ping.
Message Types: Echo _Reply (0), Echo_Request (8)
To prevent attacks, limt the src addresses to your

out goi ng traceroute.

Message Types: | NCOM NG Dest _Unreachable (3), Tine_Exceeded (11

defaul t UDP

base: 33434 to base+nhops-1

i ncom ng traceroute.

Message Types: OUTGO NG Dest _Unreachable (3), Tine_Exceeded (11

To block th

s, deny OQUTGO NG 3 and 11

echo-reply (pong)

desti nati on-

unr eachabl e, port-unreachabl e, fragmentation-needed,

sour ce- quench

redirect
echo-request

(pi ng)

ti me- exceeded
par amet er - pr obl em

i pchains -A input
-s $ANYWHERE O -d $I PADDR -j ACCEPT
i pchains -A input
-s $ANYWHERE 3 -d $I PADDR -j ACCEPT
i pchains -A input
-s $ANYWHERE 4 -d $I PADDR -j ACCEPT
i pchains -A input
-s $ANYWHERE 11 -d $I PADDR -j ACCEPT
i pchains -A input
-s $ANYWHERE 12 -d $I PADDR -j ACCEPT
i pchains -A input
-s $MY_ISP 8 -d $I PADDR -j ACCEPT

i pchai ns - A out put
-s $IPADDR O -d $MY_ISP -j ACCEPT
i pchai ns - A out put
-s $IPADDR 3 -d $MY_ISP -j ACCEPT
i pchai ns - A out put
-s $I PADDR 4 -d $ANYWHERE -j ACCEPT
i pchai ns - A out put
-s $I PADDR 8 -d $ANYWHERE -j ACCEPT
i pchai ns - A out put
-s $I PADDR 12 -d $ANYWHERE -j ACCEPT
i pchai ns - A out put
-s $I PADDR 11 -d $MY_ISP -j ACCEPT

-i $EXTERNAL_I NTERFACE -p icnp \
-i $EXTERNAL_I NTERFACE -p icnp \
-i $EXTERNAL_I NTERFACE -p icnp \
-i $EXTERNAL_I NTERFACE -p icnp \
-i $EXTERNAL_I NTERFACE -p icnp \

-i $EXTERNAL_I NTERFACE -p icnp \

-i $EXTERNAL_I NTERFACE -p icnp \
-i $EXTERNAL_I NTERFACE -p icnp \
-i $EXTERNAL_I NTERFACE -p icnp \
-i $EXTERNAL_I NTERFACE -p icnp \
-i $EXTERNAL_I NTERFACE -p icnp \

-i $EXTERNAL_I NTERFACE -p icnp \

# UDP | NCOM NG TRACERQUTE
# traceroute usually uses -S 32769: 65535 - D 33434: 33523

i pchains -A input

-i $EXTERNAL_I NTERFACE -p udp \
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-s $MY_I SP $TRACEROUTE_SRC PORTS \
-d $| PADDR $TRACEROUTE_DEST_PORTS -j ACCEPT - |

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s SANYWHERE $TRACERCQUTE_SRC PORTS \
-d $I PADDR $TRACEROUTE_DEST_PORTS -j DENY -1

# DNS: full server
# server/client to server query or response

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s $ANYWHERE $UNPRI VPORTS \
-d $I PADDR 53 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR 53 \
-d $SANYWHERE $UNPRI VPORTS -j ACCEPT

# DNS client & Zone Transfers (53)

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s $NAMESERVER 1 53 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR $UNPRI VPORTS \
-d $NAMESERVER 1 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $NAMESERVER 1 53 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d $NAMESERVER 1 53 -j ACCEPT

# SSH server (22)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s $ANYWHERE $UNPRI VPORTS \
-d $I PADDR 22 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 22 \
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-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s $ANYWHERE $SSH _PORTS \
-d $I PADDR 22 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \

-s $I PADDR 22 \
-d $ANYWHERE $SSH PORTS -j ACCEPT

# AUTH server (113)

# Reject, rather than deny, the incomng auth port. (NET-3-HONMO)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s SANYWHERE \
-d $I PADDR 113 -j REJECT

# SYSLOG server (514)

Provides full rempte logging. Using this feature you're able to
control all syslog nmessages on one host.

# i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
# -S $SYSLOG CLI ENT \
# -d $I PADDR 514 -j ACCEPT

# SYSLOG client (514)
i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \

#
# -s $I PADDR 514 \
# -d $SYSLOG SERVER 514 -j ACCEPT

# SMIP server (25)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s $ANYWHERE $UNPRI VPORTS \
-d $I PADDR 25 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 25 \
-d $SANYWHERE $UNPRI VPORTS -j ACCEPT

# SMIP client (25)
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i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s SANYWHERE 25 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d SANYWHERE 25 -j ACCEPT

# | MAP server (143)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s $ANYWHERE $UNPRI VPORTS \
-d $I PADDR 143 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 143 \
-d $SANYWHERE $UNPRI VPORTS -j ACCEPT

# POP server (110)

o

# i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \

# -s $ANYWHERE $UNPRI VPORTS \

# -d $I PADDR 110 -j ACCEPT

# i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \

# -s $I PADDR 110 \

# -d $SANYWHERE $UNPRI VPORTS -j ACCEPT
o

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $| PADDR $TRACEROUTE_SRC PORTS \
-d SANYWHERE $TRACERCUTE_DEST_PORTS -j ACCEPT

# Enabl e | ogging for sel ected deni ed packets

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-d $I PADDR -j DENY -|

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-d $I PADDR $PRI VPORTS -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-d $I PADDR $UNPRI VPORTS -j DENY -1

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $ANYWHERE 5 -d $I PADDR -j DENY -I
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i pchains -A input -i $EXTERNAL_I NTERFACE -p icnmp \

-s $ANYWHERE 13: 255 -d $I PADDR -j DENY -I

H o o o o o o o o o o o e e e e e e e e e e e e e e e e e eeeea s
st op)

echo -n "Shutting Firewal ling Services:

# Renove all existing rules belonging to this filter
i pchains -F

# Delete all user-defined chain to this filter
i pchains -X

# Reset the default policy of the filter to accept.
i pchains -P input ACCEPT

i pchai ns -P out put ACCEPT

i pchains -P forward ACCEPT

st at us)

status firewall

restart|rel oad)

$0 stop

$0 start

3

echo "Usage: firewall {start|stop|status|restart|reload}”
exit 1

esac

exit O

Now, make this script executable and change its default permissions:

[ root @eep] /#chnmod 700 /etc/rc.d/init.d/firewall
[ root @eep] /#chown 0.0 /etc/rc.d/init.d/firewall

Create the symbolic rc.d links for your Firewall with the command:

[ root @eep] /#chkconfig --add firewall
[ root @eep] /#chkconfig --level 345 firewall on

Now, your firewall rules are configured to use System V init (System V init is in charge of starting all
the normal processes that need to run at boot time) and it will be automatically started each time if your
server reboot.
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To manually stop the firewall on your system, use the following command:

[root @eep] /# /etc/rc.d/init.d/firewall stop

Shutting Firewalling Services: [ &K ]

To manually start the firewall on your system, use the following command:

[root @eep] /# /etc/rc.d/init.d/firewall start

Starting Firewalling Services: [ &K ]
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Unlike the example configurations in The firewall scripts files, configuring a Linux Server to masguer-
ade and forward traffic generaly from the inside private network that has unregistered |P addresses i.e.
192. 168. 1. 0/ 24 to the outside network i.e. the Internet require a specia setup of your kernel and of
your firewall configuration scriptsfile. Thiskind of setting is also known as a Gateway Server, a machine
that serves as a gateway for internal traffic to external traffic. This configuration must only be set if you
have the intentions and the needs for this kind of service and it's for this reason that the configuration of
the script file for the Gateway Server isin its own chapter.

Build a kernel with Firewall Masquerading and
Forwarding support

Once again, thefirst thing you need to do is ensuring that your kernel has been built with Network Firewall
support enabled and Firewalling. In the 2.2.14 kernel version you need to ensure that you have answered
Y to the following questions:

Net wor ki ng opti ons:

Network firewalls (CONFIG FIREFALL) [N] Y

IP.Firewalling (CONFIG IP_FIREWALL) [N] Y
| P: TCP syncooki e support (CONFIG SYN COXKIES) [N Y

[F HOTE

If you followed the Linux Kernel section and have recompiled your kernel, the options Network
firewalls, IP:Firewalling, and IP:TCP syncookies supports shown above are already set.
IP Masguerading and IP ICMP Masguerading are requiring only for a Gateway Server.

| P: Masquer adi ng (CONFI G | P_MASQUERADE) [N] Y
| P: 1 CVP Masquer adi ng (CONFI G | P_MASQUERADE I CWP) [N] Y

Eﬁpgnmﬂ.m

Only your Gateway Server needs to have IP:Masquerading and |P:ICMP Masguerading kernel
options enabled. Thisis required to masquerade your Internal Network to the outside.

Masguerade means that if one of the computers on your local network for which your Linux box (or
gateway) acts as a firewall wants to send something to the outside, your box can masquer ade as that
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computer. In other words it forwards the traffic to the intended outside destination, but makesit look like
it came from the firewall box itself.

It works both ways: if the outside host replies, the Linux firewall will silently forward the traffic to the
corresponding local computer. This way, the computers on your local net are completely invisible to the
outside world, even though they can reach the outside and can receive replies. This makes it possible
to have the computers on the local network participate on the Internet even if they don't have officially
registered | P addresses.

The IP masqguerading code will only work if 1P forwarding is enabled on your system. This featureis by
default disabled and you can enable it with the following command:

Under
n Yerswon 6.1
To enable IP forwarding feature on your server, execute the following command:

[root @eep] /#echo 1 > /proc/sys/net/ipvd/ip_forward

You can add the above linein your / etc/rc.d/rc. | ocal script file so IP forwarding is enabled
automatically for you even if your server isrebooted. In Red Hat Linux 6.1 this can also be accomplished
by changing thelinein/ et ¢/ sysconfi g/ net wor k file from:

FORWARD | PV4="f al se"
To read:
FORWARD | PV4="yes"
Y ou must restart your network for the change to take effect:

[root @eep] /# /etc/rc.d/init.d/ network restart

Bringing up interface lo [ X ]
Bringing up interface ethO [ X ]
Bringing up interface ethl [ X ]

So you can either add the echo 1 > /proc/sys/net/ipv4/ip_forward commandlinetoyourr c. | ocal script
file or you change the value of the line FORWARD | PV4=f al se to yes in the network file to set this
feature to ON. Personally | prefer the second choice.

Under

n Voerswon G2

To enable IPv4 forwarding on your RH 6.2 system, Edit the / et ¢/ sysct| . conf file and add the
following line:
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# Enabl e packet forwarding
net.ipv4d.ip_forward = 1

Y ou must restart your network for the change to take effect. The command to restart the network is the
following:

To restart all network devices manually on your system, use the following command:

[root @eep] /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ X ]

Bringing up interface lo [ X ]

Bringing up interface ethO [ X ]

Bringing up interface ethl [ X ]
ﬁgun‘mm

The IP forwarding line above is only required if you answered Yes to the kernel option
IP:-Masguerading (CONFIG_IP_MASQUERADE) and choose to have a server act as a Gateway
and masguerade for your inside network.

If you enabled IP Masguerading, then the modules i p_masq_ftp. o for ftp file transfers,
i p_masqg_irc.o for irc chats, i p_masq_quake. o you guessed it!, i p_masq_vdolive.o
for VDOLive video connections, ip_masq_cuseene.o for CU-SeeMe broadcasts and
i p_masq_r audi 0. o for RealAudio downloads will automatically be compiled. They are needed to
make masquerading for these protocols work.

Also, don't forget that you'll need to build a modularized kernel and answer Yes to the Enable loadable
module support (CONFIG_MODULES) option instead of amonoalithic kernel to be ableto use masguerad-
ing functions and modules likei p_nmasq_ft p. o on your Gateway server see the Linux Kernel section
above in this book for more information.

The basic masquerade code described for 1P: masguerading above only handles TCP or UDP packets
and ICMP errorsfor existing connections. The | P:1CMP Masquerading option adds additional support for
masquerading |CMP packets, such as ping or the probes used by the Windows 95™ tracer program.

Remember that other servers like the Web Server and Mail Server examples don't need to have these
options enabled since they either have areal |P address assigned or don't act as a Gateway for the inside
network.
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Config/etc/rc.d/init.d/firewall script
file -Gateway Server

Some Points to Consider

You can safely assume that you are potentially at risk if you connect your system to the Internet.
Y our gateway to the Internet is your greatest exposure, so we recommend the following:

» The gateway should not run any more applications than are absolutely necessary.

» The gateway should strictly limit the type and number of protocols allowed to flow through it
(protocols potentially provide security holes, such as FTP and telnet).

* Any system containing confidential or sensitive information should not be directly accessible
from the Internet.

Configure script for Example Gateway Server

Thisisthe configuration script file for our Gateway Server. This configuration allows unlimited traffic on
the Loopback interface, ICMP, DNS Server and Client (53), SSH Server and Client (22), HTTP Server
and Client (80), HTTPS Server and Client (443), POP Client (110), NNTP NEWS Client (119), SMTP
Server and Client (25), IMAP Server (143), IRC Client (6667), ICQ Client (4000), FTP Client (20, 21),
RealAudio / QuickTime Client, and OUTGOING TRACEROUTE requests by default.

If you don't want some services listed in the firewall rules files for the Gateway Server that | make ON
by default, comment them out with a "#" at the beginning of the line. If you want some other services
that | commented out with a"#", then remove the "#" at the beginning of their lines. If you have config-
ured Masquerading on your server, don't forget to uncomment the modul es necessary to masquerade their
respective services that you need likei p_masq_irc. o,i p_nmasq_r audi 0. o, etc under the MOD-
ULES MASQUERADING section of the firewall script file.

Create the firewall script filetouch /etc/rc.d/init.d/firewall, onyour Gateway Server and

add:

#!/ bi n/ sh

HHHHHF R HF R

Last nodified by Gerhard Mourani: 04-25-2000

Copyright (C 1997, 1998, 1999 Robert L. Ziegler

Perm ssion to use, copy, nodify, and distribute this software and its
docunent ati on for educational, research, private and non-profit purpose
without fee, and without a witten agreenent is hereby granted.

This software is provided as an exanple and basis for individual firewa
devel opnent. This software is provided without warranty.

Any nmaterial furnished by Robert L. Ziegler is furnished on an
"as is" basis. He makes no warranties of any kind, either expressed
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but not limted to,

exclusivity or

warranty
results obtained

net wor k servi ces.

# or inplied as to any matter including,

# of fitness for a particul ar purpose,

# fromuse of the material
o

#

# Invoked from/etc/rc.d/init.d/firewall.

# chkconfig: - 60 95

# description: Starts and stops the IPCHAINS Firewal | \
# used to provide Firewall

# Source function library.

/etc/rc.d/init.d/functions

# Source networking configuration
/ et c/ sysconfi g/ net wor k

# Check that networking is up

if [ ${NETWORKING = "no" ]

t hen

exit O

f

if [ ! -x /sbin/ipchains ]; then
exit O

f

# See how we were call ed.
case "$1" in
start)

echo -n "Starting Firewalling Services:

# Some definitions for easy maintenance.

# EDIT THESE TO SU T YOUR SYSTEM AND | SP

EXTERNAL_| NTERFACE=" et h0"
LOCAL_I NTERFACE_1="et h1"
LOOPBACK_| NTERFACE="1 0"

| PADDR="ny. i p. addr ess”
LOCALNET_1="192. 168. 1. 0/ 24"
| PSECSG="1y. i psecsg. addr ess"
FREESWANVI =" psec0"
ANYVHERE=" any/ 0"
NAMESERVER 1="ny. nane. server. 1"
NAMESERVER 2="ny. nane. server. 2"
MY_1 SP="ny. i sp. addr ess. range/ 24"

# | nternal

SMIP_SERVER="ry. snt p. server"
POP_SERVER="ny. pop. server"
NEWS_SERVER="ny. news. server"

SYSLOG SERVER="sysl og. i nternal . server"

LOOPBACK="127. 0. 0. 0/ 8"

# Internet connected interface
LAN i nterface

# Your | ocal nam ng convention
# Your | P address
# What ever private range you us

# Space separated |i st
# Space separated |i st
# Match any | P address
# Everyone nust have at |east on
# Your secondary nane server
# | SP & NOC address range

# Your Mail Hub Server.
# External pop server, if a
# External news server, if

# Your syslog internal s

# Reserved | oopback address ran
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CLASS A="10.0.0.0/8" # Class A private networks
CLASS B="172.16.0.0/ 12" # Class B private networks
CLASS C="192.168.0.0/ 16" # Class C private networks
CLASS_D MJULTI CAST="224.0.0. 0/ 4" # Class D nulticast addr
CLASS_E_RESERVED NET="240.0.0.0/5" # Cass E reserved a
BROADCAST_SRC="0. 0. 0. 0" # Broadcast source address
BROADCAST_DEST="255. 255. 255. 255" # Broadcast destin
PRI VPORTS="0: 1023" # Well known, privileged port r
UNPRI VPORTS="1024: 65535" # Unprivil eged port range

# SSH starts at 1023 and works down to 513 for
# each additional simultaneous incom ng connection
SSH PORTS="1022:1023" # range for SSH privil eged ports

# traceroute usually uses -S 32769: 65535 - D 33434: 33523
TRACERQUTE_SRC_PORTS="32769: 65535"
TRACEROQUTE_DEST_PORTS="33434: 33523"

# Default policy is DENY
# Explicitly accept desired | NCOM NG & QUTGO NG connecti ons

# Renove all existing rules belonging to this filter
i pchains -F

# Clearing all current rules and user defined chains
i pchains -X

# Set the default policy of the filter to deny.

# Don't even bother sending an error nessage back
i pchains -P input DENY

i pchai ns -P out put DENY

i pchains -P forward DENY

# set masquerade tinmeout to 10 hours for tcp connections
i pchains -M-S 36000 0 O

# Don't forward fragnments. Assenble before forwarding.
i pchains -A output -f -i $LOCAL_I NTERFACE_1 -j DENY

# MODULES MASQUERADI NG
# Uncommrent bellow all nodul es lines that you need

# These nodul es are necessary to masquerade their respective services.
/ sbi n/ modprobe i p_masq_ftp

/ sbi n/ nodpr obe i p_masq_raudi o ports=554, 7070, 7071, 6970, 6971

/ sbi n/ nodprobe ip_masq_irc

#/ sbi n/ modpr obe i p_masqg_vdol i ve

#/ sbi n/ modpr obe i p_masqg_cuseene

#/ sbi n/ modpr obe i p_nmasq_quake
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# LOOPBACK

# Unlimted traffic on the | oopback interface.
i pchains -A input -i $LOOPBACK_| NTERFACE -j ACCEPT
i pchains -A output -i $LOOPBACK_| NTERFACE -j ACCEPT

# Network Ghoul s
# Deny access to jerks

# letc/rc.d/rc.firewall. bl ocked contains a |ist of
# ipchains -A input -i $EXTERNAL_I NTERFACE -s address -j DENY
# rules to block fromany access.

# Refuse any connection from problemsites

#if [ -f /etc/rc.d/rc.firewall.blocked ]; then
# . letc/rc.d/rc.firewall. bl ocked

#i

# SPOOFI NG & BAD ADDRESSES

# Refuse spoof ed packets.

# lgnore blatantly illegal source addresses.

# Protect yourself from sending to bad addresses.

# Refuse spoofed packets pretending to be fromthe external address.

i pchains -A input -i $EXTERNAL_|I NTERFACE -s $I PADDR -j DENY -|

# Refuse packets claimng to be to or froma Class A private network
i pchains -A input -i $EXTERNAL_|I NTERFACE -s $CLASS A -j DENY -|

i pchains -A input -i $EXTERNAL_|I NTERFACE -d $CLASS A -j DENY -|

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS A -j REJECT -I
i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS A -j REJECT -I

# Refuse packets claimng to be to or froma Class B private network
i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS B -j DENY -I

i pchains -A input -i $EXTERNAL_|I NTERFACE -d $CLASS B -j DENY -I

i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS B -j REJECT -I

i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS B -j REJECT -I

# Refuse packets claimng to be to or froma Class C private network
i pchains -A input -i $EXTERNAL_I NTERFACE -s $CLASS C -j DENY -I
i pchains -A input -i $EXTERNAL_|I NTERFACE -d $CLASS C -j DENY -I
i pchains -A output -i $EXTERNAL_I NTERFACE -s $CLASS C -j REJECT -I
i pchains -A output -i $EXTERNAL_I NTERFACE -d $CLASS C -j REJECT -I

# Refuse packets claimng to be fromthe | oopback interface
i pchains -A input -i $EXTERNAL_I NTERFACE -s $LOOPBACK -j DENY -|
i pchains -A output -i $EXTERNAL_I NTERFACE -s $LOOPBACK -j REJECT -I

# Refuse broadcast address SOURCE packets
i pchains -A input -i $EXTERNAL_|I NTERFACE -s $BROADCAST_DEST -j DENY -|
i pchains -A input -i $EXTERNAL_I NTERFACE -d $BROADCAST_SRC -j DENY -1
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# Refuse Class D multicast addresses (in.h) (NET-3-HOANOQO

# Multicast is illegal as a source address.
# Mul ticast uses UDP.
i pchains -A input -i $EXTERNAL_|I NTERFACE -s $CLASS D MILTI CAST -j DENY -

# Refuse Class E reserved | P addresses
i pchains -A input -i $EXTERNAL_|I NTERFACE -s $CLASS E RESERVED NET -j DEN

# refuse addresses defined as reserved by the | ANA

#O.F xR LR R R QR kxR R kxR kD Q3L R R 27k

# 3L.* . x.x 37 xox.F) 390k k41 F % k) 42.% % * 58-60.*.*.*

# 65-95.*.* * 096-126.*.*.*, 197.* * * 201.*.*.* (?), 217-223.*.*.*

i pchains -A input -i $EXTERNAL_I NTERFACE -s 1.0.0.0/8 -j DENY -|
i pchains -A input -i $EXTERNAL_I NTERFACE -s 2.0.0.0/8 -j DENY -|
i pchains -A input -i $EXTERNAL_I NTERFACE -s 5.0.0.0/8 -j DENY -|
i pchains -A input -i $EXTERNAL_I NTERFACE -s 7.0.0.0/8 -j DENY -|
i pchains -A input -i $EXTERNAL_I NTERFACE -s 23.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 27.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 31.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 37.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 39.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 41.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 42.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 58.0.0.0/7 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 60.0.0.0/8 -j DENY -I
#65: 01000001 - /3 includes 64 - need 65-79 spelled out

i pchains -A input -i $EXTERNAL_I NTERFACE -s 65.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 66.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 67.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 68.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 69.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 70.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 71.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 72.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 73.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 74.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 75.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 76.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 77.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 78.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 79.0.0.0/8 -j DENY -I
#80: 01010000 - /4 masks 80-95

i pchains -A input -i $EXTERNAL_I NTERFACE -s 80.0.0.0/4 -j DENY -I
# 96: 01100000 - /4 nmakses 96-111

i pchains -A input -i $EXTERNAL_I NTERFACE -s 96.0.0.0/4 -j DENY -I
#126: 01111110 - /3 includes 127 - need 112-126 spelled out

i pchains -A input -i $EXTERNAL_I NTERFACE -s 112.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 113.0.0.0/8 -j DENY -I
i pchains -A input -i $EXTERNAL_I NTERFACE -s 114.0.0.0/8 -j DENY -I
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i pchains -A input -i $EXTERNAL_I NTERFACE -s 115.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 116.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 117.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 118.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 119.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 120.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 121.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 122.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 123.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 124.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 125.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 126.0.0.0/8 -j DENY -I
#217: 11011001 - /5 includes 216 - need 217-219 spelled out

i pchains -A input -i $EXTERNAL_I NTERFACE -s 217.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 218.0.0.0/8 -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -s 219.0.0.0/8 -j DENY -I
#223: 11011111 - /6 masks 220-223

i pchains -A input -i $EXTERNAL_I NTERFACE -s 220.0.0.0/6 -j DENY -I
o
# |1 CWP

# To prevent denial of service attacks based on | CWP bonbs, filter
# i ncomi ng Redirect (5) and outgoing Destination Unreachable (3).
# Not e, however, disabling Destination Unreachable (3) is not

# advisable, as it is used to negotiate packet fragnent size.

# For bi-directional ping.

# Message Types: Echo _Reply (0), Echo_Request (8)

# To prevent attacks, limt the src addresses to your |SP range.
#

# For outgoing traceroute.

# Message Types: | NCOM NG Dest _Unreachable (3), Tine_Exceeded (11)
# default UDP base: 33434 to base+nhops-1

#

# For incom ng traceroute.

# Message Types: OUTGO NG Dest _Unreachable (3), Tine_Exceeded (11)
# To block this, deny OUTGO NG 3 and 11

# 0: echo-reply (pong)

# 3: destination-unreachabl e, port-unreachable, fragnentation-needed, et
# 4: source-quench

# 5: redirect

# 8: echo-request (ping)

# 11: tine-exceeded

# 12: paraneter-problem

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \

-s $ANYWHERE O -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \

-s $ANYWHERE 3 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
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-s SANYWHERE 4 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s SANYWHERE 11 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s SANYWHERE 12 -d $I PADDR -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnp \
-s $MY_ISP 8 -d $I PADDR -j ACCEPT

i pchai ns -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR O -d $MY_I SP -j ACCEPT

i pchai ns -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 3 -d $MY_I SP -j ACCEPT

i pchai ns -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 4 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 8 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 12 -d $ANYWHERE -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p icnp \
-s $I PADDR 11 -d $MY_I SP -j ACCEPT

# UDP | NCOM NG TRACERQUTE
# traceroute usually uses -S 32769: 65535 - D 33434: 33523

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s $MY_I SP $TRACEROUTE_SRC _PORTS \
-d $I PADDR $TRACEROQUTE_DEST_PORTS -j ACCEPT -|

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s SANYWHERE $TRACERCQUTE_SRC PORTS \
-d $I PADDR $TRACEROUTE_DEST_PORTS -j DENY -1

# DNS: full server
# server/client to server query or response

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s $ANYWHERE $UNPRI VPORTS \
-d $I PADDR 53 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR 53 \
-d $SANYWHERE $UNPRI VPORTS -j ACCEPT

# DNS client (53)
i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \

-s $NAMESERVER 1 53 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT
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i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR $UNPRI VPORTS \
-d $NAMESERVER 1 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s $NAMESERVER 2 53 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $I PADDR $UNPRI VPORTS \
-d $NAMESERVER 2 53 -j ACCEPT

# TCP client to server requests are allowed by the protocol

# if UDP requests fail. This is rarely seen. Usually, clients
# use TCP as a secondary nanmeserver for zone transfers from
# their primary naneservers, and as hackers.

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $NAMESERVER 1 53 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d $NAMESERVER 1 53 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $NAMESERVER 2 53 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d $NAMESERVER 2 53 -j ACCEPT

# SSH server (22)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s $ANYWHERE $UNPRI VPORTS \
-d $I PADDR 22 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR 22 \
-d $SANYWHERE $UNPRI VPORTS -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s $ANYWHERE $SSH _PORTS \
-d $I PADDR 22 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
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-s $I PADDR 22 \
-d $ANYWHERE $SSH PORTS -j ACCEPT

# SSH client (22)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-S SANYWHERE 22 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d SANYWHERE 22 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-S SANYWHERE 22 \
-d $I PADDR $SSH PORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $SSH _PORTS \
-d SANYWHERE 22 -j ACCEPT

# HTTP client (80)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 80 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d SANYWHERE 80 -j ACCEPT

# HTTPS client (443)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s SANYWHERE 443 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

-s $| PADDR $UNPRI VPORTS \
-d SANYWHERE 443 -j ACCEPT

# POP client (110)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $POP_SERVER 110 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
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-s $I PADDR $UNPRI VPORTS \
-d $POP_SERVER 110 -j ACCEPT

#

NNTP NEWS client (119)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $NEWS_SERVER 119 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d $NEWS_SERVER 119 -j ACCEPT

#

#
#
#

H*H H H*

H*H H H*

#

#

FINGER client (79)
i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s SANYWHERE 79 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT
i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d SANYWHERE 79 -j ACCEPT
SYSLOG client (514)
i pchains -A output -i $LOCAL_I NTERFACE_1 -p udp \
-s $I PADDR 514 \
-d $SYSLOG SERVER 514 -j ACCEPT
AUTH server (113)
Rej ect, rather than deny, the incom ng auth port. (NET-3-HOMO
i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \

-s $ANYWHERE \
-d $I PADDR 113 -j REJECT

#

#
#
#

F*

AUTH client (113)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s SANYWHERE 113 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
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# -s $I PADDR $UNPRI VPORTS \
# -d $ANYWHERE 113 -j ACCEPT
B o m e e e o e e e e e e e e e e e e e e e e e eeieaaaas

# SMIP client (25)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-S SANYWHERE 25 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d SANYWHERE 25 -j ACCEPT

# IRC client (6667)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s SANYWHERE 6667 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d SANYWHERE 6667 -] ACCEPT

# 1CQ client (4000)

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE 2000: 4000 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d $SANYWHERE 2000: 4000 -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s $ANYWHERE 4000 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \

-s $I PADDR $UNPRI VPORTS \
-d $ANYWHERE 4000 -j ACCEPT

# FTP client (20, 21)

# out goi ng request
i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
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-s $ANYWHERE 21 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d SANYWHERE 21 -j ACCEPT

# NORMAL node data channel

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-s $ANYWHERE 20 \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

# NORMAL node data channel responses

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $I PADDR $UNPRI VPORTS \

-d SANYWHERE 20 -j ACCEPT

# PASSI VE node data channel creation

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \

-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

# PASSI VE node data channel responses

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s $ANYWHERE $UNPRI VPORTS \

-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s SANYWHERE 554 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d SANYWHERE 554 -j ACCEPT

# TCP is a nore secure nethod: 7070: 7071

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \
-s SANYWHERE 7070: 7071 \
-d $I PADDR $UNPRI VPORTS -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \
-s $I PADDR $UNPRI VPORTS \
-d $SANYWHERE 7070: 7071 -j ACCEPT

# UDP is the preferred method: 6970: 6999
# For LAN machi nes, UDP requires the Real Audi o nmasquer adi ng nodul e and
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# the i pmasqgadmthird-party software.

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s $ANYWHERE $UNPRI VPORTS \
-d $I PADDR 6970: 6999 -j ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \

-s $I PADDR $UNPRI VPORTS \
-d $ANYWHERE $UNPRI VPORTS -j ACCEPT

# WHA S client (43)

o

# i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp ! -y \

# -S SANYWHERE 43 \

# -d $I PADDR $UNPRI VPORTS -j ACCEPT

# i pchains -A output -i $EXTERNAL_I NTERFACE -p tcp \

# -s $I PADDR $UNPRI VPORTS \

# -d SANYWHERE 43 -j ACCEPT
o

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-s $| PADDR $TRACEROUTE_SRC PORTS \
-d SANYWHERE $TRACERCUTE_DEST_PORTS -j ACCEPT

# Unlimted traffic within the | ocal network.

# Al internal machi nes have access to the firewal|l nachine.

i pchains -A input -i $LOCAL_I NTERFACE_1 -s $LOCALNET_1 -j ACCEPT
i pchains -A output -i $LOCAL_I NTERFACE_1 -d $LOCALNET_1 -j ACCEPT

If you are using the FreeSWAN | PSec VPN, you will need to fill in the

addresses of the gateways in the | PSECSG and the virtual interfaces for
FreeS/Wan | PSEC i n the FREESWANVI paraneters. Look at the begi nning of
this firewall script rules file to set the paraneters.

H H HH

| PSECSG i s a Space separated |ist of renpte gateways. FREESWANVI is a
Space separated list of virtual interfaces for FreeS/ Wan | PSEC
i mpl enentation. Only include those that are actual ly used.

H*H H H*

Al'l ow | PSEC protocol fromrenote gateways on external interface
| PSEC uses three main types of packet:
| KE uses the UDP protocol and port 500,

H*H H H*
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# ESP use the protocol nunber 50, and
# AH use the protocol nunber 51

# i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
# -s $I PSECSG -] ACCEPT

# i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
# -d $I PSECSG -] ACCEPT

# i pchains -A input -i $EXTERNAL_I NTERFACE -p 50 \
# -s $I PSECSG -] ACCEPT

# i pchains -A output -i $EXTERNAL_I NTERFACE -p 50 \
# -d $I PSECSG -] ACCEPT

# i pchains -A input -i $EXTERNAL_I NTERFACE -p 51 \
# -s $I PSECSG -] ACCEPT

# i pchains -A output -i $EXTERNAL_I NTERFACE -p 51 \
# -d $I PSECSG -] ACCEPT

# Allow all traffic to FreeS/WAN Virtual Interface

# i pchains -A input -i $FREESWANVI \

# -s SANYWHERE \

# -d SANYWHERE -] ACCEPT

# i pchains -A output -i $FREESWANVI \

# -s SANYWHERE \

# -d SANYWHERE -] ACCEPT

# Forward anything fromthe FreeS/WAN virtual interface |IPSEC tunnel
# i pchains -A forward -i $FREESWANVI \

# -s SANYWHERE \

# -d SANYWHERE -] ACCEPT

# Disable IP spoofing protection to allow IPSEC to work properly
# echo 0 > /proc/sys/net/ipv4/conf/ipsecO/rp_filter

# echo 0 > /proc/sys/net/ipv4d/conf/ethO/rp_filter

# Masquerade internal traffic.

# Al internal traffic is masqueraded externally.

i pchains -A forward -i $EXTERNAL_|I NTERFACE -s $LOCALNET_1 -j MASQ

# Enabl e | ogging for sel ected deni ed packets

i pchains -A input -i $EXTERNAL_I NTERFACE -p tcp \
-d $I PADDR -j DENY -|

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-d $I PADDR $PRI VPORTS -j DENY -I
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i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \

-d $I PADDR $UNPRI VPORTS -j DENY -1

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnmp \

-s $ANYWHERE 5 -d $I PADDR -j DENY -I

i pchains -A input -i $EXTERNAL_I NTERFACE -p icnmp \

-s $ANYWHERE 13: 255 -d $I PADDR -j DENY -I

H o o o o o o o o o o o o e e e e e e e e e e e e e e e e e eeeaa s
st op)

echo -n "Shutting Firewalling Services:

# Renove all existing rules belonging to this filter
i pchains -F

# Delete all user-defined chain to this filter
i pchains -X

# Reset the default policy of the filter to accept.
i pchains -P input ACCEPT

i pchai ns -P out put ACCEPT

i pchains -P forward ACCEPT

st at us)

status firewal |

restart|rel oad)

$0 stop

$0 start

3

echo "Usage: firewall {start|stop|status|restart|reload}”
exit 1

esac

exit O
Now, make this script executable and change its default permissions:

[ root @eep] /#chnmod 700 /etc/rc.d/init.d/firewall
[root @eep] /#chown 0.0 /etc/rc.d/init.d/firewall

Create the symbolicr c. d linksfor your Firewall with the command:

[ root @eep] /#chkconfig --add firewall
[ root @eep] /#chkconfig --level 345 firewall on
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Now, your firewall rules are configured to use System V init -System V init is in charge of starting all
the normal processes that need to run at boot time and it will be automatically started each time your
server reboots.

To manually stop the firewall on your system, use the following command:

[root @eep] /# /etc/rc.d/init.d/firewall stop

Shutting Firewal ling Services: [ X ]
To manually start the firewall on your system, use the following command:

[root @eep] /# /etc/rc.d/init.d/firewall start

Starting Firewalling Services: [ &K ]

Deny access to some address

Sometimes you'll know an address that you would like to block from having any access at all to your
server. You can do that by creatingtherc. fi rewal | . bl ocked fileunder / et c/ rc. d/ directory
and uncomment the following linesin your firewall rules scriptsfile:

Edit your firewall scriptsfilevi/ etc/rc.d/init.d/firewall anduncommentthefollowing lines:

if [ -f /letc/rc.d/rc.firewall.blocked ]; then
/etc/rc.d/rc.firewall. bl ocked
fi

Create the rc.firewall.blocked file touch /etc/rc.d/rc.firewall.blocked and add inside this file al the IP
addresses that you want to block from having any access to your server at all: For example, | put the
following |P addresses in thisfile:

Example12.1.rc.firewal | . bl ocked

204.254.45.9
187.231.11.5

Further documentation, more details, there are several man pages you can read:

* ipchains(8) - IP firewall administration
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* ipchains-restore(8) - restore IP firewall chains from stdin

* ipchains-save(8) - save IP firewall chainsto stdout

| PCHAI NS Administrative Tools

The commands listed below are some tools that we use often, but many more exist, and you should check
the man page and documentation for more detailsand information. Theipchainstool isused for thefirewall
administration of the Linux system. We can use it to set up afirewall rulesfile, as we are doing in this
book. Once firewall rules have been created we can play with its many commands to maintain, and inspect
itsrulesin the Linux kernel.

Tolist all rulesin the selected chain, use the command:

[root @eep] /# ipchains -L

This command will list al rulesin the selected chain. If no chain is selected, all chains are listed.

Tolist al input rulesin the selected chain, use the command:
[root @eep] /# ipchains -L input

This command will list all input rules we have configured in the selected chain.

Tolist all output rulesin the selected chain, use the command:
[root @eep] /# ipchains -L output

This command will list all output rules we have configured in the selected chain.

Tolist all forward rulesin the selected chain, use the command:
[root @eep] /# ipchains -L forward
This command will list al forward rules in the selected chain. This of course works only if you have
configured Masguerading on your server. for gateway serversin general.
To list all masquerades rules in the selected chain, use the command:
[root @eep] /# ipchains -M
This option alows viewing of the currently masqueraded connections. Y ou must have configured Mas-

querading on your server for this command to work, once again, only for gateway servers.

Tolist al rulesin numeric output in the selected chain, use the command:
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[root @eep] /# ipchains -nL

This command will list al rulesin numeric output. All the IP addresses and port numbers will be printed
in numeric format.
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Part 5. Software -Security

The next Two parts will exclusively deal with the Software other than the one's which the Linux distribution, in our
case Redhat Linux, may or may not provide as a part of its core distribution. In some cases it may be provided as an
extra but may come as pre-compiled binary which may not exactly suit your purpose. Hence we have in most cases
used source packages usually packed astar gzipped -* . t ar . gz or in some recent caseintar bzipped -* . t ar . bz2
format. This gives us the maximum available choices to tweak, choose and del ete the options within these Softwares.
Justaword aboutthe* . t ar . gz and* . t ar . bz 2, the contents are same except that the compression used isdifferent
and the bz 2 extention is smaller in size as compressed format.
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Chapter 13. Linux -The Compiler

functionality

We are, now at one of the most interesting point, here we will compile and install all the services that we
wish to offer in our Linux server. Before we begin to explain how to compile and install server software
with all the necessary securities and optimizations that we will need on our server, it isimportant to know
the commands and programs we'll use often to do the job. First of all, we must ensure that we have the
necessary packages needed to make compilations on our system. These packages must beinstalled on your
server or you'll not be able to compile programs.

The necessary packages

The following are the necessary packages needed to be able to compile the other software programs on
your system after recompilation of your kernel. This softwareis on your Red Hat Linux 6.1 or 6.2 Part 1
CD-ROM under RedHat/RPM S directory if they are not aready installed.

[ root @eep] /#rmount /dev/cdrom /mmt/cdront
[ root @eep] /#cd / mt/ cdronf RedHat / RPMS/

n Yerswon 6.1

aut oconf-2. 13-5. noarch. r pm
nd-1.4-12.1386.rpm

aut omake- 1. 4-5. noarch. rpm
dev86-0.14.9-1.i 386.rpm

bi son-1.28-1.i386.rpm
byacc-1.9-11.i 386.rpm
cdecl -2.5-9.i386.rpm
cpp-1.1.2-24.i386.rpm
cproto-4.6-2.i386.rpm

q Yersion 6.2

aut oconf-2. 13-5. noarch. rpm
nd-1.4-12.i386.rpm

aut omake- 1. 4- 6. noar ch. r pm
dev86-0. 15. 0-2.i 386. rpm

bi son-1.28-2.i 386.rpm
byacc-1.9-12.i 386. rpm
cdecl -2.5-10.i 386. rpm
cpp-1.1.2-30.i386.rpm
cproto-4.6-3.i386.rpm

ctags-3.2-1.i386.rpm
egcs-1.1.2-24.i386.rpm

El ectricFence-2.1-1.i386.rpm
flex-2.5.4a-7.i386.rpm
gdb-4.18-4.1386.rpm

ker nel - headers-2.2.12-20.i 386.rpm
glibc-devel -2.1.2-11.i386.rpm
make- 3. 77- 6.1 386. rpm

patch-2.5-9.i 386.rpm

ctags-3.4-1.i386.rpm
egcs-1.1.2-30.i386.rpm

El ectri cFence-2. 1-3.i386.rpm
flex-2.5.4a-9.i386.rpm
gdb-4.18-11.i 386. rpm

ker nel - headers-2.2.14-5.0.i386.rpm
glibc-devel -2.1.3-15.i386.rpm
make-3.78.1-4.i 386. rpm

pat ch-2.5-10.i 386. rpm
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ﬁlgum.a.m

Itis better to install the software described above all together if you don't want to receive depen-
dency error messages during RPM install. If you have followed all the steps in Installation of
your Linux Server, then all of these packages are already installed on your system and you don't
need to reinstall them again.

The RPM command to install a RPM package on your systemis:

[root @eep] /#rpm -Uvh foo-1.0-2.i386.rpm

The RPM command to verify that a package isor isnot installed on your systemis:

[root @eep] /#rpm-q foo

Once again, after install ation and compilation of al programsthat you need on your server, itsimportant to
uninstall all sharp objects compilers, etc. describe above. Thiswill protect your system from unauthorized
users trying to compile programs on your server without authorization.

Another thing to do is to move the rpm binary program to a safe place like a floppy disk for the same
reasons listed above. Imagine somebody with dark intentions trying to compile programs on your server
and realizing that compilers are not available. They will switch to import programs RPM on the server and
install it with the RPM commands. Whoops, Heh! Heh! surprised! RPM commandsarenot availableeither.

Of course, in future if you need to install new software on your server, all you have to do isto replace it
from the floppy disk. To move the RPM binary in the floppy disk, use the command:

[ root @eep] /#mount /dev/fdO /mt/fl oppy/
[root @eep] /#mv /bin/rpm/mt/fl oppy
[ root @eep] /#unount /mt/fl oppy/

To put the RPM binary to its original directory, use the command:

[ root @eep] /#mount /dev/fdO /mt/fl oppy/
[root @eep] /#cp /mt/floppy/rpm/bin/
[root @eep] /#unmount /mt/fl oppy/

E’l}'ﬁﬁtﬂlﬂﬁ

Never uninstall the RPM program completely from your system or you will be unable to reinstall
it again later since to install RPM or other software you need to have RPM commands available.
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Why choosetarbal | s?

All the programsin Red Hat distributions of Linux are provided as RPM files. An RPM file, also known,
as a package, is away of distributing software so that it can be easily installed, upgraded, queried, and
deleted. However, in Unix world, the defacto-standard for package distribution continues to be by way of
so-called t ar bal | s. Tarballs are smply compressed files that can be readable and uncompressed with
the tar utility. Installing from tar is usually significantly more tedious than using RPM. So why would
we choose to do so?

1. Unfortunately, it takes a few weeks for developers and coders to get the latest version of a package
converted to RPMs because many developersfirst releasethem ast ar bal | s.

2. When developers and vendors release a new RPM, they include a lot of options that often are not
necessary. Those organi zation and companies don't know what options you will need and what you will
not, so they include the most used to fit the needs of everyone.

3. Often RPMsare not optimized for your specific processors; companieslike Red Hat Linux build RPMs
based on a standard PC. This permit their RPM packages to beinstalled on all sorts of computers since
compiling programs for an 1386 machine can fit on all systems.

4. Sometimesyou download and install RPM, which other peopl e around the world are building and make
availablefor your purposes. This can pose conflictsin certain cases depending how thisindividual built
the package, such as errors, security and al the other problems described above.

Compiling software on your system

A program is something a computer can execute. Originally, somebody wrote the source code in a pro-
gramming language he/she could understand e.g., C, C++. The program source code also makes sense to
a compiler that converts the instructions into a binary file suited to whatever processor is wanted e.g. a
386 or similar. A modern file format for these executable programs is Elf. The programmer compiles his
source using the compiler and gets a result of some sort. It's not at all uncommon that early attempts fail
to compile, or having compiled, fail to act as expected. Half of programming is tracking down and fixing
these problems debugging.

For the beginners there are more aspect and new words relating to compilation of a source code that you
must know, these includes but are not limited to:

The Multiple Files One-file programs are quite rare. Usually there are a number of files
say *.c, *. cpp, etc. that are each compiled into object files*. o
and then linked into an executable. The compiler is usually used to
perform the linking and calls the Id program behind the scenes.

The Makefiles The Makefiles are intended to aid you in building your program the
same way each time. They also often help with speed. The make pro-
gram uses dependencies in the Makefile to decide what parts of the
program need to be recompiled. If you change one source file out of
fifty you hopeto get away with one compile and onelink step, instead
of starting from scratch.

TheLibraries Programscan belinked not only to object files* . o but alsotolibraries
that are collections of object files. There are two forms of linking to
libraries: static, where the code goes in the executable file, and dy-
namic, where the code is collected when the program starts to run.

The Patches It was common before for executable files to be given corrections
without recompiling them. Now this practice has died out; in modern
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days, people changes a small proportion of the whole source code,
putting a change into a file called a patch. Where different versions
of aprogram are required, small changes to code can be released this
way, saving the trouble of having two large distributions.

The Errors in Compilation and  Errorsin compilation and linking are often typos, omissions, and mis-

Linking use of thelanguage. Check that theright includesfiles are used for the
functionsyou are calling. Unreferenced symbols arethe sign of anin-
completelink step. Also checksif the necessary development libraries
GLIBC or tools GCC, DEV86, AUTOMAKE, etc. are installed on
your system.

The Debugging Debugging is alarge topic. It usually helps to have statements in the
code that inform you of what is happening. To avoid drowning in out-
put you might sometimes get them to print out only the first 3 pass-
esin aloop. Checking that variables have passed correctly between
modules often helps. Get familiar with your debugging tools.

Build, Install software on your system

You will see from the next chapter right through Part 6 that we use many different compile commands
to build and install programs on the server. These commands are UNIX compatible and are used on all
variant off * ni x machinesto compile and install software.

The procedures to compile and install software tarballs on your server follow:

1. First of all, you must download the tarball from your trusted software archive site. Usually from the
main site of the software you hopeto install.

2. After downloading thetarball changetothe/ var / t np/ directory, notethat other paths are possible,
as persona discretion and untar the archive by typing the commands as root as in the following
example:

Example 13.1. Using tar
[root @eep] /#tar xzpf foo.tar.gz

The above command will extract all files from the example foo.tar.gz compressed archive and will
create anew directory for them with the name of this software from the path where you are executing

the command.

The x option tellstar to extract all files from the archive.

The z option tells tar that the archive is compressed with gzip.

The p option maintains the original and permissions the files had as the archive was created.
Thef option tellstar that the very next argument is the file name.

Once the tarball has been decompressed into the appropriate directory, you will almost certainly find a
READIVE and/or an | NSTALL file included with the newly decompressed files, with further instructions
on how to build and compile the software package for use. Y ou will need to enter commands similar to
the following example:
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./configure
make
make install

The above commands;

Jconfigurewill configure the software to ensure your system has the necessary functionality and libraries
to successfully compile the package

make will compile all the source files into executable binaries.

Finally, makeinstall will install the binaries and any supporting files into the appropriate locations.
Other specifics commands that you'll see in our book for compilation and installation procedure will be:

make depend

strip
chown
make depend command will build and make the necessary dependencies for different
files.
strip command will discard all symbolsfrom the object files. This meansthat
our binary filewill besmaller in size, will improve abit the performance
hit to the program since there will be fewer linesto read by the system
when it executes the binary.
chown command will set the correct files owner and group permission for the
binaries.
E‘y HOTE

More commands when necessary will be explained in the concerned installation procedure.

Edit files with the vi editor

The vi program is atext editor that you can use to edit any text and particularly programs. During instal-
lation of software, the user will often have to edit text files like Makef i | es or configuration files to
make and fit they changes. The following are some of the most important keystroke commands to get

around in vi.

[ To insert text before the cursor.

a To append text after the cursor.
dd To delete the current line.

X To delete the current character.
Esc To end the insert or append mode.
u To undo the last command.
Ctrl+f Scroll up one page.
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Ctrl+b Scroll down one page.

/string Search forward for string.

:f Display filename and current line nmber.
:q Quit editor.

:q! Quit editor without saving changes.

‘wq Save changes and exit editor.

=

Eﬁ'li'n'.ﬂﬂﬂlﬂﬁ

Before proceeding to read the rest of this book, it should be noted that the text assumes that
certain files are placed in certain directories. Where they have been specified, the conventions
we adopt here for locating these files are those of the Red Hat Linux distribution. If you are using
adistribution of Linux or some other operating system that chooses to distribute these filesin a
different way, you should be careful when copying examples directly from the text.
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Monitoring

sXid

At this part of our book, all software-listed on chapter 14 through chapter 32 are optional and depends on
what you want to install or do on your server. e.g., What kind of tasks will your server do, and for which
part of your network Intranet/Internet? In other parts it may be important for you to replace the Telnet
program with SSH for secure remote administration. Another interesting program is Tripwire that aids
system administrators and users in monitoring a designated set of files for any changes.

SUID/SGID files can be a security hazard. To reduce the risks, we have previously already removed the
s bits from root-owned programs that won't absolutely require such privilege, but future and existing files
may be set with these s bits enabled without your notification.

sXidisan al inonesui d/ sgi d monitoring program designed to be run from cron on aregular basis.
Basicadly it tracks any changes in your s[ ug] i d files and folders. If there are any new ones, ones that
aren't set any more, or they have changed bits or other modes then it reports the changes in an easy to
read format viaemail or on the command line. sXid will automate the task to find all SUID/SGID on your
server and report them to you. Once installed you can forget it and it will do the job for you.

These installation instructions assume the following:

» Commands are Unix-compatible.

» Thesource pathis/ var/ t nmp other paths are possible.

Installations were tested on Red Hat Linux 6.1 and 6.2.
» All stepsin theinstallation will happen in super-user account r oot .
 sXid version number as of thiswritingis4. 0. 1

Packages can be dowloaded from the sXid FTP Site:ftp://marcus.seva.net/pub/sxid/ and Y ou must be sure
to download: sxid_4.0.1.tar.gz or whatever the latest versionis.

ﬁnnﬂmn

Theinstructions explained here in this book are applicable to the version number mentioned and
you need to consult the README and/or | NSTALL with in the tarball of the version you have
downloaded for any changes, additions and deletions etc..

ﬁlgum.a.m

Itisagood ideato make alist of files on the system before you install sXid, and one afterwards,
and then compare them using diff to find out what file it placed where. Simply run find / * >
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sXi d1 beforeand find / * > sXi d2 after you install the software, and use di ff sXi d1
sXi d2 > sXid-Install ed togetalist of what changed.

Decompressthetarball t ar . gz.

[ root @eep] /#cp sxid version.tar.gz /var/tnmp/
[ root @eep] /#cd /var/tnp
[root @eep ] /tnp#tar xzpf sxid version.tar.gz

To Compile and Optimize move into the new sXid directory and type the following commands on your
terminal:

[ root @eep tnp]#cd sxid-4.0.1
[root @eep ] /sxid-4.0.1#nmake install

The above commands will configure the software to ensure your system has the necessary functionality
and libraries to successfully compile the package, compile al source files into executable binaries, and
then install the binaries and any supporting files into the appropriate locations. Please do a cleanup later:

[ root @eep] /#cd /var/tnp
[root @eep ] /tnp#rm -rf sxid-version/ sxid version_tar.gz

The rm command as used above will remove all the source fileswe have used to compile and install sXid.
It will also remove the sXid compressed archive from the/ var / t np directory.

Configure and Optimize sXid
EHDTE

All the configuration files required for each software described in this book has been provided
by us asagzipped file, f | oppy. t gz for your convenience. This can be downloaded from this
web address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any lo-
cation on your local machine, say for example/ t np, assuming you have donethisyour directory
structurewill be/ t np/ f | oppy. Withinthisfloppy directory each configuration file hasitsown
directory for respective software. For example sXid configuration file are organised like this:

total 4
STWr--F-- 1 harrypotter harrypotter 1586 Jun 8 13

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asitis.
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F TiF

To run sXid, the following file from the floppy.tgz archive is required and must be created or
copied to the appropriatedirectory onyour server. Copy thesxid.conf filetothe/ et ¢/ directory.
or aternatively you can copy and paste directly from this book to the concerned file.

Configure the / et ¢/ sxi d. conf file

The configuration file for sXid / et ¢/ sxi d. conf alows you to set options that modify the operation
of the program. It iswell commented and very basic.

1. Edit the sxid.conf filevi / et ¢/ sxi d. conf and set your needs:

# Configuration file for sXid
# Note that all directories nust be absolute with no trailing /'s

# Where to begin our file search
SEARCH = "/"

# Whi ch subdirectories to exclude from searching
EXCLUDE = "/proc /mt /cdrom /fl oppy"

# Who to send reports to
EMAIL = "root"

# Always send reports, even when there are no changes?
ALWAYS_NOTI FY = "no"

# Where to keep interimlogs. This will rotate 'x' nunber of
# tinmes based on KEEP_LOGS bel ow
LOG FILE = "/var/l og/sxid. | og"

# How many | ogs to keep
KEEP_LCGS = "5"

# Rotate the | ogs even when there are no changes?
ALWAYS ROTATE = "no"

# Directories where +s is forbidden (these are searched
# even if not explicitly in SEARCH), EXCLUDE rul es apply
FORBI DDEN = "/ hone /tnp"

# Renove (-s) files found in forbidden directories?
ENFORCE = "yes"

# This inplies ALVAYS NOTIFY. It will send a full Iist of
# entries along with the changes
LI STALL = "no"

# lgnore entries for directories in these paths
# (this neans that only files will be recorded, you
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# can effectively ignore all directory entries by
# setting this to "/"). The default is /hone since
# sonme systens have /hone g+s.

| GNORE_DI RS = "/ hone"

# File that contains a list of (each on it's own line)

# of other files that sxid should nmonitor. This is usefu

# for files that aren't +s, but relate to system

# integrity (tcpd, inetd, apache...).

# EXTRA_LIST = "/etc/sxid. list"

# Mail program This changes the default conpiled in

# mailer for reports. You only need this if you have changed
# it's location and don't want to reconpile sxid.

# MAIL_PROG = "/usr/bin/nail"

2. Placean entry into root's crontabs to make sXid run as a cronjob. sXid will run from crond; basically
it tracksany changesinyour s[ ug] i d filesand folders. If there are any new ones, onesthat aren't set
any more, or they have changed bits or other modes then it reports the changes. To add sxid in your
cronjob you must edit the crontab and add the following line: To edit the crontab, use the command
asroot:

[root @leep] /#crontab -e

# Sanple crontab entry to run every day at 4am
04 * * * Jusr/bin/sxid

Further documentation for more detail s, there are some man pagesyou can read sxid.conf (5) -configuration
settings for sxid and sxid(1) - check for changesin qug]id files and directories

sXid as administrative tool is meant to run as acronjob. It must run once aday, but busy shell boxes may
want to run it twice aday. You can aso run this manually for spot-checking. To run sxid manually, use
the command:

[ root @eep] /#sxid -k

sXid Vers : 4.0.1

Check run : Wed Dec 29 12:40:32 1999
This host : mail.openna.com

Spot check : /hone/adnin

Excluding : /proc /mt /cdrom/fl oppy
I gnore Dirs: /hone

Forbidden : /home /tnp

No changes found! This checks for changes by recursing the current working directory. Log files will not
be rotated and no email sent. All output will go to stdout.
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These are the Installed files on your system by the program sXid.

/ et ¢/ sxid. conf
/usr/bin/sxid

/fusr/ man/ manl/sxid. 1
/usr/ man/ man5/ sxi d. conf. 5

Logcheck

One important task in the security world isto regularly check the log files. Often the daily activities of an

administrator don't allow him the time to do this task and this can bring about problems.

Extracted from [Logcheck abstract]:

Auditing and logging system events is important! What is more important is that system adminis-
trators be aware of these events so they can prevent problemsthat will inevitably occur if you havea
system connected to the Internet. Unfortunately for most Unicesit doesn't matter how much you log
activity if nobody ever checks the logs, which is often the case. This is where logcheck will help.
L ogcheck automates the auditing process and weeds out normal log information to give you a con-
densed look at problems and potential troublemakers mailed to wherever you please. Logcheck isa
software package that is designed to automatically run and check system log files for security vio-
lations and unusual activity. Logcheck utilizes a program called logtail that remembers the last po-
sition it read fromin alog file and usesthis position on subsequent runsto process new information.

These installation instructions assume

These are the packages available at L ogcheck Homepage Site: http://www.psionic.com/abacus/logcheck/,

Commands are Unix-compatible.

The source path is/ var / t np other paths are possible.
Installations were tested on Red Hat Linux 6.1 and 6.2.

All stepsin the installation will happen in super-user account root.

Logcheck version numberis1. 1. 1

and you must be sure to download: logcheck-1.1.1.tar.gz available as of thiswriting.

ﬁ_lgun‘mm

Please do not forget to read the READMVE and/or | NSTALL with in the tarball you have down-
loaded if the version number is not the same as we have suggested and follow the instructions
since there are chances of some changes either bythe way of additions or deletions are likely to
be there.

Before you uncompress and install from the tarballs it is a good idea to make alist of files on the system
before you install Logcheck, and one afterwards, and then compare them using diff to find out what files
were placed where. Simply run find / * > Logcheckl before and find / * > Logcheck?2 after
you install the software, and use diff Logcheckl Logcheck2 > Logcheck-Install ed to get
alist of what changed.

To compile, you need to decompress the tarball (tar.gz).
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[ root @eep] /#cp | ogcheck-version.tar.gz /var/tnp/
[ root @eep] /#cd /var/tnp
[root @eep ]/tnp#tar xzpf | ogcheck-version.tar.gz

To Compile and Optimize you must modify the Makef i | e file of Logcheck to specify installation paths,
compilation flags, and optimizations for your system. We must modify thisfile to be compliant with Red
Hat's file system structure and install Logcheck script files under our PATH Environment variable.

1

Move into the new Logcheck directory and edit the Makef i | e, vi Makef i | e and change the fol-
lowing lines by type the following commands on your terminal:

a

Toread:

Toread:

Toread:

Toread:

Toread:

CC = cc

CC = egcs

CFLAGS = -0

CFLAGS = - -funroll-loops -ffast-math -nalign-doubl e - ncpu=pent

| NSTALLDIR = /usr/l ocal /etc

I NSTALLDI R = /etc/ | ogcheck

I NSTALLDIR BIN = /usr/local/bin

I NSTALLDIR BIN = /usr/bin

I NSTALLDIR SH = /usr/local/etc
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I NSTALLDI R_SH = /usr/bin

TMPDIR = /usr/local/etc/tnp

Toread:

TWPDI R

/etc/l ogcheck/tnmp

g. Theabove changeswill configure the software to use egcs compiler, optimization flags specific
toour system, and locateall filesrelated to L ogcheck softwareto the destinationtarget directories
we have chosen to be compliant with the Red Hat file system structure.

2. Editthe Makefilefilevi +67 Makef i | e and change the following line:
@f [ ! -d $(TMWPDIR) ]; then /bin/nkdir $(TMPDIR); fi
Toread:
@f [ ! -d $(TMPDIR) ]; then /bin/nkdir -p $(TMPDIR); fi

The above change -p will allow the installation program to create parent directories as needed.

3. Instal Logcheck on your system.
[root @eep ]/1ogcheck-1.1. 1#nake | i nux

The above command will configure the software for the Linux operating system, compile all source
filesinto executable binaries, and then install the binaries and any supporting filesinto the appropriate
locations. Please don't forget to cleanup later:

[root @eep] /#cd /var/tnp
[root @eep ]/tmp#rm -rf | ogcheck-version/ |ogcheck-version_ tar. gz

Therm command as used above will remove all the source files we have used to compile and install
Logcheck. It will also remove the Logcheck compressed archive fromthe/ var / t np directory.

Configure and Optimize Logcheck

You need to configure the/ usr/ bi n/ | ogcheck. sh script file, Since we are using an alternate path
for thefilesi.e. not/ usr/ | ocal / et ¢, we need to change the path entriesfor | ogcheck. hacki ng,
| ogcheck. vi ol ati ons, | ogcheck. i gnor e, | ogcheck. vi ol ati ons. i gnore, and| og-
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tail inthemain| ogcheck. sh script. The script file for Logcheck / usr / bi n/ | ogcheck. sh al-
lows you to set these options that modify the path entries and operation of the program. It is well com-
mented and very basic.

1. Edit thelogcheck.shfilevi / usr/ bi n/ |1 ogcheck. sh and change the following:

* LOGTAI L=/ usr /| ocal / bi n/| ogt ai |
To read:
LOGTAI L=/ usr/bi n/1 ogt ai |
b.
TMPDI R=/ usr/l ocal /etc/tnp
To read:
TMPDI R=/ et ¢/ | ogcheck/t np
C.
HACKI NG_FI LE=/ usr/ | ocal / et c/ | ogcheck. hacki ng
To read:
HACKI NG_FI LE=/ et c/ | ogcheck/ | ogcheck. hacki ng
d.
VI CLATI ONS_FI LE=/ usr/ | ocal / et c/ | ogcheck. vi ol ati ons
To read:
VI CLATI ONS_FI LE=/ et c/ | ogcheck/ | ogcheck. vi ol ati ons
e
VI CLATI ONS_| GNORE_FI LE=/usr/ | ocal / et c/ | ogcheck. vi ol ati ons. i ghore
To read:

VI OLATI ONS_| GNORE_FI LE=/ et c/ | ogcheck/ | ogcheck. vi ol ati ons. i gnore
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| GNORE_FI LE=/usr/ | ocal / et c/ 1 ogcheck. i gnore
To read:
| GNORE_FI LE=/ et c/ | ogcheck/ | ogcheck. i gnore

2. After installing Logcheck, place an entry into root's crontabs to make Logcheck run as a cronjob,
you should edit your local crontab file for root and set L ogcheck to run once per hour recommended,
although you can do it more frequently, or less frequently. To add Logcheck in your cronjob you
must edit the crontab and add the following line as root:

[root @eep] /#crontab -e

# Hourly check Log files for security violations and unusual activity.
00 * * * * [usr/bin/logcheck.sh

F HOTE

Remember, L ogcheck does not report anything via email if it has nothing useful to say.

These are the files Installed by the program Logcheck on your sytem, for your future referance.

/ etc/l ogcheck /usr/ bin/logcheck. sh

/etc/l ogcheck/tnp /usr/bin/logtail

/ etc/ | ogcheck/| ogcheck. hacki ng /var/| og/ messages. of f set
/etc/l ogcheck/| ogcheck. viol ati ons /var/l og/secure. of f set

[ etc/l ogcheck/ /var/1og/ maill og. of f set

| ogcheck. vi ol ati ons. i gnore
[ etc/l ogcheck/ | ogcheck. i gnore

PortSentry

Firewalls help us to protect our network from unsolicited intrusions. Using them we can choose which
ports we want to be open and which one's we dont. Information is kept private by your organization and
responsibility of individuals asociated. Nobody from the outside implicitly knows this information, but
attackers know as well as spammers, that for some kind of attacks you can use a special program to scan
all the ports on a server to glean this valuable information i.e. what is open and what is not.
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From the [PortSentry introduction]:

A port scanisasymptom of alarger problem coming your way. It isoften the pre-cursor for an attack
and isacritical piece of information for properly defending your information resources. PortSentry
is a program designed to detect and respond to port scans against atarget host in real-time and has
anumber of options to detect port scans. When it finds one it can react in the following ways:

A log indicating the incident is made via syslog().

The target host is automatically dropped into/ et ¢/ host s. deny for TCP Wrappers.

Thelocal host is automatically re-configured to route all traffic to the target to a dead host to make
the target system disappear.

The local host is automatically re-configured to drop all packets from the target via alocal packet
filter.

The purpose of thisisto give an admin a heads up that their host is being probed.

These installation instructions assume:

» Commands are Unix-compatible.

e Thesource pathis/ var/ t np other paths are possible.

* Installations were tested on Red Hat Linux 6.1 and 6.2.

» All stepsin the installation will happen in super-user account root.
* Portsentry version number is1. 0

These are the Package(s) you have to download and Portsentry Homepage: http://www.psionic.com/aba-
cus/portsentry/ Y ou must be sure to download: portsentry-1.0.tar.gz

E_Ignnmm

Please do not forget to read the READIVE and/or | NSTALL with in the tarball you have down-
loaded if the version number is not the same as we have suggested and follow the instructions
since there are chances of some changes either by the way of additions or deletions are likely
to be there.

When you install from Tarball(s), it is always better to make alist of files on the system before you install
Portsentry, and one afterwards, and then compare them using diff to find out what file is placed where. A
Simplestepfind /* > Portsentryl beforeandfind /* > Portsentry?2 after youinstall
the software, anduse di ff Portsentryl Portsentry2 > PortSentry-Install ed toget
alist of what changed.

Y ou need to Compile so Decompressthetarball *. t ar . gz.
[ root @eep] /#cp portsentry-version.tar.gz /var/tnp/

[ root @eep] /#cd /var/tnp
[root @eep ]/tnp#tar xzpf portsentry-version.tar.gz

Procedure 14.1. Optimize to compile

1. You must modify the Makef i | e filefor Portsentry to specify installation paths, compilation flags,
and optimizations for your system. We must also modify thisfile to be compliant with Red Hat file's

193



Software -Security/Monitoring

system structure. Move into the new Portsentry directory and with the following commands on your
terminal edit the Makef i | e filevi Makef i | e and change the following lines:

a
CC = cc
To read:
CC = egcs
b.
CFLAGS = -0 -wal |l
To read:
CFLAGS = - -funroll-loops -ffast-math -malign-doubl e -ntpu=penti
C.
I NSTALLDI R = /usr/ | ocal / psionic
To read:

I NSTALLDI R = /usr/ psionic

d. Theabove changeswill configure the software to use egcs compiler, optimization flags specific
to our system, and locate all files related to Portsentry software to the target directories we have
chosen.

Sinceweareusing an aternate path for thefilesi.e.not/ usr /| ocal / psi oni ¢, weneedtochange
the path to the PortSentry configuration file in the main portsentry_config.h header file. Move into
the new PortSentry directory and edit the portsentry_config.hfilevi port sentry_confi g. hand
change the following line:

#define CONFI G_FILE "/usr/|ocal/psionic/portsentry/portsentry.conf”

To read:

#define CONFI G FILE "/ usr/psionic/portsentry/portsentry.conf"

Step 3 Install Portsentry on your system.

[root @leep ]/portsentry-1.0#nake | i nux
[root @eep ]/portsentry-1. 0#nake install
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The above commands will configure the software to the Linux operating system, compile, build, and
then finally install filesinto the appropriate locations.

Please do a cleanup later:

[root @eep] /# cd /var/tnp

[root @eep ]/tnmp#rm -rf portsentry-version/ portsentry-version_tar.gz

The rm command will remove al the source files we have used to compile and install PortSentry. It will
also remove the PortSentry compressed archive fromthe/ var / t np directory.

Configure and Optimise Portsentry

You have to configure the the / usr/ psi oni ¢/ portsentry/ portsentry. conf file which is
the main configuration file for the PortSentry Software; you can specify which ports you want to lis-
ten to, which IP addresses are denied, monitor, ignore, disable automatic responses, and so on. For
more information read the README. i nst al | file under the PortSentry source directory. Edit the
portsentry.conf file,vi/usr/psionic/portsentry.conf andcheck/changethefollow-
ing options to fit your needs:

Port Sentry Configuration

$1 d$

The default ports will catch a |arge number of common probes

HHHHHHHHH

Al entries must be in quotes.

HERHHHH
# Port Configurations #
HERHHHH

Sone exanpl e port configs for classic and basic Stealth nodes

these ports are not in use (i.e. tcpmux port 1)

Doing so will prevent the X-client fromstarting properly.

HHHHFHHHHHHF IR
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| like to always keep sone ports at the "low' end of the spectrum
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** X-Wndows Users **: |f you are running X on your box, you need to be
you are not binding PortSentry to port 6000 (or port 2000 for OpenW ndo

These port bindings are *ignored* for Advanced Stealth Scan Detection N
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# Un-comment these if you are really anal

#TCP_PORTS="1, 7, 9, 11, 15, 70, 79, 80, 109, 110, 111, 119, 138, 139, 143, 512, 513, 514,
#UDP_PORTS="1, 7, 9, 66, 67, 68, 69, 111, 137, 138, 161, 162, 474, 513, 517, 518, 635, 640
#

# Use these if you just want to be aware:

TCP_PORTS="1, 11, 15, 79, 111, 119, 143, 540, 635, 1080, 1524, 2000, 5742, 6667, 12345,
uUbP_PORTS="1, 7, 9, 69, 161, 162, 513, 635, 640, 641, 700, 32770, 32771, 32772, 32773, 3
#

# Use these for just bare-bones

#TCP_PORTS="1, 11, 15, 110, 111, 143, 540, 635, 1080, 524, 2000, 12345, 12346, 20034, 3
#UDP_PORTS="1, 7, 9, 69, 161, 162, 513, 640, 700, 32770, 32771, 32772, 32773, 32774, 31

HERHHHHH T H T H
# Advanced Stealth Scan Detection Options #
HERHHHHH T H T H

This is the nunber of ports you want PortSentry to nonitor in Advanced
Any port *below this nunber will be nonitored. R ght now it watches
everyt hing bel ow 1023.

On many Linux systems you cannot bind above port 61000. This is because
these ports are used as part of IP masquerading. | don't reconmend you
bi nd over this number of ports. Realistically: I DON T RECOMVEND YOU MC
OVER 1023 PORTS AS YOUR FALSE ALARM RATE W LL ALMOST CERTAINLY RISE. Yo
warned! Don't wite nme if you have have a probl em because I'lIl only te
you to RTFM and don't run above the first 1023 ports.

HHHHHFHHHHHF R

ADVANCED_PORTS_TCP="1023"
ADVANCED_PORTS_UDP="1023"

This field tells PortSentry what ports (besides |istening daenpbns) to
ignore. This is helpful for services like ident that services such

as FTP, SMIP, and wrappers | ook for but you may not run (and probably
*shouldn't* 1 MHO) .

By specifying ports here PortSentry will sinply not respond to

i ncom ng requests, in effect PortSentry treats themas if they are
actual bound daenons. The default ports are ones reported as
problematic fal se alarnms and shoul d probably be left alone for

all but the nost isolated systens/networKks.

HHHHHFHHHHHF R

Default TCP ident and Net Bl OS service
ADVANCED_EXCLUDE_TCP="113, 139"

# Default UDP route (RIP), NetBIOS, bootp broadcasts.
ADVANCED_EXCLUDE_UDP="520, 138, 137, 67"

HERHHHHH AT H R

# Configuration Fil es#

HERHHHHH AT H R

#

# Hosts to ignore

| GNORE_FI LE="/usr/ psi oni c/ portsentry/portsentry.ignore"
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# Hosts that have been denied (running history)

Hl STORY_FI LE="/ usr/ psi oni c/ portsentry/ portsentry. history"

# Hosts that have been denied this session only (tenmporary until next res
BLOCKED_FI LE="/usr/ psi oni c/ portsentry/portsentry. bl ocked"

HERHHHHH AR

# Response Opti ons#

HERHHHHH AR

# Options to dispose of attacker. Each is an action that wll
# be run if an attack is detected. If you don't want a particul ar
# option then conment it out and it will be skipped.

#

# The variabl e $TARGET$ will be substituted with the target attacking
# host when an attack is detected. The variable $PORT$ will be substitute
# with the port that was scanned.

#

HERHHHHH TR

# lgnore Options #

HERHHHHH TR

# These options allow you to enable automatic response

# options for UDP/TCP. This is useful if you just want

# war ni ngs for connections, but don't want to react for

# a particular protocol (i.e. you want to bl ock TCP, but

# not UDP). To prevent a possible Denial of service attack

# agai nst UDP and stealth scan detection for TCP, you may

# want to disable bl ocking, but |eave the warning enabl ed.

# | personally would wait for this to becone a probl em before
# doi ng though as nost attackers really aren't doing this.

# The third option allows you to run just the external comrmand
# in case of a scan to have a pager script or such execute

# but not drop the route. This may be useful for some adm ns

# who want to block TCP, but only want pager/e-mail warnings

# on UDP, etc

#

#

# 0 = Do not bl ock UDP/ TCP scans.

# 1 = Bl ock UDP/ TCP scans.

# 2 = Run external conmmand only (KILL_RUN_CNMD)

BLOCK_UDP="1"

BLOCK_TCP="1"

HERHHHHH AR

# Dropping Routes:#

HERHHHHH AR

This command is used to drop the route or add the host into
a local filter table.

#
#
#
# The gateway (333.444.555.666) should ideally be a dead host on
# the *local * subnet. On some hosts you can al so point this at

# |l ocal host (127.0.0.1) and get the sanme effect. NOTE THAT
# 333.444.555.66 WLL *NOT* WORK. YOU NEED TO CHANCE | T!!
#
#

Al'l KILL ROUTE OPTI ONS ARE COWMENTED QUT | NI TI ALLY. Make sure you
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# uncomment the correct line for your OS. If you OSis not listed
# here and you have a route drop command that works then pl ease
# mail it tonme so |l can include it. ONLY ONE KILL_ROUTE OPTI ON
# CAN BE USED AT A TIME SO DON T UNCOMMENT MULTI PLE LI NES.

#

# NOTE: The route commands are the | east optimal way of bl ocking
# and do not provide conplete protection against UDP attacks and
# will still generate alarns for both UDP and stealth scans. |

# al ways reconmend you use a packet filter because they are nade
# for this purpose.

#

# CGeneric

#KI LL_ROUTE="/sbi n/route add $TARGET$ 333. 444.555. 666"

# Generi c Li nux
#KI LL_ROUTE="/sbi n/rout e add -host $TARGET$ gw 333. 444. 555. 666"

# Newer versions of Linux support the reject flag now. This
# is cleaner than the above option.
KI LL_ROUTE="/sbi n/route add -host $TARGET$ reject"”

# Ceneric BSD (BSDI, OpenBSD, NetBSD, FreeBSD)
#KI LL_ROUTE="/sbi n/route add $TARGET$ 333. 444.555. 666"

# Generic Sun
#KI LL_ROUTE="/usr/sbin/route add $TARGET$ 333. 444.555. 666 1"

# NEXTSTEP
#KI LL_ROUTE="/usr/etc/route add $TARGET$ 127.0.0.1 1"

# FreeBSD (Not well tested.)
#KI LL_ROUTE="rout e add -net $TARCET$ -netmask 255.255.255.255 127.0.0.1 -

# Digital UNIX 4.0D (GSF/ 1 / Conpaq Tru64 UNI X)
#KI LL_ROUTE="/sbhi n/route add -host -blackhole $TARGET$ 127.0.0.1"

# Ceneric HP-UX
#KI LL_ROQUTE="/ usr/sbin/route add net $TARCET$ net mask 255.255.255.0 127.0

#

# Using a packet filter is the preferred nmethod. The bel ow |ines
# work well on many OS's. Renenber, you can only uncomment *one*
# Kl LL_ROUTE opti on.

#

HHHHBHHHBHHH AR

# TCP W apper s#

HHHHBHHHBHHH AR

# This text will be dropped into the hosts.deny file for wappers
# to use. There are two formats for TCP wrappers:

#

# Format One: A d Style - The default when extended host processing
# options are not enabl ed.
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#

Kl LL_HOSTS_DENY="ALL: $TARGET$"

#

# Format Two: New Style - The format used when extended option

# processing is enabled. You can drop in extended processing

# options, but be sure you escape all '% synbols with a backsl ash

# to prevent problems witing out (i.e. \% \% )

#

#KI LL_HOSTS_DENY="ALL: $TARGET$ : DENY"

HERHHHHH AR

# External Conmand#

HERHHHHH AR

# This is a command that is run when a host connects, it can be whatever
# you want it to be (pager, etc.). This conmand i s executed before the
# route is dropped. | NEVER RECOMMEND YCQU PUT | N RETALI ATORY ACTI ONS

# AGAI NST THE HOST SCANNI NG YOQU. TCP/IP is an *unauthenticated protocol *
# and peopl e can make scans appear out of thin air. The only tinme it

# is reasonably safe (and I *never* think it is reasonable) to run

# reverse probe scripts is when using the "classic" -tcp node. This

# mode requires a full connect and is very hard to spoof.

#

#KI LL_RUN_CMVD="/sone/ pat h/ here/ scri pt $TARGET$ $PORTS$"

RHHABHBHABHBHHBH AR HBHH

#

Scan trigger val ue#

RHHABHBHABHBHHBH AR HBHH

HHHHHFHHHHHF R

Enter in the nunber of port connects you will allow before an
alarmis given. The default is O which will react inmediately.
A value of 1 or 2 will reduce false alarnms. Anything higher is

probably not necessary. This val ue nmust al ways be specified, but
generally can be left at O.

NOTE: |If you are using the advanced detection option you need to
be careful that you don't nmke a hair trigger situation. Because
Advanced node will react for *any* host connecting to a non-used
bel ow your specified range, you have the opportunity to really
break things. (i.e soneone innocently tries to connect to you via
SSL [ TCP port 443] and you inmedi ately block them). Sone of you
may even want this though. Just be careful

SCAN_TRI GGER=" 0"

RHABHBHABHBHHBH AR HBHHHR

#

Port Banner Section#

RHABHBHABHBHHBH AR HBHHHR

#
#
#
#
#
#

Enter text in here you want displayed to a person tripping the Port Sent
| *don't* recomrend taunting the person as this will aggravate them
Leave this commented out to disable the feature

Steal th scan detection nodes don't use this feature
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Test

#

PORT_BANNER="** UNAUTHORI ZED ACCESS PROH BI TED *** YOUR CONNECTI ON ATTEMP

# EOF

Now, we must check/change its default permission for security reasons:

[ root @eep] /#chnmod 600 /usr/psionic/portsentry/portsentry. conf

You need to configure the/ usr / psi oni ¢/ portsentry/ portsentry.ignor e file, where you
add in any host you want to have ignored if it connects to a tripwired port. This should always con-
tain at least the localhost 127. 0. 0. 1 and the IP's of the local interfaces | o. It is not recommend
that you put in every IP on your network. Edit theport sentry.i gnore file,vi/usr/psion-
i c/portsentry.ignore andaddin any host you want to have ignored if it connects to a tripwired
port:

# Put hosts in here you never want bl ocked. This includes the |IP addresse

# of all local interfaces on the protected host (i.e virtual host,
# Keep 127.0.0.1 and 0.0.0.0 to keep people from pl ayi ng gamnes.

2

1 0.0.1
0.0.0.0

7.
0.
Now, we must check/change its default permission for security reasons:

[ root @eep] /#chnmod 600 /usr/psionic/portsentry/portsentry.ignore

fire your PortSentry

The PortSentry program can be configured in six different modes of operation, but be aware that only one
protocol mode type can be started at atime. To be more accurate, you can start one TCP mode and one
UDP mode, so two TCP modes and one UDP modes, for example, doesn't work. The available modes are:

portsentry -tcp basic port-bound TCP mode
portsentry -udp basic port-bound UDP mode
portsentry -stcp Stealth TCP scan detection
portsentry -atcp Advanced TCP stealth scan detection
portsentry -sudp Stealth UDP scan detection
portsentry -audp Advanced Stealth UDP scan detection

Inmy casel prefer to start TCPin Advanced TCP stealth scan detection protocol mode and UDPin Stealth
UDP scan detection protocol mode. For information about the other protocol modes, please refer to the
README. i nst al | and READMVE. st eal t h file under the PortSentry source directory. For TCP mode
| choose:
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-atep Advanced TCP stealth scan detection mode

With the Advanced TCP stealth scan detection mode -atcp protocol mode type, PortSentry will first check
to seewhat ports you have running on your server, then remove these ports from monitoring and will begin
watching the remaining ports. This is very powerful and reacts exceedingly quickly for port scanners. It
also uses very little CPU time.

For UDP mode | choose:

-sudp Stealth UDP scan detection mode
With the Stealth UDP scan detection mode -sudp protocol mode type, the UDP ports will be listed and
then monitored.

To start PortSentry in the two modes sel ected above, use the commands:

[root @eep] /# [usr/psionic/portsentry/portsentry -atcp
[root @eep] /# [usr/psionic/portsentry/portsentry -sudp

F TiF

Y ou canaddtheabovelinestoyour/ et c/rc. d/ rc. | ocal scriptfileand PortSentry software
will be automatically started if you reboot your system.

These are the files Installed by Portsentry on your system:

[usr/psionic

/usr/ psionic/portsentry

[ usr/psionic/portsentry/portsentry. conf

[ usr/ psionic/portsentry/ portsentry.ignore
/usr/ psionic/portsentry/portsentry
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Part 6. Software -Networking

Linux being a product of the net revolution is anatural choice for aweb server, mail server, afile and print server; if
it isapart of your intranet environement, among various other rolesit can perform superbly well. In this part we take
alook at various avatars it can assume and serve your organisation for along time to come. All distributions of linux
whether be it RedHat or SuSe do provide in binary format tools/software for your linux to act as a Web server or a
Mail server to mention afew, but the amount of advancements which happen in linux world are beyond the grasp of
these companies for it to catch up. The situation is if something can be achieved, it will be done in shortest possible
time hence we have used always source tarballs downloaded from the respective websites of the software(s) used as
example in this book. This affords us the capability to configure, choose and optimise according to our needs. This
part attemptsto highlight the capablities of linux to act asafull fledged Web server, Mail server, afileand print server,
as aB2B e-commerce point where the need of the hour is secure environement, etc. Enjoy!
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Chapter 15. Software -Securities

Asillustrated in Installation of your Linux Server, many network services including, but not limited, to
telnet, rsh, rlogin, or rexec are vulnerable to electronic eavesdropping. As a conseguence, anyone who
has access to any machine connected to the network can listen in on their communication and get your
password, as well as any other private information that goes over the network in plain text. Currently
the Telnet program is indispensable for daily administration task, but is insecure since it transmits your
password in plain text over the network and allows any listener to thereby use your account to do anything
helikes. To solve this problem we must find another way, or program, to replace it. Fortunately OpenSSH
isatruly seamless and secure replacement of old, insecure and obsolete remote login programs such as
telnet, rlogin, rsh, rdist, or rcp.

OpenSSH

The official [OpenSSH README] file says:

Ssh Secure Shell isaprogram to log into another computer over anetwork, to execute commandsin
aremote machine, and to move files from one machine to another. It provides strong authentication
and secure communications over insecure channels. It is intended as a replacement for rlogin, rsh,
rcp, and rdist.

In our configuration we have configured OpenSSH to support tcp-wrappers; the inetd super server, to
improve the security of this already secure program and to avoid always running its daemon in the back-
ground of the server. This way, the program will run only when client connections arrive and will redi-
rect them through the TCP-WRAPPERS daemon for authentication and authorization before allowing the
connection in the server.

OpenSSH isafreereplacement and improvement of SSH1 with all patent-encumbered algorithmsremoved
to external libraries, al known security bugs fixed, new features reintroduced and many other clean-ups.
It is recommended that you use OpenSSH free and security bug fixed instead of SSH1 free, buggy, and
old or SSH2 that was originally free but now under acommercial license. For peoplesthat use SSH2 from
Datafellows Company, we'll provide in this book both versions, beginning with OpenSSH, since it isthe
new SSH program which everyone, we suggest, must move to in the future.

These installation instructions assume:
» Commands are Unix-compatible.
» Thesourcepathis/ var/t np -other paths are possible.

Installations were tested on Red Hat Linux 6.1 and 6.2.

» All stepsin theinstallation will happen in super-user account root.
» OpenSSH version number is 1.2.3

These are the Packages you can download from OpenSSH Homepage: http://www.openssh.com and be
sure to download: openssh-1.2.3.tar.gz as of thiswriting

There are some Prerequisites you need to take care of before installing OpenSSH sinceit requires that the
zZlib-devel package, which contains the header files and libraries needed to develop programs that use the
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zlib compression and decompression library, be already installed on your system. If thisis not the case,
you must install it from your Red Hat Linux 6.1 or 6.2 CD-ROM. To verify that the zlib-devel packageis
installed on your Linux system, use the following command:

[root @eep] /#rpm-qi zlib-devel

package zlib-devel is not installed
Toinstall the zlib-devel package on your Linux system, use the following command:

[ root @eep] /#mount /dev/cdrom/mmt/cdrom
[ root @eep] /#cd / mmt/ cdronf RedHat / RPMS/
[ root @eep ]/ RPNMS#r pm - Wh zli b-devel -version.i386.rpm

gd HHRHHH B R AT H SRR HHH TR R R R R R R
[ root @eep ]/ RPNMB#r pm - Uvh gd-devel -version. i 386.rpm
zl i b-devel HERHHHHH

[root @eep ]/ RPNVS# cd /; unmount /mmt/cdron!

WrorTan

OpenSSL, which enables support for SSL functionality, must already beinstalled on your system
to be able to use the OpenSSH software.For more information on OpenSSL server, seeitsrelated
chapter in this book. Even if you don't need to use OpenSSL software to create or hold encrypted
key files, it'simportant to note that OpenSSH program requireitslibrariesfilesto be able to work
properly on your system.

you need to decompress and unpack the Tarballs but it is a good ideato make alist of files on the system
before you install OpenSSH, and one afterwards, and then compare them using diff to find out what filesit
placed where. Simply runfind/ * > CpenSSH1 beforeand find/ * > CQpenSSH2 after you install the
software, and use diff OpenSSH1 OpenSSH2 > penSSH- | nst al | ed to get alist of what changed.

To Compile,Decompressthetarball t ar . gz and:
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[ root @leep] /#cp openssh-version.tar.gz /var/tnp
[ root @eep] /#cd /var/tnp
[root @eep ]/tnmp#tar xzpf openssh-version.tar.gz

Y ou need to Compile and Optimize:

1. Moveinto the new OpenSSH directory and type the following commands on your terminal:

CC="egcs" \

CFLAGS="-09 -funroll-loops -ffast-math -malign-doubl e -ntpu=pentiunprc
./configure \

--prefix=/usr \

--sysconfdir=/etc/ssh \

--with-tcp-wappers \

--with-ipv4-default \

--with-ssl-dir=/usr/include/openssl

Thistells OpenSSH to set itself up for this particular hardware setup with:

- Compiled-in libwrap and enabled TCP Wrappers/ et ¢/ host s. al | ow| deny support.
- Disabled long delays in name resolution under Linux/glibc-2.1.2 to improve connection time.
- Specified locations of OpenSSL libraries required by OpenSSH program to work.

2. Now, we must compile and install OpenSSH on the Server:

[root @eep ]/openssh-1. 2. 3#nmake

[root @eep ]/openssh-1. 2. 3#make install

[root @eep ]/openssh-1. 2. 3#make host - key

[root @eep ]/openssh-1.2.3#install -nb44 contrib/redhat/sshd. pam/etc/

make command will compile all source files into executable bina-
ries,

makeinstall will install the binaries and any supporting files into the ap-
propriate locations.

make host-key command will generate a host key.

install command will install the PAM support for Red Hat Linux,

which is now more functional than the popular packages of
commercial ssh-1.2.x.

3. pleasedo aCleanup later:

[root @eep] /#cd /var/tnp
[root @eep ]/tnmp#rm -rf openssh-version/ openssh-version.tar.gz

Therm command as used above will remove all the source files we have used to compile and install
OpenSSH. It will also remove the OpenSSH compressed archive fromthe/ var / t np directory.

210



Software -Securities

Configure and optimise Openssh
EHDTE

All the configuration files required for each software described in this book has been provided
by usasagzipped file, f | oppy. t gz for your convenience. This can be downloaded from this
web address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any lo-
cation on your local machine, say for example/ t np, assuming you have donethisyour directory
structurewill be/ t np/ f | oppy. Withinthisfloppy directory each configuration file hasitsown
directory for respective software. For example Openssh configuration file are organised like this:

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.

16

STWr--r--
dr wxr - Xr - X
STWr--r--
STWr--r--

1 harrypotter
2 harrypotter
1 harrypotter
1 harrypotter

before you use them whether modified or asit is.

harrypotter
harrypotter
harrypotter
harrypotter

275 Jun
4096 Jun
372 Jun
467 Jun

To run OpenSSH Client/Server, the following files are required and must be created or copied to the
appropriate directories on your server.

» Copy the ssh_config filetothe/ et ¢/ ssh/ directory.

» Copy thesshd_config filetothe/ et ¢/ ssh/ directory.

» Copy thesshd filetothe/ et ¢/ pam d/ directory.

o

|

Tie

Y ou can obtain the configuration files listed in the next sections on our f | oppy. t gz archive.
Copy thefollowing filesfrom the decompressed f | oppy. t gz archiveto the appropriate places,

or copy them directly from this book to the concerned file.

Configurethe/etc/ssh/ssh config file

The/ et ¢/ ssh/ ssh_confi g fileisthe system-wide configuration file for OpenSSH which allowsyou
to set options that modify the operation of the client programs. The file contains keyword-value pairs, one
per line, with keywords being case insensitive. Here are the most important keywords to configure your
sshfor top security; acompletelisting and/or special requirements are available in the man page for ssh(1).

Editt he ssh_confi gfile vi/ etc/ ssh/ ssh_confi g and add/or change, if necessary the follow-
ing parameters:

211

0 0 0 ©
R R R R



Software -Securities

# Site-wi de defaults for various options

Host *
For war dAgent

For war dX11 no

no

Rhost sAut henti cation no
Rhost sRSAAut henti cation no
RSAAut henti cati on yes
Passwor dAut henti cati on yes
Fal | BackToRsh no

UseRsh no

Bat chMbde no

CheckHost I P yes
Strict Host KeyChecki ng no
IdentityFile ~/.ssh/identity

Port 22
Ci pher

bl owfi sh
EscapeChar ~

Thistells ssh_config file to set itself up for this particular configuration setup with:

Host *

For war dAgent no

For war dX11 no

Rhost sAut henti cati on
no

Rhost sRSAAut hent i ca-
tion no

RSAAut henti cati on yes

Passwor dAut hent i ca-
tion yes

Fal | BackToRsh no

The option Host restricts all forwarded declarations and options in
the configuration file to be only for those hosts that match one of the
patterns given after the keyword. The pattern * means for al hosts
up to the next Host keyword. With this option you can set different
declarations for different hostsin the samessh_confi g file.

The option For war dAgent specifies which connection authentica-
tion agent if any should be forwarded to the remote machine.

The option For war dX11 is for people that use the Xwi ndow GUI
and want to automatically redirect X11 sessions to the remote ma-
chine. Since we setup a server and don't have GUI installed on it, we
can safely turn this option off.

The option Rhost sAut hent i cat i on specifies whether we can
try to use rhosts based authentication. Because rhosts authentication
isinsecure you shouldn't use this option.

The option Rhost sSRSAAut hent i cat i on specifies whether or
not to try rhosts authentication in concert with RSA host authentica-
tion.

Theoption RSAAut hent i cat i on specifieswhether totry RSA au-
thentication. Thisoption must be set toyes for better security on your
sessions. RSA uses public and private keys pair created with the ssh-
keygenlutility for authentication purposes.

The option Passwor dAut hent i cati on specifies whether we
should use password-based authentication. For strong security, this
option must alwaysbe settoyes.

The option Fal | BackToRsh specifiesthat if a connection with ssh
daemon fails rsh should automatically be used instead. Recalling that
rsh service isinsecure, this option must always be set to no.
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UseRsh no

Bat chMbde no

CheckHost I P yes

Stri ct Host KeyChecki ng
no

IdentityFile ~/.ssh/

identity

Port 22

C pher bl owfish

EscapeChar ~

The option UseRsh specifies that rlogin/rsh services should be used
on this host. Aswith the Fal | BackToRsh option, it must be set to
no for obvious reasons.

The option Bat chMode specifies whether a username and password
guerying on connect will be disabled. This option is useful when you
create scripts and dont want to supply the password. e.g. Scripts that
use the scp command to make backups over the network.

The option CheckHost | P specifies whether or not ssh will addi-
tionally check the host IP address that connect to the server to detect
DNS spoofing. It's recommended that you set this optionto yes.

The option St ri ct Host KeyChecki ng specifies whether or not
ssh will automatically add new host keys to the $HOVE/ . ssh/
known_host s file, or never automatically add new host keysto the
host file. This option, when set toyes, provides maximum protection
against Trojan horse attacks. One interesting procedure with this op-
tionisto set it to no at the beginning, allow ssh to add automatically
all common hosts to the host file as they are connected to, and then
return to set it to yes to take advantage of this feature.

The option | dent i t yFi | e specifies an alternate RSA authentica-
tion identity fileto read. Also, multiple identity filesmay be specified
in the configuration filessh_confi g.

The option Por t specifies on which port number ssh connects to on
the remote host. The default port is 22.

Theoption G pher specifieswhat cipher should be used for encrypt-
ing sessios. The blowfish use 64-bit blocks and keys of up to 448 bits.

The option EscapeChar specifies the session escape character for
suspension.

Configure the/etc/ssh/sshd config file

The/ et ¢/ ssh/ sshd_confi g fileisthe system-wide configuration file for OpenSSH which allows
you to set optionsthat modify the operation of the daemon. Thisfile contains keyword-value pairs, one per
line, with keywords being case insensitive. Here are the most important keywords to configure your sshd
for top security; a complete listing and/or special requirements are available in the man page for sshd(8).

Edit the sshd_confi g file vi / et ¢/ ssh/ sshd_conf i g and add/or change, if necessary, the fol-

lowing parameters:

# This is ssh server systemmi de configuration file.

Port 22

Li st enAddress 192.168.1.1
Host Key /etc/ssh/ ssh_host _key
ServerKeyBits 1024

Logi nGraceTi me 600

KeyRegener at i onl nt er val

3600
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Per m t Root Logi n no

| gnor eRhost s yes

| gnor eUser KnownHost s yes
StrictMbdes yes
X11Forwar di ng no

PrintMotd yes

Sysl ogFacility AUTH
LogLevel [INFO

Rhost sAut henti cati on no
Rhost sRSAAut henti cati on no
RSAAut henti cati on yes
Passwor dAut henti cati on yes
Per m t Enpt yPasswor ds no

Al |l owUsers adni n

Thistells sshd _config file to set itself up for this particular configuration setup with:

Port 22

Li st enAddr ess
192.168.1.1

Host Key
ssh_host _key

/ etc/ssh/

ServerKeyBits 1024

Logi nG aceTi ne 600

KeyRegener ati onl nter-
val 3600

Per m t Root Logi n no

| gnor eRhost s yes

I gnor eUser KnownHost s
yes

StrictMdes yes

The option Por t specifies on which port number ssh daemon listens
for incoming connections. The default port is 22.

TheoptionLi st enAddr ess specifiesthe|Paddress of theinterface
network on which the ssh daemon server socket is bind. The default
is0. 0. 0. 0; to improve security you may specify only the required
ones to limit possible addresses.

The option Host Key specifies the location containing the private
host key.

The option Ser ver KeyBi t s specifies how many bitsto use in the
server key. These bits are used when the daemon startsto generate its
RSA key.

The option Logi nGr aceTi e specifies how long in seconds after
a connection request the server will wait before disconnecting if the
user has not successfully logged in.

The option KeyRegener at i onl nt er val specifies how long in
seconds the server should wait before automatically regenerated its
key. Thisisasecurity featureto prevent decrypting captured sessions.

The option Per mi t Root Logi n specifies whether root can log in
using ssh. Never say yes to thisoption.

The option | gnor eRhost s specifies whether rhosts or shosts files
should not be used in authentication. For security reasonsit is recom-
mended to no use rhosts or shosts files for authentication.

The option |1 gnor eUser KnownHost s specifies whether the ssh
daemon should ignore the user's $HOVE/ . ssh/ known_host s
during RhostsRSA Authentication.

Theoption St ri ct Modes specifieswhether ssh should check user's
permissionsin their home directory and rhosts files before accepting
login. Thisoption must alwaysbe settoyes because sometimes users
may accidentally leave their directory or files world-writable.
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X11Forwar di ng no

PrintMotd yes

Sysl ogFacility AUTH

LogLevel | NFO

Rhost sAut henti cati on
no

Rhost sRSAAut hent i ca-
tion no

RSAAut henti cati on yes

Passwor dAut hent i ca-
tion yes

Per m t Enpt yPasswor ds
no

Al |l owUsers adni n

The option X11For war di ng specifies whether X11 forwarding
should be enabled or not on this server. Since we setup a server with-
out GUI installed on it, we can safely turn this option off.

The option Pri nt Mot d specifies whether the ssh daemon should
print the contents of the/ et ¢/ not d filewhen auser logsin interac-
tively. The/ et ¢/ not d fileisaso known as the message of the day.

Theoption Sysl ogFaci | i ty specifiesthefacility code used when
logging messages from sshd. The facility specifiesthe subsystem that
produced the message--in our case, AUTH.

The option LogLevel specifiesthe level that is used when logging
messages from sshd. INFO is a good choice. See the man page for
sshd for more information on other possibilities.

The option Rhost sAut hent i cat i on specifies whether sshd can
try to use rhosts based authentication. Because rhosts authentication
isinsecure you shouldn't use this option.

TheoptionRhost sRSAAut hent i cat i on specifieswhether totry
rhosts authentication in concert with RSA host authentication.

Theoption RSAAut hent i cat i on specifieswhether totry RSA au-
thentication. Thisoption must be set toyes for better security in your
sessions. RSA use public and private key pairs created with the ssh-
keygenlutility for authentication purposes.

The option Passwor dAut henti cati on specifies whether we
should use password-based authentication. For strong security, this
option must awaysbesettoyes.

Theoption Per i t Enpt yPasswor ds specifieswhether the server
allows logging in to accounts with a null password. If you intend to
use the scp utility to make automatic backups over the network, you
must set thisoptiontoyes.

The option Al | owUser s specifies and controls which users can ac-
cess ssh services. Multiple users can be specified, separated by spaces.

Configure OpenSSH to use TCP-Wrappers/in-
etd super server

Tcp-Wrappers should be enabled to start and stop our OpenSSH server. Upon execution, inetd reads its
configuration information from a configuration file which, by default, is/ et ¢/ i net d. conf . There
must be an entry for each field of the configuration file, with entries for each field separated by atab or

aspace.

1. Editthei net d. conf filevi/ etc/i netd. conf and add theline:

ssh streamtcp nowait root /usr/sbin/tcpd sshd -i
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The -i parameter is important since it's specifies that sshd is being run from inetd. Also,
update your i net d. conf file by sending a SIGHUP signal killall- HUP i net d after
adding the above line to thefile.

Toupdateyour i netd. conf fil e, usethefollowing command:

[root @eep] /#killall -HUP inetd
2. Editthehosts. al | owfile vi/ et ¢/ host s. al | owand add theline:
sshd: 192.168.1.4 w n. openna.com
Which mean client IP192. 168. 1. 4 with host namew n. openna. comis alowed to sshinto

the server.

These daemon strings for tcp-wrappers are in use by sshd:

sshdfwd-X11 if you want to allow/deny X11-forwarding
sshdfwd-<port-number> for tcp-forwarding
sshdfwd-<port-name> port-name defined in/ et ¢/ ser vi ces. Used in tcp-forwarding

IF: TiF

If you do decideto switch to using ssh, make sureyou install and useit onall your servers. Having
ten secure servers and one insecure is a waste of time.

For more details, there are several man pages you can read:

ssh(1) OpenSSH secure shell client remote login program
ssh[slogin](1) OpenSSH secure shell client remote login program
ssh-add(1) adds identities for the authentication agent
ssh-agent(1) authentication agent

ssh-keygen(1) authentication key generation

sshd(8) secure shell daemon

OpenSSH Per-User Configuration

1. Createyour private & public keys of local, by executing:

[ root @eep] /#su adnmin
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[admi n@leep /] $ssh-keygen

The result should look like the following example:

Initializing random nunber generator. .

Generating Pi oo ++ (di stance 430)
CGenerating q: ... ++ (di stance 456)

Computing the keys..

Testing the keys. ..

Key generation conplete.

Enter file in which to save the key (/home/adnmi n/.ssh/identity): [Pre
Ent er passphrase:

Enter the sane passphrase again:

Your identification has been saved in /honme/adnin/.ssh/identity.

Your public key is:

1024 37 149377575112519555336911203184772938622900493947151365111458C
272361206100623146044053648718436774842332409194184809889078609971752
01704314156353633306888894403817846160859248384459020215410275690305¢

adm n@leep. openna. com
Your public key has been saved in /hone/admin/.ssh/identity. pub

E‘}. _NOTE

If you have multiple accounts you might want to create a separate key on each of them. You
may want to have separate keys for:

* Your Mail server

* Your Web server

* Your GW server

Thisallows you to limit access between these servers, e.g. not allowing the Mail account to
access your Web account or the machines in the GW. This enhances the overall security in

the case any of your authentication keys are compromised for any reason.

2. Copy your local publickeysi dent i ty. pub tothe/ home/ admi n/ . ssh directory remotely un-
der the name, say, aut hori zed_keys.

-

|i"1_ TiP

ki 1

One way to copy thefileis to use the ftp command or you might need to send your public
key in electronic mail to the administrator of the system. Just include the contents of the
~/ . ssh/identity. pub fileinthe message.
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Y ou might feel the need to Change your pass-phrase for various reason and can do so at any time by using
the -p option of ssh-keygen. To change the pass-phrase, use the command:

[ root @eep] /#su admn
[admi n@leep /] $ssh-keygen -p

Enter file key is in /home/adm n/.ssh/identity: [Press ENTER]
Enter ol d passphrase:

Key has conment 'adm n@eep. openna. coni

Enter new passphrase:

Enter the sane passphrase again:

Your identification has been saved with the new passphrase.

OpenSSH Users Tools

The commands listed belows are some that we use often in our regular use, but many more exist, and
you should check the man page and documentation for more details. The ssh Secure Shell command
provides secure encrypted communications between two untrusted hosts over an insecure network. It isa
program for logging securely into a remote machine and executing commands from there. It is a suitable
replacement for insecure programs like telnet, rlogin, rcp, rdist, and rsh.

To login to aremote machine, use the command:
[ root @eep] /#ssh -1 <logi n_name> <host nane>
Example 15.1. Remote login using ssh

[root @eep] /#ssh -1 adm n www. openna. com

adm n@leep. openna. cons password:

Last login: Tue Qct 19 1999 18:13:00 -0400 from deep. openna. com
No mail .

[adm n@ww ]/ adm n$

Where <login_name> is the name you use to connect to the ssh server and <hostname> is the remote
address of your ssh server.
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scp

The scp Secure Copy utility copies files from the local system to a remote system or vice versa, or even
between two remote systems using the scp command. To copy files from remote to local system, use the
following command:

[root @eep] /#su adnmin
[adm n@leep /] $scp -p <l ogi n_nane@ostnanme>:/dir/for/file localdir/to/fi

Example 15.2. scp Secure Copy utility

[admin@leep /]$ scpl -p adnin@mil:/etc/testl /tnp

Enter passphrase for RSA key 'adnmi n@mil . openna. com :
testl | 2 KB | 2.0 kB/s | ETA: 00:00: 00

To copy filesfrom local to remote system, use the following command:

[ root @eep] /#su adnmin
[admi n@leep /] $scp -p localdir/to/filelocation <usernanme@ostnanme>:/dir/

Example 15.3. local to remote

[admi n@leep /] $scpl -p /usr/bin/test2 adnmi n@mil:/var/tnp

adm n@mi | ' s password:
test2 7 KB | 7.9 kB/s | ETA: 00:00:00 |

-

|i"1_ TiF

L1 1

The -p option indicates that the modification and access times, as well as modes of the source
file, should be preserved on the copy. Thisisusually desirable.

Some possible uses of OpenSSH softwareare:

1. Replacetelnet, rlogin, rsh, rdist, and rcp.

2. Make secure backups over the network.

3. Execute remote commands.

4. Accessto corporate resources over the Internet.
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Installed files

These are files Installed by the software program Openssh:

/ etcl/ssh /usr/bin/slogin

/ etcl/ssh/ssh _config /usr/ man/ manl/ ssh. 1
/etcl/ssh/sshd_config /usr/ man/ manl/ scp. 1

/ etc/ ssh_host _key /usr/ man/ manl/ ssh-add. 1

/ etc/ ssh_host _key. pub /usr/ man/ manl/ ssh-agent. 1
/usr/ bin/ssh /usr/ man/ manl/ ssh- keygen. 1
/usr/bin/scp /usr/ man/ manl/ sl ogin. 1

[ usr/ bi n/ ssh-add /usr/ man/ man8/ sshd. 8

[ usr/ bi n/ ssh-agent [ usr/ sbin/sshd

/ usr/ bi n/ ssh-keygen

Free SSH clients for Windows

Check out thisfree SSH clients for windows; so that you can provide the same services on your windows
machine, if your networked environement is likely to have windows indtalled machines.

Putty.  And thisis Putty Homepage: http://www.chiark.greenend.org.uk/~sgtatham/putty.html

Tera Term Pro and TTSSH. The Tera Term Pro can be found here on its Homepage:http://
hp.vector.co.jp/authors/V A002416/teraterm.html, and TTSSH Homepage is:http://www.zip.com.au/~ro-
ca/download.html.
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Its now clear that all Linux users must use OpenSSH instead of SSH2 from Datafellows Company. How-
ever, for the users or organizations that want to use the non-free version of this software, we provide here
stepsto follow. Thisisthe SSH2 commercial version of SSH software. In our configuration we have also
configured sshd2 to support tcp-wrappers the inetd super server for security reason.

Linux SSH2 Client/Server

Since Linux is all about choices we have provided as an alternative the commercial verion of OpenSSH,
The SSH2 and these installation instructions assume

e Commands are Unix-compatible.

» Thesourcepathis/ var/t np, other paths are possible.

Installations were tested on Red Hat Linux 6.1 and 6.2.

* All stepsin the installation will happen in super-user account root.
* SSH2 version number is2. 0. 13

Packages that you need can be downloaded from:

SSH2 Homepage: http://www.ssh.org/
Y ou must be sureto download: ssh-2. 0. 13. tar. gz

once you have got the Tarballs, It is a good idea to make a list of files on the system before you install
ssh2, and one afterwards, and then compare them using diff to find out what file it placed where. Simply
runfind /* > SSHI1 beforeand find / * > SSH2 after you install the software, and use diff SSH1
SSH2 > SSH- | nst al | ed to get alist of what changed.

Before you Compile, you need to decompressthetarball t ar . gz.

[root @leep] /#cp ssh-version.tar.gz /var/tnp
[ root @eep] /#cd /var/tnp
[root @eep ]/t nmp#tar xzpf ssh-version.tar.gz

Y ou need to Compile and Optimize so moveinto the new SSH2 directory and typethefollowing commands
on your terminal:

CC="egcs" \

CFLAGS="-® -funroll-loops -ffast-math -malign-doubl e -ncpu=penti unpro
./configure \

--prefix=/usr \

--wW t hout - ssh- agent 1- conpat \

- - di sabl e- sui d- ssh-si gner \

--di sabl e-t cp-port-forwarding \

--di sabl e- X11-forwardi ng \
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- -enabl e-tcp-nodel ay \
--with-1ibwap
Thistells SSH2 to set itself up for this particular hardware setup as follows:
» Leave out ssh-agent1 compatibility.
* Install ssh-signer without suid bit.
 Disable port forwarding support.
» Disable X11 forwarding support.
» Enable TCP_NCDELAY socket option.

e Compileinlibwrapt cp_wr apper s support.

[ root @eep ]/ssh-2.0.13#nmake cl ean

[root @eep ]/ssh-2.0.13# make

[root @eep ]/ssh-2.0.13# nake install

[root @eep ]/ssh-2.0.13#rm -f [usr/bin/ssh-askpass

The make clean, command erase all previous traces of a compilation so as to avoid any mistakes,
The make command compiles all source files into executable binaries,
The make install command installs the binaries and any supporting files into the appropriate locations.

Please don't forget to cleanup after work:

[ root @eep] /#cd /var/tnp
[root @eep ]/tmp#rm -rf ssh-version/ ssh-version.tar.gz

Therm command as used above will remove all the source fileswe have used to compileand install SSH2.
It will also remove the SSH2 compressed archive fromthe/ var / t np directory.

Configure and Optimise SSH2
EHDTE

All the configuration files required for each software described in this book has been provided
by us asagzipped file, f | oppy. t gz for your convenience. This can be downloaded from this
web address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any lo-
cation on your local machine, say for example/ t np, assuming you have donethisyour directory
structurewill be/ t mp/ f 1 oppy. Within thisfloppy directory each configuration file hasitsown
directory for respective software. For example SSH2 configuration file are organised like this:

total 16
STWr--F-- 1 harrypotter harrypotter 326 Jun 8 13
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun 8 13
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STWr--f-- 1 harrypotter harrypotter 462 Jun 8 13
STWr--f-- 1 harrypotter harrypotter 799 Jun 8 13

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asit is.

To run the SSH2 Client/Server, the following files are required, and must be created or copied to the
appropriate directories on your server.

» Copy the sshd2_config filetothe/ et ¢/ ssh2/ directory.
» Copy thessh2_config filetothe/ et ¢/ ssh2/ directory.

» Copy thesshfiletothe/ et ¢/ pam d/ directory.

-

|;"1_ Tie

Li1

You can obtain the configuration files listed in the following section on our f | oppy. t gz
archive. Copy the following files from the decompressed floppy.tgz archive to the appropriate
places, or copy them directly from this book to the concerned file.

Configure the /et c/ ssh2/ ssh2 _confi g file

The configuration file for ssh2 / et ¢/ ssh2/ ssh2_conf i g alows you to set options that modify the
operation of the client programs. Thefiles contain keyword-value pairs, one per line, with keywords being
case insensitive. Here are the more important keywords; a complete listing is available in the man page
for ssh2(1).

Editthessh2_confi g file vi/ et c/ ssh2/ ssh2_confi g and add or change, if necessary:

# ssh2_config
# SSH 2.0 Cient Configuration File

*: Port 22

Ci phers bl owfi sh

Conpr essi on yes
IdentityFile i dentification
Aut hori zationFil e aut hori zation
RandonteedFi | e random seed

Ver boseMode no

For war dAgent no

For war dX11 no

Passwor dPr onpt "0J s password:
SshlConpati bility no

Ssh1Agent Conpati bility none
NoDel ay yes

KeepAl i ve yes

Qui et Mode no
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Thistells ssh2_config file to set itself up for this particular configuration setup with:

Port 22

Ci phers bl owfi sh

Conpr essi on yes

IdentityFile identi-

fication

Aut hori zati onFi |l e au-
thorization

RandontSeedFi | e
random seed

Ver boseMbde no

For war dAgent no

For war dX11 no

Passwor dPronmpt  "%J s

password: "

SshlConpatibility no

Ssh1Agent Conpati bility

none

NoDel ay yes

KeepAlive yes

Qui et Mode no

The option Por t specifies on which port number ssh connects to on
the remote host. The default port is 22.

The option Ci pher s specifies what cipher should be used for en-
crypting sessions. The blowfish uses 64-hit blocks and keys of up to
448 bits.

Theoption Conpr essi on specifieswhether to usecompression dur-
ing sessions. Compression will improve communication speed and
filestransfers.

Theoptionl dent i t yFi | e specifiesan alternate namefor theuser's
identification file.

The option Aut hor i zat i onFi | e specifies an alternate name for
the user's authorization file.

The option RandonSeedFi | e specifies an alternate name for the
user's random seed file.

The option Ver boseMbde instructs ssh2 to print debugging mes-
sages about its progress. This option is helpful in debugging connec-
tion, authentication, and configuration problems.

The option For war dAgent specifies which connection authentica-
tion agent if any should be forwarded to the remote machine.

The option For war dX11 is for people that use the Xwi ndow GUI
and want to automatically redirect X11 sessions to the remote ma-
chine. Since we've set up a server and do not have a GUI installed on
it, we can safely turn this option off.

The option Passwor dPr onpt specifies the password prompt that
will be displayed for the user when connecting to ahost. Variables %4J
and % give the user'slogin name and host, respectively.

The option Ssh1Conpati bi | i ty specifies whether or not to use
SSH1 compeatibility code with SSH2 for sshl users.

The option Ssh1Agent Conpat i bi | i ty specifies whether or not
to also forward SSH1 agent connections with SSH2 for sshl users.

The option NoDel ay specifiesif the socket option TCP_NODELAY
should be enabled. It is recommended that you set thisoptiontoyes
to improve network performance.

The option KeepAl i ve specifies whether the system should send
keep alive messages to the remote server. If set to yes then the death
of the connection or crash of remote machines will be properly no-
ticed.

The option Qui et Mbde specifies whether the system runs in quiet
mode. This option must be set to no becausein quiet mode, nothing is

224



Software -Securties(commercial)

logged in the system log except for fatal errors. Since we want to have
information about users sessionsit is preferable to disable this option.

Configure the /et ¢/ ssh2/ sshd2 _confi g file

The configuration file for sshd2 / et ¢/ ssh2/ sshd2_confi g alows you to set options that modify
the operation of the daemon. The files contain keyword-value pairs, one per line, with keywords being
case insensitive. Here are the more important keywords; a complete listing is available in the man page
for sshd2(8).

Editthesshd2_confi g file(vi/ et c/ ssh2/ sshs2_conf i g and add or change, if necessary:

# sshd2_config
# SSH 2.0 Server Configuration File

*: Port 22

Li st enAddr ess 192.168.1.1
G phers bl owfi sh
IdentityFile identification
Aut hori zationFil e aut hori zati on
Host KeyFi | e host key

Publ i cHost KeyFi | e
RandonteedFi | e

host key. pub
random seed

For war dAgent no
Forwar dX11 no
Passwor dGuesses 3
MaxConnecti ons 5
Per mi t Root Logi n no

Al | owedAut hent i cati ons
Requi r edAut henti cati ons

publ i ckey, password
publ i ckey, password

Ver boseMode no

Print Motd yes

CheckMai | yes

User Confi gDirectory "o . ssh2"
SyslogFacility DAEMON
SshlConpatibility no

NoDel ay yes

KeepAl i ve yes

User KnownHost s yes

Al | owHost s 192.168.1. 4
DenyHost s *

Qui et Mode no

# subsystem definitions

subsystem sftp

sftp-server

Thistells sshd2_config file to set itself up for this particular configuration setup with:

Port 22

TheoptionPor t specifieswhich port number the ssh2 daemon listens

to for ssh incoming connection. The default port is 22.
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Li st enAddr ess
192.168.1.1

Ci phers bl owfi sh

IdentityFile identi-

fication

Aut hori zati onFil e au-
thori zation

Host KeyFi | e host key

Publ i cHost KeyFi | e
host key. pub

RandonteedFi | e
random seed

For war dAgent no

Forwar dX11 no

Passwor dGuesses 3

MaxConnections 5

Per mi t Root Logi n no

Al | owedAut hent i ca-
tions
publ i ckey, passwor d

Requi r edAut hent i ca-
tions
publ i ckey, passwor d

Ver boseMbde no

TheoptionLi st enAddr ess specifiesthe|Paddress of theinterface
network on which the ssh2 daemon server socket isbound. The default
is0. 0. 0. 0; to improve security you may specify only the required
ones to limit possible addresses.

The option Ci pher s specifies what cipher should be used for en-
crypting sessions. The blowfish uses 64-hit blocks and keys of up to
448 bits.

Theoptionl dent i t yFi | e specifiesanaternate namefor theuser's
identification file.

The option Aut hori zat i onFi | e specifies an alternate name for
the user's authorization file.

The option Host KeyFi | e specifies an alternate file containing the
private host key. The default is/ et ¢/ ssh2/ host key.

The option Publ i cHost KeyFi | e specifies an alternate file
containing the public host key. The default is /et c/ ssh2/
host key. pub.

The option RandonSeedFi | e specifies an alternate name for the
user's random seed file.

The option For war dAgent specifies which connection authentica-
tion agent if any should be forwarded to the remote machine.

The option For war dX11 is for people that use the Xwi ndow GUI
and want to automatically redirect X11 sessions to the remote ma-
chine. Since we set up a server and don't have a GUI installed on it,
we can safely turn this option off.

The option Passwor dGuesses specifies how many tries the user
has when using password authentication.

TheoptionMaxConnect i ons specifieswhat the maximum number
of connections that ssh2 daemon will handle simultaneoudly is.

The option Per ni t Root Logi n specifies whether root can log in
using ssh. Never say, yes to this option.

The option Al | owedAut hent i cat i ons specifies which authen-
tication methods are allowed to be used. With this option the adminis-
trator can force users to complete several authentications before they
are considered authenticated.

The option RequiredAut hentications related to Al -
| owedAut hent i cati ons, specifies which authentication meth-
ods the users must complete before continuing. This parameter must
be the same asfor the Al | owedAut hent i cat i ons option or the
server will denies connection every time.

Theoption Ver boseMode instructs the ssh2 daemon to print debug-
ging messages about its progress. This option is helpful in debugging
connection, authentication, and configuration problems.
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PrintMotd yes

CheckMai | yes

User Confi gDi rectory
"o . ssh2"

Sysl ogFaci | ity DAEMON

SshlConpatibility no

NoDel ay yes

KeepAl i ve yes

User KnownHost s yes

Al | owHost s

192.168.1. 4

DenyHosts *

Qui et Mbde no

The option Pri nt Mot d specifies whether the ssh2 daemon should
print the content of the/ et ¢/ not d file when auser logsin interac-
tively. The/ et ¢/ not d fileis aso know as the message of the day.

The option CheckMai | specifies whether the ssh2 daemon should
print information about new mail you may have.

Theoption User Conf i gDi r ect or y specifiesthe default location
for user-specific configuration data.

Theoption Sys| ogFaci | i ty specifiesthefacility code used when
logging messages from the ssh2 daemon. The facility specifies the
subsystem that produced the message, in our case DAEMON.

The option Ssh1Conpati bi | i ty specifies whether or not to use
SSH1 compeatibility code with SSH2 for sshl users.

Theoption NoDel ay specifiesif the socket option TCP_NODELAY
should be enabled. It is recommended that you set thisoptiontoyes
to improve network performance.

The option KeepAl i ve specifies whether the system should send
keep alive messages to the remote server. If set toyes then the death
of the connection or crash of remote machines will be properly no-
ticed.

The option User KnownHost s specifies whether the default user's
home directory $HOVE/ . ssh2/ knownhost s/ can be used to get
hosts public keys when using hostbased-authentication.

The option Al | owHost s specifies and control which hosts can
access ssh2 services. Multiple hosts can be specified separated by
spaces.

The option DenyHost s specifies and controls which hosts cannot
access ssh2 services. Multiple hosts can be specified separated by
spaces. The default pattern * mean al hosts.

The option Qui et Mode specifies whether the system runs in quiet
mode. This option must be set to no, because in quiet mode nothing is
logged in the system log except for fatal errors. Since we want to have
information about user sessionsiit is preferable to disable this option.

Configure sshd2 to use tcp-wrappers/inetd su-

per server

Tcp-wrappers shoud be enabled to start and stop the sshd2 server. Upon execution, inetd reads its config-
uration information from a configuration file which, by default, is/ et ¢/ i net d. conf . There must be
an entry for each field of the configuration file, with entries for each field separated by atab or a space.

1. Editthei net d. conf file,vi/ etc/i netd. conf and add theline:

ssh streamtcp nowait root /usr/sbin/tcpd sshd -i
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The-i parameter isimportant sinceit specifiesthat sshd isbeing run frominetd. Also, update
your i net d. conf file by sending a SIGHUP signal, killall -HUP inetd after adding the
abovelineinto thefile.

Toupdateyour i net d. conf file, use the following command:

[root @eep] /#killall -HUP inetd
2. Editthehosts.allow file,vi/etc/hosts. al | owandadd theline:
sshd: 192.168. 1.4 wi n.openna.com

Which means client 192. 168. 1. 4 with host namewi n. openna. comis alowed to ssh on the
server.

Note

These daenon strings for tcp-wrappers are in use by sshd2;

sshd, sshd2 The name sshd2 was called with usually sshd.
sshdfwd-X11 if you want to allow/deny X11-forwarding.
sshdfwd-<port-number> for tcp-forwarding.

sshdfwd-<port-name> port-name defined in / et ¢/ servi ces. Usad in

tcp-forwarding.

IF: TiF

If you do decideto switch to using ssh, make sureyouinstall and useit on al your servers. Having
ten secure servers and one insecure is a waste of time.

Configuration of the / et ¢/ pam d/ ssh file

For better security of your ssh2 server, you can configure it to use pam authentication. To do that, you
must create the/ et ¢/ pam d/ ssh file.

Create the sshfiletouch / et ¢/ pam d/ ssh and add or change, if necessary:

#Y%PAM 1. 0
aut h required /11ib/security/pam pwdb. so shadow
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aut h required /11ib/security/pam nol ogi n. so

account required /11ib/security/pam pwdb. so

password required /1ib/security/pamcracklib.so

password required /1ib/security/pam pwdb. so use_aut ht ok nul | ok nmd5 sh
session required /11ib/security/pam pwdb. so

For Further documentation and more details, there are several man pages you can read:

ssh-add2(1) - addsidentities for the authentication agent
ssh-agent2(1) - authentication agent

ssh-keygen2(1) - authentication key pair generation

ssh2(1) - secure shell client remote login program
sshd2(8) - secure shell daemon

Ssh2 Per-User Configuration

1. Createyour private & public keys of local, by executing:

[ root @eep] /#su admin
[adm n@leep /]$ ssh-keygen?2

Generating 1024-bit dsa key pair

6 0o..000. 000.

Key generat ed.

1024-bit dsa, adni n@eep. openna.com Sun Feb 13 2000 05: 33: 38 -0500
Passphrase :

Agai n :

Private key saved to /honme/adnin/.ssh2/id dsa 1024 _a

Public key saved to /hone/adm n/.ssh2/id _dsa 1024 a. pub

2. Createani dentificati onfileinyour ~/ . ssh2 home directory on local:

[ adm n@leep] $cd ~/ . ssh2
[adm n@leep ]/.ssh2%echo "l dKey id dsa 1024 a" > identification

—

|;"1 HOTE

A

It's optional to create an identification file on Remote. The identification file contains the
name of the private key that is to be used in authentication.

3. Copy your public key of Local id dsa 1024 a.pubto~/. ssh2 homedirectory of remote under the
name, say, Local . pub.
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4. Createanaut hori zation fil einyour~/.ssh2 homedirectory on remote:

[admi n@enpte ]/.ssh2$%touch aut hori zation

F HOTE

The ~/ means the user home directory.

5. Addthefollowing onelineto the aut hori zat i on file on the remote host:

[admi n@enpte ]/.ssh2$vi authorization

key Local . pub

SSH2 Users Tools

The commands listed below are some that we use often in our regular use, but many more exist, and you
should check the man page and documentation for more details.

ssh2.  Ssh2, Secure Shell provides secure encrypted communications between two untrusted hosts over
an insecure network. Itisaprogram for logging securely into aremote machine and executing commands
from there. It isasuitable replacement for insecure program like telnet, rlogin, rcp, rdist, and rsh. Tologin
to a remote machine, use the command:

[root @eep] /#ssh2 -1 <l ogi n_nanme> <host nane>

Example 16.1. login to aremote using ssh2

[root @eep] /#ssh2 -1 adm n www. openna. com

Passphrase for key "/hone/adnin/.ssh2/id_dsa_1024_a" with conmment "1024-b
adnmi n' s password:

Last | ogin: Tue Cct 19 1999 18:13:00 -0400 from deep. openna.com

No mail .

[admi n@ww ]/ admi n$

Where <login_name> is the name you use to connect to the ssh2 remote server and <hostname> is the
address of your ssh2 remote server.
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sftp2.  The sftp2, Secure File Transfer utility is an ftp-like client that provides file transfers over the
network. You must already be connected with ssh2 before using the sftp2 utility. To ftp over ssh2, use

the following command:

[adm n@leep /] $sftp2 <host nane>

Example 16.2. sftp2, Secure File Transfer

[adm n@leep /] $sft p2 www. openna. com

| ocal path

Passphrase for

/ home/ adm n

adm n's password:
adm n's password:

renote path :

sftp>

/ home/ adm n

Where <hostname> is the name of the remote server you want to sftp.

Installed files

These are thefiles Installed by Ssh2 software on your machine;

/ et c/ pam d/ ssh
[ etc/ssh2

/usr/ man/ manl/sftp2.1 /usr/ bi
[usr/ man/ manl/ssh. 1 [ usr/ bi

/ et c/ ssh2/ host key [ usr/ man/ manl/ ssh-add. 1/ usr/ bi
/ et c/ ssh2/ host key. pub  /usr/ man/ manl/ ssh- [ usr/ bi
agent.1
/ etc/ ssh2/ sshd2_config /usr/man/ manl/ ssh- [ usr/ bi

keygen. 1
/etc/ssh2/ssh2 _config /usr/man/ manl/scp.1 [ usr/ bi

/root/.ssh2

/usr/man/ manl/sftp. 1 [ usr/ bi

/root/.ssh2/random seed/ usr/ man/ man8/ sshd2.8 /usr/ bi

/root/ssh2
/usr/ man/ manl/ ssh2.
/usr/ man/ manl/ ssh-
keygen2. 1
/usr/ man/ manl/ ssh-
add2. 1
/usr/ man/ manl/ ssh-
agent2.1

/usr/ man/ manl/ scp2.

1

[ usr/ man/ man8/ sshd. 8 [ usr/ bi
[ usr/ bin/ssh2 [ usr/ bi
/usr/ bin/scp2 [ usr/ bi

[ usr/bin/sftp2 [ usr/ bi

key "/ home/adm n/.ssh2/id_dsa_1024_a" with coment

n/ ssh- keygen2
n/ ssh-si gner 2
n/ ssh-add2

n/ ssh

n/ ssh- agent

n/ ssh-add

n/ ssh- askpass
n/ ssh- keygen
n/ scp

n/sftp

n/ sftp-server

n/ ssh-si gner

lusr/bin/sftp-server2 [usr/sbin/sshd2

1 [ usr/ bi n/ ssh-agent 2 [ usr/ sbin/sshd
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Chapter 17. Software -Securities/
System Integrity

A typical Red Hat Linux server installation handles approximately 30,400 files. At their busiest times,
administrators can't check the integrity of all system files, and if a cracker has accessed your server, he or
she can install or modify files without your knowledge with some effort. Since such a possibility exists a

few programs have been created to respond to thiskind of activity.

Linux Tripwire 2.2.1

According to the official [Tripwire site]:

Tripwire works at the most fundamental layer, protecting the servers and workstations that make
up the corporate network. Tripwire works by first scanning a computer and creating a database of
systemfiles, acompact digital snapshot of the systemin aknown secure state. The user can configure
Tripwire very precisely, specifying individual files and directories on each machine to monitor, or
creating a standard template that can be used on all machinesin an enterprisewide environement.

Oncethisbaseline databaseis created, a system administrator can use Tripwireto check theintegrity
of a system at any time. By scanning the current system and comparing that information with the
data stored in the database, Tripwire detects and reports any additions, deletions, or changes to
the system outside of the specified boundaries. If these changes are valid, the administrator can
update the baseline database with the new information. If malicious changes are found, the system
administrator will instantly know exactly which part, which component etc. of the network have
been affected.

This version of Tripwire has significant product enhancements over previous versions of Tripwire. Some

of the enhancements include:

Multiple levels of reporting alow you to choose different levels of report detail.

Syslog option sends information about database initialization, database update, policy update and in-

tegrity check to the syslog.

Database performance has been optimized to increase the efficiency of integrity checks.
Individual email recipients can be sent certain sections of areport.

SMTP email reporting support.

Email test mode enables you to verify that the email settings are correct.

Ability to create multiple sections within a policy file to be executed separately.

These installation instructions assume:

Commands are Unix-compatible.
The source path is/ var / t np -other paths are possible.

Installations were tested on Red Hat Linux 6.1 and 6.2.
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 All stepsin theinstallation will happen in super-user account root.
» Tripwireversion numberis2. 2. 1
These are the Package(s) you need to install:

Tripwire Homepage: http://www.tri pwiresecurity.com/
Y ou must be sure to download: Tripwire 221 for_Linux_x86 tar.gz

To Compile Tripwire-2.2.1, you do need to Decompressthetarbal t ar . gz.:

[root @eep] /#cp Tripwire_version_for Linux x86 tar.gz /var/tnp
[root @eep] /#cd /var/tmp
[root @eep J/tnmp# tar xzpf Tripwire_version_for_Linux x86 tar.gz

F HOTE

After thedecompression of Tripwireyouwill seethefollowingfilesinyour/ var / t np directory
related to Tripwire software:

License.txt

README

Release Notes

install.cfg

install.sh

package directory

Tripwire tar.gz file Tripwire version_for_Linux_x86 tar.gz.

Configurethe/var/tnp/install.cfgfile

Recall that Tripwire version 2. 2. 1 is not open source, so you cannot compile and install it like other
archives source files, instead you must modify thei nst al | . cf g file of tripwire that will install auto-
matically Tripwire software for you to specify instalation paths for your system. We must modify this
file to be compliant with Red Hats file system structure and install Tripwire binaries under our PATH
Environment Variable.

1. Edittheinstall.cfgfileviinstall.cfg andchangethisfiletolook like:

install.cfg

default install.cfg for:
Tripwire(R) 2.2.1 for Unix

NOTE: This is a Bourne shell script that stores installation
paraneters for your installation. The installer wll
execute this file to generate your config file and also to
| ocate any special configuration needs for your install.
Protect this file, because it is possible for
mal i ci ous code to be inserted here

HHFHHF TR
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To set your Root directory for install, set TWROOI= to sonet hing
other than /usr/TSS as necessary.

H O H R

# If CLOBBER is true, then existing files are overwitten.
# If CLOBBER is false, existing files are not overwitten.
CLOBBER=f al se

# The root of the TSS directory tree.
TWROOT="/ usr"

# Tripwire binaries are stored in TWBIN.
TVBI N=" ${ TWROOT} / bi n"

# Tripwire policy files are stored in TWPCLI CY.
TWPOLI CY="${ TWROOT}/ TSS/ pol i cy"

# Tripw re manual pages are stored in TWVAN.
TWVAN=" ${ TWROOT} / man"

# Tripw re database files are stored in TWDB.
TWDB="${ TWROOT} / TSS/ db"

# The Tripwire site key files are stored in TWSl TEKEYDI R
TWSl TEKEYDI R=" ${ TWROOT} / TSS/ key"

# The Tripwire local key files are stored in TWOCALKEYD R
TW.OCALKEYDI R=" ${ TWROOT} / TSS/ key"

# Tripwire report files are stored i n TWREPORT.
TWREPORT="${ TWROOT}/ TSS/ r eport "

# This sets the default text editor for Tripwre.
TWEDI TOR="/ bi n/ vi "

# TWLATEPROMII NG control s the point when tripwire asks for a passwor
TW.ATEPROWPTI NG=f al se

# TWLOOSEDI RCHK sel ects whether the directory should be nonitored fc
# properties that change when files in the directory are nonitored.
TWLOOSEDI RCHK=f al se

# TWMVAI LNOVI OLATI ONS det erm nes whether Tripwire sends a no violatic
# report when integrity check is run with --email-report but no rule
# violations are found. This lets the admin know that the integrity
# was run, as opposed to having failed for sone reason.

TWWAI LNOVI CLATI ONS=t r ue

# TWEMAI LREPORTLEVEL determi nes the verbosity of e-mail reports.
TWEMAI LREPORTLEVEL=3

# TWREPORTLEVEL determi nes the verbosity of report printouts.
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TWREPORTLEVEL=3

# TWBYSLOG deterni nes whether Tripwire will |log events to the systen
TWBYSLOG=f al se

BB R R R R
# Mail Options - Choose the appropriate
# met hod and conment the other section
BB R R R R

BREHHH AR AR A AR

# SENDMAI L options - DEFAULT

#

# Either SENDMAIL or SMIP can be used to send reports via TWVAI LMETH
# Specifies which sendmail programto use.

BREHHH AR AR A AR

TWVAI LVETHOD=SENDMAI L
TWVAI LPROGRAME" / usr/ i b/ sendmail -oi -t"

BREHHH AR AR A AR

# SMIP options

#

# TWBMIPHOST sel ects the SMIP host to be used to send reports.

# SMIPPORT sel ects the SMIP port for the SMIP mail programto use.
BREHHH AR AR A AR

# TWVAI LMETHOD=SMIP
# TWBMIPHOST="nui | . donmai n. cont
# TWBMITPPORT=25

BRRHHHH BRI R A AR R R R R R R R R R R
# Copyright (C 1998-2000 Tripwire (R) Security Systenms, Inc. Tripw
# registered trademark of the Purdue Research Foundation and is |ice
# exclusively to Tripwire (R) Security Systens, Inc.

BRRHHHH BRI R A AR R R R R R R R R R R

—

|_ HOTE
T

Thefilei nstal | . cf g isaBourne shell script used by the installer to set configuration
variables. These variables specify the target directories where the installer will copy files
and what theinstaller should do if the installation processwould overwrite existing Tripwire
software files.

2. Now we must run the installation script to install Tripwire binaries and related files on to our system

according to whether you are using default or custom configuration values. To run the installation
script and install Tripwire, use the following command:

[root @eep ]/tnp#./install.sh
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Eq?um.qm

The install.sh file is the installation script which you run to begin installation of Tripwire.
During the installation procedure, you will:

1. Answer some questions related to the installation.
2. Specify two pass phrases to be assigned for your site and local keys.

3. When Tripwire is installed in our system it will copy License.txt, README, and
Rel ease_Not es filesunder / usr directory. Of course after finishing reading those files you can
safely remove them from your / usr directory with the following command: To remove these files
from your system, use the following command:

[root @eep ]/usr# rm-f [usr/License.txt README Rel ease_ Notes
Dont forget to clean up later:

[ root @eep] /#cd /var/tnp
[root @eep ]/tnmp# rm-rf License.txt README Rel ease-Notes install.cfg i

Therm command as used above will remove all related files and directories we have used to install Trip-
wire for Linux. It will also remove the Tripwire for Linux compressed archive from the / var / t np di-
rectory.

Configuration files
EHDTE

All the configuration files required for each software described in this book has been provided
by us asagzipped file, f | oppy. t gz for your convenience. This can be downloaded from this
web address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any lo-
cation on your local machine, say for example/ t np, assuming you have donethisyour directory
structurewill be/ t mp/ f | oppy. Within thisfloppy directory each configuration file hasitsown
directory for respective software. For example Tripwire-2.2.1 configuration file are organised
likethis:

total 16
STWr--F-- 1 harrypotter harrypotter 3312 Jun 8
STWr--F-- 1 harrypotter harrypotter 10152 Jun 8

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
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convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asitis.

To run Tripwire for Linux, the following file is required and must be created or copied to the appropriate
directory on your server. Copy thet wpol . t xt filetothe/ usr/ TSS/ pol i cy directory.

-

|;"1_ TiF

ki

Y ou can obtain the configuration file listed below on our f | oppy. t gz archive. Copy the fol-
lowing file from the decompressed f | oppy. t gz archive to the appropriate place, or copy and
paste it directly from this book to the concerned file.

Configure the / usr/ TSS/ pol i cy/ t wpol . t xt
file

The/ usr/ TSS/ pol i cy/ t wpol . t xt isthetext policy file of Tripwire where you specify what files
and directories, to check. Note that extensive testing and experience are necessary when editing this policy
file before you get a working file report. The following is a working example from where you can start
your own customization.

1. You must modify the default policy file, or create your own. Thepol i cygui de. t xt fileunder /
usr/ TSS/ pol i cy directory can help you. Open the policy filet wpol . t xt with atext editor, vi
/usr/ TSS/ pol i cy/ twpol .t xt and changeit to fit your needs:

@ecti on GLOBAL
TWROOT="/usr";

TVBI N="/usr/ bi n";

TWPOL="/ usr/ TSS/ pol i cy";
TWDB="/ usr/ TSS/ db";
TWBKEY="/ usr/ TSS/ key";
TWLKEY="/usr/ TSS/ key";
TWREPORT="/usr/ TSS/ report";
HOSTNAME=deep. openna. com

@®ection FS

SECCRIT = $(lgnoreNone)-SHa; # Critical files - we can't affc
SEC SUI D = $(l gnoreNone)-SHa; # Binaries with the SUID or SATL
SEC TCB = $(ReadOnly); # Menbers of the Trusted Conputing Bas
SEC BIN = $(ReadOnly); # Binaries that shouldn't change

SEC CONFI G = $(Dynanic); # Config files that are changed i nfrequentl
SEC LOG = $(Gowing); # Files that grow, but that shoul d neve
SEC | NVARI ANT = +pug; # Directories that should never change permi ss

SIG LOW = 33; # Non-critical files that are of mininal securi
SI G_MED = 66; # Non-critical files that are of significant se
SIGH = 100; # Critical files that are significant points c

# Tripwire Binaries
(emailto = adm n@penna.com rulename = "Tripwire Binaries", severit

{
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$(TVBI N) / si ggen -> $(ReadOnly);
S(TVWBIN) /tripwire -> $(ReadOnly);
$(TWBIN)/twadnin  -> $(ReadOnl y);
$(TVBI N) / t wpr i nt -> $(ReadOnly);
}

# Tripwire Data Files - Configuration Files, Policy Files, Keys, Rer
(emailto = adm n@penna.com rulename = "Tripwire Data Files", sever

{

# NOTE: Renoving the inode attribute because when Tripwire creates &
# it does so by renaming the old file and creating a new one (which
# have a new i node nunber). Leaving inode turned on for keys, which
# ever change.

# NOTE: this rule will trigger on the first integrity check after de
# initialization, and each integrity check afterward until a databas
# is run, since the database file will not exist before that point.

$( TVDB) -> $(Dynamic) -i;
$( TWPOL) / t w. pol -> $(SEC BIN) -i;
$(TWBIN)/ tw. cf g -> $(SEC BIN) -i;
$( TW.KEY) / $( HOSTNAME) - | ocal . key  -> $(SEC BIN) ;

$( TWBKEY) / si t e. key -> $(SEC BIN) ;

#don't scan the individual reports
$(TWREPORT) -> $(Dynamic) (recurse=0);

}

# These files are critical to a correct system boot.

(emailto = adm n@penna.com rulename = "Critical system boot files”
{

/ boot -> $(SEC CRIT) ;

'/ boot/ Syst em map ;
'/ boot / nodul e-i nfo ;

}

# These files change the behavior of the root account

(emailto = adm n@penna. com rulename = "Root config files", severit
{

/ r oot -> $(SEC CRI'T) ;
/root/.bash_history -> $(SEC LOG ;

}

# Commonly accessed directories that should remain static with regar
(emailto = adm n@penna.com rulename = "Invariant Directories", sev
{

/ -> $(SEC_| NVARI ANT) (recurse = 0);

/ hone -> $(SEC_| NVARI ANT) (recurse = 0);

letc -> $(SEC_| NVARI ANT) (recurse = 0);

/ chr oot -> $(SEC_| NVARI ANT) (recurse = 0);

/ cache -> $(SEC_| NVARI ANT) (recurse = 0);

}

(emailto = adm n@penna. com rul enane = "Shell Binaries")

{
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/ bi n/ bsh -> $(SEC BIN);
/ bin/csh -> $(SEC BIN);
/ bi n/ sh -> $(SEC BIN);
}

# Rest of critical system binaries

(emailto = adm n@penna. com rul enane "OS executables and librarie

{
/ bin -> $(ReadOnly)
/1ib -> $(ReadOnly) ;
}

# Local files
(emailto = adm n@penna. com rul enane

"User binaries", severity =

{

/ sbin -> $(SEC BIN) (recurse = 1);
/usr/sbin -> $(SEC BIN) (recurse = 1);
/usr/bin -> $(SEC BIN) (recurse = 1);
}

# Tenporary directories

(emailto = adm n@penna. com rul ename = "Tenporary directories", rec
{

[usr/tmp -> $( SEC_| NVARI ANT) ;
[var/tnmp -> $( SEC_| NVARI ANT) ;

/tnp -> $( SEC_| NVARI ANT) ;

}

# Libraries
(emailto = adm n@penna. com rul enane

"Libraries", severity = $(Sl

{

fusr/lib -> $(SEC BIN);

}

# I ncl ude

(emailto = adm n@penna. com rul ename = "CS Devel opnent Files", seve
{

/usr/include -> $(SEC BIN);

}

# Shar ed

(emailto = adm n@penna.com rulename = "CS Shared Files", severity
{

/usr/share -> $(SEC BIN)

}

# Kernel headers files
(emailto = adm n@penna. com rul enane

"Kernel Headers Files", seve

{

/usr/src/linux-2.2.14 -> $(SEC BIN);

}

# setui d/setgid root prograns

(emailto = adm n@penna. com rul enane = "setuid/setgid", severity =
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{

/ bin/su -> $(SEC _SUI D);

/ sbi n/ pwdb_chkpwd -> $(SEC _SUI D);

/ sbi n/ dunp -> $(SEC SUI D);

/sbin/restore -> $(SEC SU D);

[ usr/bin/ at -> $(SEC SU D);

/ usr/ bi n/ passwd -> $(SEC SU D);

/ usr/ bi n/ sui dper | -> $(SEC SU D);
/usr/bin/crontab -> $(SEC SU D);

/ usr/ sbi n/ sendmi | -> $(SEC SU D);

/ usr/ bi n/ man -> $(SEC SUI D);

/usr/ bi n/ sperl 5. 00503 -> $(SEC SU D);
/usr/bin/slocate -> $(SEC SUI D);

/ usr/ sbi n/ utenpter -> $(SEC SUI D);

/ sbi n/ netreport -> $(SEC _SU D);

}

(emailto = adm n@penna. com rulenane = "Configuration Files")
{

/etc/hosts -> $(SEC_CONFI G ;

/etclinetd. conf
/etc/initlog.conf -> $(SEC CONFI QG ;

/etcl/inittab -> $(SEC _CONFI G ;
-> $( SEC_CONFI G ;
-> $( SEC_CONFI G ;

/etc/resol v. conf
/ et c/ sysl og. conf

-> $(SEC_CONFI §);

}

(ermailto = adm n@penna.com rul enane = "Security Control")

{

/ etc/ group -> $(SEC CRIT);

/etc/security/ -> $(SEC CRIT);

/libl/security/ -> $(SEC CRIT);

/var/spool /cron -> $(SEC CRIT);

}

(ermailto = adm n@penna. com rul enane = "Login Scripts")

{

/etc/csh.login -> $(SEC_CONFI G ;
/etc/profile -> $(SEC _CONFI G ;

}

# These files change every tine the system boots

(emailto = adm n@penna. com rul ename = "System boot changes", sever
{

/ dev/| og -> $(Dynanmi c)

/ dev/ cua0 -> $(Dynanmi c)

/ dev/ consol e -> $(Dynanmi c)

/dev/tty2 -> $(Dynanic) # tty devi
/dev/tty3 -> $(Dynanic) # are extr
/dev/tty4a -> $(Dynanic) # vari abl e
/dev/tty5 -> $(Dynanmi c)

/dev/tty6 -> $(Dynanmi c)

/ dev/ ur andom -> $(Dynanmi c)

/dev/initctl -> $(Dynanmi c)
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/var /|l ock/ subsys

[var/run
/var/| og

/etclioctl.save
/etc/.pwd. | ock

/etc/ntab
/1i b/ nodul es

}

# Critical configuration files
(emailto = adm n@penna. com

{

| et ¢/ conf. nodul es

/ etc/crontab

/etc/cron. hourly
/etc/cron.daily
/etc/cron. weekly
/etc/cron. nonthly

[ etc/default
/etc/fstab
/ et c/ group-

/ et c/ host. conf
/etc/hosts. all ow
/ et c/ host s. deny
/etc/lilo.conf
/etc/l ogrotate. conf
/ et ¢/ pwdb. conf
/etcl/securetty
/etc/sendmail . cf
/etcl/protocols
/etc/services
/etc/rc.d/init.d

/etc/rc.d
/etc/notd
/ et c/ passwd
/ et c/ passwd-

/etc/profile.d

/etclrpc

/etcl/sysconfig
-> $(ReadOnly)
/ etc/ nsswi tch. conf

/etc/shells

}

# Critical devices
(emailto = adm n@penna. com

{

/ dev/ knem
[/ dev/ mem
[ dev/ nul |
/ dev/ zero

/ proc/ devi ces

/ proc/ net

[proc/tty -> $(Device)

/ proc/ sys

-> $(ReadOnl y)

-> $(ReadOnl y)
-> $(ReadOnl y)
-> $(ReadOnly)
-> $(ReadOnl y)

-> $(ReadOnl y)

->
->
->
->
->
->
->

rul enane = "Critical

->
->
->
->
->
->
->
->

->
->
->

->
->
->
->
->
->
->
->
->
->

rul enane = "Critical

->
->
->
->
->
->

->

$(Dynanmi c)
$(Dynanmi c)
$(Dynanmi c)
$(Dynanmi c)
$(Dynanmi c)
$(Dynanmi c)
$(Dynanmi c)

$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)

# daenon F

configuration file

# changes should be infre

$( Readnl y)
$( ReadOnl y)
$( ReadOnl y)

$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)
$( ReadOnl y)

$( ReadOnl y)

$(Devi ce)
$(Devi ce)
$(Devi ce)
$(Devi ce)
$(Devi ce)
$(Devi ce)

$(Devi ce)

devi ces", severity



Software -Securities/System Integrity

/ proc/ cpuinfo -> $(Device)
/ proc/ modul es -> $(Device)
/ proc/ mount s -> $(Device)
/ proc/ dma -> $(Device)
/proc/fil esystens -> $(Device)
[proc/ide -> $(Device)

/proc/interrupts -> $(Device)
/proc/ioports -> $(Device)
/ proc/ scsi -> $(Device)
/ proc/ kcore -> $(Device)
/ proc/sel f -> $(Device)
/ proc/ knsg -> $(Device)
/ proc/ st at -> $(Device)
/ proc/ ksyms -> $(Device)
/ proc/ | oadavg -> $(Device)
/ proc/uptine -> $(Device)
/ proc/ | ocks -> $(Device)
/ proc/ version -> $(Device)
/ proc/ meni nf o -> $(Device)
/proc/cndl i ne -> $(Device)
/ proc/ msc -> $(Device)
}

F‘y: TIF
h |

This is an example policy file we provide you; of course, you must modify this file to fit
your system files and specific needs.

2. Onceyou areready to use your policy file for the first time, install it with the following command:

[root @eep] /#twadnin --create-polfile /usr/TSS/ policy/twpol.txt

Pl ease enter your site passphrase:
Wote policy file: /usr/TSS/ policy/tw. pol

Securing Tripwire for Linux

It isimportant to make sure that the integrity of the system you are running has not been already compro-
mised. For maximum confidence in your baseline database, you should generate operating system and
application files from a clean installation and original media. Also, it is recommended that you delete the
plain text copy of the Tripwire configuration file named t wef g. t xt located under the/ usr / bi n di-
rectory to hidethelocation of Tripwire'sfilesand prevent anyone from creating a second, or aternate, con-
figuration file. To delete the plain text copy of the tripwire configuration file, use the following command:

[root @eep] /#rm-f [usr/bin/twcfg.txt
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Further documentation for more details, there are several man pages you can read:

siggen(8) - signature gathering routine for Tripwire

tripwire(8) - afileintegrity checker for UNIX systems

twadmin(8) - Tripwire administrative and utility tool

tweonfig(4) - Tripwire configuration file reference

twfiles(5) - overview of files used by Tripwire and file backup process
twintro(8) - introduction to Tripwire software

twpolicy(4) - Tripwire policy file reference

twprint(8) - Tripwire database and report printer

Often used Commands

The commands listed below are some that we use often in our regular use, but many more exist. Check the
man page for more details. Creating the database for thefirst time; once your policy file has beeninstalled,
it istime to build and initialize your database of file system objects, based on the rules from your policy
file. This database will serve as the baseline for later integrity checks.

The syntax for Database Initialization modeis:
[root @eep] /#tripwire --init
To initialize your database file, use the following command:

[root @eep] /#tripwire --init

Pl ease enter your |ocal passphrase:

Parsing policy file: /usr/TSS/ policy/tw. pol
CGenerating the database...

*** Processing Unix File System ***

Wote database file: /usr/TSS/ db/deep. openna.com twd
The dat abase was successful |l y generat ed.

-

|;"1_ Tie

Li1

When this command has executed, the database is ready and you can check system integrity and
review the report file.

Integrity or Interactive Check Mode

Tripwire has a feature called Integrity Check Mode. Now that our database has been built, we can run
this feature to compare the current file system objects with their properties as recorded in the Tripwire
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database. All violations of fileswill be printedto st dout , the report-generated file will be saved and can
later be accessed by the twprint utility. The syntax for integrity check modeis:

[root @leep] /#tripwire --check

To run the integrity check mode, use the command:

[root @eep] /#tripwire --check

Tripwire can also be run in Interactive Check Mode. In this mode you can automatically update your
changes viatheterminal. To run in interactive check mode, use the command:

[root @leep] /#tripwire --check --interactive

An email option exists with Tripwire and allows you to send email. This option will specify that reports
be emailed to the recipients designated in the policy file. To run in integrity check mode and send email
to the recipient, use the command:

[root @eep] /#tripwire --check --emil -report

Updating the database after an integrity check If you have decided to use the Integrity Check Mode of
Tripwireinstead of the Interactive Check Mode, you must update the Tripwire database with the Database
Update Modefeature. Thisupdate process allowsyou to save time by updating the database without having
to regenerate it, and it also enables selective updating, which cannot be done through regeneration. The
syntax for database update modeis:

[root @eep] /# tripwire --update -r

To update the database, use the command:

[root @eep] /#tripwire --update -r /usr/TSS/ report/deep. openna. com 2000

Where -r read the specified report file deep. openna. com 200001- 021854. t wr . This option is
required since the REPORTFI LE variable in the current configuration file uses $(DATE).

Eﬁggnn‘mm

In Database Update Mode or Interactive Check Mode, Tripwire software displays the report in
your terminal with a ballot box next to each policy violation. You can approve a change to the
file system by leaving the x next to each policy violation or remove the x from the ballot box and
the database will not be updated with the new value(s) for that object. After you exit the editor
and provide the local pass phrase, Tripwire software will update and save your changes.
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Updating the policy file Some times you want to change the rulesin your policy file to reflect new file lo-
cationsor policy rules. A special command existsto do the work and update the database without requiring
a complete re-initialization of the policy file. This can save a significant amount of time and preserves
security by keeping the policy file synchronized with the database it uses. The syntax for policy update
modeis:

[root @eep] /#tripwire --update-policy /path/to/ new policy/file
To update the policy file, use the command:
[root @eep] /#tripwire --update-policy /usr/TSS/ policy/newtwpol .txt

The policy Update mode runs with the --secure-mode high option by default. Y ou may encounter errors
when running with this option if the file system has changed since the last database update, and if the
changes cause a violation in the new policy. After determining that all of the violations reported in high
security mode are authorized, you can update the policy file in low security mode to solve this situation:
To update the policy filein low security mode, use the command:

[root @eep] /#tripwire --update-policy --secure-nmode |ow /usr/TSS/ polic

Installed files

These are thefiles Installed by Tripwire:

[usr/ TSS [ usr/ TSS/ policy/tw. pol /usr/mn/ man5
[usr/bin /usr/ TSS/ [usr/ man/ man5/twfil es.5
pol i cy/ twpol .t xt. bak
[ usr/ bi n/ si ggen /usr/ TSS/ report [ usr/ man/ man8
[ usr/bin/twprint [usr/ TSS/ db [ usr/ man/ man8/ si ggen. 8
[ usr/ bin/twadm n [ usr/ TSS/ key [ usr/ man/ mang/
tripwire. 8
/usr/bin/tripwire [ usr/ TSS/ key/ site. key [usr/man/ man8/twadm n. 8
[ usr/bin/twcfg.txt [ usr/ TSS/ key/ [usr/ man/ man8/tw ntro. 8
deep. openna. com
| ocal . key
lusr/bin/tw. cfg [ usr/ man [usr/ man/ man8/twprint. 8
/usr/ TSS/ policy [ usr/ man/ man4 [ usr / READVE
[ usr/ TSS/ [ usr/ man/ man4/ [ usr/ Rel ease_Not es
pol i cy/ policyguide.txt tweonfig.4
[ usr/TSS/ [ usr/ man/ man4/ /usr/License.txt
pol i cy/twpol . t xt twpolicy. 4
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Tripwire ASR 1.3.1 isthe Academic Source Release (ASR) of Tripwire software. Personally, | prefer the
1.3.1 version of the software rather than the 2.2.1 version because it can compile and be installed without
any compatibility problemson all versions of Linux systems.

Install, Compile and Optimize

As explained in the [Tripwire ASR goals]:

With theadvent of increasingly sophisticated and subtle account break-inson Unix systems, the need
for tools to aid in the detection of unauthorized modification of files becomes clear. Tripwireisa
tool that aids system administrators and usersin monitoring adesignated set of filesfor any changes.
Used with system files on aregular (e.g., daily) basis, Tripwire can notify system administrators of
corrupted or tampered files, so damage control measures can be taken in atimely manner.

Tripwire is a file and directory integrity checker, a utility that compares a designated set of files and
directories against information stored in apreviously generated database. Any differences are flagged and
logged, including added or del eted entries. When run against system fileson aregular basis, any changesin
critical system fileswill be spotted -- and appropriate damage control measures can be taken immediately.
With Tripwire, system administrators can conclude with a high degree of certainty that a given set of files
remain free of unauthorized modifications if Tripwire reports no changes.

These install ation instructions assume:
» Commands are Unix-compatible.

e Thesource pathis/ var/t np -other paths are possible.

Installations were tested on Red Hat Linux 6.1 and 6.2.

» All stepsin theinstallation will happen in super-user account root.
* Tripwireversion numberisl. 3. 1-1

These are the package(s) required and Tripwire Homepage:

http://www.tri pwiresecurity.com/
Y ou must be sure to download: Tripwire-1.3.1-1.tar.gz

Y ou need to decompressthe Tarballs, It isagood ideato makealist of fileson the system beforeyou install
it, and one afterwards, and then compare them using diff to find out what file it placed where. Simply run
find/* > Tripw rel beforeandfind/* > Tri pwi re2 after you install the tarball, and use diff
Tripwirel Tripwire2 > Tripw re-Install edtogetalistof what changed.

[root @leep] /# cp Tripwire-version.tar.gz /var/tnp
[root @eep] /# cd /var/tnp
[root @eep ]/tnmp# tar xzpf Tripwire-version.tar.gz

Move into the new Tripwire directory and Edit the utils.c file (vi +462 src/utils.c) and change the line:
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else if (iscntrl(*pcin)) {

Toread:

else if (I(*pcin & 0x80) && iscntrl (*pcin)) {

Edittheconfi g. par se. c file, vi +356 sr ¢/ conf i g. par se. ¢ and change theline:

rewi nd(fpout);

Toread:

el se {
rew nd(fpin);

Edittheconfi g. h file, vi +106 i ncl ude/ confi g. h and change the line:

#defi ne CONFI G_PATH "/usr/local/bin/tw
#defi ne DATABASE PATH  "/var/tripwire"

Toread:

#def i ne CONFI G_PATH "/etc"
#defi ne DATABASE PATH  "/var/spool/tripwre"

Edittheconfi g. h file, vi +165i ncl ude/ confi g. h and change the line:

#defi ne TEMPFI LE_TEMPLATE "/t np/ t wz XXXXXX"

Toread:

#defi ne TEMPFI LE_TEMPLATE "/var/tnp/ .t wzXXXXXX"

Edittheconfi g. pre.y filevi +66 sr c/ confi g. pr e. y and change the line:

#i fdef TW LI NUX

Toread:
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#i f def TW.LI NUX_UNDEF

Edit the Makef i | e, vi +13 Makef i | e and change the line:

DESTDIR = /usr/local /bin/tw
Toread:
DESTDIR = /usr/sbin
DATADIR = /var/tripwire
Toread:
DATADIR = /var/spool /tripwire
LEX = | ex
Toread:
LEX = flex
CC=gcc
Toread:
CC=egcs
CFLAGS = -0
Toread:

CFLAGS = - -funroll-loops -ffast-math -nalign-doubl e -ntcpu=penti unpro

[root @eep ]/tw ASR 1.3.1 src# nake
[root @eep ]/tw ASR 1.3.1 src# nake install
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[root @eep ]/tw ASR 1.3.1 src# chnmod 700 /var/spool/tripwre/
[root @eep ]/tw ASR 1.3.1 src# chnod 500 /usr/sbin/tripwire
[root @eep ]/tw ASR 1.3.1 src# chnmod 500 /usr/sbin/siggen
[root @eep ]/tw ASR 1.3.1 src# rm-f /[usr/sbin/tw config

» Theabove commands make and makeinstall will configure the software to ensure your system hasthe
necessary functionality and libraries to successfully compile the package, compile all source files into
executable binaries, and then install the binaries and any supporting files into the appropriate locations.

» Thechmod command will change the default modeof t ri pwi r e directorytobe700 dr wx- - - - - -
only readable, writable, and executable by the super-user root. It will make the binary / usr/ shi n/
tripw re only readable, and executable by the super-user r oot -r-x------ and finally make
the siggen program under / usr / sbi n directory only executable and readable by root.

» Therm command as used above will removethefilet w. conf i g under / usr/ sbi n. We don't need
thisfile since we will create anew one under / et ¢ directory later.

Do Cleanup later:

[root @eep] /# cd /var/tnp
[root @eep ]/tnmp# rm-rf tw ASR version/ Tripw re-version.tar.gz

The rm command as used above will remove all the source files we have used to compile and install
Tripwire. It will also remove the Tripwire compressed archive from the/ var / t nmp directory.

Configurations
EHDTE

All the configuration files required for each software described in this book has been provided
by usasagzipped file, f | oppy. t gz for your convenience. This can be downloaded from this
web address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any lo-
cation on your local machine, say for example/ t np, assuming you have donethisyour directory
structurewill be/ t np/ f | oppy. Withinthisfloppy directory each configuration file hasitsown
directory for respective software. For example Tripwire-1.3.1. configuration file are organised

like this:
total 8
- FWX------ 1 harrypotter harrypotter 504 Jun 8 1
STWe---- - 1 harrypotter harrypotter 611 Jun 8 1

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asitis.
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To run Tripwire, the following files are required and must be created or copied to their appropriate direc-
tories on your server.

1. Copy thet w. confi g filetothe/ et ¢ directory.

2. Copythetripwi re.verify scripttothe/ et c/ cron. dai | y directory.

Configure the/etc/tw. confi g file

The/etc/tw. confi g fileisthe Tripwire configuration file where you decide and set which system
files and directories that you want monitored. Note that extensive testing and experience are necessary
when editing thisfile before you get working file reports. The following isaworking example from where
you can start you own customization.

1. Createthet w. confi g file touch/ et c/tw. confi g and add in thisfile all files and directories
that you want monitored. The format of the configuration file is described in its header and in the
man page tw.config(5):

# Gerhard Mourani: gnourani @i deotron. ca
# |l ast updated: 1999/11/12

# First, root's "home"
/root R
I'/root/.bash_history

/ R

# OS itself
/boot/vminuz R

# critical boot resources
/[ boot R

# Critical directories and files
/chroot R

/letc R

/etc/inetd.conf R
/etc/nsswitch.conf R

letc/rc.d R

/etc/mab L

/etc/notd L

/etc/group R

/etc/passwd L

# ot her popular filesystens
fusr R

lusr/local R

/dev L-am

fusr/etc R

# truncate hone
=/ hone R

# var tree
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=/var/spool L
/var/log L
/var/lib L
/var/spool/cron L
I'/var/| ock

# unusual directories
=/proc E

=/tnp

=/ mt/cdrom

=/ mt/fl oppy

2. Now, for security reasons, change the mode of thisfile to be 0600 with the following command:

[root @eep] /# chnod 600 /etc/tw config

Configurethe/etc/cron. daily/
tripwre.verify script

Thetripw re. verify fileisasmall script executed by the crond program of your server each day to
scan your hard disk for possible changed files or directoriesand mail theresultsto the system administrator.
This script will automate the procedure of integrity checking for you. If you intend to automate this task,
follow the simple steps below.

1. Createthetripw re.verify script file touch /etc/cron.daily/tripwire.verify
and add in this script:

#!/ bi n/ sh

lusr/sbin/tripwire -loosedir -q | (cat <<EOF

This is an autonmated report of possible file integrity changes, gener
the Tripwire integrity checker. To tell Tripwire that a file or entir
directory tree is valid, as root run:

lusr/sbin/tripwire -update [pathname|entry]

If you wish to enter an interactive integrity checking and verificati
session, as root run:

/fusr/sbin/tripwire -interactive
Changed files/directories include:
ECF

cat
) | /binfmail -s "File integrity report" root

2. Now, make this script executable and change its mode to be 0700 with the following command:
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[root @eep] /# chmod 700 /etc/cron.daily/tripwire.verify

Security Issue

It is recommended for better security that the databaset w. db_[ host nane] file of Tripwire be moved
someplace e.g. floppy, where it cannot be modified. Thisisimportant because data from Tripwireis only
as trustworthy as its database. It is also recommend that you make a hardcopy printout of the database
contents right away. In the event that you become suspicious of the integrity of the database, you will be
able to manually compare information against this hardcopy.

For more details, Further documentation, there are several man pages you can read:

siggen(8) - signature generation routine for Tripwire
tripwire(8) - afileintegrity checker for UNIX systems
tw.config(5) - configuration file for Tripwire

The commands listed in the next section are some that we use often in regular use, but many more exist.
Check the man pages for more details.

Tripwirein I nteracti ve Checki ng Mde

Inl nteractive Checki ng Mode feature, Tripwireverifiesfilesor directoriesthat have been added,
deleted, or changed from the origina database and asks the user whether the database entry should be
updated. This mode is the most convenient way of keeping your database up-to-date, but it requires that
the user be at the console. If you intend to use this mode, then follow the simple steps below.

1. Tripwire must have a database to compare against so we first create the file information database.
This action will create afile called t w. db_[ host nane] in the directory you specified to hold
your databaseswhere[ host name] will be replaced with your machine hostname. To createthefile
information database for Tripwire, use the command:

[root @eep] /# cd /var/spool/tripwre/
[root @leep J/tripwire# /usr/sbin/tripwire --initialize

We move to the directory we specified to hold our database, and then we create the file information
database, which is used for all subsequent Integrity Checking.

2. Once the file information database of Tripwire has been created, we can now run Tripwirein | n-
teractive Checki ng Mbde. Thismode will prompt the user for whether or not each changed
entry on the system should be updated to reflect the current state of the file. To run in Interactive
Checking Mode, use the command:

[root @eep] /# cd /var/spool/tripw re/ database/

[root @eep ]/database# cp tw. db_nyserverhost nane /var/spool/tripwire/
[root @eep ]/database# cd ..

[root @eep J/tripwire# /usr/sbin/tripwire --interactive
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Tripwire(tm ASR (Academ c Source Release) 1.3.1

File Integrity Assessnent Software

(c) 1992, Purdue Research Foundation, (c) 1997, 1999 Tripwire
Security Systens, Inc. All Rights Reserved. Use Restricted to
Aut hori zed Licensees.

### Phase 1: Readi ng configuration file

### Phase 2: Cenerating file list

### Phase 3: Creating file information database
### Phase 4. Searching for inconsistencies

fizzzzd

H#i# Total files scanned: 15722
H#i# Fi | es added: 34

H#i# Fil es del et ed: 42

#Hi# Fi | es changed: 321
fizzzzd

H#i# Total file violations: 397
### added: -TWX------ r oot 22706 Dec 31 06:25:02 1999 /root/

--->File: "/root/tnp/firewall’
---> Update entry? [YN(y)nh?]

F HOTE

In interactive mode, Tripwire first reports all added, deleted, and changed files, then allows the
user to update the entry in the database.

Run Tripwire in Database Update Mode

Running Tripwire in Database Update Mode mixed withthet ri pwi re. veri f y script file that mails
the results to the system administrator, will reduce the time of scanning the system. Instead of run-
ning Tripwire in Interactive Checking Mode and waiting for the long scan to finish, the script file
tripwre.verify will scanthe system and report viamail the result, then you run Tripwire in Data-
base Update Mode and update only single files or directories that has changed.

Example 18.1. Usage of Tripwire

If asingle file has changed, you can:

[root @leep] /# tripwire -update /etc/newy.installed.file
Or, if an entire set of files or directories has changed, you can run:

[root @eep] /# tripwire -update /usr/lib/Package Dir
In either case, Tripwire regenerates the database entries for every specified file. A backup of the old data-

baseiscreated inthe. / dat abases directory.

These are Some possible uses of Tripwire software
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1. Check the integrity of your files system.

2. Get alist of new installed or removed files on your system.

Installed Files

These are thefiles Installed by the software TripWire ASR on your system:

/etc/cron.daily/tripwire.verify
/etc/tw.config

/usr/ man/ man5/tw. confi g. 5

/usr/ man/ man8/ si ggen. 8

fusr/ man/ man8/tripwire. 8
fusr/sbin/tripwire
/usr/sbin/siggen

/var/spool /tripwire
/var/spool /tripw re/tw db_TEST

Alternatives to Tripwire
These are some of the alternativesto Tripwire:
ViperDB ViperDB Homepage: http://www.resentment.org/projects/viperdb/
FCHECK FCHECK Homepage: http://sites.netscape.net/f check/fcheck.html

Sentinel Sentinel Homepage: http://zurk.netpedia.net/zfile.html
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Encryption of data sources is an invaluable feature that gives us a high degree of confidentiality for our
work. A tool like GnuPG does much more than just encryption of mail messages. It can be used for all
kinds of dataencryptions, and its utilization can only be stopped by theimagination. GnuPG RPM package
comes already installed on you computer, but thisversionisnot up to date and it isrecommended to install
the latest release available to fit our needs and CPU architecture.

Linux GnuPG

According to the [official GhuPG README] file:

GnuPG is GNU's tool for secure communication and data storage. It can be used to encrypt data
and to create digital signatures. It includes an advanced key management facility and is compliant
with the proposed OpenPGP Internet standard as described in RFC2440. Because GnuPG does not
use any patented algorithm it cannot be compatible with PGP2 versions. PGP 2.x uses only IDEA
(which is patented worldwide) and RSA (which is patented in the United States until Sep 20, 2000).

These installation instructions assume:
» Commands are Unix-compatible.

» Thesourcepathis/ var/t np -other paths are possible.

Installations were tested on Red Hat Linux 6.1 and 6.2.

All stepsin the installation will happen in super-user account root.
* GnuPG version number is 1.0.1
These are the Package(s) you must be sure to download:

GnuPG Homepage: http://www.gnupg.org/
Package to download: gnupg-1.0.1.tar.gz

Y ou must decompress the tarball to compile, it isagood ideato make alist of files on the system before
you install it, and one afterwards, and then compare them using diff to find out what file it placed where.
Simply runfind/ * > GnuPGL beforeandfind/ * > GhuPQ2 after you install the tarball, and use diff
GhuPGL GhuP& > GnuPG | nst al | ed toget alist of what changed. Decompressthetarball (tar.gz):

[root @leep] /# cp gnupg-version.tar.gz /var/tnp
[root @eep] /# cd /var/tnp
[root @eep ]/tnmp# tar xzpf gnupg-version.tar.gz

Y ou need to Compile and Optimize, moveinto the new GnuPG dir and type thefollowing on your terminal:
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CC="egcs" \

CFLAGS="-® -funroll-loops -ffast-math -malign-doubl e -ncpu=pentiunpro -
./configure \

--prefix=/usr \

- -enabl e- shar ed

[ root @eep ]/gnupg-1.0.1# nake

[ root @eep ]/gnupg-1.0.1# nake check

[root @eep ]/gnupg-1.0.1# nmake install

[root @eep ]/gnupg-1.0.1# strip /usr/bin/gpg

The make command compiles all source files into executable binaries,

The make check will run any self-tests that come with the package

finally, the make install command installs the binaries and any supporting files into the appropriate lo-
cations.

The strip command will reduce the size of the gpg binary for better performance.

Cleanup after work

[root @eep] /# cd /var/tnp
[root @eep ]/tnmp# rm-rf gnupg-version/ gnupg-version.tar.gz

The rm command as used above will remove all the source files we have used to compile and install
GnuPG. It will also remove the GnuPG compressed archive fromthe/ var / t np directory.

Often used Commands

The commands listed below are some that we use often, but many more exist. Check the man page for
more details and information.

First of al, we must create anew key-pair (public and private) if thisisafirst use of the GnuPG software
to be able to use its encryption features.

1. Tocreate anew key-pair, use the following command:

[root @eep] /# gpg --gen-key

gpg (GhuPG 1.0.1; Copyright (C) 1999 Free Software Foundation, Inc.
This program conmes with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcone to redistribute it

under certain conditions. See the file COPYING for details.

gpg: /root/.gnupg: directory created

gpg: /root/.gnupg/options: new options file created

gpg: you have to start GwuPG again, so it can read the new options fi
Thi s asks some questions and then starts key generation.
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2. We start GnuPG again with the following command:

[root @eep] /# gpg --gen-key

gpg (GwPG 1.0.1; Copyright (C) 1999 Free Software Foundation, Inc.
This program conmes wi th ABSOLUTELY NO WARRANTY

This is free software, and you are welcone to redistribute it

under certain conditions. See the file COPYING for details.

gpg: /root/.gnupg/secring.gpg: keyring created
gpg: /root/.gnupg/ pubring.gpg: keyring created
Pl ease sel ect what kind of key you want:
(1) DSA and El Gamal (default)
(2) DSA (sign only)
(4) El Gamal (sign and encrypt)
Your selection? 1
DSA keypair will have 1024 bits.
About to generate a new ELG E keypair.
m ni mum keysize is 768 bits
default keysize is 1024 bits
hi ghest suggested keysize is 2048 bits
What keysize do you want? (1024) 2048
Do you really need such a | arge keysize? y
Request ed keysize is 2048 bits
Pl ease specify how | ong the key should be valid.
0 = key does not expire
<n> = key expires in n days

<n>w = key expires in n weeks

<n>m = key expires in n nonths
<n>y = key expires in n years
Key is valid for? (0) O
correct (y/n)? vy

You need a User-ID to identify your key; the software constrt
from Real Name, Comment and Enmail Address in this form
"Heinrich Heine (Der Dichter) <heinrichh@uessel dorf.de>"

Real nane: Gerhard Mburan

Emai | address: gnourani @i deotron. ca
Comment: [Press Enter]

You selected this USER-I D

"Cerhard Murani <gnourani @i deotron. ca>"

Change (N)anme, (CQoment, (E)ymail or (Okay/(Quit? o
You need a Passphrase to protect your secret key.

We need to generate a lot of randombytes. It is a good idea
some other action (type on the keyboard, nove the nmouse, uti
di sks) during the prinme generation; this gives the random nur
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generator a better chance to gain enough entropy.

+++++. | A, A A
+++, ++++++++ A R
LS, L S L L S++4+4++. L L. L. >++4
.......... FH+HHANAN

public and secret key created and signed.

A new key-pair is created (secret and public key) in the root home directory ~/ r oot .
Importing keys
Once our own key-pair is created, we can begin to put into our public keyring database of all keyswe have

from sometrusted third partly in order to be ableto use his’her keysfor future encryption and authentication
communication. To import Public Keysto your keyring, use the following command:

[root @leep] /# gpg --inport <file>
Example 19.1. Importing using gpg

[root @eep] /# gpg --inmport redhat2. asc

gpg: key DB42A60E: public key inported

gpg: /root/.gnupg/trustdb. gpg: trustdb created
gpg: Total nunber processed: 1

gpg: i nported: 1

The above command will append all new keysto our keyring database and will update all already existing
keys. Itisimportant to note that GhuPG does not import keysthat are not self-signed. In the above example
we import the Public Key filer edhat 2. asc from the company Red Hat Linux, downloadable from the
Red Hat Internet site, into our keyring.

Key signing
When you import keys into your public keyring database and are sure that trusted third party isreally the
person they claim, you can start signing his’her keys. Signing a key certifies that you know the owner

of the keys. To sign a key for the company RedHat that we have added on our keyring above, use the
following command:

[root @eep] /# gpg --sign-key <Ul D>

Example 19.2. Signing key

[root@deep] /# gpg --sign-key RedHat
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(1)

pub 10240/ DB42A60E created: 1999-09-23 expires: never trust: -/q
sub 20489/ 961630A2 created: 1999-09-23 expires: never

Red Hat, Inc <security@ edhat.conp
pub 10240/ DB42A60E created: 1999-09-23 expires: never trust: -/q

Fi ngerprint:

Red Hat,

CA20 8686 2BD6 9DFC 65F6 ECC4 2191 80CD DB42 AGOE

Inc <security@ edhat. conp

Are you really sure that you want to sign this key

wi th your

key: "Gerhard Mourani <gnourani @i deotron. ca>"

Really sign? vy

You need a passphrase to unlock the secret
"Cerhard Mour ani
1024-bi t

user:

Ent er

|}  HOTE

key for
<gnour ani @i deot r on. ca>"

DSA key, 1D E92D6C97, created 1999-12-30

passphrase:

Y ou should only sign akey as being authentic when you are Absolutely sure that the key isreally
authentic! Y ou should never sign akey based on any assumption.

Encrypt and decrypt

After installing, importing, signing and configuring everything in the way that we want, we can start on
encrypting and decrypting our work. To encrypt and sign data for the user RedHat that we have added on
our keyring above, use the following command:

[ root @eep] /# gpg -sear

RedHat <fil e>

Example 19.3. Encrypting

[ root @eep] /# gpg -sear

You need a passphrase to unlock the secret
"CGerhard Mour ani

user:
1024-bi t
Ent er

Of the arguments passed,

Thes isfor signing

RedHat nessage-to- RedHat . t xt

key for
(Open Network Architecture) <gnourani @i deotron.c

DSA key, | D BBB4BA9B, created 1999-10-26

passphrase:
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To avoid the risk that somebody else claimsto be you, it is very useful to sign everything you encrypt,

» efor encrypting,

* ato create ASCII armored output .asc ready for sending by mail,

r to encrypt the user id name

<file> is the message you want to encrypt.

To decrypt data, use the following command:

[root @leep] /# gpg -d <file>

Example 19.4. Decrypting

[root @eep] /# gpg -d nmessage-to-CGerhard. asc

You need a passphrase to unlock the secret key for

user: "Gerhard Murani (Qpen Network Architecture) <gnourani @ideotron.c
2048-bit ELG E key, |1D 71D4CC44, created 1999-10-26 (main key | D BBB4BA9

Enter passphrase:

Where
» -disfor decrypting
» <file> isthe message you want to decrypt.

It isimportant that the public key of the sender of the message we want to decrypt be in our public keyring
database. or of course nothing will work.

Exporting your public key

Y ou can spread your wings by exporting and distributing your public key to the world. This can be done
by publishing it on your homepage, through an available key server on the Internet, or any other available
method. GhuPG has some useful optionsto help you publish your public keys. To extract your public key
in ASCII armored output, use the following command:

[root @eep] /# gpg --export --arnor > Public-key. asc

where
» --export isfor extracting your Public-key from your pubring encrypted file,
e --armor isto create ASCII armored output that you can mail, publish or put it on aweb page

e >Publ i c-key. asc isto put the result in afile that you've named Publ i c- key. asc.
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Y ou need to Check the signature, once you have extracted your public key and exported it, everyone who
knows or gets your public key should be able to check whether encrypted data from you is aso realy
signed by you. To check the signature of encrypted data, use the following command:

[root @eep] /# gpg --verify <Data>

The --verify option will check the signature where <Data> is the encrypted data/file you want to verify.
Some possible uses of GnuPG software

1. Send encrypted mail massage.

2. Encrypt backup files before transmission over the network.

3. Encrypt individual sensitivefilesi.e. afile that handle all your passwords.

Installed files

[ usr/ bi n/ gpg

[fusr/1ib/gnupg
[usr/1ib/gnupg/rnduni x
/fusr/lib/gnupg/rndegd
/fusr/lib/gnupg/tiger

[ usr/ man/ manl/ gpg. 1

[ usr/ shar e/ gnupg

[ usr/ shar e/ gnupg/ opti ons. ske

261
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Qouta

Quotaisasystem administration tools for monitoring and limiting users and/or groups disk usage, per file
system. Two features of disk storage with quota are available to set limits:

» Thefirst isthe number of inodes number of files a user or agroup of users may possess.

» The second is the number of disk blocks amount of space in kilobytes that may be allocated to a user
or agroup of users.

With quota, the users are forced by the system administrator to not consume unlimited disk space on a
system. This program is handled on per user, per file system basis and must be set for each file system

Separately.

Thefirst thing you need to do is ensure that your kernel has been built with Quota support enabled. In the
2.2.14 kernel version you need ensure that you have answered Y to the following questions:

Fi | esystens
Quota support (CONFIG QUOTA) [Ny/?] Y

-

|;"1_ TiF

ki

If you have followed the Linux Kernel chapter in this book and have recompiled your kernel, the
option Quota support shown aboveis already set.

Modify the / et c/ f st ab file

The/ et ¢/ f st ab file containsinformation about the variousfile systemsinstalled on your Linux server.
Quotamust be enabled in the fstab file before you can use it. Since Quota must be set for each file system
separately, and because in the fstab file, each file system is described on a separate line, quota must be set
on each of the separate lines in the fstab for which you want to enable quota support.

With the program quota, depending on your intentions, needs, etc, you can enable quota only for users,
groups or both users and groups. For all examples below, we'll use the / hone directory on the/ dev/
sda6 partition and shows you the three possibilities.
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Possibility 1
To enable user quota support on a specific file system, edit your fstab filevi / et ¢/ f st ab and

add the usr quot a option to the fourth field after the word defaults or any other options you may
have set for this specific file system.

Example 20.1. usr quot a

change:

/ dev/ sda6 / home
/ dev/ sda6 / home

as an example: the word defaults
as an example: any other options you have set
To read:

/ dev/ sda6 / home
/ dev/ sda6 / home

Possibility 2
To enable group quota support on afile system, edit your fstab filevi / et ¢/ f st ab and add gr -

pquot a to the fourth field after the word def aul t s or any other options you may have set for
this specific file system.

Example 20.2. gr pquot a

change:

/ dev/ sda6 / hone
/ dev/ sda6 / hone

as an example: the word defaults
as an example: any other options you have set
To read:

/ dev/ sda6 / hone
/ dev/ sda6 / hone
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Possibility 3

To enable both users quota and group quota support on afile system, edit your fstab filevi / et c/
f st ab andadd usr quot a, gr pquot a tothefourth field after theword def aul t s or any other
options you may have set for this specific file system. Change:

/ dev/ sda6 / hone ext 2
/ dev/ sda6 / hone ext 2

as an example: theword def aul t s
as an example: any other options you have set
To read:

/ dev/ sda6 / home ext 2
/ dev/ sda6 / home ext 2

Create of the quot a. user and quot a. gr oup

After the modification of your / et ¢/ f st ab file, in order for quotas to be established on afile system,
the root directory of the file systemi.e. / home in our example must contain afile, owned by root, called
guot a. user if you want to use user quota, quot a. gr oup if you want to use group quota, or both if
you want to use users and group quota.

1. Createthequot a. user and/or quot a. gr oup files, asroot go to theroot of the partition you wish
to enable quotai.e. / home doing:

[root @eep] /# touch /hone/ quota. user

[ root @eep] /# touch /home/ quota. group
[root @eep] /# chnod 600 /home/ quota. user
[root @eep] /# chnod 600 /home/ quot a. gr oup

The touch command will create new empty files under the hone directory named quot a. user
and quot a. gr oup. The chmod command will set the mode of these files to be read-write only by
the super-user root.

@DHTAHT

Both quotarecord files, quot a. user and quot a. gr oup, should be owned by root, with
read-write permission for root and none for anybody else.

2. Now wemust initialize the filesquot a. user and quot a. gr oup in the root directory of thefile
system in order to not receive an error messages about quota during the reboot of our server. To
initialize quot a. user and/or quot a. gr oup files, use the following commands:
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[root @eep] /# edquota -u wahib
[root @eep] /# edquota -g wahib

The steps above are necessary just to initialize the files quot a. user and/or quot a. gr oup; the
command edquota -u will edit the quota for the user wahib and -g will edit the quota for the group
wahib. Notethat you must edit an existing UID/GID on your systemtoinitialize thefiles successfully.

3. After you have finished setting the appropriate options for your quota program inthe/ et ¢/ f st ab
file, and created and initialized the quot a. user s, and/or quot a. gr oup files, you must reboot
the system for the changes you have madein the/ et c/ f st ab file and/or thefilesquot a. user,
quot a. gr oup to take effect. To reboot your system, use the following command:

[ root @eep] /# reboot

After your system has been rebooted you can assign quotas to users or groups of users on your system.
This operation is performed with the edquota command. See man page edquota(8)

edquota

The edquota program is a quota editor that creates atemporary file of the current disk quotas used by the
super-user root to set quotas for users or group of usersin the system. The example below shows you how
to setup quotas for users or groups on your system.

Consider, for example, that you have a user with the login id wahib on your system. The following com-
mand opens the editor vi to edit and set quotas for user wahib on each partition that has quotas enabled:

1. Toedit and modify quotafor user wahib, use the following command:

[root @eep] /# edquota -u wahib

Quotas for user wahib:
/ dev/ sda6: bl ocks in use: 6, limts (soft = 0, hard = 0)
inodes in use: 5, limts (soft =0, hard = 0)

After the execution of the above command, you will see the following lines related to the user wahib
appear on the screen.

The blocksin use: display the total number of blocks in kilobytes the user has
consumed on a partition.

Theinodesin use: display the total number of files the user has on a partition.

These parameters bl ocks i n use,andi nodes in use arecontrolled and set automatically
by the system and you don't need to set or change them.

2. Toassign 5MB of quotafor user wahib, change the following parameters in the vi editor:

Quot as for user wahib:
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/dev/ sda6: blocks in use: 6, limts (soft = 0, hard = 0)
inodes in use: 5, limts (soft = 0, hard = 0)

To read:

Quotas for user wahib:
/ dev/ sda6: bl ocks in use: 6, linmts (soft = 5000, hard = 0)
inodes in use: 5, limts (soft =0, hard = 0)

The soft limit (soft =) specifies the maximum amount of disk usage a quota user is allowed to have.
The hard limit (hard =) specifies the absolute limit on the disk usage a quota user can't go beyond it.

-

|il" Tip

i 1

Take anote that the hard limit value works only when the grace period parameter is set.

The grace peri od parameter

Thegrace peri od parameter allow you to set atime limit before the soft limit valueis enforced on a
file system with quota enabled, see the soft limit above for more information. For example this parameter
can be used to warn your users about a new policy that will set a quota of 5SMB of disk space in their
home directory in 7 days. Y ou can set the O days default part of this parameter to any length of time you
feel reasonable.

The changes of this setting require two steps as follows, in my example | assume 7 days.

1. Edit the default grace period parameter, by using the following command:

[root @eep] /# edquota -t

Time units may be: days, hours, mnutes, or seconds
Grace period before enforcing soft linmits for users:
/ dev/ sda6: bl ock grace period: 0 days, file grace period: C

2. Modify the grace period to 7 days. Change or set the following parameters in the vi editor:

Tinme units may be: days, hours, mnutes, or seconds
Grace period before enforcing soft limts for users:
/ dev/ sda6: bl ock grace period: 0 days, file grace period: C

To read:
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Time units may be: days, hours, mnutes, or seconds
Grace period before enforcing soft limts for users:
/ dev/ sda6: bl ock grace period: 7 days, file grace period: 7

The command edquota -t edits the soft time limits for each file system with quotas enabled.

Assign quota for a particular group

Consider, for example, you have a group with the group id webusers on your system. The following com-
mand takes you into the vi editor to edit quotas for the group webusers on each partition that has quotas
enabled: To edit and modify quota for group webusers, use the following command:

[ root @eep] /# edquota -g webusers

Quotas for group webusers:
/ dev/ sda6: blocks in use: 6, limts (soft = 0, hard = 0)
inodes in use: 6, limts (soft = 0, hard = 0)

The procedure is the same as for assigning quotas for a particular user; as described above, you must
modify the parameter of sof t = and save your change.

Assign quota for groups of users with the same value

The edquota program has a special option -p that assign quotas for groups of users with the same value
assigned to an initial user. Assuming that you want to assign users starting at U D 500 on the system
the same value as the user wahib, we would first edit and set wahib's quota information, then execute: To
assign quota for group of users with the same value, use the following command:

[root @leep] /# edquota -p wahib “awk -F. '$3 > 499 {print $1}' /
The edguota program will duplicate the quotathat we have set for the user wahib to all usersinthe/ et c/

passwd filethat begin after U D 499.

Further documentation for more details, please consult man pages:

edguota(8) - edit user quotas

quota(1) - display disk usage and limits
guotacheck(8) - scan afile system for disk usages
quotactl(2) - manipulate disk quotas

guotaon, quotaoff(8) - turn file system quotas on and off
repquota(8) - summarize quotas for afile system
rquota(3) - implement quotas on remote machines
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Often used Commands

The commands listed below are some that we use often, but many more exist. Check the man page for

more details and information.
Quota.
limits, use the command:

[root @eep] /# quota -u wahib

Di sk quotas for user wahib (uid 501):
Fil esystem bl ocks guot a [imt
/ dev/ sda6 6001* 6000 0

To display group quotas for the group of which the user is a member, use the command:

[root @eep] /# quota -g wahib

Di sk quotas for group wahib (gid 501):
Fi | esystem bl ocks guota limt
/ dev/ sda6 5995* 5000 0

If the group quotais not set for the user specified, you will receive the following message:

Di sk quotas for group wahib (gid 501):

Repquota .

grace
none

grace
none

Quota displays users' disk usage and limits on afile system. To display user disk usage and

files
7

files
1

none

Repquota produces summarized quota information of the disk usage and quotas for the

specified file systems. Also, it prints for each user the current number of files and amount of space used

(in kilobytes). Here is a sample output repquota gives you results may vary:

[ root @eep] /# repquota -a

Block limts

User used sof t hard

Roo -- 21 0 0 4

Narmred -- 6 0

Admi n - - 388657 0

Wahi b - - 6001 0
Block limts

User used sof t hard

r oot - - 21 0 0

File limts

grace us
0

0 5

0 21
0

File limts

grace
4
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naned
adm n
wahi b

.- 6
.- 388657
.- 6001

0

6000

0

0

none

2121
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Once we have installed all the necessary security software in our Linux server, it's time to finetune the
network part of our server. DNSisthe MOST important network service for | P networks communication,
and for this reason, al Linux client machines should be configured to perform caching functions as a
minimum.

Linux DNS and BIND Server

Setting up a caching server for client local machines will reduce the load on the site's primary server. A
caching only name server will find the answer to name queries and remember the answer the next time
we need it. Thiswill shorten the waiting time the next time significantly. For security reasons, it is very
important that DNS doesn't exist between hosts on the corporate network and external hosts; it isfar safer
to simply use | P addresses to connect to external machines from the corporate network and vice-versa.

In our configuration and installation we'll run BIND/DNS as non root-user and in a chrooted environment.
We also provide you three different configurations;

« one for asimple caching name server only client
» onefor aslave secondary server
» onefor amaster name server primary server.

The simple cachi ng name server configuration will be used for your servers that don't act as a master
or slave name server, and the slave and master configurations will be used for your servers that act as a
master name server and slave name server. Usually one of your servers acts as master, another one acts as
slave and the rest act as simple cachi ng client name server.

This is a graphical representation of the DNS configuration we use in this book. We try to show you
different settings

ROOT
CACHING DNS MASTER DNS SLAVE DNS
208 164.186.3 208 164.186.1 208.164.186.2
=] E =]

INTERMAL NETWORK
192 16810024

» Caching Only DNS

* Master DNS
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+ Slave DNS

on different servers. A lot of possibilities exist, and depend on your needs, and network architecture.
These installation instructions assume

» Commands are Unix-compatible.

» Thesourcepathis/ var/t np. other paths are possible.

* |nstallations were tested on Red Hat Linux 6.1 and 6.2.

 All stepsin theinstallation will happen in super-user account root.

» ISC BIND version number is 8.2.2-patchlevel5

These are the Package(s) required:

ISC BIND Homepage: http://www.isc.org/

ISC BIND FTP Site: 204. 152. 184. 27

You must be sure to download: bi nd-contrib.tar.gz, bind-doc.tar.gz, bind-
src.tar.gz

Before you decompress Tarballs and install, it is a good idea to make alist of files on the system before
you install BIND, and one afterwards, and then compare them using diff to find out what file it placed
where. Simply runfind / * > DNS1 beforeand find / * > DNS2 after you install the software, and use
diff DNS1 DNS2 > DNS- I nst al | ed to get alist of what changed.

Compile and Decompress the tarball (tar.gz).

[root @eep] /# nkdir /var/tnp/bind

[root @eep] /# cp bind-contrib.tar.gz /var/tnp/bind/
[root @eep] /# cp bind-doc.tar.gz /var/tnp/bind/
[root @eep] /# cp bind-src.tar.gz /var/tnp/bind/

We create a directory named bind to handle the tar archives and copy them to this new directory.

Move into the new bind directory cd / var / t np/ bi nd and decompress the tar files:

[root @eep ]/bind# tar xzpf bind-contrib.tar.gz
[root @eep ]/bind# tar xzpf bind-doc.tar.gz
[root @eep ]/bind# tar xzpf bind-src.tar.gz

Configure

Configuration files for different services are very specific depending on your needs and your network
architecture. People can install DNS Servers at home as a cachi ng- onl y server, though companies
may install it with pri mary, secondary and cachi ng DNS servers.

F HOTE

All the configuration files required for each software described in this book has been provided by
usasagzippedfile f | oppy. t gz for your convenience. This can be downloaded from thisweb
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address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any location
on your local machine, say for example/ t np, assuming you have donethisyour directory struc-
turewill be/ t mp/ f | oppy. Within this floppy directory each configuration file hasits own di-
rectory for respective software. For example BIND-DNSconfiguration file are organised likethis:

t ot al
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun 8 13:00
STWr--F-- 1 harrypotter harrypotter 484 Jun 8 13:00
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun 8 13:00
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun 8 13:00
- TWK------ 1 harrypotter harrypotter 300 Jun 8 13:00
dr wxr - Xr - x 3 harrypotter harrypotter 4096 Jun 8 13:00

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asit is.

Torunacachi ng- onl y name server, the following files are required and must be created or copied to
the appropriate directories on your server.

i. Copythenaned. conf filetothe/ et c/ directory.

ii. Copy thedb. 127. 0. O filetothe/ var / naned/ directory.
iii.Copy thedb. cache filetothe/ var / naned/ directory.

iv. Copy the naned script filetothe/ et c/rc. d/init. d/ directory.

To run a mast er name server, the following files are required and must be created or copied to the
appropriate directories on your server.

i. Copythenaned. conf filetothe/ et ¢/ directory.

ii. Copy thedb. 127. 0. O filetothe/ var/ named/ directory.
iii.Copy thedb. cache filetothe/ var / named/ directory.

iv. Copy thedb. 208. 164. 186 filetothe/ var / nanmed/ directory.
v. Copy thedb. openna filetothe/ var/ named/ directory.

vi. Copy the naned script filetothe/ et c/rc. d/init.d/ directory.

Torunaslave name server, thefollowing files are required and must be created or copied to the appropriate
directories on your server.

i. Copythenaned. conf filetothe/ et c/ directory.
ii. Copy thedb. 127. 0. O filetothe/ var / naned/ directory.
iii.Copy thedb. cache filetothe/ var / naned/ directory.

iv. Copy the naned script filetothe/ et c/rc. d/init. d/ directory.
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You can obtain the configuration files listed over the next few sections on the f | oppy. t gz
archive. Copy the following files from the decompressed f | oppy. t gz archive to the appropri-
ate places, or copy them directly from this book to the concerned file.

Cachi ng- onl y name Server

Caching-only name servers are servers not authoritative for any domains except 0. 0. 127.i n-
addr . ar pa, thelocalhost. A cachi ng- onl y name server can look up names inside and outside your
zone, as can primary and slave name servers. The differenceisthat when acachi ng- onl y name server
initially looks up a name within your zone, it ends up asking one of the primary or slave names servers
for your zone for the answer.

The necessary files to setup a simple caching name server are:
1. naned. conf

2.db.127.0.0

3. db. cache

4. nanmed scri pt

To configure the / et ¢/ naned. conf file for a simple caching name server, use this for all servers
that dont act as a mast er or sl ave name server. Setting up a smple caching server for local client
machines will reduce the load on the network's primary server. Many users on dialup connections may
use this configuration along with bind for such a purpose. Create the naned. conf file, touch / et c/
naned. conf and add the following linesto thefile;

options {

directory "/var/naned";

forwarders { 208.164.186.1; 208.164.186.2; };
forward only;

b

/1

/1 a caching only nameserver config
zone "." in {

type hint;

file "db.cache";

b

zone "0.0.127.in-addr.arpa" in {
type naster;
file "db.127.0.0";

b

Intheforwardersling, 208. 164. 186. 1 and208. 164. 186. 2 arethelPaddressesof your Pri -
mar y Master and Secondar y Save DNS server. They can also be the IP addresses of your 1SPs
DNS server and another DNS server, respectively.
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To improve the security of your BIND/DNS server you can stop it from even trying to contact an
off-site server if their forwarder is down or doesn't respond. With the f or war d onl y option
set in your named. conf file, the name server doesn't try to contact other servers to find out
information if the forwarder doesn't give it an answer.

To configure the / var / naned/ db. 127. 0. O file for a simple caching name server,you can use this
configuration for all machines on your network that don't act as a master or slave name server. The
db. 127. 0. O file covers the loopback network. Create the following filesin/ var / named/ , touch /
var/ named/ db. 127. 0. 0 and add the following linesin thefile:

$TTL 345600

@ I N SOA | ocal host. root.local host. (
00 ; Serial

86400 ; Refresh

7200 ; Retry

2592000 ; Expire

345600 ) ; M nimum

I N NS | ocal host .

1 IN PTR | ocal host .
Configurethe/ var / naned/ db. cache filefor asimple caching name server before starting your DNS

server. You must take a copy of db. cache file and copy thisfileto the/ var / nanmed/ directory. The
db. cache tellsyour server where the servers for the root zone are.

Use the following commands on another Unix computer in your organization to query anew db. cache
file for your DNS Server or pick one from your Red Hat Linux CD-ROM source distribution:

[root @eep]# dig @aroot-servers.net . ns > db.cache

Don't forget to copy the db. cache file to the/ var/ named/ directory on your server where you're
installing DNS server after retrieving it over the Internet.

F Tie

Internal addresseslike 192. 168. 1/ 24 are not included in the DNS configuration files for se-
curity reasons. It isvery important that DNS doesn't exi st between hosts on the corporate network
and external hosts.

Primary nast er name Server

A primary mast er name server for a zone reads the data for the zone from afile on it's host and are
authoritative for that zone. The necessary files to setup a primary master name server are:

a naned. conf
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b. db. 127.0.0

c. db. 208. 164. 186
d. db. openna

e. db. cache

f. named scri pt

To configure the / et ¢/ named. conf file for amast er name server, use this configuration for the
server on your network that acts as a master name server. After compiling DNS, you need to set up a
pri mary domain namefor your server. We'll use openna. comasan example domain, and assume you
are using IP network address of 208. 164. 186. 0. To do this, add the following lines to your / et ¢/

named. conf . Createthe nanmed. conf filetouch/ et ¢/ naned. conf and add:

options {

directory "/var/naned";

fetch-gl ue no;

recursi on no;

al |l ow query { 208.164.186/24; 127.0.0/8; };
allowtransfer { 208.164.186.2; };
transfer-format many-answers;

i

/1 These files are not specific to any zone
zone "." in {

type hint;

file "db.cache";

i

zone "0.0.127.in-addr.arpa” in {
type naster;
file "db.127.0.0";

b

/1 These are our prinmary zone files
zone "openna.conf in {

type naster;

file "db.openna ";

b

zone "186.164.208.in-addr.arpa" in {
type naster;
file "db.208. 164. 186";

b

Thef et ch- gl ue no option can be used in conjunction with the option r ecur si on no to pre-
vent the server's cache from growing or becoming corrupted. Also, disabling recursion puts your
name servers into a passive mode, telling it never to send queries on behalf of other name servers or
resolvers. A non-recursive name server is very difficult to spoof, since it doesn't send queries, and
hence doesn't cache any data.

In the allow-query line, 208.164.186/24 and 127.0.0/8 are the | P addresses allowed to ask ordinary
questions to the server.
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In the allow-transfer line, 208.164.186.2 is the | P address allowed to receive zone transfers from the
server. You must ensure that only your real slave name servers can transfer zones from your name
serve, as the information provided is often used by spammers and | P spoofers.

E‘_\ HOTE

Theoptionsr ecur si on no, al | ow query,andal | owtransfer inthenaned. conf
file above are security features.

To configurethe/ var / named/ db. 127. 0. 0O file for amaster and slave name server, you can use this
configuration file by both a master name server and a slave name server. Thedb. 127. 0. O file covers
the loopback network. Create the following filesin/ var / naned/ .

Createthedb. 127. 0. O file touch / var / nanmed/ db. 127. 0. 0 and add:

; Revision History: April 22, 1999 - admi n@rail . openna. com
; Start of Authority (SQA) records.

$TTL 345600

@ IN SOA deep.openna.com admn. mail.openna.com (

00 ; Serial

86400 ; Refresh

7200 ; Retry

2592000 ; Expire

345600 ) ; M nimm

; Name Server (NS) records.
NS deep. openna. com
NS  rmail.openna.com

; only One PTR record.
1 PTR | ocal host.

To configure the/ var / named/ db. 208. 164. 186 file for amaster name server, Use this configura-
tion for the server on your network that acts as a master name server. Thefiledb. 208. 164. 186 maps
host names to addresses. Create the following filesin/ var / naned/ .

Createthedb. 208. 164. 186 file, touch / var / naned/ db. 208. 164. 186 and add:

; Revision History: April 22, 1999 - adm n@rmil.openna. com
; Start of Authority (SQA) records.

$TTL 345600

@ IN SOA deep.openna.com adnm n.mail.openna.com (

00 ; Serial

86400 ; Refresh

7200 ; Retry

2592000 ; Expire

345600 ) ; M nimum

; Name Server (NS) records.
NS deep. openna.com
NS nmail.openna.com
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; Addresses Point to Canonical Nanmes (PTR) for Reverse | ookups

1 PTR deep. openna. com
2 PTR mai | . openna. com
3 PTR WWW. openna. com

To configure of the/ var / naned/ db. openna filefor amaster name server, use this configuration for
the server on your network that acts as a master name server. The file db. openna maps addresses to
host names. Create the following filein/ var / named/ .

Createthedb. openna filetouch / var / naned/ db. openna and add:

; Revision History: April 22, 1999 - admi n@rail . openna. com
; Start of Authority (SQA) records.

$TTL 345600

@ IN SOA deep.openna.com adnin. mail.openna.com (

00 ; Serial

86400 ; Refresh

7200 ; Retry

2592000 ; Expire

345600 ) ; M nimum

; Name Server (NS) records.
NS deep. openna. com
NS nmil.openna.com

; Mail Exchange (MX) records.
MX 0 nmil.openna.com

; Address (A) records.

| ocal host A 127.0.0.1
deep A 208. 164.186. 1
mail A 208. 164. 186. 2
ww A 208.164.186. 3

; Aliases in Canonical Nanme (CNAME) records.
; VWA CNAME deep. openna. com

Toconfigurethe/ var / named/ db. cache filefor amaster and slave name servers Before starting your
DNS server you must take a copy of the db. cache file and copy it into the/ var / named/ directory.
Thedb. cache tellsyour server where the servers for the root zone are.

Use the following command on another Unix computer in your organization to query anew db. cache
file for your DNS Server or pick one from your Red Hat Linux CD-ROM source distribution:

[root @eep] /# dig @aroot-servers.net . ns > db. cache

Don't forget to copy the db. cache fileto the/ var/ named/ directory on your server where you're
installing DNS server after retrieving it over the Internet.
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Secondary slave name Server

The purpose of asl ave name server is to share the load with the mast er server, or handle the entire
load if the mast er server isdown. A sl ave name server loads its data over the network from another
name server usually themast er name server, but it can load from ancther s| ave name server too. This
processis called a zone transfer. Necessary files to setup a secondary slave name server are:

i. named.conf
ii. db.127.0.0
iii.db.cache

iv. named script

To configurethe/ et ¢/ named. conf filefor asl ave name server, use this configuration for the serv-
er on your network that acts as a slave name server. You must modify the nanmed. conf file on the
slave name server host. Change every occurrence of primary to secondary except for 0. 0. 127. i n-
addr . ar pa and add a masters line with the | P address of the mast er server as shown below.

Create the named.conf file (touch /etc/named.conf) and add:

options {

directory "/var/nanmed";

fetch-gl ue no;

recursi on no;

al |l ow- query { 208.164.186/24; 127.0.0/8; };
allowtransfer { 208.164.186.1; };
transfer-format nmany-answers;

b

/1 These files are not specific to any zone
zone "." in {

type hint;

file "db.cache";

b

zone "0.0.127.in-addr.arpa"” in {
type naster;
file "db.127.0.0";

b

/1l These are our slave zone files
zone "openna.cont in {

type sl ave;

file "db.openna";

masters { 208.164.186.1; };

b

zone "186. 164. 208. i n-addr.arpa"” in {
type sl ave

file "db.208. 164. 186";

masters { 208.164.186.1; };

278



Software -Networking

b
Thistellsthe name server that it isaslave for the zone openna. comand should track the version of this
zonethat is being kept on the host 208. 164. 186. 1.

A sl ave name server doesn't need to retrieve all of its database (db) files over the network because these
db filesdb. 127. 0. 0 and db. cache arethe sameason apri mary master, so you can keep alocal
copy of these files on the dave name server.

i. Copythedb. 127. 0. Ofilefrom nmast er name server to sl ave name server.

ii. Copy thedb. cache filefrom mast er name server to sl ave name server.

[etc/rc.d/init.d/ named scri pt

Configureyour / et ¢/ rc. d/i nit. d/ named script file to start and stop the BIND/DNS daemon on
your Server. This configuration script file can by used for all type of name server cachi ng, mast er
orsl ave.

Create the named script filetouch / et ¢/ rc. d/ i ni t. d/ naned and add:

#1/bin/sh

#

# named This shell script takes care of starting and stopping
# naned (BIND DNS server).

#

# chkconfig: - 55 45

# description: named (BIND) is a Domain Nane Server (DNS) \

# that is used to resolve host nanes to | P addresses.

# probe: true

F*

Source function library.
/etc/rc.d/init.d/functions

# Source networking configuration.
/ et c/ sysconfi g/ net wor k

# Check that networking is up.
${NETWORKING = "no" ] && exit O

—

[ -f /fusr/sbin/named ] || exit O
[ -f /etc/named.conf ] || exit O
RETVAL=0

# See how we were call ed.
case "$1" in

start)

# Start daenons.

echo -n "Starting naned:
daermon named

RETVAL=$?

279



Software -Networking

[ $RETVAL -eq 0 ] && touch /var/Il ock/ subsys/ named
echo

st op)

# Stop daenons.

echo -n "Shutting down naned:
kill proc named

RETVAL=$?

[ $RETVAL -eq 0] & rm-f /var/I| ock/ subsys/ named
echo

st at us)

/usr/sbin/ndc status

exit $?

restart)

$0 stop

$0 start

r el oad)

/usr/sbin/ndc rel oad

exit $?

pr obe)

# named knows how to reload intelligently; we don't want |inuxconf
# to offer to restart every tinme

/fusr/sbin/ndc reload >/dev/null 2>&1 || echo start
exit O

*)

echo "Usage: naned {start|stop|status|restart}"”

exit 1
esac

exit $RETVAL
Now, make this script executable and change its default permissions:

[ root @eep]# chnod 700 /etc/rc.d/init.d/ named
Create the symbolicr c. d links for BIND/DNS with the command:

[ root @eep]# chkconfig --add naned

The BIND/DNS script will not automatically start the named daemon when you reboot the server. You
can change its default by executing the following command:

[ root @eep]# chkconfig --1evel 345 named on
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Start your DNS Server manually with the following command:

[root @eep]# /etc/rc.d/init.d/ naned start

Starting named: [ X ]

Run ISC BIND/DNS in a chroot jalil

The main benefit of achroot jail isthat the jail will limit the portion of the file system the DNS daemon
program can see to the root directory of the jail. Additionally, since the jail only needs to support DNS,
the programs related to 1ISC BIND/DNS available in the jail can be extremely limited. Most importantly,
there is no need for setuid-root programs, which can be used to gain root access and break out of the jail.

Securing ISC BIND/DNS

This part focuses on preventing |SC BIND/DNS from being used asa point of break-in to the system
hosting it. Since ISC BIND/DNS performs a relatively large and complex function, the potential
for bugs that affect security is rather high with this software. In fact, there have been exploitable
bugs in the past that allowed a remote attacker to obtain root access to hosts running ISC BIND/
DNS. To minimize this risk, ISC BIND/DNS can be run as a non-root user, which will limit any
damage to what can be done as a normal user with alocal shell. Of course, this is not enough for

the security requirements of most DNS servers, so an additional step can be taken - that is, running
ISC BIND in achroot jail.

Inat + foumnd

bir

boot
cache
chiroot

dewv

atc

homne

lib

ozt + found
mint

prac

named — deaw

atc
lib
Lsr
var

root Our chroot jail that host BIND/DMNE
sbin Semver and owned by the

tmp user "named”.
usr

Wl

This is our chroot jail bubble, which handle
a small copy of our Linux file system siructure.

Our ﬁle_s.E.tem on Linux.
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MarorTan

The named binary program must be in adirectory listed within your PATH environment variable
for this to work. For the rest of the documentation, I'll assume the path of your origina named
programis/ usr/ sbi n/ named.

The following are the necessary steps to run 1SC BIND/DNS software in achroot jail:

We must find the shared library dependencies of named, named is the DNS daemon. These will need to
be copied into the chroot jail later.

1. Tofindthe shared library dependencies of named, execute the following command:

[root @eep] /# |dd /usr/sbin/nanmed
libc.so.6 =>/lib/libc.so.6 (0x40017000)
/1ib/ld-linux.so0.2 => /lib/ld-1inux.so.2 (0x40000000)

2. Make anote of thefileslisted above; you will need these later in our steps.

Now we must set up the chroot environment, and create the root directory of the jail. We've chosen /
chr oot / naned becausewewant to put thison itsown separatefile system to prevent file system attacks.
Early in our Linux installation procedure we created a special partition/ chr oot for this purpose.

1.
[root @eep] /# /etc/rc.d/init.d/ named stop

Require only if an existing named daemon is running.

Shutting down naned: [ X ]

[root @eep] /# nkdir -p /chroot/naned
2.  Next, create the rest of directories asfollows:

[root @eep] /# nkdir /chroot/naned/ dev

[root @eep] /# nkdir /chroot/naned/lib

[root @eep] /# nkdir /chroot/named/etc

[root @eep] /# nkdir -p /chroot/nanmed/ usr/sbin
[root @eep] /# nkdir -p /chroot/nanmed/var/run
[root @eep] /# nkdir /chroot/naned/var/ naned

3. Now copy the main configuration file, the zone files, the named and the named-xfer programs into
the appropriate placesin the chroot jail directory:

[root @eep] /# cp /etc/named. conf /chroot/naned/ etc/
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[root @eep] /# cd /var/nanmed ; cp -a . /chroot/naned/var/ nanmed/
[ root @eep] /# nknod /chroot/nanmed/dev/null ¢ 1 3

[root @eep] /# chnod 666 /chroot/named/ dev/ null

[root @eep] /# cp /usr/sbin/named /chroot/naned/ usr/sbin/

[root @eep] /# cp /usr/sbin/named-xfer /chroot/naned/ usr/sbin/

The owner of the/ chr oot / named/ var / named directory and all filesin this directory
must be the process name named under the sl ave server and only the sl ave server or
you wouldn't be able to make azone transfer.

4. To make the naned directory and all its files own by the named process name under the sl ave

server, use the command:

[root @eep] /# chown -R naned. nanmed /chr oot/ naned/ var/ named/

Copy the shared libraries identified above to the chrooted lib directory:

[root @eep] /# cp /lib/libc.so.6 /chroot/named/|lib/
[root @eep] /# cp /1ib/ld-Iinux.so.2 /chroot/naned/!lib/

Copy thel ocal ti ne andnsswi t ch. conf filesto the chrooted et ¢ directory so that log entries are

adjusted for your local timezone properly:

[root @leep] /# cp /etc/localtime /chroot/named/ etc/
[root @eep] /# cp /etc/nsswitch.conf /chroot/naned/etc/

We must set some files under the/ chr oot / named/ et ¢ directory with the immutable bit enabled for

better security:

1. Settheimmutable bit on nsswi t ch. conf file:

[root @eep] /# cd /chroot/naned/etc/
[root @eep etc]# chattr +i nsswi tch. conf

2. Settheimmutable bit on naned. conf file:

[root @eep] /# cd /chroot/naned/etc/
[root @eep etc]# chattr +i naned. conf

A filewith the +i attribute cannot be modified, deleted or renamed; no link can be created to thisfile

and no data can be written to it. Only the superuser can set or clear this attribute.
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Add anew UID and anew GID for running the daemon naned if thisisnot already set. Thisisimportant
because running it as root defeats the purpose of the jail, and using a different user id that already exists
on the system can allow your services to access each others' resources. Check the / et ¢/ passwd and
/ et c/ gr oup files for a free UID/GID number available. In our example we'll use the number 53 and
the name named.

[ root @eep] /#useradd -c DNS Server -u 53 -s /bin/false -r -d /chroot/named naned

The syslog daemon

Wemust tell syslogd the syslog daemon program about the new chrooted service, sincenormally, processes
talk to syslogd through / dev/ | og. Asaresult of the chroot jail, thiswon't be possible, so syslogd needs
tobetoldtolistento/ chr oot / naned/ dev/ | og instead of the default dev/ | 0g. To do this, edit the
syslog startup script file to specify additional placesto listen.

Edit thesysl og scriptfilevi+24/etc/rc. d/init. d/ sysl og and changetheline
daenon syslogd -mO
To read:

daenon syslogd -m O -a /chroot/naned/ dev/ | og

The default named script file of ISC BIND/DNS starts the daemon naned outside the chroot jail. We
must change it to start named from the chroot jail. Edit the named script filevi/ etc/rc.d/init. d/
naned and change the lines:

- [ -f Jusr/sbin/named ] || exit O

To read:

[ -f /chroot/naned/usr/sbin/named ] || exit O
2.

[ -f /etc/naned.conf ] || exit O

Toread:

[ -f /chroot/naned/etc/naned.conf ] || exit O
3.

daenon naned
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To read:

daeron /chr oot/ naned/ usr/sbin/named -t /chroot/named/ -unaned -gnaned

The -t option tells naned to start up using the new chroot environment.
The-u option specifies the user to run as.
The-g option specifies the group to run as.

In BIND 8.2 version, the ndc command of |SC BIND/DNS software became a binary file; before, it was
a script file, which renders the shipped ndc uselessiin this setting. To fix it, the ISC BIND/DNS package
must be compiled again from source. To do this, in the top level of ISC BIND/DNS source directory.

1.  For ndc utility:

[root @eep] /# cp bind-src.tar.gz /vat/tnp

[root @eep] /# cd /var/tnp/

[root @eep ]/tnmp# tar xzpf bind-src.tar.gz

[root @eep ]/tnmp# cd src

[root @eep ]/src# cp port/linux/Mkefile.set port/linux/Mkefile.set-orig

2. EdittheMbkefile.set file,viport/linux/ Mkefile.set tomakethechangeslisted
below:

' CC=egcs - D _GNU_SOURCE'

' CDEBUG=- 9 -funroll-loops -ffast-math -nmalign-doubl e -ntpu=pentiunpro -nmarch=
DESTBI N=/ usr/ bi n’

DESTSBI N=/ chr oot / naned/ usr/ sbhi n’
DESTEXEC=/ chr oot / naned/ usr/ sbhi n’
DESTMAN=/ usr/ man’
DESTHELP=/usr/li b’

DESTETC=/ et c'

DESTRUN=/ chr oot / naned/ var/ run'
DESTLI B=/usr/lib/bind/lib'

DESTI NC=/ usr/ | i b/ bi nd/i ncl ude'
"LEX=flex -8 -1

' YACC=yacc -d'

' SYSLIBS=-1fl"

"I NSTALL=i nstal |’

' MANDI R=nan'

" MANROFF=cat '

" CATEXT=$$N

PS=ps p'

AR=ar crus'

" RANLI B=:"

3. Thedifference between the Makefile we used before and this oneisthat we modify the DESTSBI N=,
DESTEXEC=, and DESTRUN= linesto point to the chrooted directory of BIND/DNS. With this mod-
ification, the ndc program knows where to find naned.
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[root @eep ]/src# make cl ean

[root @eep ]/src# make

[root @eep ]/src# cp bin/ndc/ndc /usr/sbin/

[root @eep ]/src# cp: overwite “/usr/shin/ndc'? y
[root @eep ]/src# strip /usr/sbin/ndc

We build the binary file, then copy the result of ndc programto/ usr/ sbi n and overwrite the old
one. We dont forget to strip our new ndc binary for better performance.

Clean-up and Test the new chrooted jail

Remove the unnecessary files and directory.

[root @eep] /# rm-f [usr/sbin/named
[root @eep] /# rm-f [usr/sbin/nanmed- xfer
[root @eep] /# rm-f [etc/nanmed. conf
[root @eep] /# rm-rf [var/named/

We remove the naned and named- xf er binaries from the / usr/ sbi n directory, since the ones
well work with now on a daily basis are located under the chroot directory. The same applies for the
named. conf fileand/ var/ named directory.

We must test the new chrooted jail configuration of our ISC BIND/DNS software.

1. Thefirst thing to do isto restart our syslogd daemon with the following command:

[root @eep] /# /etc/rc.d/init.d/syslog restart

Shutti ng down kernel | ogger: [
Shutti ng down system | ogger: [
Starting system | ogger: [
Starting kernel |ogger: [ &K ]

2. Now, start the new chrooted jail 1ISC BIND/DNS with the following command:

[root @eep] /# /etc/rc.d/init.d/ named start

Starting naned: [ X ]

3. Make sureit's running as user naned and with the new arguments. To verify that ISC BIND/DNS
isrunning as user named with the new arguments, use the following command:
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[root @leep] /# ps auxw | grep naned

naned 11446 0.0 1.2 2444 1580 ? S 23:09 0:00 /chroot/named/ usr/sbin/naned -t /
The first column should be nanmed, which is the UID named daemon is running under. The end of
the line should be named -t /chroot/named/ -unamed -gnamed, which are the new arguments.
4. Please dont forget to cleanup:

[root @eep] /# rm-rf /var/tnp/src bind-src.tar.gz

Thiswill remove the source file and tar archive we used to compile and install ISC BIND/DNS.

Further documentation, for more details there are several man pages you can read:

dnsdomainname(1) - show the system's DNS domain name
dnskeygen(1) - generate public, private, and shared secret keysfor DNS Security
dnsquery(1) - query domain name servers using resolver
named(8) - Internet domain name server DNS

hesiod_to_bind [hesiod](3) - Hesiod name server interface library

Idconfig(8) - determine run-time link bindings

lesskey (1) - specify key bindings for less

raw(8) - bind aLinux raw character device

mkfifo(1) - make FIFOs named pipes

named-bootconf(8) - convert name server configuration files
named-xfer(8) - ancillary agent for inbound zone transfers
named.conf [named)](5) - configuration file for

Opcode(3) - Disable named opcodes when compiling perl code
dig(1) - send domain name query packets to name servers
nslookup(8) - query Internet name serversinteractively

ndc(8) - name daemon control program

DNS Administrative Tools

The commands listed belows are some that we use often, but many more exist. Check the man pages and
documentation for more details and information.
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dig. Thedig command utility domain information groper can be used to update your db. cache file
by telling your server wherethe serversfor ther oot zone are. When the server knows about thelocation
of these zones, it queries anew db.cache from it. The root name servers do not change very often, but they
do change. A good practice isto update your db. cache file every month or two.

Use the following command to query anew db. cache file for your DNS Server:
[root @eep] /# dig @aroot-servers.net . ns > db. cache
Copy the db.cache file to /var/named/ after retrieving it.
[root @eep] /# cp db.cache /var/ named/

Where @a.root-servers.net is the address of the root server for querying the new db. cache file and
db. cache fileisthe name of your new db. cache file.

ndc. Thendc command utility of ISC BIND/DNS alows the system administrator to control interac-
tively viaatermina the operation of a name server. Type ndc on your terminal and then help to see help
on different command.

[ root @eep] /# ndc

Type help -or- /h if you need hel p.
ndc> hel p

get pid

status

stop

exec

rel oad [ zone]

reconfig (just sees new gone zones)
dunpdb

stats

trace [l evel]

notrace

qgueryl og

gryl og

hel p

qui t

ndc> /e

DNS Users Tools

The commands listed belows are some that we use often, but many more exist. Check the man pages and
documentation for more details and information.

ndookup. Thensookup program allows the user to query Internet domain name serversinteractively
or non-interactively. In interactive mode the user can query name servers for information about various
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hosts and domains, and print alist of hostsin a domain. In non-interactive mode the user can just print the
name and request information for a host or domain. Interactive mode has alot of options and commands;
it is recommended that you see the man page for nslookup, or the help under nslookup Interactive mode.

To enter under nslookup I nteractive mode, use the command:

[ root @eep] /# nslookup

Default Server: deep.openna.com
Address: 208.164.186.1

> hel p
$l d$

Conmands: (identifiers are shown in uppercase, [] means optional)

NAME - print info about the host/domain NAVE using default server
NAMEL NAMVE2 - as above, but use NAME2 as server

help or ? - print info on combn comuands; see nslookup(l) for details
set OPTION - set an option

all - print options, current server and host

[ no] debug - print debuggi ng information

[no]d2 - print exhaustive debuggi ng information

To run in non-interactive mode, use the command:

[ root @eep] /# nslookup www. redhat.com

Server: deep. openna.com
Address: 208.164.186.1

Non- aut horitative answer:
Nane: www. portal . redhat.com

Addr esses: 206.132.41. 202, 206.132.41.203
Al i ases: ww.redhat.com

Where wwv. r edhat . comisthe host name or Internet address of the name server to be looked up.
dnsquery.  The dnsquery program queries domain name servers via the resolver library calls/ et ¢/

resol v. conf . To query domain name servers using resolver, use the command:

[root @eep] /# dnsquery <host>

Example 21.1. dnsquery

[root @eep] /# dnsquery www. redhat.com
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;. ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 40803
;; flags: qr rd ra; QUERY: 1, ANSWER 1, AUTHORI TY: 4, ADDI TI ONAL: 4
- wwv. redhat.com type = ANY, class = IN

www. r edhat . com 2h19mi6s | N CNAME www. portal . redhat.com
redhat . com 2h18ml3s I N NS ns.redhat.com

redhat . com 2h18ml3s I N NS ns2.redhat.com

redhat . com 2h18ml3s I N NS ns3.redhat.com

redhat . com 2h18nl3s IN NS speedy. redhat.com
ns.redhat.com 1d2h18nmBs IN A  207.175.42. 153
ns2.redhat.com 1d2h18nBs IN A  208. 178. 165. 229

ns3. redhat.com 1d2h18nmBs IN A  206. 132.41. 213

speedy. redhat . com 2h18nl3s IN A 199. 183. 24. 251

Where <host> is the name of the host you want to query.
host.  The host program looks up host names using DNS. To look up host names using domain server,
use the command:

[root @eep] /# host <FQDN, domai n nanes, host nanes, or host nunbers>

Example 21.2. L ook up host names

[root @eep] /# host redhat.com

redhat . com has address 207.175.42. 154
Where <FQDN, domain names, host names, or host numbers> is either FDON www. r edhat . com do-
main namesr edhat . com host names www or host numbers 207. 175. 42. 154.

To find al of the information about a host maintained by the DNS, use the command:

[ root @eep] /# host -a <donai n nanmes >

Example 21.3. Using host

[root @eep] /# host -a redhat.com

Trying null domain

rcode = 0 (Success), ancount =6

The foll owi ng answer is not authoritative:

The following answer is not verified as authentic by the server:
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redhat . com 8112 IN NS ns. redhat . com
redhat . com 8112 IN NS ns2.redhat.com
redhat . com 8112 IN NS ns3. redhat. com
redhat . com 8112 IN NS speedy. r edhat . com
redhat. com 8112 IN A 207.175.42. 154
redhat . com 11891 IN SQA ns. redhat . com noc. r edhat . com(
2000021402 ; serial (version)

3600 ;refresh period

1800 ;retry refresh this often

604800 ;expiration period

86400 ;moni mum TTL

)

For authoritative answers, see:

redhat.com 8112 IN NS ns. redhat.com
redhat.com 8112 IN NS ns2.redhat.com
redhat.com 8112 IN NS ns3. redhat . com

redhat . com 8112 IN NS speedy. r edhat . com

Addi tional information

ns.redhat.com 94507 IN A 207.175.42. 153
ns2.redhat.com 94507 IN A 208. 178. 165. 229
ns3.redhat.com 94507 I[N A 206. 132.41. 213
speedy. r edhat . com 8112 IN A 199. 183. 24. 251

This option can be used to find al of the information that is maintained by the domain server about this
host, in our exampler edhat . com

To list a complete domain, use the command:

[root @eep] /# host -1 <domain nanmes >

Example 21.4. List a complete domain

[ root @eep] /# host -1 openna.com

openna. com nane server deep.openna.com
openna. com nanme server nail.openna.com

| ocal host . openna. com has address 127.0.0.1
deep. openna. com has address 208. 164. 186. 1
mai | . openna. com has address 208. 164. 186. 2
wWww. openna. com has address 208. 164. 186. 3

This option, in the official master file format, will give a complete download of the zone data for the
domain name openna. com This command should be used only if it is absolutely necessary.

Installed files

/etc/rc.d/init.d/ nanmed /fusr/1ib/bind/include/hesiod.h
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/etcl/rc.d/rc0. d/ K45naned [fusr/lib/bind/include/sys
/etc/rc.d/rcl. d/ K45naned [usr/1ib/bind/include/net
/etc/rc.d/rc2.d/ K45naned fusr/lib/bind/lib
/etc/rc.d/rc3.d/ K45naned fusr/lib/bind/lib/libbind. a
/etcl/rc.d/rcd. d/ K45naned fusr/lib/bind/lib/libbindr.a
/etcl/rc.d/rch. d/ K45naned /usr/1lib/nslookup. hel p
/etcl/rc.d/rc6. d/ Kd5naned /usr/man/ manl/dig. 1

/ et ¢/ nanmed. conf /usr/ man/ manl/ host. 1

[ usr/ bi n/ addr /usr/ man/ manl/ dnsquery. 1

/ usr/ bi n/ nsl ookup /usr/ man/ manl/ dnskeygen. 1
/usr/bin/dig /usr/ man/ man3/ hesi od. 3

[ usr/ bi n/ dnsquery / usr/ man/ man3/ get host bynane. 3
/ usr/ bi n/ host /usr/ man/ man3/inet _cidr.3

/ usr/ bi n/ nsupdat e /usr/ man/ man3/resol ver. 3

[ usr/ bi n/ nkservdb /usr/ man/ man3/ get netent . 3
/usr/1lib/bind /usr/ man/ man3/tsig. 3
/usr/1lib/bind/include /usr/ man/ man3/ get addri nfo. 3
/usr/1ib/bind/include/arpa /usr/ man/ man3/ get i pnodebynane. 3
/fusr/lib/bind/include/arpal/inet.h /usr/man/ man5/resolver.5
/usr/1ib/bind/include/arpal /usr/ man/ man5/irs.conf.5
nameser. h

/usr/1ib/bind/include/arpal [ usr/ man/ man5/ naned. conf. 5
nanmeser _conpat. h

[fusr/lib/bind/include/isc [ usr/ man/ man7/ host nane. 7
[fusr/lib/bind/include/isc/ [usr/ man/ man7/ mai | addr. 7

eventlib.h

/usr/lib/bind/include/isc/msc.h [ usr/ man/ man8/ naned. 8
/usr/lib/bind/include/isc/tree.h /usr/ man/ man8/ ndc. 8
/fusr/lib/bind/include/isc/logging.h/usr/man/ man8/ naned- xfer. 8
/usr/lib/bind/include/isc/heap.h / usr/ man/ man8/ naned- boot conf . 8

/fusr/lib/bind/include/isc/ [ usr/ man/ man8/ nsl ookup. 8
nmencl uster. h
/fusr/lib/bind/include/isc/ / usr/ man/ man8/ nsupdat e. 8

assertions. h
fusr/lib/bind/include/isc/list.h [ usr/ sbi n/ ndc

/fusr/lib/bind/include/isc/dst.h [ usr/ sbi n/ named
/fusr/lib/bind/include/isc/ [ usr/ sbi n/ named- xf er
irpmarshal |l . h

/usr/1lib/bind/include/netdb. h /usr/sbin/irpd
/fusr/lib/bind/include/resolv.h [ usr/ sbi n/ dnskeygen
/usr/lib/bind/include/res _update.h /usr/sbin/naned-boot conf
/usr/lib/bind/include/irs.h / var / named

/usr/lib/bind/include/irp.h
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Chapter 22. Software -Server/Mail
Network

The Sendmail program is one of the most widely used Internet Mail Transport Agents-MTAsin theworld.
The purpose of an MTA isto send mail from one machine to another, and nothing else. Sendmail is not a
client program, which you use to read your e-mail. Instead, it actually moves your email over networks,
or the Internet, to where you want it to go. Sendmail has been an easy target for system crackersto exploit
in the past, but with the advent of Sendmail version 8, this has become much more difficult.

Linux Sendmail Server

In our configuration and installation we'll provide you two different configurations that you can set up

for Sendmail;

Central Mail Hub Relay, The Central Mail Hub Relay Server configuration will be used for
your server where the assigned task isto send, receive and relay all
mail for al local or neighbor client and server mail machines you
may have on your network.

local or neighbor clients and A local or neighbor client and server refer to all other local serv-

servers. er or client machines on your network that run Sendmail and send

al outgoing mail to the Central Mail Hub for future delivery. This
kind of internal client never receives mail directly viathe Internet;
Instead, al mail from the Internet for those computers is kept on
the Mail Hub server.

It isagood ideato run one Central Mail Hub Server for all computers on your network; this architecture
will limit the task managements on the server and client machines, and improve the security of your site.

Y ou can configure the neighbor Sendmail so that it accepts only mail that is generated locally, thus insu-
lating neighbor machines for easier security. The Gateway server outside the firewall, or part of it acts as
aproxy and accepts external mail viaits Firewall rulesfile that is destined for internal delivery from the
outside, and forwards it to the Central Mail Hub Server. Also note that the Gateway server is configured
like aneighbor Sendmail server to never accept incoming mail from the outside the | nt er net .
Hereisagraphical representation of the Sendmail configuration used in this book, with different settings:
» Central Mail Hub Relay,

* local or neighbor client and servers on different servers.

Lots of possibilities exist, and depends on your need and network architecture.
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The Web Server The Gateway Server The Mail Server
WL DN NG, GO desp.openng.com mail.openna. cor
E = =
INTERMAL ANOTHER
MAIL SERVER INTERMAL
MAIL SERVER THE CENTRAL
MaIL HUBE
Forward all kocal Accept extarnal mail SERVER
mail 13 the mail Forward all kacal from the outside and
Hub Server miail ta tha Mail forward them to the Receive and
Hub Sarver Mail Hub Sarver sand mail

All mails in the opanna.com domain are accassible only threugh the mail.openna.com sarar.

These installation instructions assume
» Commands are Unix-compatible.

» Thesourcepathis/ var/t np, other paths are possible.

Installations were tested on Red Hat Linux 6.1 and 6.2.

All stepsin the installation will happen in super-user account root.
* Sendmail version number is8.10.1
These are the package(s) you need to download and they are available here

Sendmail Homepage: http://www.sendmail.org/
Sendmail FTP Sire: 204.152.184.34
Y ou must be sure to download: sendmail.8.10.1.tar.gz

Before you decompress the tarballs, it isagood ideato make alist of files on the system before you install
Sendmail, and one afterwards, and then compare them using diff to find out what file it placed where.
Simply runfind/* > Sendnmi | 1 beforeandfind/* > Sendmai | 2 after you install the software,
and use diff Sendnai | 1 Sendnai |l 2 > Sendnai | - | nst al | ed to get alist of what changed.

Y ou need to compile, so decompress the tarball (tar.gz). which you have downloaded:d
[root @eep] /# cp sendnuil.version.tar.gz /var/tnp

[root @eep] /# cd /var/tnp
[root @eep ]/tnmp# tar xzpf sendmail.version.tar.gz

Before you compile it is always better to configure to your needs, move into the new Sendmail directory
and edit thesnr sh. c filevi +77 snr sh/ snr sh. ¢ and change theline:
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# define CVDDI R "/usr/adm sm bin"
Toread:
# define CVDDI R "/etc/smrsh”

This modification specifies the default search path for commands runs by smrsh program. It allows us to
[imit the location where these programs may reside.

Compile and optimize

The Build script of Sendmail uses by default a site configuration file that correspond to your operating
system type to get information about definitions for system installation and various compilation values.
Thisfile islocated under the subdirectory named devt ool s/ OGS and if you're running a Linux system,
it'll benamed Li nux. Well rebuild thissite configuration file to suit our Linux system installation and put
it in the default devt ool s/ OS sub-directory of the Sendmail source distribution since the Build script
will ook for the default site configuration filein this directory during compile time of Sendmail.

Move into the new Sendmail directory, edit the Linux file, vi devt ool s/ OGS/ Li nux, and remove all
predefined lines then add the following lines inside the file:

defi ne(  conf ENVDEF' , " -DPl CKY_QF_NAME_CHECK - DXDEBUG=0')

define( confCC, “egcs')

define( confOPTIMZE' , "-@ -funroll-1loops -ncpu=pentiunpro -march=pentiu
define( confLIBS', "-lnsl")

define( conf LDOPTS' , “-s')

define(” conf MANROOT', “/usr/ man/ man')
define(  conf MANOWN , “root')
define( conf MANGRP', “root')
define(” conf MANMODE' , "~ 644')
define( conf MANISRC , "1')
define(  conf MANSSRC , "5')
define(  conf MANBSRC , "8')

define( conf DEPEND TYPE', "CC-M)
defi ne(” conf NO_HELPFI LE_| NSTALL)
define( confSBINGRP', “root')
define( conf SBI NMODE', "6755')
define( conf UBINOMWN , “root')
define( confUBINGRP', “root')
define( confEBINDIR , “/usr/shin')

Thistells Linux file to set itself up for this particular configuration setup with:

define("confENVDEF, - This macro option is used primarily to specify code that
DPICKY_QF NAME _CHECK  should either be specially included or excluded. With -
-DXDEBUG=0") DPI CKY_QF NAME CHECK defined, Sendmail will log an error if

the name of the gf fileisincorrectly formed and will rename the gf
fileintoa Q¥ file. The - DXDEBUG=0 argument disables the step of
additional internal checking during compiletime.
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define("confCC', “egcs)

define("confOPTIMIZE!, -
09 -funroll-loops -
mcpu=pentiumpro -
march=pentiumpro -fomit-
frame-pointer -fno-exceptions))
define("confLIBS, “-Indl")
defing("confLDOPTS, "-s)

defing(CconfMANROOT', 7/
usr/man/man’)

defing("confMANOWN',
“root")

define("'confMANGRP, “root")
define("confMANMODE!,
644"
defing("confMAN1SRC', "1
defing("confMANSSRC', °5")

define("'confMANSSRC', "8")

define("confDEPEND_TY PE',
“CC-M')

This macro option defines the C compiler to use for compilation of
Sendmail. In our case we use the egcs C compiler for better optimiza-
tion.

This macro option defines the flags passed to CC for optimization
related to our specific CPU architecture.

This macro option defines the -I flags passed to Id.
This macro option defines the linker options passed to Id.

This macro option defines the location to install the Sendmail man
pages.

This macro option defines the owner for all Sendmail installed man
pages.

This macro option defines the group for al Sendmail installed man
pages.

This macro option defines the mode for all Sendmail installed man
pages.

This macro option defines the source for man pagesinstalled in conf-
MANL.

This macro option defines the source for man pages installed in conf-
MANS.

This macro option defines the source for man pagesinstalled in conf-
MANS.

Thismacro option specifieshow to build dependencieswith Sendmail.

defing("'confNO_HELPFILE_INSTAhis)macro option specifies to not install the Sendmail help file by

define("confSBINGRP, “root")

define("confSBINMODE/,
6755

define("confUBINOWN',
“root')

define(CconfUBINGRP, “root")

define('confEBINDIR', “/ust/
shin')

default. Some experienced administrators recommend it, for better se-
curity.

This macro option defines the group for al Sendmail setuid binaries.

This macro option defines the mode for all Sendmail setuid binaries.

This macro option defines the owner for Sendmail binaries.

This macro option defines the group for Sendmail binaries.

Thismacro option defineswhereto install binaries executed from oth-
er binaries. On Red Hat Linux the path must beset tothe/ usr / sbi n
directory.

Now we must compile and install Sendmail in the server:
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[root @eep ]/sendmail -8.10. 1# cd sendmai

[root @eep ]/sendmail# sh Build

[root @eep ]/sendmail# sh Build instal

[root @eep ]/sendmail # cd .

[root @eep ]/sendmail-8.10.1# cd mail stats

[root @eep ]/ mailstats# sh Build instal

[root @eep ]/ mail stats# cd .

[root @eep ]/sendnail-8.10.1# cd snrsh

[root @eep ]/snrsh# sh Build instal

[root @eep ]/snrsh# cd .

[root @eep ]/sendmail -8.10.1# cd nakemap

[ root @eep ]/ makemap# sh Build instal

[root @eep ]/ makemap# cd .

[root @eep ]/sendnail-8.10.1# cd praliases

[root @eep ]/praliases# sh Build instal

[root @leep ]/praliases# cd .

[root @eep ]/sendmail-8.10.1# In -fs /usr/sbin/sendmail /usr/lib/sendmai
[root @eep ]/sendmail -8.10.1# chnod 511 /usr/sbin/snmrsh

[root @eep ]/sendmail-8.10.1# install -d -m 755 /var/spool / mqueue
[root @eep ]/sendmail -8.10.1# chown root. mail /var/spool/ngueue
[root @eep ]/sendmail -8.10.1# nkdir /etc/snrsh

Required only for Mail Hub configuration
Required only for Mail Hub configuration
Required only for Mail Hub configuration
Required only for Mail Hub configuration

The sh Build command would build and make the necessary dependenciesfor the different binary files
required by Sendmail before installation on your system.

The sh Build install command would install sendmail, mailstats, makemap, praliases, smrsh binaries
aswell as the corresponding man pages on your system if compiled with this command.

The In -fs command would make a symbolic link of the sendmail binary tothe/ usr/ | i b directory.
Thisisrequired, since some programs hope to find the sendmail binary in thisdirectory / usr/ i b.

The install command would create the directory nqueue with permission 755 under / var / spool .
A mail message can be temporarily undeliverable for a wide variety of reasons. To ensure that such
messages are eventually delivered, Sendmail stores them in its queue directory until they can be deliv-
ered successfully.

The chown command would set UID root and GID mail for the mqueue directory.

Themkdir command would createthe/ et ¢/ snr sh directory on your system. Thisdirectory iswhere
we'll put al program mailers that we allow Sendmail to be able to run.

F HOTE

The programs makemap, and praliases must only be installed on the Central Mail Hub Server.
makemap permits you to create adatabase map likethe/ et ¢/ nai | / al i ases. dbor/ et c/
mai | / access. dbfiles, for Sendmail. Thepraliasesdisplay the system mail aliases, the content
of fetc/mail/aliases file.Sinceitisbetter to only have one place like our Central
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Mail Hub to handle and manage all the db filesin our network, then it is not necessary to use the

makemap, and praliases programs and build db files on your other hosts in the network.

Configurations

F HOTE

All the configuration files required for each software described in this book has been provided
by us asagzipped file, f | oppy. t gz for your convenience. This can be downloaded from this
web address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any lo-
cation on your local machine, say for example/ t np, assuming you have donethisyour directory
structurewill be/ t np/ f | oppy. Withinthisfloppy directory each configuration file hasitsown
directory for respective software. For example Sendmail configuration file are organised likethis:

total 32
STWr--r-- 1 harrypotter harrypotter 684 Jun 8 13:00
STWr--r-- 1 harrypotter harrypotter 3648 Jun 8 13:00
STWr--r-- 1 harrypotter harrypotter 547 Jun 8 13:00
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun 8 13:00
STWr--r-- 1 harrypotter harrypotter 137 Jun 8 13:00
STWr--r-- 1 harrypotter harrypotter 109 Jun 8 13:00
STWr--r-- 1 harrypotter harrypotter 685 Jun 8 13:00
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun 8 13:00

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asit is.

To run a Central Mail Hub Server, the following files are required and must be created or copied to the
appropriate directories on your server.

e Copy thesendmail fileinthe/ et ¢/ sysconf i g directory.

» Copy the sendmail script fileinthe/ et c/rc. d/init. d/ directory.
e Copy thelocal-host-namesfileinthe/ et ¢/ mai | directory.

» Copy the accessfileinthe/ et c/ mai | directory.

e Copy the diasesfileinthe/ et ¢/ mai | directory.

Createthevi rt usert abl e, domai nt abl e, mai | ert abl e and. db filesin/ et ¢/ mai | directo-
ry.

Torun alLocal or Neighbor Client, Server, the following files are required and must be created or copied
to the appropriate directories on your server.

» Copy the sendmail fileinthe/ et ¢/ sysconf i g directory.
» Copy the sendmail script fileinthe/ et c/rc. d/init.d/ directory.

e Copy thelocal-host-namesfileinthe/ et ¢/ mai | directory.
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SH

Y ou can obtain the configuration files listed below on our f | oppy. t gz archive. Copy the fol-
lowing files from the decompressed f | oppy. t gz archiveto the appropriate places or copy and
paste them directly from this book to the concerned file.

The / et c/ sendnai | . nt file /Central Mail Hub

The / et ¢/ sendnmi | . nt file for the Central Mail Hub, instead of having each individual server or
workstation in a network handle its own mail, it can be advantageous to have powerful central server that
handles all mail. Such aserver is called aMail Hub. The advantage of a Central Mail Hub is:

i. All incoming mail is sent to the hub, and no mail is sent directly to a client machine.

ii. All outgoing mail from clients is sent to the Hub, and the Hub then forwards that mail to its ultimate
destination.

iii. All outgoing mail appears to come from a single server and no client's name needs to be known to the
outside world.

iv. No client needs to run a sendmail daemon to listen for mail.

The sendmail .cf isthefirst file reading by Sendmail when it runs and one of the most important for Send-
mail. Among the many items contained in that file are the locations of all the other files, the default per-
missionsfor thosefilesand directoriesthat Sendmail needs. The m4 macro preprocessor program of Linux
is used by Sendmail V8 to produce a Sendmail configuration file. This macro program will produce the /
etc/ mai |/ sendnai | . cf configuration file by processing afile whose name endsin . nt.

For thisreason, we'll createthisfilesendmai | . nt and put the necessary macro valuesinit to alow the
m4 program to process, read its input and gathers definitions of macros, and then replaces those macros
with their values and output the result to create our sendmmai | . cf file. Please refer to the Sendmail
documentation and README file under the cf subdirectory of the V8 Sendmail source distribution for
more information.

Create the sendmail.mc file, touch / var / t mp/ sendnai | - ver si on/ cf/ cf/sendmai | . nt and
add the following lines:

define( confDEF _USER ID, "8:12""')dnl

OSTYPE( " Ii nux' ) dnl

DOVAI N( " generi c¢')dnl

define( conf TRY_NULL_MX_ LI ST', true)dnl

defi ne(” conf DONT_PROBE_| NTERFACES' , t r ue) dnl

defi ne(” PROCMAI L_MAI LER PATH , "/ usr/ bin/ procnail')dnl
define(” LOCAL_MAI LER FLAGS' , "~ ShPfn')dnl

define(  LOCAL_MAI LER ARGS', “procnmail -a $h -d $u')dnl
FEATURE( " snrsh', " /usr/sbin/snrsh')dnl

FEATURE( " mai | ertabl e' ) dnl

FEATURE( "virtusertabl e', hash -o /etc/mail/virtusertable')dnl
FEATURE( " redirect')dnl

FEATURE( " al ways_add_dorai n' ) dnl

FEATURE( " use_cw _file')dnl

FEATURE( " | ocal _procmai |l ') dnl
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FEATURE( " access_db' ) dnl

FEATURE( " bl ackl i st _reci pi ents')dnl
FEATURE( " dnsbl ' ) dnl

MAI LER( " I ocal ' ) dnl

MAI LER( " snt p' ) dnl

MAI LER( " procnai | ') dnl

Thistells the sendmail.mc file to set itself up for this particular configuration with:

define("confDEF_USER_ID',”*8:12"drs configuration option specifies the default user id. In our case the
user nail and group nmmail, which correspond to ID number
8: 12 seethe/ et ¢/ passwd and/ et ¢/ gr oup file.

OSTY PE('linux")dnl This configuration option specifiesthe default operating system Send-
mail wil bel running on; in our casethel i nux system. Thisitemis
one of the minimal pieces of information required by the nt file.

DOMAIN( generic)dnl This configuration option will specify and describe a particular do-
main appropriated for your environment.

define("confTRY_NULL_MX_LISTisiejulrfl guration option specifies whether the receiving server isthe
best MX for ahost and if so, try connecting to that host directly.

defing("confDONT_PROBE_INTERRASCES figuainbn option, if set to true, means Sendmail will
_not_insert the names and addresses of any local interfaces into the
$=wclass, list of known equivalent addresses.

define(’ PROCMAIL_MAILER_PATHIS fonfiguration option sets the path to the procmail program

usr/bin/procmail)dnl installed in your server. Since the path in Red Hat Linux differs
from other Linux versions, we must specify the new path with
this macro. It's important to note that this macro is also used by
FEATURE( " | ocal _procmai | ') asdefined later in thisfile.

defineCLOCAL_MAILER_FLAGSThis configuration option defines the flags that must be used by the
“ShPfn’)dnl local mailer (procmail). See your Sendmail documentation for more
information of each one.

defineCLOCAL_MAILER_ARGS,This configuration option defines the arguments that must be passed
“procmail -a$h -d $u’)dnl to the local mailer (procmail). See your Sendmail documentation for
more information on each one.

FEATURE( smrsh', /usr/shin/ Thism4 macro enablesthe use of smr sh, the sendmail restricted shell,

smrsh’)dnl instead of the default / bi n/ sh for mailing programs. With this fea-
ture you can control what program gets run via e-mail through the /
etc/mail/aliasesand~/.forwar dfiles. Thedefaultlocation
for the smrsh programis/ usr/ | i bexec/ snr sh. Since we have
installed smrsh in another location, we need to add an argument to the
smrsh feature to indicate the new placement / usr/ sbi n/ snr sh.
The use of smrsh isrecommended by CERT, so you are encouraged
to use this feature as often as possible.

FEATURE( mailertable')dnl This m4 macro enables the use of nai | ert abl e database se-
lects new delivery agents. A mailertable is a database that maps
host . domai n names to specia delivery agent and new domain
name pairs. With thisfeature, mail can be delivered through the use of
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FEATURE( virtusertabl€',"hash
-0 /etc/mail/virtusertabl €))dnl

FEATURE( redirect’)dnl

aspecified or particular delivery agent to anew domain name. Usual-
ly, this feature must be available only on a Central Mail Hub server.

Thism4 macro enablestheuseof vi rt user t abl e, support for vir-
tual domains, which allow multiple virtual domains to be hosted on
one machine. A virtusertable is a database that maps virtual domains
into new addresses. With this feature, mail for virtual domains can be
delivered to alocal, remote, or single user address. Usually this fea-
ture must be available only on a Central Mail Hub server.

This m4 macro enables the use of redirect support for
addr ess. REDI RECT. With thisfeature, mail addressed to aretired
user account wahi b, for example, will be bounced with an indication
of the new forwarding address. The retired accounts must be set up in
the aliases file on the mail server. Usually this feature must be avail-
able only on a Central Mail Hub server.

FEATURE(aways add domain’)diiihis m4 macro enables the use of al ways_add_donai n, add the

FEATURE("use_cw_file)dnl

FEATURE( local_procmail")dnl

FEATURE(access_db")dnl

local domain even on local mail. With this feature, all addresses that
arelocally delivered will befully qualified. It is safe and recommend-
ed to set thisfeature for security reasons.

This m4 macro enables the use of use_cw file, use /etc/
mai | /| ocal - host - nanes file for local hosthames. With this
feature you can declare a list of hosts in the /fetc/mail /| o-
cal - host - names file for which the local host is acting as the MX
recipient. In other word thisfeature causesthefile/ et ¢/ mai | / | o-
cal - host - names to beread to obtain alternative names for the lo-
cal host.

This m4 macro enablestheuse of | ocal _pr ocrai | use procmail
as local delivery agent. With this feature you can use procmail as a
Sendmail delivery agent.

This m4 macro enables the access database feature. With this feature
you have the ability through the access db to allow or refuse to accept
mail from specified domains. Usually this feature must be available
only inaCentral Mail Hub server.

FEATURE( blacklist_recipients)dniThis m4 macro enables the ability to block incoming mail for cer-

FEATURE( dnsbl')dnl

MAILER(local"),
MAILER( smtp"), and
MAILER( procmail")dnl

tain recipient usernames, hostnames, or addresses. With this feature
you can, for example, block incoming mail touser nobody, host
f 0o. mydomai n. com or guest @ar . mydonai n. com

This m4 macro enables Sendmail to reject mail from any site in the
Realtime Blackhole List databaser bl . maps. vi x. com The DNS
based rejection is a database maintained in DNS of spammers. For
details, see http://maps.vix.com/rbl/.

This m4 macro enables the use of local, smtp, and procmail as de-
livery agents in Sendmail by default, delivery agents are not auto-
matically declared. With this feature, you can specify which ones
you want to support and which onesto ignore. The MAILER( local"),
MAILER( smtp"), and MAILER( procmail’) options cause support for
local, smtp, esmtp, smtp8, relay delivery agents and procmail to be
included. It's important to note that MAILER( smtp") should always
precede MAILER( procmail").
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F HOTE

Sometimes, a domain with which you wish to continue communications may end up in the RBL
list. In this case, Sendmail allows you to override these domains to allow their e-mail to be re-
ceived. To do this, simply edit the/ et ¢/ mai | / access file and add the appropriate domain
information.

Example 22.1. Overriding RBL

bl ackl i st ed. donmai n K

Build and Tweak Sendmail

Now that our macro configurationfilesendnai | . nt iscreated, we can build the sendmail configuration
filesendnai | . cf from these statements with the following commands:

[root @eep] /# cd /var/tnp/sendnmail -version/cf/cf/
[root @eep J/cf# mt .. /md/cf.ml sendnail.nt > /etc/mail/sendmail . cf

E‘_\ HOTE

Here, the . . / m4/ cf . md tells m4 program where to look for its default configuration file in-
formation.

The nul | . nt file

Since our local clients machines never receive mail directly from the outside world, and relay, send all
their mail through the Mail Hub server, we will create a specid file called nul | . nt which, when later
processed, will create a customized sendnmi | . cf configuration file that responds to this special setup
for our neighbour or local server client machines. This m4 macro file is simple to create and configure
because it doesn't need alot of features, as the configuration file - sendnai | . nt, for the Central Mail
Hub server did.

E‘_\;mnnu

Thenul | . nt fileisfor the local or neighbour client and server machines only

1. Createthenul | . nt file touch / var/ t mp/ sendnmai | - ver si on/ cf/cf/nul | . nc and add
the following lines:

OSTYPE( " I'i nux')dnl
DOVAI N( " generic')dnl
FEATURE( "nul lclient', nmil.openna.conm )dnl
undefi ne(” ALI AS_FI LE' ) dnl
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This configuration option specifies the default operating system Sendmail will be running on,
inour case, thel i nux system. Thisitem is one of the minimal pieces of information required
by the nt file.

This configuration option will specify and describe a particular domain appropriated for your
environment.

This m4 macro sets your clients machines to never receive mail directly, to send their mail to a
Central Mail Hub, andrelay all mail through that server rather than sending directly. Thisfeature
creates astripped down configuration file containing nothing but support for forwarding all mail
to a Mail Hub via aloca SMTP-based network. The argument ~ mai | . openna. com in-
cludedin thisfeatureisthe canonical name of that Mail Hub. Y ou should, of course, changethis
canonical nameto reflect your Mail Hub Server for example: FEATURE( " nul I client',”

ny. mai | hub. coni) .

This configuration option prevents the nullclient version of Sendmail from trying to access /

etc/mail/aliases and/etc/mail/aliases. db files. With the adding of this line
in the . nt file, you don't need to have an al i ases file on al your internal neighbor client
Sendmail machines. Aliases files are required only on the Mail Hub Server for all server and
client aliases on the network.

-

|:l'|_ TiP

ki

We advicethat with thiskind of configuration, no mailers should be defined, and no aliasing
or forwarding is done.

Now that our macro configuration filenul | . nt iscreated, we can build the Sendmail configuration
filesendmai | . cf from these statementsin al our neighbor servers, and client machines with the
following commands:

[root @eep] /# cd /var/tnp/sendmail -version/cf/cf/
[root @eep J/cf# mt .. /md/cf.md null.nc > /etc/mail/sendnail . cf

No mail should ever again be delivered to your local machine. Since there will be no incoming mail
connections, you no longer needed to run a Sendmail daemon on your neighbor or local server, client
machines. To stop the Sendmail daemon from running on your neighbor or local server, or client
machines, edit or createthe/ et ¢/ sysconfi g/ sendmai | fileand change/add thelinesthat read:

DAEMON=yes
To read:
DAEMON=NO
And:
QUEUE=1h

F HOTE

The QUEUE=1h under / et ¢/ sysconfi g/ sendmai | file causes Sendmail to process
the queue once every 1 hour. We leave that line in place because Sendmail still needs to
process the queue periodically in case the Mail Hub is down.
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4. Remove thefollowing files from your system, use the following command:

[root@lient /]# rm -f [usr/bin/newaliases
[root@lient /]# rm -f [usr/man/ manl/ newal i ases. 1
[root@lient /]# rm -f [usr/man/ man5/aliases.5

E HOTE

Local machines never use aiases, access, or other maps database. Since all map file data-
bases are located and used on the Central Mail Hub Server for all local machines we may
have on the network, we can safety remove the following commands and man pages from
all our local machines.

 [usr/bin/newaliases
 [usr/man/manl/newaliases.1
¢ [/usr/man/man5/aliases.5

5. Remove the unnecessary Procmail program from your entire local Sendmail server or client. Since
local machines send all internal and outgoing mail to the mail Hub Server for future delivery, we don't
need to use acomplex local delivery agent program like Procmail to do the job. Instead we can use the
default / bi n/ mai | program. To remove Procmail from your system, use the following command:

[root@lient ]# rpm-e procnuil

The/etc/ mail/access and access. db files

The access database file can be created to accept or reject mail from selected domains. For example,
you may choose to reject al mail originating from known spammers, or to accept to relay all mail from
your local network since now relaying is denied by default with Sendmail -this is an Anti-Spam feature.
In the access file example below, well allow relaying from localhost and all local network addresses
beginning with the IP address 192. 168. 1.

Thefilesaccess and access. db are not required for Local or Neighbor Client setups. It is required
only if you decide to set up a Central Mail Hub to handle all your mail. Also note that the use of a Central
Mail Hub will improve the security and the management of other servers and clients on your network that
run Sendmail.

1. Createtheaccessfiletouch/ et ¢/ mai | / access and add the following lines:

Description showi ng bellow for the format of this file cones from
the Sendmail source distribution under "cf/README" file.

The table itself uses e-mail addresses, domain nanes, and network
nunbers as keys. For exanple,

g T

spamer @ol . com REJECT
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HFHEIFTHFIFHEHFEHFFEHFHEHFEHFHEFEFHEFEFFHEFEHFTEFHEEFFSEFEFHETEFFHEEFRTSEFESEREFSEESE SRR

cyber spamer. com REJECT
192.168. 212 REJECT

woul d refuse mail from spanmer @ol . com any user from cyber spanmer
(or any host within the cyberspamer.com donai n), and any host on
192. 168. 212. * net wor k.

The val ue part of the map can contain:

0 ¢ Accept mail even if other rules in the
running ruleset would reject it, for exanp
if the domain nanme is unresol vable.

RELAY  Accept mail addressed to the indicated domain or
received fromthe indicated domain for rele
t hrough your SMIP server. RELAY al so serve
an inplicit OK for the other checks.

REJECT Reject the sender or recipient with a general
pur pose nessage.

DI SCARD Di scard the nessage conpletely using the
$#discard mailer. This only works for senc

addresses (i.e., it indicates that you shot
di scard anything received fromthe indicate
domai n) .

### any text where ### is an RFC 821 conpliant error coc
and "any text" is a nessage to return for
t he comand

For exanpl e:

cyber spamer. com 550 W don't accept mail from spamm
okay. cyber spamer. com 0 ¢

sendnmai |l . org 0 ¢

128. 32 RELAY

woul d accept mail from okay.cyberspamer.com but would reject ma
fromall other hosts at cyberspanmer.comw th the indicated nmessac
It would allow accept mail fromany hosts in the sendmail.org done
and allow relaying for the 128.32.*.* network.

You can al so use the access database to bl ock sender addresses bas
the usernane portion of the address. For exanple:

FREE. STEALTH. VAl LER@ 550 Spam not accepted
Note that you must include the @after the usernane to signify the
this database entry is for checking only the username portion of t
sender address.
If you use like we do in our "sendmail.nt macro configuration

FEATURE( " bl ackl i st _reci pients')

then you can add entries to the map for local users, hosts in your
domai ns, or addresses in your domain which should not receive nai
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#

# badl ocal user 550 Mail box disabled for this userr
# host . mydomai n. com 550 That host does not accept nai

# user @t her host . nydonai n. com 550 Mail box disabled for tt
#

# This woul d prevent a recipient of badl ocal user @ydomai n. com any
# user at host.nydomain.com and the single address

# user @t her host . mydomai n. com fromreceiving mail. Enabling this

# feature will keep you fromsending mails to all addresses that

# have an error nessage or REJECT as value part in the access nap.

# Taking the exanpl e from above:

#

# spammer @ol . com REJECT

# cyber spamer. com REJECT

#

# Mail can't be sent to spammer @ol.com or anyone at cyberspammer. cc
#

# Now our configuration of access file,

# by default we allow relaying fromlocal host..

| ocal host. | ocal domnmai n RELAY

| ocal host RELAY

127.0.0.1 RELAY

192.168. 1 RELAY

—

|;"1 HOTE

Don't forget to specify in thisfileaccess your private | P address range you want to relay
or you'll be unable to send mail from your internal network.

2. Create the access.db file, remember, since/ et ¢/ mai | / access is a database, after creating the
text file as described above, you must use the makemap utility program to create the database map.
To createtheaccess dat abase nap, use the following command:

[root @eep] /# nakemap hash /etc/nmail/access.db < /etc/mail/access

The/etc/nail/aliases and al i ases. db
files

Aliasing isthe process of converting one local recipient name on the system into another -aliasing occurs
only on local names. Example uses are to convert a generic name -such as root, into area username on
the system, or to convert one name into a list of many names -for mailing lists. For every envelope that
lists alocal user as a recipient, Sendmail looks up that recipient's name in the al i ases file. Because
Sendmail may have to search through thousands of names in the al i ases file, a copy of the file is
stored in a separate db database format file to significantly improve lookup speed. If you configure your
Sendmail to use a Central Server Mai | Hub to handles all mail, you don't need to install theal i ases
and al i ases. db files on the neighbor server or client machines.

1. Createtheal i ases filetouch/etc/ mail /al i ases and add the following lines by default:
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#

# @ #) al i ases 8.2 (Berkeley) 3/5/94

#

# Aliases inthis file will NOT be expanded in the header from
# Mail, but WLL be visible over networks or from/bin/mail.

#

# >>>>>>>>>> The program "newal i ases” nust be run after
# >> NOTE >> this file is updated for any changes to
# S>>>>>>>>> show t hrough to sendmail .

#

# Basic systemaliases -- these MIST be present.

MAI LER- DAEMON: post mast er
post master: r oot

# Ceneral redirections for pseudo accounts.

bi n:
daenon:
nobody:

r oot
r oot
r oot

# Person who should get root's nail

#r oot :

E‘y _HOTE

adm n

Your aiases file will be probably far more complex, but even so, note how the example
shows the minimum form of aliases.

2. Since/etc/ il / al i ases isadatabase, after creating the text file as described above, you must
use the makemap program to create the database map. To createtheal i ases dat abase nap,
use the following command:

[root @eep] /# nakenmap hash /etc/mail/aliases.db < /etc/mail/aliases

The /etc/ mai |l / Directory

The

e /etc/mail/virtusertable,

* domai nt abl e

* nailertable

and

e virtusertabl e. db,

» donmi nt abl e. db,
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« mai |l ertabl e. db

All of these files relate to particular features of Sendmail that can be tuned by the system administrator.
Once again, these features are usually required only in the Central Mail Hub server. The following isthe
explanation of each one.

The virtusertable & A virtusertable is a database that maps virtual domains into news ad-
virtusertabl e. dbfiles dresses. With this feature, mail for virtual domain on your network
can be delivered to local, remote, or asingle user address.

The  domai nt abl e & A domaintable is a database that maps old domain to anew one. With
donai nt abl e. db files this feature, multiple domain names on your network can be rewritten
from the old domain to the new.

The nmailertable & A mailertable is a database that maps host . donmai n namesto spe-

nmai | ertabl e. db files cial delivery agent and new domain name pairs. With thisfeature mail
on your network can be delivered through the use of a particular de-
livery agent to anew local or remote domain name.

To create thevi rtusertabl e, domai ntabl e, mail ertabl e, and their corresponding . db
filesinto/ et ¢/ mai | directory, use the following commands:

[root @eep] /# for map in virtusertabl e donmaintable nailertable

do

touch /etc/ mail/${ map}

chnod 0644 /etc/ mail/${ map}

makemap hash /etc/ mail/${map}.db < /etc/ mail/${map}
chnod 0644 /etc/mail/${map}. db

done

VVVVVYV

The/etc/mail /| ocal - host - nanes file
EHDTE

Please notethat the/ et ¢/ mai | / | ocal - host - names fileisfor all type of configuration.

The/ etc/ mai |l /| ocal - host - nanes fileisread to obtain alternative names for the local host. One
use for such a file might be to declare a list of hosts in your network for which the local host is acting
as the MX recipient. On that machine we simply need to add the names of machines for which it i.e.
mai | . openna. com will handlemail to/ et ¢/ mai | / | ocal - host - nanes. Hereis an example:

Example 22.2. Alternative names

Createthelocal-host-namesfile, touch / et ¢/ mai | / | ocal - host - nanes and add thefollowing line:

# local -host-nanmes - include all aliases for your nachi ne here.
openna. com

deep. openna. com

WWw. openna. com
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W n. openna. com
mai | . openna. com

Withthistypeof configuration, all mail sent will appear asif it weresent fromopenna. com and any mail
sent to ww. openna. comor the other hosts will be delivered to mai | . openna. comour mail Hub.

E‘}.;-wnnu

Please be awarethat if you configure your system to masquerade as another, any e-mail sent from
your system to your system will be sent to the machine you are masquerading as. For example,
in the above illustration, log filesthat are periodically sent to <r oot @wwv. openna. con by
the cron daemon of Linux would be sent to <r oot @mai | . openna. cone our Mail Hub.

Configure the /et c/ sysconfi g/ sendmai | file

The/ et c/ sysconfi g/ sendmai | fileisused to specify SENDMAI L configuration information, such
asif sendmail should run asadaemon, if it should listen for mail or not, and how much time to wait before
sending awarning if messages in the queue directory have not been delivered.

Create the sendmail filetouch / et ¢/ sysconfi g/ sendmai | and add in thisfile:

DAEMON=y es
QUEUE=1h

The DAEMON=y es option instructs Sendmail to run as adaemon. Thislineis useful when Sendmail
client machines are configured to not accept mail directly from outside in favor of forwarding all
local mail to a Central Hub, not running a daemon also improves security. If you have configured
your server or client machines in this way, al you have to do is to replace the DAEMON=yes to
DAEMON=NO.

Mail is usually placed into the queue because it could not be transmitted immediately. The
QUEUE=1h setsthetimeinterval before sends awarning to the sender if the messages has not been
delivered.

The/etc/rc.d/init.d/ sendnmail scriptfile
EHDTE

Please notethat the/ etc/rc. d/init. d/ sendmai | fileisfor al type of configuration.

To configureyour/ et c/rc. d/init.d/ sendmail scriptfileto start and stop the Sendmail daemon,
Y ou have to create the sendmail script file, touch /et c/rc. d/init. d/ sendmai | and add:

#!/bin/sh

#

# sendmai | This shell script takes care of starting and stopping
# sendmai | .

#
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chkconfig: 2345 80 30

description: Sendmail is a Mail Transport Agent, which is the program\
that noves mail from one nachine to anot her

processnane: sendnai

config: /etc/sendmail.cf

pidfile: /var/run/sendmail.pid

HHHHH R

F*

Source function library.
/etc/rc.d/init.d/functions

# Source networking configuration
/ et c/ sysconfi g/ net wor k

# Source sendmail configuration

if [ -f /etc/sysconfig/sendmail ] ; then
/ et c/ sysconfi g/ sendmai

el se

DAEMONFy es

QUEUE=1h

f

# Check that networking is up
[ ${NETWORKING} = "no" ] &% exit O

[ -f /fusr/sbin/sendmail ] || exit O
RETVAL=0

# See how we were call ed.
case "$1" in

start)

# Start daenons.

echo -n "Starting sendmail: ™"

[usr/bin/newaliases > /dev/null 2>&1

for i in virtusertable access donmaintable mailertable ; do

if [ -f /etc/nail/$i ] ; then

mekemap hash /etc/nmail/$i < /etc/nmail/$

f

done

daenon /usr/sbin/sendmail $([ "$DAEMON' = yes ] && echo -bd) \
$([ -n "SQUEUE" ] && echo - q$QUEUE)

RETVAL=$?

echo

[ $RETVAL -eq 0 ] && touch /var/l ock/subsys/sendmai

st op)

# Stop daenons.

echo -n "Shutting down sendmai l
kill proc sendmai

RETVAL=$?

echo

[ $RETVAL -eq 0] && rm-f /var/l ock/subsys/sendmai
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restart|rel oad)
$0 stop

$0 start
RETVAL=%$?

st at us)

st atus sendnmi
RETVAL=%$?

3

echo "Usage: sendmail {start|stop|restart|status}”
exit 1

esac

exit $RETVAL
Now, make this script executable and change its default permissions:

[root @eep] /# chmod 700 /etc/rc.d/init.d/ sendmail
Create the symbolic rc.d links for Sendmail with the command:

[root @eep] /# chkconfig --add sendmi l
Start your Sendmail Server manually with the following command:

[root @eep] /# /etc/rc.d/init.d/sendmail start

Starting sendmail : [ X
Please do a cleanup as always later:

[root @eep] /# cd /var/tnp
[root @eep ]/tnmp# rm-rf sendmail -version/ sendnail.version.tar.gz

The rm command as used above will remove al the source files we have used to compile and install
Sendmail. It will also remove the Sendmail compressed archive from the/ var / t np directory.

Secure Sendmail using smrsh

The smrsh program isintended as areplacement for / bi n/ sh in the program mailer definition of Send-
mail. It's arestricted shell utility that provides the ability to specify, through the/ et ¢/ snr sh directory,
an explicit list of executable programs available to Sendmail. To be more accurate, even if somebody with
malicious intentions can get Sendmail to run a program without going through an aliases or forward file,
smrsh limits the set of programs that he or she can execute. When used in conjunction with Sendmail,
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smrsh effectively limits Sendmail's scope of program execution to only those programs specifiedin smrsh's
directory. If you have followed what we did above, smrsh program is already compiled and installed on
your computer under / usr/ sbi n/ snr sh.

1

Thefirst thing we need to do isto determine the list of commands that smr sh should allow Sendmail
to run. By default we include, but are not limited to:

e /bin/ mail -if youhaveitinstalled on your system

e /usr/bin/procmail -if youhaveitinstalled onyour system

=

|_L_ NARNING

You should not include interpreter programs such as sh(1), csh(1), perl(1), uudecode(1) or
sed(1) -the stream editor, in your list of acceptable commands.

Y ou will next need to populate the/ et ¢/ snr sh directory with the programs that are allowable for
Sendmail to execute. To prevent duplicate programs, and do anice job, it is better to establish links
to the allowable programsfrom/ et ¢/ snr sh rather than copy programsto this directory. To alow
the mail program/ bi n/ mai | , use the following commands:

[root @eep] /# cd /etc/snrsh
[root @eep ]/smrsh# In -s /bin/mail nail

To allow the procmail program/ usr / bi n/ pr ocmai | , use the following commands:

[root @eep] /# cd /etc/snrsh
[root @eep ]/smrsh# In -s /usr/bin/procmail procmail

Thiswill allow themail and procmail programsto berunfromauser's. f or war d fileoranal i as-
es file which uses the program syntax.

Procmail is required only in Mail Hub Server and not in Local Client Mail Server. If you've
configured your system likeaMail Hub Server then makethelink with procmail asexplained
above, if you've configured your system as a Local Client Server then skip the procmail
step above.

We can now configure Sendmail to use the restricted shell. The program mailer is defined by asingle
linein the Sendmail configuration file,/ et ¢/ mai | / sendmai | . cf . Youmust modify thissingle
line Mprog definition inthe sendmai | . cf file, by replacing the /bin/sh specification with / usr /
sbi n/ snr sh. Editthesendnai | . cf file,vi/ et c/ mai | / sendmai | . cf and changetheline:

Example22.3. sendmai | . cf
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Mprog, P=/bin/sh, F=l sDFMbqeu9, S=10/30, R=20/40, D=$z:/, T=X-Unix, /
Which should be changed to:
Mprog, P=/usr/sbin/snrsh, F=l sDFMbqeu9, S=10/30, R=20/40, D=$z:/, T=
4. Now re-start the sendmail process manually with the following command:

[root @eep] /# /etc/rc.d/init.d/sendmail restart

F HOTE

In our sendmai | . nt configuration file for the Mail Hub Server above, we have already con-
figured this line Mprog to use the restricted shell / usr/ sbi n/ snr sh with the m4 macro
FEATURE( " snrsh', "/ usr/shin/snrsh'), so don't be surprised if the / usr/ sbhi n/
snr shspecification is aready setinyour / et ¢/ mai | / sendnai | . cf filefor the Mail Hub
relay.

Instead, use the technique shown above for other / et ¢/ mai | / sendnai | . cf filesin your
network like the onefor the nullclient local or neighbor client and serversthat usethenul | . nt
macro configuration file to generatethe/ et ¢/ mai | / sendnai | . cf file.

The/etc/mail/ali ases file

A poorly or carelessly administered al i ases file can easily be used to gain privileged status. For exam-
ple, many vendors ship systemswith adecode aiasinthe/ et ¢/ mai | / al i ases file. Theintention
isto provide an easy way for usersto transfer binary files using mail. At the sending site the user converts
the binary to ASCII with uuencode, then mailstheresult to the decode aias at the receiving site. That
alias pipes the mail message through the / usr/ bi n/ uuencode program, which converts the ASCI|
back into the original binary file.

Remove the decode alias line from your / et ¢/ mai | / al i ases file. Similarly, every alias that ex-
ecutes a program that you did not place there yourself and check completely should be questioned and
probably removed. Edit theal i ases filevi/ et ¢/ mai | / al i ases and remove the following lines:

# Basic systemaliases -- these MJST be present.
MAI LER- DAEMON:  post nmast er
post nest er: root

# Ceneral redirections for pseudo accounts.

bi n: r oot
daermon: root
ganes: r oot

ingres: root
nobody: root
system root
toor: r oot
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uucp: r oot

# Wl | -known ali ases.
nmanager: root
dunper: root
operator: root

# trap decode to catch security attacks
decode: root

# Person who should get root's nail
#root: marc

Remove dl theselines

For the changes to take effect you will need to run:

[ root @eep] /# /usr/bin/newaliases

Y ou need to prevent your Sendmail being abused by unauthorized users, Sendmail now includes powerful
Anti-Spam features, which can help prevent your mail server from being abused by unauthorized users.
To do this, make a change to the configuration file to block off spammers. Edit thesendnai | . cf file,
vi/etc/ mail/sendmail . cf and changetheline

O PrivacyOpti ons=aut hwar ni ngs

Toread:

O PrivacyOpti ons=aut hwar ni ngs, goaway

Setting the goaway option causes Sendmail to disallow all SMTP EXPN commands, it also causesit to
reject all SMTP VERB commands and to disallow al SMTP VRFY commands. These changes prevent
spammers from using the EXPN and VRFY commands in Sendmail.

You have to restrict who can examine the queues contents, ordinarily, anyone may examine the mail
gueue's contents by using the mailg command. To restrict who may examine the queues contents, you
must specify therestri ct mai | g optioninthe/ et c/ mail / sendmai | . cf file. With this option,
Sendmail allowsonly userswho arein the same group asthe group ownership of the queuedirectory r oot

to examine the contents. This allows the queue directory to be fully protected with mode 0700, while
selected users are still able to see the contents.

Editthesendmai | . cf file,vi/ etc/ mai |l /sendnmail . cf and changetheline:

O PrivacyOpti ons=aut hwar ni ngs, goaway

Toread:
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O PrivacyOpti ons=aut hwar ni ngs, goaway, restrictmail g

Now we change the mode of our queue directory to be fully protected:

[root @eep] /# chnmod 0700 /var/spool / mqueue

Now re-start the sendmail process manually for the change to take effect:

[root @eep] /# /etc/rc.d/init.d/ sendmail restart

Shutting down sendnail: [ &K
Starting sendmail: [ X ]
|i"'._ TIP
AR

We have already added the goaway optiontothelinePri vacyQpti ons=insendmai | . cf
file. Now we can just add ther estri ct mai | g option to thisline.

Any non-privileged user who attempts to examine the mail queue content will get this message:

[user@eep /]$ /usr/bin/mailq

You are not pernmitted to see the queue

Limit queue processing to r oot

Ordinarily, anyone may process the queue with the -q switch. To limit queue processing to r oot and
the owner of the queue directory, you must specify ther estri ct grun optioninthe/etc/ mail/
sendnmi | . cf file.
Editthesendmai | . cf file,vi/ etc/ mail/sendmail . cf and changetheline:

O PrivacyOpti ons=aut hwar ni ngs, goaway, restrictmail g

Toread:

O PrivacyOpti ons=aut hwar ni ngs, goaway, restrictmail g, restrictqgrun
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Now re-start the sendmail process manually for the change to take effect:

[root @eep] /# /etc/rc.d/init.d/sendmail restart

Shutting down sendmil : [
Starting sendmail: [ X

Any non-privileged user who attempts to process the queue will get this message:

[user @eep /]$ /usr/shin/sendmail -q

You do not have perm ssion to process the queue

The SMTP greeting message

When Sendmail accepts an incoming SMTP connection it sends a greeting message to the other host. This
message identifies the local machine and is the first thing it sends to say it is ready.
Editthesendmai | . cf file,vi/ etc/ mail/sendmail . cf and changetheline:
O Snt pG eeti ngMessage=$j Sendnmil $v/$Z;, $b
To read:
O Snt pGr eet i ngMessage=$j

Now re-start the sendmail process manually for the change to take effect:

[root @eep] /# /etc/rc.d/init.d/ sendmail restart

Shutting down sendmil : [
Starting sendmail: [ XK

-

|iI" Tip

i 1

This change doesn't actually affect anything, but was recommended by folks in the
news. adm n. net - abuse. emai | newsgroup as alegal precaution. It modifies the banner,
which Sendmail displays upon receiving a connection.
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Do set the immutable bit on important Sendmail files, important Sendmail files can be set immutable for
better security with the chattr command of Linux. A filewiththe +i attribute cannot be modified, deleted
or renamed. No link can be created to thisfile, and no data can be written to the file. Only the super-user
can set or clear this attribute.
1.  Settheimmutable bit onthesendnai | . cf file:

[root @eep] /# chattr +i /etc/mail/sendnail. cf
2. Settheimmutable bit onthel ocal - host - nanes file:

[root @eep] /# chattr +i /etc/mail/local-host-nanes
3. Settheimmutable bit ontheal i ases file:

[root @eep] /# chattr +i /etc/nmail/aliases
4. Settheimmutable bit ontheaccess file:

[root @eep] /# chattr +i /etc/nail/access

Further documentation and for more details, there are several man pages you can read:

aliases(5) - dliasesfile for sendmail

makemap(8) - create database maps for sendmail

sendmail (8) - an electronic mail transport agent

mailq(1) - print the mail queue

newaliases(1) - rebuild the data base for the mail aiasesfile
mailstats(8) - display mail statistics

praliases(8) - display system mail aliases

Sendmail Administrative Tools

The commands listed below are some that we use often, but many more exist. Check the man page and
documentation for more details and information.

newaliases. Thepurpose of thenewal i ases program utility of Sendmail isto rebuild and update the
random access database for the mail aliases file/ et ¢/ nai | / al i ases. It must be run each time you
change the contents of this file in order for the changes to take effect. To update the aliases file with the
newal i ases utility, use the following command:
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[root @eep] /# /usr/bin/newaliases

makemap.  The purpose of the makemap program utility is to create the database maps in Sendmail.
The makemap command must be used only when you need to create anew databasefor filelikeal i as-
es, access,ordonmi ntable, mailertabl e,andvirtusertabl e. Torunmakemap to cre-
ate a new database for access, use the following command:

[ root @eep] /# nmakenmap hash /etc/mail/access.db < /etc/mail/access
» Where <hash> isthe database format, makemap can handles up to three different database formats; they
may behash, bt r ee or dbm

» The/ etc/ mai |l / access. db isthelocation and the name of the new database that will be created.

» The/etc/ mail / access isthelocation of the file from where makemap will read from the standard
input file.

In our example, we have created anew access. db file with the makemap command above. To create
adatabase for other fileslikeal i ases, domai ntabl e, mailertabl e,andvirtusertable,
you must indicate the location and name of the corresponding file in the makemap command.

mailg.  The purpose of the mailg program utility is to print a summary of the mail messages queued
for future delivery. To print asummary of the mail messages queued, use the following command:

[root @eep] /# mailq

Mai |l queue is enpty

Sendmail Users Tools

The commands listed below are some that we use often, but many more exist. Check the man page and
documentation for more details and information.

mailstats.  The purpose of the mailstats program utility is to displays contents of the current mail

statistics. To displays the current mail statistics, use the following command:

[root @eep] /# mailstats

Statistics from Tue Dec 14 20:31:48 1999

M  negsfr bytes from negsto bytes to nmsgsrej nmegsdis Miler
5 0 0K 1 3K 0 0 esmp
8 1259 19618K 1259 19278K 0 0 |local
T 1259 19618K 1260 19281K 0 0
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praliases.  The purpose of the praliases program utility isto display one per line, in no particular order
the contents of the current system mail aiases. To displays the current system aliases, use the following
command:

[root @eep] /# praliases

post nast er : r oot
daenon: r oot

root:admn

@@

nmai | er - daenon: post nast er
bi n: r oot

nobody: r oot
webadm n: adm n

WWW. I oot

Installed files: Sendmail -Central Mail Hub

Files Installed for Sendmail Central Mail Hub configuration are:

/etc/rc.d/init.d/ sendmail /etc/mil/l ocal - host-nanes
/etc/rc.d/rc0.d/ K30sendnmai | /etc/snrsh

/etc/rc.d/rcl. d/ K30sendmai | /usr/ bin/ newal i ases
/etc/rc.d/rc2.d/ S80sendmmi | [usr/bin/milq
/etc/rc.d/rc3.d/ S80sendmai | [ usr/ bi n/ host st at
/etcl/rc.d/rc4.d/ S80sendmmi | [ usr/ bi n/ pur gest at
/etc/rc.d/rch. d/ S80sendmai | /fusr/lib/sendmail
/etc/rc.d/rc6. d/ K30sendmi | /usr/man/ manl/ mail q. 1

/ etcl/ sysconfi g/ sendmai | /usr/ man/ manl/ newal i ases. 1
/etc/ mail /usr/ man/ man5/ al i ases. 5
/etc/mil/statistics /usr/ man/ man8/ sendnmi | . 8
/etc/mail/sendmail . cf /usr/ man/ man8/ mai | st ats. 8
/etc/ mail/access [ usr/ man/ man8/ nakemap. 8
/etc/mail/access. db /usr/ man/ man8/ pral i ases. 8
/etc/mil/aliases /usr/ man/ man8/ snrsh. 8
/etc/mil/aliases.db /usr/sbin/ sendni |
/etc/mil/virtusertable /fusr/sbin/mailstats
/etc/mail/virtusertable.db [ usr/ sbi n/ mkenmap

/etc/ mail/donai ntabl e /usr/sbin/praliases

/etc/ mail/dommai ntabl e.db /usr/sbin/snrsh
/etc/mail/mailertable / var/ spool / ngqueue

/etc/mail/mailertable.db

Installed files: Sendmail -Local server/client

Filesinstalled for Sendmail local server or client configuration:

/etc/rc.d/init.d/ sendnmail /etc/snrsh
/etc/rc.d/rc0. d/ K30sendmi | /usr/bin/milq
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/etc/rc.d/rcl. d/ K30sendmai | /usr/ bi n/ host st at
/etc/rc.d/rc2.d/ S80sendmmi | [ usr/ bi n/ pur gest at
/etc/rc.d/rc3.d/ S80sendmai | /fusr/1ib/sendmai
/etc/rc.d/rc4.d/ S80sendmmi | /usr/man/ manl/ mail q. 1
/etc/rc.d/rch. d/ S80sendmai | /usr/ man/ man8/ sendnmi | . 8
/etc/rc.d/rc6. d/ K30sendmai | /usr/ man/ man8/ mai | st ats. 8
/ et c/ sysconfi g/ sendmai | /usr/ man/ man8/ snrsh. 8
/etc/ mail [ usr/ sbi n/ sendnai
/etc/mil/statistics /fusr/sbin/milstats
/etc/mil/sendmnil . cf /usr/sbin/snrsh
/etc/mail/local - host - names / var/ spool / nqueue
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If you have configured Sendmail as a Central Mail Hub Server, you must install |MAP/POP software or
you'll not be able to take advantage of your Linux Mail server since Sendmail is just software that sends
mail from one machine to another, and nothing else. A mail server isa server that isrunning one or more
of the following:

An IMAP server

A POP3 server

A POP2 server

or an SMTP server.

An example of SMTP server is Sendmail that must be already installed on your Linux server as a Central
Mail Hub before you continue reading this part of the book. For now, we are going to cover installing
IMAP4, POP3, and POP2, which all comein a single package.

Configure and Compile

With IMAP & POP software, aremote cl i ent email program can access message stores on the Linux
mail server asif they were local. For example, email received and stored on an IMAP server for a user
can be manipulated from his’her computer at home, office, etc, without the need to transfer messages or
files back and forth between these computers.

POP stands for Post O fi ce Pr ot ocol and simply allows you to list messages, retrieve them, and
delete them. IMAP is POP on steroids. It allows you to easily maintain multiple accounts, have multiple
peopl e access one account, leave mail on the server, just download the headers, or bodies, no attachments,
and so on. IMAP isideal for anyone on the go, or with serious email needs. The default POP and IMAP
servers that most distributions ship fulfill most needs.

Cliant program
at home

Cantral Mail Hub Server

—— Clant
pragram
atwork

Sendmail with IMAP & POP
SEMNVICES

Clant program
an the road

These installation instructions assume:
» Commands are Unix-compatible.
» Thesourcepathis/ var/t np -other paths are possible.

 |nstallations were tested on Red Hat Linux 6.1 and 6.2.
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 All stepsin theinstallation will happen in super-user account root.
* IMAP version number is4.7c
These are the Package(s) needed and should be available here:

IMAP/POP Homepage: http://www.washington.edu/imap/
IMAP/POP FTP Site: 140.142.3.227 or 140.142.4.227
Y ou must be sure to download: imap.tar.Z

E‘_\ HOTE

These are a few Prerequisites you have to keep in mind, sendmail server should be aready in-
stalled on your system to be able to use IMAP & POP software. For more information on the
required software, see the related chaptersin this book.

Y ou need to decompress the tarballs to compile, so it is a good ideato make alist of files on the system
before you install Imap, and one afterwards, and then compare them using diff to find out what file it
placed where. Simply runfind/ * > | map1 beforeandfind/ * > | nap2 after youinstall the software,
and use diff | mapl | map2 > | map- 1 nstal |l ed toget alist of what changed.

Before Compilation you need to decompress the tarball (tar.z).:
[root @eep] /# cp imap.tar.Z /var/tnp

[root @eep] /# cd /var/tnp
[root @eep ]/tnmp# tar xzpf inmap.tar.Z

Optimize before you Compile, move into the new IMAP/POP directory and edit the Makef i | e file vi
src/ osdep/ uni x/ Makef i | e and change these lines:

1.
sh -c '(test -f /usr/include/sys/statvfs.h -a $(0S) != sc5 -a $(OS)
To read:
sh -c '(test -f /usr/include/sys/statvfs.h -a $(0S) != sc5 -a $(OS)
This modification will change the sys/ st avf s file. Thisfile, with the new glibc 2.1 of Linux, is
different from what is available on Sun.
2.

BASECFLAGS="-g -fno-onit-frane-pointer -06 - DNFSKLUDGE" \

To read:

BASECFLAGS="-g -fno-onit-frane-pointer -0 -funroll-loops -ffast-math
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These are our optimization flags for the compilation of IMAP/POP software on the server.

ACTI VEFI LE=/ usr /| i b/ news/ acti ve

To read:
ACTI VEFI LE=/ var/ i b/ news/ acti ve
SPOCLDI R=/ usr / spool
To read:
SPOCLDI R=/ var / spool
RSHPATH=/ usr/ ucb/ rsh
To read:
RSHPATH=/ usr/ bi n/ r sh
LOCKPGWE/ et ¢/ ml ock
To read:

#LOCKPGWE/ et ¢/ ml ock

The ACTI VEFI LE= line specifies the path of the acti ve directory for IMAP/POP, the
SPOOLDI R=iswherewe put thespool directory of Linux IMAP/POP, and the RSHPATH= specify
the path of r sh directory on our system. It's important to note that we don't use rsh services on our
server, but even so, we specify the right directory tor sh.

CC=cc

To read:

CC=egcs
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This line represents the name of our GCC compiler we will use to compile IMAP/POP software, in

our case, egcs).

Now, we must compile and install IMAP & POP on the Mail Server:

[root @eep ]/imap-4. 7c#
[root @eep ]/imap-4. 7c#
[root @eep ]/imap-4. 7c#
[root @eep ]/imap-4. 7c#
[root @eep ]/imap-4. 7c#
[root @eep ]/imap-4. 7c#
[root @eep ]/imap-4. 7c#
[root @eep ]/imap-4. 7c#
[root @eep ]/imap-4. 7c#
[root @eep ]/imap-4. 7c#
[root @eep ]/imap-4. 7c#
[root @eep ]/imap-4. 7c#
[root @eep ]/imap-4. 7c#
[root @eep ]/imap-4. 7c#

make | np

install -m 644 ./src/ipopd/ipopd.8c /usr/mn/ man8
install -m 644 ./src/impd/impd. 8c /usr/ man/ man8
install -s -m 755 ./ipopd/ipop2d /usr/sbin
install -s -m 755 ./ipopd/ipop3d /usr/sbin
install -s -m 755 ./imapd/imapd /usr/shin

install -m®644 ./c-client/c-client.a /usr/lib

In -fs /fusr/lib/c-client.a /usr/lib/libimp.a
nkdir -p /usr/include/imp

install -m644 ./c-client/*.h /[usr/include/inap
install -m 644 ./src/osdep/tops-20/shortsymh /us
chown root.mail /usr/sbin/ipop2d

chown root.mail /usr/sbin/ipop3d

chown root.mail /usr/sbin/impd

The above commands will configure the software to ensure your system has the necessary functionality
and libraries to successfully compile the package, compile all source files into executable binaries, and
then install the binaries and any supporting files into the appropriate locations.

 Note that the make Inp command above will configure your Linux system with Pluggable Authentica-
tion Modules -PAM capability for better security.

» The mkdir command will create a new directory named i map under / usr/ i ncl ude. This new di-
rectory i map will keep al header filesrelated to theimapd programc- cl i ent/ * ,andshort sym h

files.

» The chown command will change the ownership of the binary programsipop2d, ipop3d, and imapd to
be owned by the super-user r oot , be group owner by the user mai | .

* Theln -fscommand would create asymbolic link fromc- cl i ent . afiletol i bi map. a link which
may be require by some third party program you may install in the future.

ﬁlgum.a.m

For security reasons, if you use only imapd services, remove the ipop2d and ipop3d binaries
from your mail server. The same applies for ipopd; if you use only ipopd services, remove the
imapd binary from your mail server. If you intend to use imapd and ipopd services then keep

both binaries.

Please do cleanup later:

[root @eep] /# cd /var/tnp

[root @eep J/tmp# rm-rf

i mp-version/ imap.tar.Z
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Therm command as used abovewill remove all the sourcefileswe have used to compileand install IMAP/
POP. It will also remove the IMAP/POP compressed archive from the/ var / t np directory.

Configure to tweak
EHDTE

All the configuration files required for each software described in this book has been provided by
usasagzippedfile f | oppy. t gz for your convenience. This can be downloaded from thisweb
address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any location
on your local machine, say for example/ t np, assuming you have donethisyour directory struc-
turewill be/ t mp/ f | oppy. Within thisfloppy directory each configuration file hasits own di-
rectory for respective software. For example IMAP/POP configuration fileare organised likethis:

total 8
-FWX----- - 1 harrypotter harrypotter 685 Jun 8 13:00 inap.sh*
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun 8 13:00 pam d/

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asitis.

To run the IMAP/POP server, the following files are required and must be created or copied to the appro-
priate directories on your server.

» Copy theimap fileto the/ et ¢/ pam d/ directory if you intend to use imapd service.

» Copy thepop filetothe/ et ¢/ pam d/ directory if you intend to use popd service.

F TiF

Y ou can obtain the configuration files listed below on our f | oppy. t gz archive. Copy the fol-
lowing files from the decompressed f | oppy. t gz archiveto the appropriate places or copy and
paste them directly from this book to the concerned file.

The /et c/ pam d/i map file

Configure your / et ¢/ pam d/ i map file to use pam authentication, create the imap file touch / et ¢/
pam d/ i map and add:

#Y%PAM 1. 0
aut h required /11ib/security/pam pwdb. so shadow nul | ok
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account required /11ib/security/pam pwdb. so

E HOTE

Thisfileisonly required if you intend to use IMAP services.

The / et ¢/ pam d/ pop file

Configure your / et ¢/ pam d/ pop file to use pam authentication, create the pop file touch / et c/
pam d/ pop and add:

#9YPAM 1. 0
aut h required /11iblsecurity/pam pwdb. so shadow nul | ok
account required /1iblsecurity/pam pwdb. so

E'jq:nmﬁ

Thisfileis only required if you intend to use POP services.

Enable IMAP or POP via the tcp-wrappers inetd
super server

Tcp-wrapperstake cares to start and stop IMAP or POP server. Upon execution, inetd reads its configura-
tion information from a configuration file which, by default, is/ et ¢/ i net d. conf . There must be an
entry for each field of the configuration file, with entries for each field separated by atab or a space.

1. Editthei net d. conf file vi/etc/inetd. conf and add or uncomment the line related to the
service you want to enable. If you want to use IMAP then uncomment the line related to it, if is POP
that you want to use in your server, then uncomment it instead of IMAP. In our example below welll
use IMAP service.

#pop- 2 stream tcp nowait root /usr/sbin/tcpd ipop2d
#pop- 3 stream tcp nowait root /usr/sbin/tcpd i pop3d
i map stream tcp nowait root /usr/sbin/tcpd inmapd

2. Don'tforget to update your i net d. conf fileby sending aSI GHUP signal killall -HUP inetd after
adding or uncommenting the corresponding line.

[root @eep /root]# killall -HUP inetd

3. If the IMAP/POP server you want to install is a private and limited server for wheel knows real IP
addressclients, you can use the security feature of tcp-wrappersto control, which can connect, to your
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server and from where. If you intended to offer mail serviceto adial-up clients or aWebmail service
for example, then you cannot use this feature. Edit the host s. deny file, vi/ et ¢/ host s. deny
and add theline:

ALL: ALL@ALL, PARANO D
Which means all services, al locations, so any service not explicitly allowed is then blocked, unless
they are permitted access by entriesinthe host s. al | owfile.
Edit thehost s. al | owfile, vi/ et ¢/ host s. al | owand add theline:

i mapd: 216. 209. 228. 34 ny. donai n. com

Which mean only client IP 216. 209. 228. 34 with host name ny. domai n. comis alowed to
connect and use IMAP service on the server.

Securing IMAP/POP

1

Do you really need IMAP/POP service?

Be aware that IMAP/POP programs use plain text passwords by default. Anyone running a sniffer
program along your network path can grab your username/password and use themto log in asyou.
It's not because you use an IMAP/POP mail reader on your LINUX system that you need to run
an IMAP/POP server locally. Check your configuration, and if you use a remote/external IMAP/
POP server then uninstall IMAP/POP on your system.

Mail Hub Server

Client Reader Computs

E Client send password and username

-

Server send mail messages
B

Sniffer Program
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Using SSL capabilities over IMAP/POP

Unfortunately, due to US government export restrictions, the IMAP toolkit with SSL capability is
currently not available. There are packages available from third parties that allow IMAP and POP3
sessions through SSL. One of these packages is WebMail IMP, a web interface that permits you
to read your mail via the Internet with a web browser. WebMail IMP uses the SSL protocol to
encrypt the communication with the IMAP/POP server. See part |V, Software's-Related Reference,
in Chapter 19, Servers Software (Web Network Services) for more information on the topic.

With WebMail IMP, communications from the mail server through to the client machine are encrypted
with the SSL protocol using aweb browser.

Further documentation, for more details, there are several man pages you can read:
imapd(8C) - Internet Message Access Protocol server
ipopd(8C) - Post Office Protocol server

Installed files

These are the filesinstalled by IMAP/POP software:
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/etc/ pamd/i map / et c/ pam d/ pop [usr/include/imp
[usr/include/i map/ lusr/include/imp/env. h/usr/include/i map/
dunmmy. h env_uni x. h
[usr/include/i map/ [usr/includel/i map/ [fusr/include/imp/fs.h
fdstring.h flstring.h
lusr/include/imp/ftl.h/usr/include/inmp/ [usr/include/i map/
i map4r1.h | i nkage. h
[usr/include/i map/ [usr/includel/i map/ [usr/include/i map/
| ockfix.h mail . h nmbox. h
/usr/include/imp/ mbx. h/usr/include/imp/ mh.h /usr/include/i map/
m sc. h
[usr/include/i map/ lusr/include/imp/ntx.h/usr/include/imp/nx.h
mdf . h
[usr/include/i map/ [usr/includel/imap/ [usr/include/i map/
net nsg. h news. h newsrc. h
/fusr/include/imp/nl.h [usr/include/inmp/ [usr/include/i map/
nnt p. h 0s_a32.h
[usr/include/i map/ [usr/includel/i map/ [usr/include/i map/
os_a4l.h 0s_aix.h 0Ss_aos. h
[usr/include/i map/ [usr/includel/i map/ [usr/include/i map/
os_art.h 0s_asv. h 0S_aux. h
[usr/include/i map/ [usr/includel/i map/ [usr/include/i map/
os_bsd. h 0s_bsi.h 0S_cvx. h
/usr/include/imp/os_d- /usr/include/i nmap/ [usr/include/i map/
g.h os_do4. h os_drs.h
[usr/include/i map/ [usr/includel/i map/ [usr/include/i map/
os_dyn. h os_hpp. h os_isc.h
[usr/include/i map/ [usr/includel/i map/ [usr/include/i map/
os_Inx.h os_lyn.h os_ntt.h
[usr/include/i map/ [usr/includel/i map/ [usr/include/i map/
os_mt.h os_nxt.h 0s_0s4.h
[usr/include/i map/ [usr/includel/i map/ [usr/include/i map/
os_osf.h 0os_ptx.h 0s_pyr.h
[usr/include/i map/ [usr/includel/i map/ [usr/include/i map/
os_qgnx. h 0s_s40. h 0s_scbh. h
[usr/include/i map/ [usr/includel/i map/ [usr/include/i map/
0s_sco. h 0s_sgi.h os_shp.h
[usr/includel/i map/ [usr/includel/i map/ [usr/include/i map/
os_slx.h os_sol . h 0S_so0s. h
[ usr/includel/i map/ [usr/includel/i map/ [usr/include/i map/
os_sun. h 0s_sv2.h 0s_sv4. h
[ usr/includel/i map/ [usr/includel/imap/ [usr/include/i map/
os ult.h 0os_vu2.h osdep. h
[ usr/includel/i map/ [usr/includel/i map/ [usr/include/i map/
phile.h pop3. h pseudo. h
[ usr/includel/i map/ [usr/includel/i map/ [usr/include/imp/tcp.h
rfc822.h sntp.h
[usr/include/i map/ [usr/includel/i map/ [usr/include/i map/
tcp_unix.h tenex. h uni x. h
[usr/include/i map/ [usr/includel/i map/ fusr/lib/c-client.a
utf8.h shortsymh
fusr/lib/libimp.a /usr/ man/ man8/ i popd. 8¢c /usr/ man/ man8/i mapd. 8c
/usr/sbin/ipop2d [ usr/sbin/ipop3d [ usr/sbin/impd
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Encryption

Most server software like IMAP & POP, Samba, OpenLDAP, FTP, Apache, and others that ask for users
authentication before allowing services, by default transmit the user'sidentification and password in plain
text. Alternatively, encryption mechanisms like SSL ensure safe and secure transactions. With this tech-
nology, datagoing over the network is point-to-point encrypted. Once OpenSSL has been installed on your
Linux server you can useit as athird party tool to enable other applications with SSL functionality.

Linux OPENSSL Server

The OpenSSL Project is a collaborative effort to develop arobust, commercial-grade, fully featured, and
Open Source toolkit implementing the Secure Sockets Layer; SSL v2/v3, and Transport Layer Security
-TLS v1 protocols with full-strength cryptography. The project is managed by a worldwide community
of volunteers that use the Internet to communicate, plan, and develop the OpenSSL toolkit and its related
documentation.

I'll us& vour public
key to sand you a
secret key. If you
are who you say
yOu ara, you can
re.ad it with your
private kay

I'll uss the secrat
key to sand you
what you asked for

CLIENT REQUEST

% DIALOG

SERVER RESPONSE

Summary of the Cryptographic Technology

—From the [OpenSSL web site]

The main advantages gained by using encryption technology follow:
Cryptography Advantages

Data Confidentiality When a message is encrypted, the input plain text is transformed by an
agorithm into enciphered text that hides the meaning of the message and
can be sent viaany public mechanism. This processinvolves a secret key
that is used to encrypt and later decrypt the data. Without the secret key,
the encrypted data is meaningless.

Data Integrity A cryptographic checksum, called a message authentication code -MAC,
can be calculated on arbitrarily user-supplied text to protect the integrity
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of data. Theresult, text and MAC are then sent to the receiver which can
verify thetrial MAC appended to amessage by recal culating the MAC for
the message, using the appropriate secret key and verifying that it exactly
equalsthetrial MAC.

Authentication Personal identification is another use of cryptography, where the user/
sender knows a secret, which can serve to authenticate his/her identity.

Electronic Signature A digital signature assures the sender and receiver that the message is
authentic and that only the owner of the key could have generated the
digital signature.

Patents

Emnmm

Several legal issues exist for SSL technology. If you intend to use OpenSSL for commercial
purpose, you may need to obtain alicense from RSA regarding use of RSA libraries.

Here's an excerpt from the README file of OpenSSL: Various companies hold various patents
for various algorithmsin various|ocations around theworld. _Y OU_ areresponsiblefor ensuring
that your use of any algorithms is legal by checking if there are any patents in your country.
This file contains some of the patents that we know about or are rumored to exist. Thisis not
adefinitivelist.

» RSA Data Security holds software patents on the RSA and RC5 algorithms. If their ciphersare
used inside the USA and Japan?, you must contact RSA Data Security for licensing conditions.
Their web page is http://www.rsa.com/.

* RC4isatrademark of RSA Data Security, so use of this label should perhaps only be used
with RSA Data Security's permission.

» TheIDEA agorithmis patented by Ascom in Austria, France, Germany, Italy, Japan, Nether-
lands, Spain, Sweden, Switzerland, UK and the USA. They should be contacted if that algo-
rithm is to be used; their web page is http://www.ascom.ch/

These installation instructions assume:
e Commands are Unix-compatible.
» Thesource pathis/ var / t np -other paths are possible.

Installations were tested on Red Hat Linux 6.1 and 6.2.

All stepsin the installation will happen in super-user account r oot .
* OpenSSL version number is0.9.5a

Before you decompress the tarballs, it is a good idea to make a list of files on the system before you
install Openssl, and one afterwards, and then compare them using diff to find out what fileit placed where.
Simply runfind/ * > OpenSSL1 beforeandfind/ * > OpenSSL2 after you install the software, and
use diff OpenSSL1 OpenSSL2 > QpenSSL- | nst al | ed to get alist of what changed.

These are the Package(s) required:

OpenSSL Homepage: http://www.openssl.org/
Y ou must be sure to download: openssl-0.9.5a.tar.gz
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To Compile, you need to decompress the tarball (tar.gz).

[root @eep] /# cp openssl-version.tar.gz /var/tnp
[root @eep] /# cd /var/tnp
[root @eep ]/tnmp# tar xzpf openssl-version.tar.gz

Compile and Optimize

Move into the new Openssl directory and type the following commands on your terminal:
1. Editthec_rehash file vi +11t ool s/ c_r ehash and changetheline:
Dl R=/usr /1 ocal / ssl
To read:

DI R=/ usr

The changed line above will build and install OpenSSL in the default location/ usr .
2. By default, OpenSSL source files suppose that your Perl program directory is located under the /

usr/ |l ocal / bi n/ per| directory. We must modify the #!/usr/local/bin/perl linein all scripts that
rely on perl to reflect our Perl directory under Red Hat Linux to be/ usr/ bi n.

[root @eep ]/openssl-0.9.5a# perl util/perlpath.pl /usr/bin

where your perl program reside.

3. OpenSSL must know where to find the necessary OpenSSL source libraries to compile successfully
its reguired files. With the command below, we set the PATH environment variable to the default
directory where we have uncompressed the OpenSSL source files.

[ root @eep ]/openssl-0.9.5a# export LD LI BRARY_PATH=" pwd’
4.  Now, we must configure OpenSSL for our system:

CC="egcs" \

./ Configure linux-elf -DSSL_FORBI D ENULL \
--prefix=/usr \

--openssl dir=/etc/ssl

The - DSSL_FORBI D_ENULL optionisrequired for not allowing null encryption for security
reasons.
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5. Edit the Makefile.sd file and change the following line:

a vi+50Makefile. ssl
CC= gcc
To read:
CC= egcs
b. Editwithvi +52 Makefi | e. ssl and add/change the following line:
CFLAG= - DTHREADS - D REENTRANT -DSSL_FORBI D ENULL -DL_ENDI AN - DTERM
c. Editwithvi +79 Makefi | e. ssl and add the following value for a Pentium Pro processor:

PROCESSOR= 686

E HOTE

The three modifications we made above will set the optimization flag for compilation
of OpenSSL software on the server. For the last modification PROCESSOR= above, if
you use 586 to denote a Pentium, use 686 to denote Pro/ll/I11, use 486 to denote a
486, depending on the type of processor you have.

d. Editwithvi +161 Makefi | e. ssl and change the following line:
MANDI R=$( OPENSSLDI R) / man
To read:
MANDI R=/ usr/ man
This step is necessary to set the directory for where the man pages of OpenSSL will beinstalled.
With this modification, we install them under / usr / man directory.

Now we must compile and install OpenSSL on the server:

[root @leep ]/openssl-0.9.5a# make -f Makefile

[root @eep ]/openssl-0.9.5a# make test

[ root @eep ]/openssl-0.9.5a# make install

[root @leep ]/openssl-0.9.5a# mv /etc/ssl/msc/* [usr/bin/
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.ha# rm-rf /Jetc/ssl/msc/

.ba# rm-rf Jetc/ssl/lib/

.5a# rm -f [ usr/ bi n/ CA. pl

.ha# rm -f /usr/ bin/CA sh

.5a# install -m 644 |ibRSAglue.a /usr/lib/
.5a# install -m 644 rsaref/rsaref.h /usr/inc
.5a# strip /usr/bin/openssl

.5a# nkdir -p /etc/ssl/crl

[ root @eep ]/ openssl-0.
[ root @eep ]/ openssl-0.
[ root @eep ]/ openssl-0.
[ root @eep ]/ openssl-0.
[ root @eep ]/ openssl-0.
[ root @eep ]/ openssl-0.
[ root @eep ]/ openssl-0.
[ root @eep ]/ openssl-0.

© O O O OO oo

» The make -f command will build the OpenSSL libraries, | i bcrypto.a and | i bssl . a and the
OpenSSL binary openssl. The libraries will be built in the top-level directory, and the binary will be
intheapps directory.

 After asuccessful build, the maketest will test the libraries and finally the make install will create the
installation directory and install OpenSSL.

» The mv command will move all files under the / et ¢/ ssl / m sc/ directory to the / usr/ bi n/
directory. Thesefiles are binary and must be located under / usr / bi n/ sincein our system, all binary
files are keep in this directory. Also putting thesefilesin the/ usr / bi n/ directory will keep them in
our PATH environment variable.

» The rm command will removethe/ et c/ssl/ m sc/ and/etc/ssl/1ib/ directoriesfrom our
system, since filesthat werein these directories are now located in other places. Also, it will removethe
CA. pl and CA. sh files, that are small scripts used to create your own CA certificates. Those scripts
related to openssl ca commands has some strange requirements, and the default OpenSSL config doesn't
alow one easily to use openssl ca directly. Sowelll createthesi gn. sh script program later to replace
them.

B;ﬁunnu

Thebc- 1. 05a- 4. i 386. r pmpackage or higher must be already installed on your Linux serv-
er or you'll receive an error message during the library test of OpenSSL.

Please don't forget to cleanup later:

[root @eep] /# cd /var/tnp
[root @eep tnp]# rm -rf openssl-version/ openssl-version.tar.gz

The rm command will remove al the source files we have used to compile and install OpenSSL. It will
also remove the OpenSSL compressed archive from th/ var / t np directory.

Configure OpenSSL to optimise
EHDTE

All the configuration files required for each software described in this book has been provided
by usasagzipped file, f | oppy. t gz for your convenience. This can be downloaded from this
web address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any lo-
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cation on your local machine, say for example/ t np, assuming you have donethisyour directory
structurewill be/ t np/ f | oppy. Withinthisfloppy directory each configuration file hasitsown
directory for respective software. For example OpenSSL configuration file are organised likethis;

total 16

STWr--f-- 1 harrypotter harrypotter 7002 Jun 8 13:0
- T WXT - XF - X 1 harrypotter harrypotter 1847 Jun 8 13:0
-TWK------ 1 harrypotter harrypotter 362 Jun 8 13:0

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asitis.

To run OpenSSL Server, the following files are required and must be created or copied to the appropriate
directories on your server.

i. Copytheopenssl . cnf filetothe/ et c/ ssl/ directory.

ii. Copy thesi gn. sh script filetothe/ usr/ bi n/ directory.

-

|i‘"|_ Tie

L

Y ou can obtain the configuration files listed below on our f | oppy. t gz archive. Copy thefol-
lowing filesfrom the decompressed f | oppy. t gz archiveto the appropriate places or copy and
paste them directly from this book to the concerned file.

The / et c/ ssl / openssl . cnf file

Thisis the general configuration file for OpenSSL program where you can configure expiration date of
your keys, the name of your organization, the address etc. The parameters you may change will be in
the[ CA default ] and especidly the[ req_distingui shed nane ] sections. Edit the
openssl . cnf file vi/ et c/ ssl /openssl . cnf and add or modify:

# OpenSSL exanpl e configuration file.
# This is nostly being used for generation of certificate requests.

#

RANDFI LE = $ENV: : HOVE/ . r nd

oid_file = $ENV:: HOW . oid

oi d_section = new_oi ds

# To use this configuration file with the "-extfile" option of the
# "openssl x509" utility, name here the section containing the

# X.509v3 extensions to use:

# extensions =

# (Alternatively, use a configuration file that has only

# X.509v3 extensions in its main [= default] section.)

[ new oids ]
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# W can add new O Ds in here for use by 'ca' and 'req
# Add a sinmple O D Ilike this:

# testoidl=1.2.3.4

# O use config file substitution |ike this:

# testoi d2=${testoi d1}.5.6

HHHHBHHH B H B H B H R H R H R H R R TR R R R R R R
[ ca]
default _ca = CA default # The default ca section

HERHHHHH T H R H R R
[ CA default ]

dir = /etc/ssl # Where everything is kept
certs = $dir/certs # Where the issued certs are kept
crl_dir = &dir/crl # Were the issued crl are kept

dat abase = $dir/ca. db. i ndex # dat abase index file.

new certs_dir = $dir/ca.db.certs # default place for new certs.
certificate = $dir/certs/ca.crt # The CA certificate

seri al = $dir/ca. db. seri al # The current serial nunber

crl = $dir/crl.pem # The current CRL

private_key = $dir/privatel/ca. key # The private key

RANDFI LE = $dir/ca.db.rand # private random nunber file
x509 extensions = usr_cert # The extentions to add to the c

# Extensions to add to a CRL. Note: Netscape conmuni cator chokes on V2 CR
# so this is coomented out by default to |l eave a V1 CRL.
# crl _extensions = crl _ext

def aul t _days = 365 # how long to certify for
default _crl _days = 30 # how | ong before next CRL
default_nd = md5 # which nd to use.

Preserve = no # keep passed DN ordering

# A few difference way of specifying how simlar the request should | ook
# For type CA the listed attributes nust be the same, and the optiona
# and supplied fields are just that :-)

policy = policy_match

# For the CA policy
[ policy_match ]

count r yNane = mat ch
stat eOr Provi nceNane = match
or gani zat i onNane = mat ch
or gani zat i onal Uni t Nane = optiona
commonNare = suppl i ed
emai | Addr ess = optiona

# For the 'anything' policy
# At this point in tine, you nust list all acceptable 'object
# types.
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[ policy_anything ]
count r yName

stat eOr Provi nceNane

| ocal i t yNane

or gani zat i onNane

or gani zat i onal Uni t Nane
commonNane
emai | Addr ess

opt i onal
opt i onal
opt i onal
opt i onal
opt i onal
supplied
opt i onal

BHABHBHABHBHHBH AR H BB H B B R R R R R R

[ req]

default _bits
defaul t _keyfile

di stingui shed_nane
attributes

x509 extensions =

[ req_distingui shed_name ]
count r yName

count ryNane_def aul t
countryNane_min
count r yName_max

st at eOr Provi nceNane

stat eOr Provi nceNane_def aul t

| ocal i t yNane
| ocal it yNane_def aul t

0. or gani zat i onNane
0. organi zat i onNane_def aul t
is

# we can do this but it

#1. or gani zat i onName

#1. or gani zat i onName_def aul t

or gani zat i onal Uni t Nane

organi zati onal Uni t Nane_default =

commonNane
comonNane_def aul t
commonNanme_nmax

emai | Addr ess
enai | Address_def aul t
enai | Addr ess_max

# SET-ex3

[ reg_attributes ]
chal | engePassword
chal | engePassword_mi n
chal | engePasswor d_max

1024

privkey. pem

req_di sti ngui shed_nane
req_attributes

v3_ca # The extentions to add to the self signed cert

Country Name (2 letter code)

= CA

=2

=2

= State or Province Nane (full nane)
= Quebec

= Locality Name (eg, city)

= Montrea

= Organi zati on Nane (eg, conpany)

= Open Network Architecture
not needed normally :-)

= Second Organi zati on Nanme (eg, company)
= Wrld Wde Wb Pty Ltd

= Organi zational Unit Name (eg, section)

I nt er net Depart ment

Common Nane (eg, YOUR nane)

WWW. openna. com

64
= Emai | Address
= adm n@penna. com
= 40

SET extensi on nunber 3

A chal | enge password
4
20
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unst ruct ur edName = An optional company name
[ usr_cert ]
# These extensions are added when 'ca' signs a request.

# Thi s goes agai nst PKI X gui delines but sone CAs do it and some software
# requires this to avoid interpreting an end user certificate as a CA

basi cConst r ai nt s=CA: FALSE

# Here are sone exanples of the usage of nsCertType. If it is omtted
# the certificate can be used for anything *except* object signing.

# This is OK for an SSL server.
# nsCert Type = server

# For an object signing certificate this would be used.
# nsCert Type = objsign

# For normal client use this is typica
# nsCertType = client, emi

# and for everything including object signing:
# nsCertType = client, email, objsign

# This is typical in keyUsage for a client certificate.
# keyUsage = nonRepudi ation, digital Signature, keyEnci phernent

# This will be displayed in Netscape's coment |i stbox.
nsComent = "(OpenSSL Cenerated Certificate"

# PKI X recommendati ons harmess if included in all certificates.
subj ect Keyl dent i fi er =hash
aut horityKeyl dentifier=keyid,issuer:al ways

# This stuff is for subjectAltNane and issuerAltnane.
# Inport the emmil address.
# subj ect Al t Name=emai | : copy

# Copy subject details
# issuer Al t Nane=i ssuer: copy

#nsCaRevocat i onUr | = http://ww. domai n. dom ca-crl . pem
#nsBaseUr |

#nsRevocati onUr |

#nsRenewal Ur |

#nsCaPol i cyUr |

#nsSsl| Ser ver Name

[ v3_ca]

# Extensions for a typical CA
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# PKI X recommendat i on.
subj ect Keyl dent i fi er =hash
aut horityKeyl denti fier=keyi d: al ways, i ssuer: al ways

# This is what PKI X reconmends but sonme broken software chokes on critica
# extensions.

#basi cConstraints = critical, CA true

# So we do this instead.

basi cConstraints = CA:true

Key usage: this is typical for a CA certificate. However since it wll
prevent it being used as an test self-signed certificate it is best
left out by default.

keyUsage = cRLSi gn, keyCertSign

H H HH

Some m ght want this al so
nsCert Type = ssl CA, email CA

#* H*

Include emnil address in subject alt name: another PKI X recomendati on
subj ect Al t Name=emai | : copy

Copy issuer details

i ssuer Al t Name=i ssuer : copy

H H HH

RAW DER hex encodi ng of an extension: beware experts only!
1. 2. 3. 5=RAW 02: 03

You can even override a supported extension:

basi cConstraints= critical, RAW30:03:01:01: FF

H H HH

crl_ext ]
CRL extensions.
Only issuerAltNanme and aut horityKeyldentifier nake any sense in a CRL.

* H

# issuer Al t Nane=i ssuer: copy
aut horityKeyl denti fi er=keyi d: al ways, i ssuer: al ways

-

|;i"|_ Tie

ki1

Thefileopenssl . cnf already existsonyour server when you compile and install the OpenSSL
program, and can be found under the / et ¢/ ssl / directory. You don't need to change all
the default options set in this file; The configurations you may usually change will be in the
[ CA default ] and[ req_distingui shed_nane ] sectionsonly.

Create the / usr/ bi n/ si gn. sh program file

The opensd ca commands has some strange requirements and the default OpenSSL config doesn't allow
one easily to use openssl ca directly. Therefore, well create thissi gn. sh program to replace it. Create
thesi gn. sh program file, touch / usr/ bi n/ si gn. sh and add to thisfile;
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#1/bin/sh

#

## sign.sh -- Sign a SSL Certificate Request (CSR

## Copyright (c) 1998-1999 Ralf S. Engelschall, Al Rights Reserved.
#

# argunent |ine handling

CSR=%1

if [ $# -ne 1 ]; then

echo "Usage: sign.sign <whatever>.csr"; exit 1
f

if [ ! -f $CSR]; then

echo "CSR not found: $CSR'; exit 1

f

case $CSR in

*.csr ) CERT=""echo $CSR | sed -e 's/\.csr/.crt/"' "
* ) CERT="$CSR crt" ;;

esac

# make sure environnment exists
if [ ! -d ca.db.certs ]; then
nkdir ca.db.certs

f

if [ ! -f ca.db.serial ]; then
echo '01' >ca.db.seria

f

if [ ! -f ca.db.index ]; then

cp /dev/null ca.db.index

f

# create an own SSlLeay config
cat >ca.config <<EOT

[ ca]
default _ca = CA _own
[ CA own ]

dir = /etc/ss

certs = /etc/ssl/certs

new certs _dir = /etc/ssl/ca.db.certs
dat abase = /etc/ssl/ca.db.index
serial = /etc/ssl/ca.db.seria
RANDFI LE = /etc/ssl/ca.db.rand
certificate = /etc/ssl/certs/ca.crt
private_key = /etc/ssl/private/ca. key
defaul t _days = 365

default _crl _days = 30

default _md = nmd5

preserve = no

policy = policy_anything

[ policy_anything ]

countryNane = optiona
stateOr Provi nceNane = optiona

| ocal i tyNane = optiona
organi zati onNanme = opti ona
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or gani zat i onal Uni t Nane = opti onal
commonNanme = supplied

emai | Address = opti onal

ECT

# sign the certificate

echo "CA signing: $CSR -> $CERT:"

openssl ca -config ca.config -out $CERT -infiles $CSR
echo "CA verifying: $CERT <-> CA cert"

openssl verify -CAfile /etc/ssl/certs/ca.crt $CERT

# cleanup after SSLeay
rm-f ca.config

rm-f ca.db.serial.old
rm-f ca.db.index.old

# die gracefully

exit O

Now, make this program executable, and change its default permissions:

[ root @eep] /# chrmod 755 /usr/bin/sign.sh

F-_ TiP
Lf |

You can aso find this program si gn. sh in the mod_sd distribution under the nod_ssl -
ver si on/ pkg. contri b/ subdirectory, or onour f | oppy. t gz archivefile. Also note that
thesection[ CA own ] must be changed to refect your own environment and don't forget to
changetheopenss verify -CAfile /etc/ssl/certs/ca.crt $CERT linetoo.

Commands -often used

The commands listed below are some that we use often, but many more exist. Check the man pages and
documentation for more details and information. As an example, we'll show you how to create certificates
for your Apache Web Server and/or your own CA Certifying Authority to sign your Certificate Signing
Request yourself.

MPCRTAN

All commands listed below are assumed to be madeinthe/ et ¢/ ssl / directory.

Create a RSA private key protected with a passphrase for your Apache Server.

[ root @eep ]/ssl #openssl genrsa -des3 -out server.key 1024
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Cenerating RSA private key, 1024 bit |ong nodul us
+++++

e is 65537 (0x10001)
Ent er PEM pass phrase:
Verifying password - Enter PEM pass phrase:

Pl ease backup this server.key file and renenber the pass-phrase you had t
Generate a Certificate Signing Request CSR with the server RSA private key.

[root @eep ]/ssl# openssl req -new -key server. key -out server.csr

Using configuration from/etc/ssl/openssl.cnf

Ent er PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Nane or a D
There are quite a few fields but you can | eave sone bl ank

For some fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [CA]:

State or Province Nane (full name) [Quebec]:

Locality Nanme (eg, city) [Mntreal]:

Organi zati on Nanme (eg, conpany) [Open Network Architecture]:

Organi zational Unit Nane (eg, section) [Internet Departnent]:

Common Nane (eg, YOUR nane) [www. openna.coni:

Emai | Address [adm n@penna. com:

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal | enge password []:.

An optional conpany name []:.

F HOTE

Make sure you enter the FQDN, Fully Qualified Domain Name of the server when OpenSSL
prompts you for the ConmonNane, i.e. when you generate a CSR for a website which will be
later accessed viaht t ps: / / www. nydormai n. con , enter ww. mydomai n. comhere.

After generation of your Certificate Signing Request; CSR, you have two choices:

i. thefirst isto send this certificate to a commercial Certifying Authority (CA) like Verisign or Thawte
for signing. You usually have to post the CSR into a web form, pay for the signing, await the signed
Certificate and store it into aser ver. crt file. The result is then a real Certificate, which can be
used for Apache.
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ii. Second, you can use your own CA and now have to sign the CSR yourself by this CA. Thissolutionis
economical, and allows an organization to host their own CA server and generate as many certificates
as they need for internal use without paying any cent to acommercial CA. Unfortunately. using your
own CA to generate certificates cause problems in electronic commerce, because customers need to
have some trust in your organization by the use of recognized commercial CA.

See below on how to sign a CSR with your CA yourself.

Create a RSA private key for your CA.

[root @leep ]/ssl# openssl genrsa -des3 -out ca.key 1024

Cenerating RSA private key, 1024 bit |ong nodul us

e is 65537 (0x10001)
Ent er PEM pass phrase:
Verifying password - Enter PEM pass phrase:

Pl ease backup this ca.key file and remenber the pass-phrase you had to en

Create a self-signed CA certificate X509 structure with the RSA key of the CA.

[root @leep ]/ssl# openssl req -new -x509 -days 365 -key ca. key -out ca.cr

Usi ng configuration from/etc/ssl/openssl.cnf

Ent er PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

VWhat you are about to enter is what is called a Distinguished Nane or a D
There are quite a few fields but you can | eave sonme bl ank

For sonme fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [CA]:

State or Province Nane (full name) [Quebec]:

Locality Nane (eg, city) [Mntreal]:

Organi zati on Nane (eg, conpany) [Open Network Architecture]:

Organi zational Unit Nane (eg, section) [Internet Departnment]: CA Marketing
Conmon Nane (eg, YOUR nane) [www. openna.con:

Emai | Address [adm n@penna. com:

[root @eep ]/ssl# nv server.key private/
[root @eep ]/ssl# nv ca.key private/
[root @eep ]/ssl# nv ca.crt certs/
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F HOTE

Thereq command creates a self-signed certificate when the - x509 switch is used.

Signing a certificate request. We create and use our own Certificate Authority -CA, Prepare the script
for signing which is needed because the openssl ca command has some strange requirements, and the
default OpenSSL config doesn't allow one easily to use opensd ca directly. The script named si gn. sh
isdistributed with the floppy disk under the opensd directory. Usethis script for signing. Now you can use
this CA to sign server CSR'sin order to create real SSL Certificates for use inside an Apache Webserver
assuming you aready have a server.csr at hand:

[root @eep ]/ssl# /[usr/bin/sign.sh server.csr

CA signing: server.csr -> server.crt:

Using configuration fromca.config

Ent er PEM pass phrase:

Check that the request matches the signature
Si gnature ok

The Subj ects Distinguished Name is as foll ows

count r yName : PRI NTABLE: ' CA'

stat eO Provi nceName : PRI NTABLE: ' Quebec'

| ocal i t yNane : PRI NTABLE: ' Montreal '

or gani zat i onNane : PRI NTABLE: ' Open Network Architecture'
organi zati onal Uni t Nane : PRI NTABLE: ' I nt er net Depart nent'
conmonNanme - PRI NTABLE: ' wwv. openna. coni

emai | Addr ess : 1 ASSTRI NG ' admi n@penna. coni

Certificate is to be certified until Dec 1 14:59:29 2000 GMI (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Wite out database with 1 new entries

Dat a Base Updated

CA verifying: server.crt <-> CA cert

server.crt: OK

Thissignsthe CSR and resultsin a server.crt file.

[root @eep ]/ssl# nv server.crt certs/

Now you have two files: server . key and server. crt. These can now, for example, be used as
follows, inside your Apache server'sht t pd. conf file

SSLCertificateFile /etc/ssl/certs/server.crt
SSLCertificateKeyFile /etc/ssl/private/server.key
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Our web server public key

Our web server private key

Theserver. csr fileisno longer needed.

[root @eep ]/ssl# rm-f server.csr

-

|iI" Tip

i 1

If you receive error message during signature of the certificate, it's probably because you've en-
tered the wrong FQDN, Fully Qualified Domain Name for the server when OpenSSL prompted
you for the CormonNane; the CormonNanme must be something like ny. domai n. comand
not donmai n. com Also, since you generate both the certificate and the CA certificate, it'sim-
portant that at least one piece of information differs between both files, or you may encounter

problems during the signature of the certificate request.

Securing OpenSSL

Make your keys Read and Wi t e only by the super-user r oot . This is important because no one
needs to touch these files. use the following commands:

/etc/ssl/certs/ca.crt

[ root @eep] /# chrmod 600
[ root @eep] /# chrmod 600
[ root @eep] /# chrmod 600
[ root @eep] /# chrmod 600

/etc/ssl/certs/server.crt
/etc/ssl/private/ca. key
/etc/ssl/private/server. key

Some possible uses of OpenSSL software, for example OpenSSL can be used to:

i. Create your own Certificate Server.

ii. Provide data confidentiality, integrity, authentication, and electronic signature in transmission for the

users.

iii. Secure electronic commerce transactions.

Installed files

These are the filesinstalled by OpenSSL software on your harddisk:

/etc/ssl
/etcl/ssl/private
[ usr/ bin/c_rehash
lusr/bin/c_info

[ usr/ bin/der_chop

/usr/include/ openssl/
e 0s2.h

/usr/include/ openssl/
opensslv. h

/etc/ssl/crl

/ et c/ ssl /openssl . cnf
[ usr/ bin/sign.sh
/usr/bin/c_issuer
/usr/include/ openssl

[ usr/include/ openssl/
crypto.h

[ usr/include/ openssl/
openssl conf. h

letc/ssl/certs

[ usr/ bi n/ openssl

[ usr/bin/c_hash

[ usr/bin/c_nane
[usr/include/ openssl/
e _0s.h

[usr/include/ openssl/
tndi ff.h
[usr/include/ openssl/
ebcdi c. h
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/usr/include/ openssl/
nd2. h

/usr/include/ openssl/
ndc2. h

/usr/include/ openssl/
des. h

/usr/include/ openssl/
rc5.h

/usr/include/ openssl/
cast.h

/usr/include/ openssl/
dsa. h

/usr/include/ openssl/
bi 0. h

/usr/include/ openssl/
I hash. h

/usr/include/ openssl/
obj ects. h
/usr/include/ openssl/
asnl _nmmc. h
/usr/include/ openssl/
x509. h

/usr/include/ openssl/
conf.h

/usr/include/ openssl/
pkcs12. h
/usr/include/ openssl/
ssl 2. h

/usr/include/ openssl/
tlsl. h
fusr/lib/libssl.a

[ usr/ man/ manl/
asnlparse. 1l

[usr/man/ manl/crl .1

/usr/include/ openssl/
nd5. h

/usr/include/ openssl/
hmac. h

/usr/include/ openssl/
rc2.h

/usr/include/ openssl/
i dea. h

/usr/include/ openssl/
bn. h

/usr/include/ openssl/
dh. h

/usr/include/ openssl/
stack. h

/usr/include/ openssl/
rand. h

/usr/include/ openssl/
evp. h

/usr/include/ openssl/
pem h

/usr/include/ openssl/
x509 vfy.h
/usr/include/ openssl/
txt _db. h
/usr/include/ openssl/
conp. h

/usr/include/ openssl/
ssl 3. h

/usr/include/ openssl/
rsaref.h
lusr/lib/libRSAglue. a
/usr/ man/ manl/ ca. 1

[ usr/ man/ manl/
crl 2pkes7.1

/usr/ man/ manl/ dhparam 1/ usr/ man/ manl/ dsa. 1

/usr/ man/ manl/ enc. 1
/usr/ man/ manl/ nseq. 1
/usr/ man/ manl/ pkcs7. 1
/usr/man/ manl/rsa. 1

[usr/incl ude/ openssl/
sha. h
[usr/incl ude/ openssl/
ri pend. h
[usr/incl ude/ openssl/
rcd. h
[usr/incl ude/ openssl/
bl owfish. h
[usr/incl ude/ openssl/
rsa.h
[usr/incl ude/ openssl/
buffer.h
[usr/incl ude/ openssl/
saf est ack. h
[usr/incl ude/ openssl/
err.h
[usr/incl ude/ openssl/
asnl. h
[usr/incl ude/ openssl/
pen?. h
[usr/incl ude/ openssl/
x509v3. h
[usr/incl ude/ openssl/
pkcs7. h
[usr/incl ude/ openssl/
ssl.h
[usr/incl ude/ openssl/
ssl 23. h
fusr/lib/libcrypto.a

[usr/man/ manl/ CA. pl . 1

[ usr/ man/ manl/ ci phers. 1

[usr/ man/ manl/dgst. 1

[ usr/ man/ manl/
dsaparam 1

/usr/ man/ manl/ gendsa. 1 /usr/ man/ manl/ genrsa.l
[ usr/ man/ manl/ openssl . 1/ usr/ man/ manl/ pkcs12. 1

/usr/ man/ manl/ pkcs8. 1
/usr/ man/ manl/
s client.1

/usr/ man/ manl/ sess_i d. 1/ usr/ man/ manl/ smne. 1

/usr/ man/ manl/ spkac. 1
[ usr/ man/ manl/ x509. 1

/usr/ man/ man3/ BN_add. 3

/usr/ man/ man3/ BN_cnp. 3

/usr/ man/ man3/
BN nod_i nverse. 3

/usr/ man/ man3/ BN_new. 3

/usr/ man/ manl/verify. 1

[ usr/ man/ man3/
BN_CTX new. 3

[ usr/ man/ man3/
BN add word. 3

[usr/man/ manl/req. 1

[ usr/ man/ manl/
s_server.1

[ usr/ man/ manl/ speed. 1

[ usr/ man/ manl/ version. 1

[ usr/ man/ man3/
BN CTX start.3
[ usr/ man/ man3/
BN bn2bin. 3

/usr/ man/ man3/ BN_copy. 3/ usr/ man/ man3/

[ usr/ man/ man3/

BN nod _rmul _nont gonery. 3BN nod_rmul _reciprocal .3
[ usr/ man/ man3/ BN r and. 3

[ usr/ man/ man3/
BN num bytes. 3

BN generate prine.3
[ usr/ man/ man3/
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[ usr/ man/ man3/ /usr/ man/ man3/ BN_zer 0. 3/ usr/ man/ man3/
BN set bit.3 CRYPTO set _ex_data. 3
[ usr/ man/ man3/ [ usr/ man/ man3/ [ usr/ man/ man3/
DH generate_key. 3 DH generate_paraneters. DH get _ex_new_ i ndex. 3
/usr/ man/ man3/ DH_new. 3 /usr/ man/ man3/ [ usr/ man/ man3/ DH_si ze. 3
DH set et hod. 3
[ usr/ man/ man3/ [ usr/ man/ man3/ [ usr/ man/ man3/
DSA SI G new. 3 DSA do_sign. 3 DSA dup_DH. 3
[ usr/ man/ man3/ [ usr/ man/ man3/ [ usr/ man/ man3/
DSA generate key. 3 DSA gener at e_par anet er s.0BA get _ex_new i ndex. 3
/usr/ man/ man3/ DSA _new. 3/ usr/ man/ man3/ [ usr/ man/ man3/
DSA set _nethod. 3 DSA sign. 3
[ usr/ man/ man3/ [ usr/ man/ man3/ [ usr/ man/ man3/
DSA si ze. 3 ERR CET LIB. 3 ERR cl ear _error.3
[ usr/ man/ man3/ [ usr/ man/ man3/ [ usr/ man/ man3/
ERR error_string. 3 ERR get _error.3 ERR | oad_crypto_strings.3
[ usr/ man/ man3/ [ usr/ man/ man3/ [ usr/ man/ man3/
ERR | oad_strings. 3 ERR print_errors. 3 ERR put _error.3
[ usr/ man/ man3/ [ usr/ man/ man3/ [ usr/ man/ man3/
ERR renpve_state. 3 EVP_Digestlnit.3 EVP_Encryptlnit.3
[ usr/ man/ man3/ [ usr/ man/ man3/ [ usr/ man/ man3/
OPENSSL_VERSI ON_NUMBER. 3penSSL_add_al | _al gori t l#NCB add. 3
[ usr/ man/ man3/ [ usr/ man/ man3/ [ usr/ man/ man3/
RAND bytes. 3 RAND cl eanup. 3 RAND egd. 3
[ usr/ man/ man3/ [ usr/ man/ man3/ [ usr/ man/ man3/
RAND | oad file.3 RAND set rand_net hod. 3 RSA blinding on.3
[ usr/ man/ man3/ [ usr/ man/ man3/ [ usr/ man/ man3/
RSA check_key. 3 RSA generate key. 3 RSA get ex_new i ndex. 3
/usr/ man/ man3/ RSA _new. 3/ usr/ man/ man3/ [ usr/ man/ man3/
RSA paddi ng_add PKCS1 t\RSA hr3nt. 3
[ usr/ man/ man3/ [ usr/ man/ man3/ [ usr/ man/ man3/
RSA private_encrypt.3 RSA public_encrypt.3 RSA set nethod. 3
[ usr/ man/ man3/ [ usr/ man/ man3/ [ usr/ man/ man3/
RSA sign. 3 RSA si gn_ASN1_COCTET_STRIR$3 3i ze. 3
[ usr/ man/ man3/ [ usr/ man/ man3/ bn. 3 [ usr/ man/ man3/
bl owfish. 3 bn_internal.3

/usr/ man/ man3/ buffer. 3 /usr/ man/ man3/crypto. 3 /usr/ man/ man3/
d2i _DHparans. 3

[ usr/ man/ man3/ [ usr/ man/ man3/ dh. 3 /usr/ man/ man3/ dsa. 3
d2i RSAPubl i cKey. 3
/usr/ man/ man3/err. 3 /usr/ man/ man3/ hmac. 3 [ usr/ man/ man3/

| h_stats.3
/usr/ man/ man3/1 hash.3 /usr/ man/ man3/ nd5. 3 [ usr/ man/ man3/ ndc2. 3
/usr/ man/ man3/r and. 3 /usr/ man/ man3/rc4. 3 [usr/ man/ man3/ri pend. 3
/usr/ man/ man3/rsa. 3 /usr/ man/ man3/ sha. 3 /usr/ man/ man3/t hr eads. 3
[ usr/ man/ man3/ /usr/ man/ man3/ssl . 3 [ usr/ man/ man5/ config.5

SSL_get _error.3
[ usr/ man/ man7/
des_nodes. 7
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Chapter 25. Linux FreeS/WAN VPN

Protection of client-to-server with SSL solutions is an excellent choice but sometime for enterprise envi-
ronments establi shing secure communication channels, assuring full privacy, authenticity and dataintegri-
ty in between two firewalls over the Internet are vital. For this, IPSEC has been created.

IPSEC/VPN -FreeS/WAN

IPSEC is Internet Protocol SECurity. It uses strong cryptography to provide both authentication and en-
cryption services. Authentication ensures that packets are from the right sender and have not been altered
in transit. Encryption prevents unauthorized reading of packet contents. IPSEC can protect any protocol
running above IP and any medium used below IP.

IPSEC can a so provide some security services in the background, with no visible impact on users. More
to the point, it can protect amixture of protocols running over acomplex combination of mediai.e. IMAP/
POP etc. without having to change them in any ways, since the encryption occurs at the IP level.

IPSEC servicesallow you to build secure tunnel s through untrusted networks. Everything passing through
the untrusted net is encrypted by the IPSEC gateway machine and decrypted by the gateway at the other
end. The result is Virtua Private Network or VPN. This is a network, which is effectively private even
though it includes machines at severa different sites connected by the insecure Internet.
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Mentreal Offices Subnet

Firawall

INTERNET

VPN Virtual

Pars

Moniraal Gateway Sarver

= Encrypted Communication
— Clear Taxt Communication
These installation instructions assume
» Commands are Unix-compatible.
» Thesourcepathis/ usr/src
* Installations were tested on Red Hat Linux 6.1 and 6.2.
« All stepsin theinstallation will happen in super-user account r oot
» Kernel version number is2.2.14
* FreeS’'WAN VPN version number is 1.3
These are the Package(s) and available here
Kernel Homepage: http://www.kernelnotes.org/
Y ou must be sure to download: linux-2_2 14 tar.gz

FreeS'WAN VPN Homepage Site: http://www.freeswan.org/
FreeS'WAN VPN FTP Site: 194.109.6.26

Firenarn

Pars Offices Subnat
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Y ou must be sure to download: freeswan-1.3.tar.gz

Before you decompressthetarballs, it isagood ideato make alist of files on the system before you install
FreeS'WAN, and one afterwards, and then compare them using diff to find out what file it placed where.
Simply runfind/ * > Freeswanl beforeandfind/* > Fr eeswan2 after you install the software,
and use diff Fr eeswanl Freeswan2 > Freeswan-| nstal | ed toget alist of what changed.

Some of the Prerequisites; theinstallation of IPSEC FreeS/'WAN Virtual Private Network softwarerequires
some modification of your original kernel since FreeS/'WAN must be included and incorporated in your
kernel before you can use it. For this reason the first step in installing FreeS'WAN software is to go to
the Linux Kernel section in this book and follow the instructions on how to install the Linux Kernel on
your system, even if you have already done this before and come back to Linux FreeS’'WAN VPN (this
section) after you have executed the make dep; make clean commands, but before the make bzl mage
command in the Linux Kernel section.

E'y;mnnu

It is highly recommended that you not compile anything in the kernel with optimization flags if
you intend to install the FreeSWAN software on your system. Any optimization flags added to
the Linux kernel will produce errors messagesin the FreeSWAN |PSEC software when it triesto
run; thisis an important warning you must note, or else nothing will work with FreeSWAN. The
optimization flags documented in Configuring and Building a Secure, Optimized kernel  apply
without any problems to all sections and chapters of this book with the single exception of the
FreeSWAN IPSEC software. Once again, | repeat, don't use or add any optimization options or
flags into your Linux kernel when compiling and patching it to support FreeSWAN.

To Compile FreeS'WAN you need to decompress the tarball (tar.gz).

[root @eep] /# cp freeswan-version.tar.gz /usr/src/
[root @eep] /# cd /usr/src

[root @eep ]/src# tar xzpf freeswan-version.tar.gz
[root @eep ]src# chown -R 0.0 /usr/src/freeswan-version

Compile, insert FreeS/WAN into the kernel

You must modify the Makef i | e under the FreeS’'WAN source directory and subdirectories named
utils,klips/utils,Pluto,andli b tospecifyinstallation paths. We must modify thesefilesto be
compliant with Red Hat's file system structure and install FreeS/WAN files under our PATH environment
variable.

1. Movetothetop-leve directory of the new FreeS/WAN distribution and type the following commands
on your terminal: Edit the Makef i | e file, vi Makef i | e and change the following lines:

a
PUBDI R=/ usr /| ocal / sbin

Toread:
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PUBDI R=/ usr/ sbi n

> PRI VDI R=/ usr/l ocal /1ib/ipsec
To read:
PRI VDI R=/ usr/Ilibl/ipsec
C.
FI NALPRI VDI R=/ usr /| ocal /i b/ipsec
To read:
FI NALPRI VDI R=/ usr/|i b/i psec
d.
MANTREE=/ usr /1 ocal / man
To read:

MANTREE=/ usr/ man

Edit the Makef i | e file of thesubdirectory uti | s, viuti | s/ Makefi | e and change the follow-
ing lines:

* PUBDI R=/ usr /1 ocal / shin
To read:
PUBDI R=/ usr/ sbin
b.
PRI VDI R=/ usr/l ocal /1ib/ipsec
To read:
PRI VDI R=/ usr/libl/ipsec
C.
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FI NALPRI VDI R=/ usr /| ocal /i b/ipsec

Toread:

FI NALPRI VDI R=/ usr/|i b/i psec

MANTREE=/ usr /| ocal / man
To read:
MANTREE=/ usr/ man

3. Editthe Makef i | e file of the subdirectory kl i ps/utils,viklips/utils/Mkefile and
change the following lines:

: BI NDI R=/usr/local /libl/ipsec
To read:
BI NDI R=/ usr/1ib/ipsec
b.
MANTREE=/ usr /1 ocal / man
To read:

MANTREE=/ usr/ man

4. EdittheMakef i | e file of the subdirectory pl ut o, vi pl ut o/ Makef i | e and change the follow-

ing lines:
a
BI NDI R=/ usr/l ocal /lib/ipsec
To read:
BI NDI R=/usr/1ib/ipsec
b.

MANTREE=/ usr /| ocal / man
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Toread:

MANTREE=/ usr/ man

Edit the Makef i | e file of the subdirectory | i b, vi | i b/ Makefi | e and change the following
lines:

MANTREE=/ usr/ | ocal / man

To read:

MANTREE=/ usr/ man

Edit the Makef i | e file of the subdirectory | i bdes, vi | i bdes/ Makef i | e and change the fol-
lowing lines:

* LI BDI R=/usr/local/lib
To read:
LI BDI R=/usr/lib
b.
Bl NDI R=/ usr /Il ocal / bin
To read:
Bl NDI R=/ usr/ bi n
C.
I NCDI R=/ usr /| ocal /i ncl ude
To read:
I NCDI R=/ usr /i ncl ude
d.

MANDI R=/ usr /| ocal / man
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To read:
MANDI R=/ usr/ man

The above changes, from stepl to step 6, will locate all filesrelated to the FreeS/'WAN software
to the destination target directories we have chosen in order to be compliant with the Red Hat
file system structure.

Now, we must compile and install FreeSWAN on the server:
[root @leep ]/freeswan-1.3# make insert

[root @eep ]/freeswan-1.3# nmake prograns
[root @eep ]/freeswan-1.3# nake install

e Themakeinsert command createsasymboliclink/ usr/ src/ 1 i nux/ net/i psec, pointingtothe
KLIPS source directory. It patches some kernel files, where necessary, to know about KLIPS and/or to
fix bugs. It also adds its default configuration to the kernel configuration file, and finaly, it makes the
KLIPS communication file, / dev/ i psec, if it's not already there.

» The make programs command builds the libraries, Pluto, and various user-level utilities.

» Themakeinstall will install the Pluto daemon and user-level utilities, and set things up for boot-time
startup.

Reconfigure and install the kernel with FreeS/
WAN VPN support

Now, wemust returntothe/ usr/ sr ¢/ | i nux directory and execute the following commands to recon-
figure the kernel with FreeS'WAN support enable:

[root @eep ]/freeswan-1.3# cd /usr/src/linux
[root @eep ]/1inux# make config

F_I?L‘IRTAWI'

The difference with the make config command we used before is that now a new section related
to FreeS'WAN has been included in our kernel configuration, and for this reason we must recon-
figure the kernel to customize the IPSec options to be part of your kernel.

Thefirst thing you need to do is ensure that your kernel has been built with FreeS'WAN support enabled.
Inthe 2.2.14 kernel version, anew section related to frees'WWAN VPN support named | PSec opti ons
(FreeS/ WAN) should appear in your kernel configuration after you have patched the kernel with the
FreeS’'WAN program as descibed above. Y ou need ensure that you have answered Y to the following
guestions under the new section: | PSec options (FreeS/ WAN) .

354



Linux FreeS'WAN VPN

| PSec options (FreeS/ WAN)

| P Security Protocol (FreeS/WAN | PSEC) (CONFI G I PSEC) [Y/n/?]

| PSEC: 1 P-in-1P encapsulation (CONFIG IPSEC IPIP) [Y/n/?]

| PSEC. PF_KEYv2 kernel/user interface (CONFI G | PSEC PFKEYv2) [Y/ n/?]

| PSEC. Enabl e |1 CvP PMIU nessages (CONFI G | PSEC | CVWP) [Y/ n/?]

| PSEC: Aut hentication Header (CONFI G I PSEC AH) [Y/n/?]

HVAC- MD5 aut henti cati on al gorithm (CONFI G | PSEC AUTH HVAC MD5) [Y/ n/?]
HVAC- SHA1 aut hentication al gorithm (CONFI G | PSEC AUTH HVAC SHA1) [Y/ n/?]
| PSEC. Encapsul ating Security Payl oad (CONFI G | PSEC ESP) [Y/n/?]

3DES encryption al gorithm (CONFI G | PSEC ENC 3DES) [Y/n/?]

| PSEC Debuggi ng Option (DEBUG | PSEC) [Y/n/?]

=

|;"1_ TiF

SH

All the customizations you made to your kernel the first time you ran the make config, make
dep, and make clean commandswill be preserved, so you don't need to reconfigure every part of
your kernel; Just the new section added by FreeS'WAN named | PSec opti ons (FreeS/
WAN) isrequired, as shown above.

Some networking options will get turned on automatically, even if you previously turned them off, this
is because IPSEC needs them. Whichever configuration program you are using, you should pay careful
attention to afew issues. In particular, do not disable any of the following under the Net wor ki ng Op-

t i ons of your kernel configuration:

Kernel / User netlink socket (CONFIG NETLINK) [Y/n/?]
Net | i nk device enulati on (CONFI G_NETLI NK_DEV) [Y/n/?]

Y ou need to Compile and install the new kernel with FreeS/'WAN, now that we have included in the kernel
the support for FreeS’'WAN VPN, Return to the / usr/ src/ | i nux directory and run the following
commands again:

[root @eep ]/1inux# make dep; nake cl ean; nake bzl nage

After execution of the commands above, follow the rest of the instructions in the Linux Kernel section
of this book Configuring and Building a secure, optimized Kernel as normal to install the kernel. At this
point, after you have copied and installed your new kernel image, system.map, or modules, if necessary
and set the lilo.conf fileto load the new kernel, you must edit and customize the configuration filesrelated
to FreeS'WAN i psec. conf andi psec. secr et s before rebooting your system.

Please don't forget to cleanup later:
[root @eep] /# cd /usr/src
[root @eep ]/src# rm-rf freeswan-version/ freeswan-version.tar.gz

Therm command will remove all the source fileswe have used to compile and install FreeS/'WAN. It will
also remove the FreeS’'WAN compressed archive from the/ usr / sr ¢ directory.

355



Linux FreeS'WAN VPN

Configure to optimise
EHDTE

All the configuration files required for each software described in this book has been provided by
usasagzippedfile f | oppy. t gz for your convenience. This can be downloaded from thisweb
address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any location
on your local machine, say for example/ t np, assuming you have donethisyour directory struc-
turewill be/ t mp/ f | oppy. Within this floppy directory each configuration file hasits own di-
rectory for respective software. For example FreeSWAN configuration file are organised likethis:

total 8
STWr--r-- 1 harrypotter harrypotter 998 Jun 8 13:00 ipsec.c
STW-- - - 1 harrypotter harrypotter 1838 Jun 8 13:00 ipsec.s

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asit is.

To run FreeSWAN, the following files are required and must be created or copied to the appropriate
directories on your server.

i. Copythei psec. conf filetothe/ et c/ directory.

ii. Copy thei psec. secret s filetothe/ et ¢/ directory.

-

|;i"|_ Tie

ki1

Y ou can obtain the configuration files listed below on our f | oppy. t gz archive. Copy the fol-
lowing filesfrom the decompressed f | oppy. t gz archiveto the appropriate places or copy and
paste them directly from this book to the concerned file.

Automatic or Manual Key connections

The configurationfilefor FreeS’'WAN / et ¢/ i psec. conf alowsyou to configure your IPSEC config-
urations, control information and connections types. IPSEC currently supports two types of connections:

Manually keyed Manually keyed connections use keys stored in the /etc/
i psec. conf file Thistype of connection isless secure then automat-
ically keyed.

Automatically keyed. Automatically keyed connections use keys automatically generated by

the Pluto key negotiation daemon. The key negotiation protocol, used
by default and named IKE, authenticates the other system using shared
secretsstoredin/ et ¢/ i psec. secr et s file.
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Thedifferenceis strictly in how they are keyed. For these reasons, we will use and show you the automat-
ically keyed connection that is more secure then the manually keyed connection. Once again, it is highly
recommended that you use the automatically keyed connection.

In our example configuration below, we configure a sample tunnel with a firewall-penetrating tunnel,
and we assume that firewalling is being done on the left and right side. We choose to show you this
configuration since we assume it is what most users and companies will use. Also, it allows us to play
with more optionsin the configuration filei psec. conf for automatically keyed connections. Different
configurations exist and you may consult the doc/ exanpl es file under the subdirectory doc of the
frees’WAN source directory for more information and other possible configurations.

Subnet Deep======Deep---- - - Deepgate.......... Mai | gate------- Mai | ======Subnet Mai |
Untrusted net

| ef t subnet = Subnet Deep (192.168. 1. 0/ 24)

| eft = Deep (deep.openna.com

| eftnexthop = Deepgate (the first router in the direction or ISP router for deep.o
Internet = Untrusted net

ri ghtnexthop = Mailgate (the first router in the direction or ISP router for mail.
right = Mail (il .openna.con)

ri ghtsubnet = SubnetMail (192.168. 1.0/ 24)

SubnetDeep
\192.168.1.0/24 /

SubnetDeep is the IP network address of your private internal network on the first gateway. ethl is
attached to the internal network.

Deep
\ 208.164.186.1/

Deep isthe |P address of your first Gateway. ethO is attached to the Internet.

Deepgate
\ 205.151.222.250 /

4 4
T T

Deepgate is the IP address of the first router in the direction of your second gateway
mai | . openna. comor your ISP router.

INTERNET
|

INTERNET is the untrusted network.
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Mailgate
/ 205.151.222.251\
+ +

Mailgate isthe | P address of the first router in the direction of your first gateway deep. openna. com
or your ISP router.

Mail
1/ 208.164.186.2 \

Mail isthe IP address of your second Gateway. ethO is attached to the Internet.

SubnetMail
/192.168.1.0/24\

4 4
T T

SubnetMail is the IP network address of your private internal network on the second gateway. ethl is
attached to the internal network.

The/etc/ipsec. conf file

We must edit the i psec. conf filevi /et c/ipsec. conf and change the default values to fit our
specifications for IPSEC configuration and communication. Currently there are two types of section in
thisfile/ et c/ i psec. conf:

1. A confi g section which specifies genera configuration information for IPSEC,

2. A conn section which specifies an IPSEC connection. Its contents are not security-sensitive unless
manual keying is being done, recall, manual keying is not recommended for security reasons.

The first section type, called conf i g setup, is the only config section known to the IPSEC software
containing overall setup parameters for IPSEC that apply to all connections, and information used when
the software is being started.

The second type, called conn, contains a connection specification defining a network connection to be
made using IPSEC. The name it is given is arbitrary, and is simply used to identify the connection to
ipsec_auto(8) and ipsec_manual (8).

# letcl/ipsec.conf - FreeS/WAN | PSEC configuration file
# More el aborate and nore varied sanple configurations can be found
# in doc/ exanpl es.

# basic configuration
config setup
i nterfaces="i psecO=et h0"
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kl i psdebug=none
pl ut odebug=none

pl ut ol oad=%ear ch
pl ut ost art =%sear ch

# sanpl e connection
conn deep- mai |

| eft =208. 164. 186. 1

| ef t subnet =192. 168. 1. 0/ 24

| ef t next hop=205. 151. 222. 250
ri ght =208. 164. 186. 2

ri ght subnet =192. 168. 1. 0/ 24
ri ght next hop=205. 151. 222. 251

keyi ngtries=0

aut h=ah
aut o=start

Thistellsi psec. conf fileto setitself up for this particular configuration setup with:

interfaces="i psec0=et h0"

interfaces="i psec0=et h0"
interfaces="i psec0=et h0
ipsecl=ppp0"

klipsdebug=none

plutodebug=none

plutol oad=%search

plutostart=%search

conn deep-mail

Thisoption specifieswhich appropriate virtual and physical interfaces
for IPSEC to use. The default setting, i nt er f aces=%ef aul t -
r out e, will look for your default connection to the Internet, or your
corporate network. Also, you can name one or more specificinterfaces
to be used by FreeS/'WAN. For example:

Both set the et hO interface asi psecO0. The second one, however,
also supports IPSEC over a PPP interface. If the default setting i n-
t er f aces=%lef aul t r out e isnot used, then the specified inter-
faces will be the only ones this gateway machine can use to commu-
nicate with other IPSEC gateways.

This option specifies the debugging output for KLIPS -the kernel
IPSEC code. The default value none, means no debugging output and
the value al means full output.

This option specifies the debugging output for the Pluto key. The de-
fault value, none, means no debugging output, and the value all means
full output.

This option specifies which connections (by name) to load automati-
cally into memory when Pluto starts. The default isnone and the value
%search loads all connections with auto=add or auto=start.

This option specifies which connections (by name) to automatically
negotiate when Pluto starts. The default isnone and the value %osearch
starts al connections with auto=start.

This option specifies the name given to identify the connection spec-
ification to be made using IPSEC. It's a good convention to name
connections by their ends to avoid mistakes. For example, the link
between deep. openna. comand nai | . openna. comgateways
server can benamed deep- nmai | , or thelink between your Montreal
and Paris offices, nont r eal - pari s.
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F HOTE

Notethat thenamesdeep- mai | or whatever you have cho-
sen should be the same in the i psec. conf file on both
gateways. In other words, the only change you should make
inthe/ et c/i psec. conf file on the second gateway is
changing thei nt er f aces= lineto match the interface the
second gateway uses for IPSEC connection, if, of course, it's
different from thefirst gateway. For example, if theinterface
et h0 is used on the both gateways for IPSEC communica-
tion, you don't need to change the line i nt er f aces= on
the second gateway. On the other hand, if the first gateway
use et h0 and the second use ethl, you must change the line
i nt er f aces= on the second gateway to match the inter-

face ethl.
|eft=208.164.186.1 This option specifiesthe | P address of the gateway's external interface
used to talk to the other gateway.
leftsubnet=192.168.1.0/24 This option specifies the IP network or address of the private subnet

behind the gateway.

leftnexthop=205.151.222.250 Thisoption specifiesthe P address of thefirst router inthe appropriate
direction or ISP router.

right=208.164.186.2 Thisisthe same explanation as| ef t = but for the right destination.
rightsubnet=192.168.1.0/24 Thisisthe same explanation as| ef t subnet = but for the right des-
tination.

rightnexthop=205.151.222.251 This is the same explanation as | ef t next hop= but for the right

destination.

keyingtries=0 This option specifies how many attempts (an integer) should be made
in (re)keying negotiations. The default value O (retry forever) is rec-
ommended.

auth=ah This option specifieswhether authenti cation should be done separate-

ly using AH (Authentication Header), or be included as part of the
ESP -Encapsulated Security Payload service. Thisis preferable when
the IP headers are exposed to prevent man-in-the-middle attacks.

auto=start This option specifies whether automatic startup operations should be
done at IPSEC startup.

E‘}.;-wnnu

A data mismatch anywhere in this configuration i psec. conf will cause FreeS/'WAN to fail
and to log various error messages.
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The/etc/ipsec. secrets file

Thefilei psec. secr et s stores the secrets used by the pluto daemon to authenticate communication
between both gateways. Two different kinds of secrets can be configured in thisfile, which are preshared
secrets and RSA private keys. Y ou must check the modes and permissions of this file to be sure that the
super-user r oot ownsthefile, and its permissions are set to block all access by others.

1. Anexample secret is supplied in the i psec. secr et s file by default. You should change it by
creating your own. With automatic keying you may have a shared secret up to 256 bits, whichisthen
used during the key exchanges to make sure a man in the middle attack does not occur. To create a
new shared secret, use the following commands:

[root @eep] /# ipsec ranbits 256 > tenp

New, random keys are created with the ranbits(8) utility in thefilenamed t enp. The ranbits utility
may pause for afew seconds if not enough entropy is available immediately.

E‘y CAUTICN

Dont forget to delete the temporary file as soon as you are done with it.

2. Now that our new shared secret key has been created in thet enp file, we must put it inthe/ et ¢/
i psec. secr et s file. When editing thei psec. secr et s file, you should see something like the
following appearing in your text editor. Each line has the IP addresses of the two gateways plus the
secret. It should look something like this:

This file holds shared secrets which are currently the only inter-Pluto
aut henti cati on mechanism See ipsec_pluto(8) nanpage. Each secret is
(oversinplifying slightly) for one pair of negotiating hosts.

H H

# The shared secrets are arbitrary character strings and should be both
# long and hard to guess.

# Note that all secrets nust now be enclosed in quotes, even if they have
# no white space inside them

10.0.0.1 11.0.0.1 " xVS1kVUTTul KVRRTNTuj Smd44j RuUlm kkl ku2nkWBnnVu
V2W j RRnul M knmJ1Run5VSnnRT"
» Edittheipsec.secretsfile, vi/ et ¢/ i psec. secr et s and change the default secrets keys:
10.0.0.1 11.0.0.1 " jxVS1kVUTTul kVRRTnTuj Sm44j RuUlm kkl ku2nkWBnnVu
V2W j RRnul ml kmJ1Run5VSnnRT

Toread:

208. 164. 186.1 208. 164. 186. 2 "0x9748cc31_2e99194f _d230589b_cd846b57_dc070b01.
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Where 208. 164. 186. 1 and 208. 164. 186. 2 are the IP

addresses of the two gateways and
"0x9748cc31_2e99194f _d230589b_cd846b57_dc070b01_74b66f 34_19c40ala_804906ed"
notethat the quotesarerequired isthe shared secret we have generated above with the command

i psec ranbits 256 > tenpinthetenp file

3. Thefilesi psec. conf andi psec. secr et s must be copied to the second gateway machine so
as to be identical on both ends. The only exception to thisisthe i psec. conf file, which must
havein it a section labeled by the line config setup with the correct interface settings for the second
gateway, if they differ from the first. Thei psec. secr et s file, contrary to the RSA private key,
should absolutely have the same-shared secrets on the two gateways.

Eﬁggnn‘mm

Thefile/ et ¢/ i psec. secr et s should have permissionsr w- - - - - - - (600) and be owned
by the super-user r oot . Thefile/ et ¢/ i psec. conf isinstalled with permissionsrw-r - -
r (644) and must be owned also by r oot .

Configure RSA private keys secrets

Recall that currently with FreeSWAN software there are two kinds of secrets:
i. preshared secrets
ii. RSA private keys.

Thepreshared secretsarewhat we have configuredinouri psec. conf andi psec. secr et s example,
above. Some people may prefer to use RSA private keysfor authenti cation by the Pluto daemon of the other
hosts. If you are in this situation, you will have to make some minor modificationsto your i psec. conf
andi psec. secr et s filesasdescribed in the following steps:

You need to create a separate RSA key for *each* gateway. Each one gets its private key in its own
i psec. secrets file, and the publickeysgoinl ef t r sasi gkey andri ghtrsasi gkey parame-
tersin the conn description of i psec. conf file, which goesto both.

1. Create aseparate RSA key for *each* gateway:

a.  Onthefirst gateway i.e. deep, use the following commands:

[root @eep] /# cd /
[root @eep] /# ipsec rsasigkey --verbose 1024 > deep-keys

conmputing prinmes and nodul us. ..

getting 64 random bytes from /dev/random
| ooking for a prine starting there

found it after 30 tries

getting 64 random bytes from /dev/random
| ooking for a prine starting there

found it after 230 tries

swapping prines so p is the larger
conmputing (p-1)*(g-1)...
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computing d...
computi ng expl, expl, coeff...
out put. ..

b. Onthe second gateway i.e. mai | , use the following commands:

[root@rail /]# cd /
[root@mail /]# ipsec rsasigkey --verbose 1024 > mail - keys

computing primes and nodul us. ..

getting 64 random bytes from /dev/random
| ooking for a prine starting there

found it after 30 tries

getting 64 random bytes from /dev/random
| ooking for a prine starting there

found it after 230 tries

swapping prinmes so p is the larger
computing (p-1)*(g-1)...

computing d...

computi ng expl, expl, coeff...

out put . ..

Thersasigkey utility generates an RSA public and private key pair of a 1024-bit signature, and
putsitinthefiledeep- keys. mai | - keys for the second command on the second gateway.
The private key can be inserted verbatim into the i psec. secr et s file, and the public key
intothei psec. conf file.

F TiP

Thersasigkey utility may pause for afew secondsif not enough entropy is available imme-
diately. You may want to give it some bogus activity such as random mouse movements.
Thetemporary RSA. deep- keys and nai | - keys files should be deleted as soon as you
are donewith it. Don't forget to delete the deep- keys and mai | - keys RSAfiles.

3. Modify your/ et c/ i psec. conf filesto use RSA public keysin *each* gateway:

a Edityouoriginai psec. conf file vi/ et c/i psec. conf andadd thefollowing parameters
related to RSA in the conn desciption of your i psec. conf file on both gateway:

# sanpl e connection

conn deep- nai |
| ef t =208. 164. 186. 1
| ef t subnet =192. 168. 1. 0/ 24
| ef t next hop=205. 151. 222. 250
ri ght =208. 164. 186. 2
ri ght subnet =192. 168. 1. 0/ 24
ri ght next hop=205. 151. 222. 251
keyi ngtri es=0
aut h=ah
aut hby=rsasi g
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| ef trsasi gkey=<Public key of deep>
ri ghtrsasi gkey=<Public key of mail >
aut o=start

This parameter specifies how the two security gateways should authenticate each other.
The default value is secret for shared secrets. We must specify rsasig for RSA since we
have decided to use RSA digital signatures.

This parameter specifiesthe left participant's public key for RSA signature authentication.
In our example, left is208.164.186.1, and represents deep.openna.com, so we must put the
RSA public key for deep on thisline.

This parameter specifiestheright participant'spublic key for RSA signature authentication.
In our example, right is 208.164.186.2, and represents mail.openna.com, so we must put
the RSA public key of mail on thisline.

b. Youcanretrievethe public key of deep inthe RSA key filecaled deep- keys, andthepublic
key of mail inthe RSA key filenamed mai | - keys, that we have created in above step. These
fileswill look like this: RSA keys for gateway deep (deep-keys):

[root @eep] /# cd /
[root @eep] /# vi deep-keys

# 1024 bits, Fri Feb 4 05:05:19 2000

# for signatures only, UNSAFE FOR ENCRYPTI ON
#pubkey=0x010395daeelbe05f 3038ae529ef 2668af d79f 5f f 1b16203c9ceaef 801lcea9ch7:
Modul us: 0x95daeelbe05f 3038ae529ef 2668af d79f 5f f 1b16203c9ceaef 801cea9cbh74bct
Publ i cExponent: 0x03

# everything after this point is secret

Pri vat eExponent: 0x63e74967eaea2025c98c69f 6ef 0753a6a3ff 6764157dbdf 1f 500134
Primel: Oxc5b471a88b025dd09d4bd7b61840f 20d182d9b75bb7c11eb4bd78312209e3aee’
Prime2: 0xc20a99f eeaf e79767122409b693be75f 15elaef 76d098ab12579624aec708e85¢
Exponent 1: 0x83cdallb0756e935be328f cebad5f 6b36573bcf 927a80bf 2328f ach6c0697
Exponent 2: 0x815c66a9f 1f ef ba44b6c2b124627ef 94b9411f 4f 9e065¢c7618f b96dc9da05f
Coefficient: 0x10d954c9e2b8d11f 4db1b233ef 37ff 0a3cecfffad89ba5d515449b00780:

c. RSA keysfor gateway mail -nmai | - keys:

[root@mail /]# cd /
[root@mail /]# vi mail-keys

# 1024 bits, Fri Feb 4 04:46:59 2000

# for signatures only, UNSAFE FOR ENCRYPTI ON
#pubkey=0x01037631b81f 00d5e6f 888c542d44dbb784cd3646f 084ed96f 942d341c7c4686¢
Modul us: 0x7631b81f 00d5e6f 888c542d44dbb784cd3646f 084ed96f 942d341c7c4686chd-
Publ i cExponent: 0x03

# everything after this point is secret

Pri vat eExponent: 0x4ecbd014ab3944a5b08381e2de7cf adde242f 4b03490f 50d737812f
Primel: Oxc7f7cc8f eaaac65039c39333b878bf f d8f 95b0dc22995¢553402a5b287f 34101
Prime2: 0x975015cb603ac1d488dc876132d8bc83079435d2d3395¢c03d5386b5c004eadd4
Exponent 1: 0x854f ddb5471¢c84357bd7b777d0507f f e5f b92092c1bb92e37801c3cc5aa22|
Exponent 2: 0x64e00e87957c81385b3daf 9621e5d302050d7937377b92ad38d04792aadf 1«
Coefficient: Ox6f087591becddc210c2ee0480e30beeb25615a3615203cd3cef 65e5ald4’
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Extract and copy the public RSA key files of deep and mail to your i psec. conf files as
shown below. Y ou can locate the line related to the public key by a sentence beginning with the
commented-out: #pubkey= line.

# sanpl e connection

conn deep- nai |

| ef t =208. 164. 186. 1

| ef t subnet =192. 168. 1. 0/ 24

| ef t next hop=205. 151. 222. 250
ri ght =208. 164. 186. 2

ri ght subnet =192. 168. 1. 0/ 24
ri ght next hop=205. 151. 222. 251
keyi ngtri es=0

aut h=ah

aut hby=rsasi g

| eftrsasi gkey=0x010395daeelbe05f 3038ae529ef 2668af d79f 5f f 1b16203c9ceaef 801ce:
ri ghtrsasi gkey=0x01037631b81f 00d5e6f 888c542d44dbb784cd3646f 084ed96f 942d341c’
aut o=start

F HOTE

Don't forget that, in this example,

« Thel ef tr sasi gkey= parameter contains the public key of deep

e Theri ghtrsasi gkey= parameter contains the public key of mail.

Modify your / et c/ i psec. secr et s filesto use RSA private keysin *each* gateway: Edit your
origina i psec. secrets file,vi/ etc/i psec. secr et s and add the RSA private key for au-
thentication on both gateways: Thei psec. secr et s filefor gateway deep:

[root @leep] /# vi /etclipsec.secrets

208.164.186.1 208. 164. 186. 2 "0x9748cc31_2e99194f _d230589b_cd846b57_dc070b01_74k

Y ou must change your original i psec. secr et s file as shown above to ook like the following on
both gateways. It isimportant to note that the private keys are not the same on both gateways, deep
and mai | . The private key for deep comes from the RSA key filedeep- keys, whilethe private

key for mai | comesfrom the RSA key filemai | - keys:

a

208. 164.

186. 1 208.164.186.2: RSA {

Modul us: 0x95daeelbe05f 3038ae529ef 2668af d79f 5f f 1b16203c9ceaef 801cea!
Publ i cExponent: 0x03

# everything after this point is secret

Privat eExponent: 0x63e74967eaea2025c98c69f 6ef 0753a6a3ff 6764157dbdf 11
Primel: Oxc5b471a88b025dd09d4bd7b61840f 20d182d9b75bb7c11eb4bd783122(
Prime2: 0xc20a99f eeaf e79767122409b693be75f 15elaef 76d098ab12579624ae(
Exponent 1: 0x83cdallb0756e935be328f cebad5f 6b36573bcf 927a80bf 2328f acl
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Exponent 2: 0x815c66a9f 1f ef ba44b6c2b124627ef 94b9411f 4f 9e065¢c7618f b96¢
Coefficient: 0x10d954c9e2b8d11f 4db1b233ef 37ff 0a3cecfffad89bab5d51544
}

b. Thei psec. secret s filefor gateway mail:

[root@rail ]/# vi /etcl/ipsec.secrets

208. 164. 186. 1 208. 164. 186.2: RSA {

Modul us: 0x95daeelbe05f 3038ae529ef 2668af d79f 5f f 1b16203c9ceaef 801cea9ch7-
Publ i cExponent: 0x03

# everything after this point is secret

Privat eExponent: 0x63e74967eaea2025c98c69f 6ef 0753a6a3f f 6764157dbdf 1f 500:
Primel: Oxc5b471a88b025dd09d4bd7b61840f 20d182d9b75bb7c11eb4bd78312209e3:
Prime2: 0xc20a99f eeaf e79767122409b693be75f 15elaef 76d098ab12579624aec708:¢
Exponent 1: 0x83cdallb0756e935be328f cebad5f 6b36573bcf 927a80bf 2328f acb6c Ot
Exponent 2: 0x815c66a9f 1f ef ba44b6c2b124627ef 94b9411f 4f 9e065¢7618f b96dc9d:
Coefficient: 0x10d954c9e2b8d11f 4db1b233ef 37f f 0a3cecf ffad89ba5d515449b00°
}

Authentication by RSA Signatures requires that each host have its own private key. The key
part of an entry may start with a token indicating the kind of key. RSA signifies RSA private
key and PSK -which is the default signifies PreShared Key. Since PSK is the default, we must
specify RSA, so that we'll be able to use RSA private keysin thisfilei psec. secrets. The
super-user r oot should own thefilei psec. secret s, and its permissions should be set to
block al access by others.

Required network setup for IPSec

There are some considerations you must ensure are correct before running FreeS/'WAN software. These
considerations are important if you don't want to receive error messages during start up of your VPN. The
following are required:

Y ou will need to enable TCP/IP forwarding on the both gateway servers. In Red Hat Linux, thisisaccom-
plished by changing or adding the following line, depending on the Red Hat version you use:

q Yerswon 6.1

Edit the net wor Kk file, vi / et ¢/ sysconfi g/ net wor k, and change the following line:

FORWARD_| PV4="f al se"

Toread:

FORWARD | PV4="yes"

Y ou must restart your network for the change to take effect:

[root @eep] /# /etc/rc.d/init.d/ network restart
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Bringing up interface lo [ OK ]
Bringing up interface ethO [ X ]
Bringing up interface ethl [ X ]

n Voerswon G2

To enable IPv4 forwarding on your RH 6.2 system, use the following command: Edit the / et ¢/
sysct!| . conf fileand add the following line:

# Enabl e packet forwarding
net.ipvd.ip forward = 1

Y ou must restart your network for the change to take effect. The command to restart the network is the
following:

[root @eep] /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ OK ]
Bringing up interface lo [ OK ]

Bringing up interface ethO [ X ]
Bringing up interface ethl [ X ]

Recall that automatically keyed connections use keys automatically generated by the Pluto key negotiation
daemon. The pluto daemon will start up, try to connect to the Pluto daemon at the other end of the tunnel,
and establish a connection. For this reason, an IPSEC gateway should have packet filters rules in the
firewall script file permitting the following protocolsto traverse the gateway when talking to other IPSEC
gateway:

i. UDP port 500 for IKE implemented by the Pluto daemon
ii. Protocol 50 for ESP encryption and/or authentication
iii. Protocol 51 for AH packet-level authentication

1. Editthefirewal | scriptfilevi/etc/rc.d/init.d/firewall onbothgateway machines,
and add/check the following lines to allow IPSEC packets to traverse the remote network gateway
to your network gateway and vice versa:

FreeS/ WAN | PSec VPN

#*

If you are using the FreeSWAN | PSec VPN, you will need to fill in the

addresses of the gateways in the I PSECSG and the virtual interfaces for
FreeS/Van | PSEC i n the FREESWANVI paraneters. Look at the begi nning of
this firewall script rules file to set the paraneters.

oW R

| PSECSG i s a Space separated |ist of renpte gateways. FREESWANVI is a
Space separated list of virtual interfaces for FreeS/ Wan | PSEC
i mpl enentation. Only include those that are actually used.

* W

# Al'l ow | PSEC protocol fromrenote gateways on external interface
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# | PSEC uses three main types of packet:
# | KE uses the UDP protocol and port 500,
# ESP use the protocol nunmber 50, and

# AH use the protocol nunber 51

i pchains -A input -i $EXTERNAL_I NTERFACE -p udp \
-s $I PSECSG -] ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p udp \
-d $I PSECSG -] ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p 50 \
-s $I PSECSG -] ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p 50 \
-d $I PSECSG -] ACCEPT

i pchains -A input -i $EXTERNAL_I NTERFACE -p 51 \
-s $I PSECSG -] ACCEPT

i pchains -A output -i $EXTERNAL_I NTERFACE -p 51 \
-d $I PSECSG -] ACCEPT

# Allow all traffic to FreeS/WAN Virtual Interface
i pchains -A input -i $FREESWANVI \

-s SANYWHERE \

-d $ANYWHERE -] ACCEPT

i pchains -A output -i $FREESWANVI \
-s $ANYWHERE \
-d $ANYWHERE -] ACCEPT

# Forward anything fromthe FreeS/WAN virtual interface |IPSEC tunnel
i pchains -A forward -i $FREESWANVI \

-s SANYWHERE \

-d $SANYWHERE -] ACCEPT

where

EXTERNAL_INTERFACE="eth0" Y ou external interface to the Internet.

ANYWHERE="any/0" Mean everywhere 0.0.0.0/0.
IPSECSG=208. 164. 186. 2 Space separated list of remote VPN gateways.
FREESWANVI=i psec0 Space separated list of virtual interfaces for FreeS/Wan.

See Networking Firewall, for more information. Dont forget to add/check these firewall
rulesin the other gateway as well.
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Ther p_filter subsystem related to IP spoofing protection must be turned off on both gateways
for IPSEC to work properly. This is accomplished by checking if the value 0 (off) is set in the /
proc/sys/ net/ipv4/conf/ipsecO/rp filter and/proc/sys/net/ipv4/ conf/
ethO/rp_filter filesrespectively:

a.  Tocheckif thevalueO (off) issetinther p_fil t er files, usethe commands:

[root @eep] /# cat /proc/sys/net/ipvd/conf/ipsecO/rp_filter

[root @eep] /# cat /proc/sys/net/ipva/conf/ethO/rp_filter

NP ORTAN

The subdirectory i psecO in our example will be created only after the reboot of your
system. So you may check thevalue of ther p_fi |l t er fileinthei psecO directory
after your system has been restarted.

b. TosetthevalueO (off) inthebothr p_fil t er filesmanually, use the command:

[ root @eep] /# echo O > /proc/sys/net/ipvd/conf/ipsecO/rp_filter
[root @eep] /# echo O > /proc/sys/net/ipvd/conf/ethO/rp_filter

Also you can put lines like the following in your firewall script files/ etc/rc. d/
init.d/firewall onthebothgatewaysto automatically set these valuesto O (off)
and avoid making them manually:

# Disable I P spoofing protection to allow | PSEC to work properly
echo 0 > /proc/sys/net/ipva/conf/ipsecO/rp_filter
echo 0 > /proc/sys/net/ipvd/conf/ethO/rp_filter

E HOTE
1

Intheexample of thefirewall script file above, we assumethat et hO istheinterface you use

for your connection. Of courseif you useet hl you must changeet hO toet h1, and so on.
If you forget this step you will receive error messages on your terminal such as the following during
the start up of FreeSWAN IPSEC:
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i psec_setup: WARNING ipsecO has route filtering turned on, KLIPS may not work
i psec_setup: (/proc/sys/net/ipvad/conf/ipsecO/rp_filter = "1', should be 0)

i psec_setup: WARNING ethO has route filtering turned on, KLIPS may not work

i psec_setup: (/proc/sys/net/ipv4/conf/ethO/rp_filter = "1', should be 0)

4. It'simportant to note that any masguerading rules for internal networks that use IPSEC must come
after the rules alowing IPSEC related traffic (The step 2 and 3 above), or the machine will try to
masquerade the packets, instead of them being passed over to IPSEC. Edit the fi r ewal | script
filevi/etc/rc.d/init.d/firewall onbothgateway machinesand add/check thefollowing
linesto allow masqueraded packets to traverse the remote network gateway to your network gateway
and vice versa:

# Masquerade internal traffic.

# Al internal traffic is masqueraded externally.

i pchains -A forward -i $EXTERNAL_| NTERFACE -s $LOCALNET_1 -j MASQ
Where
EXTERNAL_INTERFACE="eth0" Y ou external interface to the Internet.

LOCALNET_1="192.168.1.0/24" whatever private range you use.
E*_». NOTE

See Networking Firewall with Masquerading and Forwarding support for more information.

Now, you can reboot your system, and the machines on Gateway A should be able to talk to the machines
on Gateway B with no problems.

Testing the installation

Reboot the both gateways to get FreeS/'WAN started. Examinethe/ var / | og/ messages file for any
signs of trouble. If al goes well you should see something likethisinthe/ var /| og/ nessages file:

Feb 2 05:22:35 deep ipsec_setup: Starting FreeS/ WAN | PSEC snap2000j an31b. .

Feb 2 05:22:35 deep ipsec_setup: KLIPS debug "none

Feb 2 05:22:35 deep ipsec_setup: KLIPS ipsecO on ethO 192.168. 1. 1/255.255.255.0 b
Feb 2 05:22:36 deep ipsec_setup: Disabling core dunps:

Feb 2 05:22:36 deep ipsec_setup: Starting Pluto (debug “none'):

Feb 2 05:22:37 deep ipsec_setup: Loading Pluto database “deep-mail':

Feb 2 05:22:37 deep ipsec_setup: Enabling Pluto negotiation

Feb 2 05:22:37 deep ipsec_setup: Routing for Pluto conns " deep-mail"':

Feb 2 05:22:37 deep ipsec_setup: Initiating Pluto tunnel " deep-mail"':

Feb 2 05:22:39 deep ipsec_setup: 102 "deep-nmail" #1: STATE MAIN I1l: initiate

Feb 2 05:22:39 deep ipsec_setup: 104 "deep-nail" #1: STATE MAIN |2: from STATE MA
Feb 2 05:22:39 deep ipsec_setup: 106 "deep-nail" #1: STATE MAIN I3: from STATE MA
Feb 2 05:22:39 deep ipsec_setup: 004 "deep-nail" #1: STATE MAIN |4: SA establishe
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Feb 2 05:22:39 deep ipsec_setup: 110 "deep-nmail" #2: STATE QU CK I1: initiate
Feb 2 05:22:39 deep ipsec_setup: 004 "deep-mail" #2: STATE QUICK |2: SA establish
Feb 2 05:22:39 deep ipsec_setup: ...FreeS/WAN | PSEC started

Examinethe/ var /| og/ secur e filefor any signs of trouble. If all goeswell you should see something
like the following:

Feb 21 14:45:42 deep Pluto[432]: Starting Pluto (FreeS/ WAN Version 1. 3)

Feb 21 14:45:43 deep Pl uto[432]: added connection description "deep-nmail"

Feb 21 14:45:43 deep Pluto[432]: listening for |KE nmessages

Feb 21 14:45:43 deep Pluto[432]: adding interface ipsecO/eth0 192.168.1.1

Feb 21 14:45:43 deep Pluto[432]: |oading secrets from"/etc/ipsec.secrets"”

Feb 21 14:45:43 deep Pluto[432]: "deep-nmil" #1: initiating Miin Mde

Feb 21 14:45: 44 deep Pluto[432]: "deep-nail" #1: | SAKMP SA establi shed

Feb 21 14:45:44 deep Pluto[432]: "deep-nail" #2: initiating Quick Mdde POLI CY_RSAS
Feb 21 14:45:46 deep Pluto[432]: "deep-nail" #2: sent Q2, IPsec SA established
Feb 21 14:45:47 deep Pluto[432]: "deep-nail" #3: responding to Main Mde

Feb 21 14:45:49 deep Pluto[432]: "deep-nail" #3: sent MR3, |SAKMP SA established
Feb 21 14:45:49 deep Pluto[432]: "deep-mail" #4: responding to Quick Mde

Feb 21 14:45:50 deep Pluto[432]: "deep-nail" #4: |Psec SA established

On both gateways, the following entries should now exist inthe/ pr oc/ net / directory:

[root @eep] /# |s -1 [proc/net/ipsec_*

-r--r--r-- 1 root r oot 0O Feb 2 05:30 /proc/net/ipsec_eroute
-r--r--r-- 1 root r oot O Feb 2 05:30 /proc/net/ipsec_klipsdebug
-r--r--r-- 1 root r oot 0O Feb 2 05:30 /proc/net/ipsec_sp
-r--r--r-- 1 root r oot 0O Feb 2 05:30 /proc/net/ipsec_spigrp
-r--r--r-- 1 root r oot 0O Feb 2 05:30 /proc/net/ipsec_spi new
-r--r--r-- 1 root r oot O Feb 2 05:30 /proc/net/ipsec_tncfg
-r--r--r-- 1 root r oot O Feb 2 05:30 /proc/net/ipsec_version

The IPSEC interfaces should be attached on top of the specified physical interfaces. Confirm that with:

[root @eep] /# cat /proc/net/ipsec_tncfg

i psecO -> ethO ntu=16260 -> 1500
i psecl -> NULL mu=0 -> 0
i psec2 -> NULL mu=0 -> 0
i psec3 -> NULL mu=0 -> 0

Now execute the following command to show minimal debugging information and seeif the output looks
something like this:

[root @eep] /# ipsec |ook

deep. openna.com Fri Feb 4 17:25:17 EST 2000
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192.168.1.1/32 -> 192.168.1.2/32

ah0x3350f 551@92. 168.1.1 AH HVAC MD5: dir=in ooowi n=32 seq=115 bit=0xffffffff alen
ah0x4450894c@92. 168. 1. 2 AH HVAC MD5: dir=out ooow n=32 seq=2828 al en=128 akl en=16
esp0x3350f 552@92. 168. 1.1 ESP_3DES: dir=in ooowi n=32 seq=115 bit=0xffffffff ekl en=
esp0x4450894d@92. 168. 1. 2 ESP_3DES: dir=out ooow n=32 seq=2828 eklen=24 life(c,s,h
tun0x105@92.168.1.1 IPIP: dir=in 192.168.1.2 -> 192.168.1.1 life(c,s, h)=add(51656

=> tun0Ox106@192. 168. 1. 2 esp0x4450894d@L 92

tun0x106@192. 168.1.2 IPIP: dir=out 192.168.1.1 -> 192.168.1.2 life(c,s, h)=bytes(32
192.168.1.0 0.0.0.0 255.255.255.0 U 00 0 ethO
192.168.1.0 0.0.0.0 255.255.255.0 U 00 0 i psecO
192.168.1.1 0.0.0.0 255, 255, 255. 255 WH 00 0 ethO
192.168.1.2 192.168.1.2 255. 255. 255. 255 UCGH 00 0 i psecO
Desti nation Gat eway Genmask Fl ags MSS Wndow irtt Iface
Try pinging 192. 168. 1. 2 fromthe192. 168. 1. 1 client. If thisworksthen you have set it up correct-
ly. If it does not work check your network to make sure208. 164. 186. 1 canreach208. 164. 186. 2,
and that TCP-IP forwarding is enabled, and make sure that no firewall rules are blocking the packets,
or trying to masquerade them before the rules alowing IPSec related traffic. For this test to work, it is
important to use pings that go from one subnet to the other.

208.164.186.1 ---- 205.151.222.250 ---- 205.151.222.251 ---- 208.164.186.2

| |
192.168. 1. 0/ 24

| |
192.168.1.1

192.168.1.0/ 24

192.168. 1.2

A last note about testing the installation of FreeSWAN IPSEC, if you encounter a problem that you are
unable to resolve, you can use the following command to view a collection of debugging information,
contents of files, selectionsfromlogs, etc. Anything related to the IPSEC encryption/authentication system
that you should send to the Linux-IPSEC Mailing List <l i nux-i psec@l i net. fi >tohelpyou. Use
the following command to make an output of a collection of debugging information:

[root @eep] /# ipsec barf > result

This command is primarily provided as a convenience for remote debugging; A single command which
packages up -and labels all information that might be relevant to diagnosing a problem in IPSEC.

Further documentation

For more details, there are several man pages you can read:

ipsec(8) - invoke IPSEC utilities

ipsec atoasr(3)

ipsec atobytes, bytestoa(3)
ipsec atodata, datatoa (3)
ipsec atosa, satoa (3)

ipsec atosubnet, subnettoa (3)

ipsec atoul, ultoa (3)

- convert ASCII to Internet address, subnet, or range

- convert binary data bytes from and to ASCII formats

- convert binary datafrom and to ASCII formats

- convert IPSEC Security Association IDsto and from ASCI|
- convert subnet/mask ASCII form to and from addresses

- convert unsigned-long numbers to and from ASCI|
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ipsec auto (8)

ipsec barf (8)

ipsec bitstomask (3)
ipsec eroute (8)
ipsec goodmask (3)
ipsec hostof (3)
ipsec klipsdebug (8)
ipsec look (8)

ipsec manual (8)
ipsec masktobits (3)
ipsec optionsfrom (3)
ipsec pluto (8)
ipsec ranbits (8)
ipsec rangetoa (3)
ipsec rsasigkey (8)
ipsec setup (8)
ipsec spi (8)

ipsec spigrp (8)
ipsec subnetof (3)
ipsec tncfg (8)
ipsec whack (8)
ipsec.conf (5)
ipsec.secrets (5)

ipsec (8)

ipsec atoaddr, addrtoa (3)

ipsec atoasr (3)

ipsec atobytes, bytestoa (3)

ipsec atodata, datatoa (3)

ipsec atosa, satoa (3)

ipsec atosubnet, subnettoa (3)

- control automatically-keyed IPSEC connections

- spew out collected IPSEC debugging information

- convert bit count to Internet subnet mask

- manipulate | PSEC extended routing tables

- isthis Internet subnet mask avalid one?

- given Internet address and subnet mask, return host part

- set Klips -kernel IPSEC support, debug features and level
- show minimal debugging information

- take manually-keyed IPSEC connections up and down

- convert Internet subnet mask to bit count

- read additional command- | i ne options from file

- IPsec IKE keying daemon

- generate random bitsin ASCII form

- convert Internet address range to ASCI|

- generate RSA signature key

- control |PSEC subsystem

- manage |PSEC Security Associations

- group/ungroup |PSEC Security Associations

- given Internet address and subnet mask, return subnet number
- associate IPSEC virtual interface with real interface

- control interface for IPSEC keying daemon

- IPSEC configuration and connections

- secrets for IKE/IPsec authentication

- invoke IPSEC utilities

- convert Internet addresses to and from ASCI|

- convert ASCII to Internet address, subnet, or range

- convert binary data bytes from and to ASCII formats

- convert binary datafrom and to ASCII formats

- convert IPSEC Security Association IDsto and from ASCI|

- convert subnet/mask ASCII form to and from addresses

373



Linux FreeS'WAN VPN

ipsec atoul, ultoa (3) - convert unsigned-long numbers to and from ASCI|
ipsec auto (8) - control automatically-keyed IPSEC connections

ipsec barf (8) - spew out collected |PSEC debugging information

ipsec bitstomask (3) - convert bit count to Internet subnet mask

ipsec eroute (8) - manipulate | PSEC extended routing tables

ipsec goodmask (3) - isthis Internet subnet mask avalid one?

ipsec hostof (3) - given Internet address and subnet mask, return host part
ipsec klipsdebug (8) - set Klips (kernel IPSEC support) debug features and level
ipsec look (8) - show minimal debugging information

ipsec manual (8) - take manually-keyed IPSEC connections up and down
ipsec masktobits (3) - convert Internet subnet mask to bit count

ipsec optionsfrom (3) - read additional conmand- | i ne options from file
ipsec pluto (8) - IPsec IKE keying daemon

ipsec ranbits (8) - generate random bitsin ASCII form

ipsec rangetoa (3) - convert Internet address range to ASCI|

ipsec rsasigkey (8) - generate RSA signature key

ipsec setup (8) - control IPSEC subsystem

ipsec spi (8) - manage |PSEC Security Associations

ipsec spigrp (8) - group/ungroup IPSEC Security Associations

ipsec subnetof (3) - given Internet address and subnet mask, return subnet number
ipsec tncfg (8) - associate |PSEC virtual interface with real interface
ipsec whack (8) - control interface for IPSEC keying daemon

ipsec.conf (5) - IPSEC configuration and connections

ipsec.secrets (5) - secrets for IKE/IPsec authentication

Installed files

These are the filesinstalled on your system by the software program FreeS'WAN

/etc/rc.d/init.d/ipsec /etc/rc.d/rcO.d/ [etc/rc.d/rcl.d/

K68i psec K68i psec
/etc/rc.d/rc2.d/ /etc/rc.dlrc3.d/ letc/rc.d/rc4.d/
SA47i psec S47i psec SA7i psec
/etc/rc.d/rch.d/ /etc/rc.d/rc6.d/ [ etclipsec. conf
SA47i psec K68i psec
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/etclipsec.secrets lusr/liblipsec [usr/lib/ipsec/spi

/usr/lib/ipsec/eroute /usr/lib/ipsec/spigrp /usr/lib/ipsec/tncfg

/lusr/liblipsec/ lusr/liblipsec/pluto [usr/lib/ipsec/whack

kl i psdebug

lusr/lib/ipsec/ipsec lusr/liblipsec/barf [fusr/lib/ipsec/manua

/usr/lib/ipsec/auto /lusr/liblipsec/l ook [fusr/liblipsec/

showdef aul t s

/usr/lib/ipsec/ _include/usr/lib/ipsec/ [usr/liblipsec/
_confread _keycensor

/lusr/liblipsec/ /fusr/lib/ipsec/ _updown /usr/lib/ipsec/ranbits

_secretcensor

/lusr/liblipsec/ lusr/liblipsec/setup [ usr/ man/ man3/

rsasi gkey i psec_at oaddr. 3

[ usr/ man/ man3/ /usr/ man/ man3/ [ usr/ man/ man3/

i psec_addrtoa. 3 i psec_at osubnet. 3 i psec_subnettoa. 3

[ usr/ man/ man3/ /usr/ man/ man3/ [ usr/ man/ man3/

i psec_atoasr. 3 i psec_ranget oa. 3 i psec_atodata. 3

[ usr/ man/ man3/ /usr/ man/ man3/ [ usr/ man/ man3/

i psec_atobytes. 3 i psec_bytestoa. 3 i psec_datatoa. 3

[ usr/ man/ man3/ /usr/ man/ man3/ [ usr/ man/ man3/

i psec_atosa. 3 i psec_satoa. 3 i psec_atoul .3

[ usr/ man/ man3/ /usr/ man/ man3/ [ usr/ man/ man3/

i psec_ultoa.3 i psec_goodnask. 3 i psec_masktobits. 3

[ usr/ man/ man3/ /usr/ man/ man3/ [ usr/ man/ man3/

i psec_bitstomask. 3 i psec_optionsfrom3 i psec_subnetof. 3

[ usr/ man/ man3/ /usr/ man/ man3/ [ usr/ man/ man5/

i psec_hostof. 3 i psec_broadcastof. 3 i psec. secrets. 5

[ usr/ man/ man5/ [ usr/ man/ man8/ [ usr/ man/ man8/i psec. 8

i psec.conf.5 i psec_spi.8

[ usr/ man/ man8/ /usr/ man/ man8/ [ usr/ man/ man8/

i psec_eroute. 8 i psec_spigrp.8 i psec_tncfg.8

[ usr/ man/ man8/ /usr/ man/ man8/ [ usr/ man/ man8/

i psec_kl i psdebug. 8 i psec_pluto.8 i psec_whack. 8

[ usr/ man/ man8/ /usr/ man/ man8/ [ usr/ man/ man8/

i psec_barf.8 i psec_| ook. 8 i psec_manual . 8

[ usr/ man/ man8/ /usr/ man/ man8/ [ usr/ man/ man8/

i psec_auto. 8 i psec_setup. 8 i psec_ranbits. 8

[ usr/ man/ man8/ [ usr/shin/ipsec

i psec_rsasi gkey. 8
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Until now, we have been talking about security and optimization in this book, so why would we talk
about OpenLDAP? Well, the OpenLDAP directory server will expand our horizons through its many
possibilities. We can use its replication capability to centralize and consolidate different information on
one server for all the othersin our network. Imagine having the possibility of adding or disabling a Unix
or NT account, setting access to a restricted Web server, and adding a mail address or dlias, al with a
single operation available as an NIS service, with the added security of SSL encryption, and the speed of
object-oriented hierarchies. Another interesting use is to create an authoritative list of employees on one
or more LDAP servers that can be accessible from your private network, or over the Internet.

Compile ans Install

As per in the [OpenLDAP web site]:

LDAP -Lightweight Directory Access Protocal is an open-standard protocol for accessing informa-
tion services. The protocol runs over Internet transport protocols, such as TCP, and can be used to
access stand-alone directory servers or X.500 directories.

LDAP Directory Sarver

Montreal Main Office E Marketing Entries

R&D Entries

LDAP Client LDAP Cliant LDAP Client
New York Paris Branch Vancouver
__{| Branch Offica —|| Office —| Branch Office

Marketing representative Programmer employee at  Accountant agent to the

atthe Maw York branch  the Pars branch offica vancouver branch office
office want io know the  want to know the mail want ta kinow the phane
narme of the markating address of tha developer number of the accountant
repraseniatna at the responsible at the Montreal resposible at tha Montraal
Menlreal mam offics. Frain effics. Frain offics.

These installation instructions assume
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e Commands are Unix-compatible.

e Thesource pathis/ var/t np, other paths are possible.

Installations were tested on Red Hat Linux 6.1 and 6.2.

» All stepsin theinstallation will happen in super-user account r oot .

OpenLDAP version number is1.2.10
The Package(s) required are and available at:

OpenL DA P Homepage: http://www.openl dap.org/
OpenLDAP FTP Site: 204.152.186.57
Y ou must be sure to download: openldap-1.2.10.tgz

Before you decompress tarballs, it is a good idea to make a list of files on the system before you install
OpenLDAP, and one afterwards, and then compare them using diff to find out what file it placed where.
Simply runfind/ * > OpenLDAPL beforeandfind / * > OpenLDAP2 after you install the software,
and use diff OpenLDAP1 OpenlLDAP2 > QpenLDAP- I nst al | ed to get alist of what changed.

Compile and decompressthe tarball, t ar . gz.

[root @leep] /# cp openl dap-version.tgz /var/tnp
[root @eep] /# cd /var/tnp/
[root @eep ]/tnmp# tar xzpf openl dap-version.tgz

Compile and Optimize

Move into the new OpenLDAP directory and type the following commands on your terminal:

It isimportant to note that you can configure three different kinds of backend databases with LDAP.
i. A high-performance, disk-based database called LDBM

ii. A database interface to arbitrary UNIX commands or shell scripts calledd SHELL

iii. A simple password file database named PASSWD

*  Thedefault installation of OpenL DAP assumes an L DBMbackend database, so if you want to config-
ure another type of backend database, you must specify it during the configuration and compile time.
For a SHELL backend database you must add the - - enabl e- shel | option and for a PASSWD
backend database used as replacement for NIS service you must add the - - enabl e- passwd op-
tion in your configuration lines.

CC="egcs" \

CFLAGS="-@ -funroll-loops -ffast-math -malign-doubl e -ntpu-
./ configure \

--prefix=/usr \

--libexecdir=/usr/sbin\

--local statedir=/var/run \

--sysconfdir=/etc \
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--enabl e-dns \

--enabl e-shared \

--with-gnu-1d\

- - di sabl e- debug
Thistells OpenLDAP to set itself up for this particular hardware setup as follows:
* Enable dns support.
* Build shared libraries.

» Assume the C compiler uses GNU Id.

Eﬁggm‘mm

The compile options above assume that you want to set up an L DBMbackend database. For
the other type of backend database, you must add the required option in your configuration
lines above.

Now, we must compile and install OpenLDAP in the server:

openl dap- 1. 2. 10] # nmake depend
openl dap- 1. 2. 10] # nake

openl dap-1.2.10]# cd tests/
tests]# make

tests]# cd ..

openl dap-1. 2. 10]# nmake install

[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep

» The make depend command will build and make the necessary dependencies for different files,
» make compiles all source filesinto executable binaries,

» makeinstall installs the binaries and any supporting files into the appropriate locations.

The make command under / t est subdirectory will do some important tests to verify the functionality
of your LDAP server before the installation. If some tests fails, you'll need to fixes the problems before
continuing the installation.

[ root @eep openl dap-1.2.10]# install -d -m 700 /var/| dap

[ root @leep openl dap-1.2.10]# echo | ocal host > /etc/openl dap/| dapser
[ root @eep openl dap-1.2.10]# strip /usr/lib/liblber.so.1.0.0
[ root @eep openl dap-1.2.10]# strip /usr/lib/libldap.so.1.0.0
[ root @eep openl dap-1.2.10]# strip /usr/lib/libldap.a

[ root @eep openl dap-1.2.10]# strip /usr/lib/liblber.a

[ root @eep openl dap-1.2.10]# strip /usr/sbin/in.xfingerd

[ root @eep openl dap-1.2.10]# strip /usr/sbin/go500

[ root @eep openl dap-1.2.10]# strip /usr/sbin/go500gw

[ root @eep openl dap-1.2.10]# strip /usr/sbin/mil500

[ root @eep openl dap-1.2.10]# strip /usr/sbin/rp500

[ root @eep openl dap-1.2.10]# strip /usr/shin/rcpt500
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[ root @eep openl dap-1.2.10]# strip /usr/sbin/fax500

[ root @eep openl dap-1.2.10]# strip /usr/sbin/slapd

[ root @eep openl dap-1.2.10]# strip /usr/sbin/slurpd

[ root @eep openl dap-1.2.10]# strip /usr/sbin/ldif

[ root @eep openl dap-1.2.10]# strip /usr/sbin/ldif2ldbm

[ root @eep openl dap-1.2.10]# strip /usr/sbin/ldif2index

[ root @eep openl dap-1.2.10]# strip /usr/sbin/ldif2id2entry
[ root @eep openl dap-1.2.10]# strip /usr/sbin/ldif2id2children
[ root @eep openl dap-1.2.10]# strip /usr/sbin/ldbntat

[ root @eep openl dap-1.2.10]# strip /usr/sbin/ldbntest

[ root @eep openl dap-1.2.10]# strip /usr/sbin/centipede

[ root @eep openl dap-1.2.10]# strip /usr/bin/ud

[ root @eep openl dap-1.2.10]# strip /usr/bin/ldapadd

[ root @eep openl dap-1.2.10]# strip /usr/bin/ldapsearch

[ root @eep openl dap-1.2.10]# strip /usr/bin/ldapnodify

[ root @eep openl dap-1.2.10]# strip /usr/bin/ldapnodrdn

[ root @eep openl dap-1.2.10]# strip /usr/bin/ldappasswd

[ root @eep openl dap-1.2.10]# strip /usr/bin/ldapdel ete

* Theinstall command above will create anew directory named | dap under / var directory and will set
itsmodeto be readabl e, writable, and executable only by the super-user r oot , 700 for security reasons.

» Thestrip command will discard all symbols from the object files. This means that our binary files will
be smaller in size. Thiswill improve the performance hit to the program since there will be fewer lines
to be read by the system when it executes the binary.

Please don't forget to cleanup later:

[root @eep] /# cd /var/tnp
[root @eep ]/tnmp# rm-rf openl dap-versi on/ openl dap-version.tgz

The rm command will remove all the source files we have used to compile and install OpenLDAP. It will
also remove the OpenL DAP compressed archive from the/ var / t np directory.

Configurations
EHDTE

All the configuration files required for each software described in this book has been provided by
usasagzippedfile f | oppy. t gz for your convenience. This can be downloaded from thisweb
address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any location
on your local machine, say for example/ t np, assuming you have donethisyour directory struc-
turewill be/ t mp/ f | oppy. Within this floppy directory each configuration file hasits own di-
rectory for respective software. For example OpenLDAP configuration fileare organised likethis:

total 16
STWr--f-- 1 harrypotter harrypotter 321 Jun 8 1
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun 8 1
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-PWK------ 1 harrypotter harrypotter 893 Jun 8 1
STW--- - 1 harrypotter harrypotter 922 Jun 8 1

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asit is.

Torun OpenLDAP server, thefollowing files are required and must be created or copied to the appropriate
directories on your server.

i. Copythesl apd. conf fileinthe/ et c/ openl dap/ directory.

ii. Copy theldap script fileinthe/ etc/rc. d/init.d/ directory.

F TiF

You can obtain the configuration files listed in the next few sections on our f | oppy.t gz
archive. Copy the following files from the decompressed f | oppy. t gz archiveto the appropri-
ate places or copy and paste them directly from this book to the concerned file.

Configure the /et c/ | dap/ sl apd. conf file

The/ et c/ openl dap/ sl apd. conf fileisthemain configuration file for the stand-alone LDAP dae-
mon. Options like: permission, password, database type, database location and so on can be configured
in this file and will apply to the sl apd daemon as a whole. In the example below we configure the
sl apd. conf filefor an LDBM backend database.

Editthesl apd. conf file vi/ et ¢/ openl dap/ sl apd. conf and add/adjust the following informa-
tion:

#

# See sl apd.conf(5) for details on configuration options.
# This file should NOT be world readabl e.

#

i ncl ude /etc/openl dap/ sl apd. at . conf

i ncl ude /etc/openl dap/ sl apd. oc. conf

schemacheck of f

#referral |dap://ldap.itd.um ch.edu

pidfile /var/run/slapd. pid
argsfile /var/run/slapd. args

HHHH R RS R R R R R R R R R R R R R R R R R R H
# | dbm dat abase definitions
HHHH R RS R R R R R R R R R R R R R R R R R R H

dat abase | dbm
suffix "o=openna, c=cont
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directory /var/l dap
rootdn "cn=adnm n, o=openna, c=coni
r oot pw secr et

# cleartext passwords, especially for the rootdn, should

# be avoid. See slapd.conf(5) for details.

# | dbmindexed attribute definitions

i ndex cn, sn, uid

i ndex objectclass pres, eq

i ndex default none

# | dbm access control definitions

def aul t access read

access to attr=userpassword

by self wite

by dn="cn=adm n, o=openna, c=conf wite
by * conpare

Y ou should be sure to set the following optionsin your sl apd. conf file above before starting the dlapd

daemon program:

suffix o=openna, c=com

directory /var/ldap

rootdn cn=admin, o=openna,

c=com

rootpw secret

index cn,sn,uid | index object-

class preseq | index default
none

This option specifiesthe DN of the root of the sub tree you are trying
to create. In other words, it indicates what entries are to be held by
this database.

This option specifies the directory where the database and associat-
ed indexes files of LDAP should reside. We must set thisto / var /

| dap becausewe created thisdirectory earlier intheinstallation stage
specifically to handle the backend database of LDAP.

This option specifies the DN of an entry allowed to do anything on
the LDAP directory. The name entered here can be one that doesn't
actually exist in your password file/ et ¢/ passwd.

This option specifies the password that can be used to authenticate
thesuper - user entry of the database. Thisis the password for the
rootdn option above. Itsimportant to not use clear text passwords here
and to use a crypto password instead.

These options specify the index definitions you want to build and
maintain in the database definition. The options we specifies in our
sl apd. conf fileexample above, cause al indexesto be maintained
forthecn, sn, and ui d attributes; -i ndex cn, sn, ui d, presence
and an equality indexes for the objectclass attribute -i ndex ob-
jectclass pres, eq, andnoindexesfor al remaining attributes
-i ndex default none. Seeyour user manual for moreinforma-
tion.

Thelast optionsin thefilesl apd. conf relate to access control in LDAP directory.

def aul t access read

access to attr=userpassword

by self wite

by dn="cn=adm n, o=openna, c=conf wite
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by * conpare

This example appliesto entriesin the o=openna, c=comsub tree. Read accessis granted to everyone,
and the entry itself can write all attributes, except for userpassword. The userpassword attributeiswritable
only by the specified cn entry; admni n, and comparable by everybody else. See your user manual for
more information.

Configurethe/etc/rc.d/init.d/ | dap script
file

Configureyour /et c/rc. d/init.d/| dap scriptfileto start and stop LDAP Server. Create the [dap
script file, touch /et c/rc. d/init.d/| dap and add:

#!/ bi n/ sh

| dap This shell script takes care of starting and stopping
| dap servers (slapd and sl urpd).

chkconfig: - 70 40

description: LDAP stands for Lightweight Directory Access Protoco
for inplenenting the industry standard directory ser

processnane: sl apd

config: /etc/openldap/slapd. conf

pidfile: /var/run/slapd.pid

HHHHHHHFHHH

F*

Source function library.
/etc/rc.d/init.d/functions

# Source networking configuration.
/ et c/ sysconfi g/ net wor k

# Check that networking is up.
[ ${NETWORKING} = "no" ] &% exit O

[ -f /fusr/sbin/slapd ] || exit O
[ -f /fusr/sbin/slurpd ] || exit O
RETVAL=0

# See how we were call ed.

case "$1" in

start)

# Start daenons.

echo -n "Starting | dap

daenon sl apd

RETVAL=$?

if [ $SRETVAL -eq 0 ]; then

if grep -q ""replogfile"” /etc/openldap/slapd.conf; then
daenon sl urpd

RETVAL=$?

[ SRETVAL -eq 0 ] && pidof slurpd | cut -f 1 -d " " > /var/run/slur
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f

f

echo

[ $RETVAL -eq 0 ] && touch /var/ |l ock/subsys/| dap
st op)

# Stop daenons.

echo -n "Shutting down | dap

killproc sl apd

RETVAL=$?

if [ $RETVAL -eq 0 ]; then

if grep -q ""replogfile” /etc/openldap/slapd.conf;

killproc slurpd

RETVAL=$?

f

f

echo

if [ $RETVAL -eq 0 ]; then
rm-f /var/lock/subsys/| dap
rm-f /var/run/sl apd. args

f

st at us)

status sl apd

RETVAL=$?

if [ $RETVAL -eq 0 ]; then

if grep -q ""replogfile” /etc/openldap/slapd.conf;

status sl urpd
RETVAL=$?

f

f

restart)
$0 stop
$0 start
RETVAL=$?

r el oad)

killproc -HUP sl apd
RETVAL=$?

if [ $RETVAL -eq 0 ]; then

if grep -q ""replogfile” /etc/openldap/slapd.conf;

killproc -HUP sl urpd

RETVAL=$?

f

f

3

echo "Usage: $0 start|stop|restart]|status}”

exit 1
esac

exit $RETVAL

t hen

t hen

t hen
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Now, make this script executable and change its default permissions:

[root @eep] /# chmod 700 /etc/rc.d/init.d/ldap
Create the symboalic rc.d links for OpenL DAP with the command:

[ root @eep] /# chkconfig --add | dap

The OpenLDAP script will not automatically start the slapd daemon when you reboot the server. Y ou can
change its defaults by executing the following command:

[root @eep] /# chkconfig --1evel 345 | dap on
Start your OpenL DAP Server manually with the following command:

[root @eep] /# /etc/rc.d/init.d/|dap start

Starting | dap:

Securing OpenLDAP

Don't forget to immunize important configuration files. Theimmutable bit can be used to prevent onefrom
accidentally deleting or overwriting afile that must be protected. It also prevents someone from creating a
symbolic link to thisfile. Onceyour sl apd. conf file hasbeen configured, it'sagood ideato immunize
it with command like:

[root @eep] /# chattr +i /etc/openldap/slapd.conf

Further documentation, for more details there are several man pages you can read:

Idapd(8) LDAP X.500 Protocol Daemon

Idapdelete(1) |dap delete entry tool

Idapfilter.conf(5) configuration file for LDAP get filter routines
[dapfriendly(5) datafile for LDAP friendly routines
Idapmaodify, |dapadd(1) |dap modify entry and Idap add entry tools
[dapmodrdn(1) Idap modify entry RDN tool

Idappasswd(1) change the password of an LDAP entry
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Idapsearch(1) |dap search tool

Idapsearchprefs.conf(5) configuration file for LDAP search preference routines
[daptempl ates.conf(5) configuration file for LDAP display template routines
Idif(5) LDAP Data Interchange Format

dapd(8) Stand-alone LDAP Daemon

dapd.conf(5) configuration file for slapd, the stand-alone LDAP daemon
slurpd(8) Standalone LDAP Update Replication Daemon

ud(1) interactive LDAP Directory Server query program

OpenLDAP Creation and Maintenance Tools

To Create of the LDMB backend database, there are two methods to create a database for LDAP,
1. Thefirst is off-line with the Idif2ldbm command utility
2. The other is on-line with the Idapadd command utility.

Usually you use the off-line method when you have many thousands of entriesto insert into your database
and the on-line method when you have only asmall number of entries to put into your database. It isalso
important to note that

* The off-line method requires that your sl apd daemon is not running

e Theon-line method requires that your sl apd daemon of LDAP isrunning.

LDMB backend database off-line

The first thing to do is to create an LDIF input file containing a text representation of your entries. The
text file named my- dat a- f i | e below can be used as an examplefile. Of course, your real LDIF input
filewill handle much moreinformation than this example. When you install OpenLDAP for the first time
and have big entries to put in your backend database, it's always a good idea to put all this information
into atext file and add them into your backend database with the Idif2ldbm command utility.

Example 26.1. ny- dat a-fil e
Createthefile, touch / t np/ my- dat a- f i | e and add as an examplein thisfile the following lines:

1
dn: o=openna, c=com
0: openna
obj ectcl ass: organi zati on

dn: cn=CGerhard Mourani, o=openna, c=com
cn: Gerhard Mourani

sn: Mour ani

mai | : gnour ani @i deotron. ca

title: Author

obj ect cl ass: person
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dn: cn=Ant hony Bay, o=openna, c=com
cn: Ant hony Bay

sn: Bay

honephone: (444) 111-2233

nobi | e: (444) 555-6677

mai | : abay@penna. com

obj ectcl ass: person

dn: cn=CGeorge Parker, o=openna, c=com
cn: George Parker

sn: Parker

t el ephonenunber: (555) 234-5678

fax: (543) 987-6543

nobi |l e: (543) 321-4354

description: E-Conmerce

obj ectcl ass: person

The above example showsyou how to convert your informationinto L DIF files before adding them to
your new backend directory. Consult your OpenL DAP documentation or book for more information.

2. Once the LDIF input file containing our entries has been created, we must insert it in the LDAP
directory server. To insert the LDIF input file and create the database off-line, use the following
command:

[root @eep J/tnp# Idif2ldbm-i <inputfile> -f <slapdc
[root @eep J/tnp# Idif2ldbm-i ny-data-file -f /etc/or

The -i option with the <inputfile> option specifies the location of the LDIF input file containing the
entriesin text form to add. The <slapdconfigfile> option specifies the location of the slapd configu-
ration file, which specifies where to create the indexes, what indexes to creste, etc.

F_I?L‘IRTAWI'

It isimportant to note that the slapd daemon of LDAP is not started in this mode of creation.

Create the LDMB backend database on-line

If theentriesin your directory server are already created or if you have only asmall amount of information
to insert into your backend database, you'll prefer to use the Idapadd command utility to do your job on-
line. For example, to add the Eur ope Mour ani entry using the Idapadd tool, you could create afile
caled newent ry inyour/ t np directory.

Example 26.2. LDMB backend
Createthe newent ry file, touch / t np/ newent r y and add in thisfile the following contents:

1.
cn=Eur ope Mourani, o=openna, c=com
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cn=Eur ope Mour ani

sn=NMour ani

mai | =enour ani @! d. com

descri ption=Narketing rel ation
obj ect  ass=per son

2. Oncethefile newent ry has been created, we must add the entry into the LDAP directory server.
To actualy create the entry on-line in the backend database, use the following command:

[root @eep] /# |dapadd -f /tnp/newentry -D "cn=admn, c

Enter LDAP Password :

The above command assumes that you have set rootdn to cn=adm n, o=openna, c=comand
rootpw to secr et . You will be prompted to enter the password.

MrorTan

It isimportant to note that the slapd daemon of LDAP is started in this mode of creation.

l[dapmodify

Contrary torelational databaseswhere dataisconstantly changed, thedirectory server containsinformation
that israrely modified onceinserted. But, sometimesyou need to modify information, and theldapmodify
tool will help you in your tasks. The Idapmodify command allows you to add or modify entries on the
backend directory server.

Example 26.3. nodi fyentry

Assuming that we want to replace the contents of the Eur ope Mour ani entry's mail attribute with the
new value enour ani @ew. com the following stepswill be require:

1. Createthenodi f yentry file touch/ t np/ nodi f yent ry and add in thisfile the contents:

cn=Eur ope Mourani, o=openna, c=com
- mail =enourani @l d.com # will delete the old nmail addr
+mai | =enour ani @ew. com # will add the new mail ¢

2. Once the nodi f yent ry file has been created, we must replace the entry in the LDAP directory
server with the one contained in thisfile -nodi f yent r y. To modify the contents of backend data-
base, use the following command:

[root @eep] /# | adpnodify -D cn=Adni n, o=openna, c=com -
[root @eep] /# | adpnodify -D cn=Adni n, o=openna, c=com -
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Where <inputfile> isthe name of thefile nodi f yent r y we created in step 1 above.

OpenLDAP Users Tools

To Search on LDAP directory server for entries, the Idapsearch utility searches through the backend data-
base of LDAP directory for information you have requested. Y ou can use the following command:

[root @eep] /# |dapsearch -b dn attrs
[root @eep] /# | dapsearch -b o=openna, c=com cn=europe*

cn=Eur ope Mourani, o=openna, c=com
cn=Eur ope Mour ani

sn=Nbur ani

mai | =ermour ani @l d. com

descripti on=Marketing rel ation

obj ect Cl ass=per son

This command will retrieve al entries and values for the name europe and will print the result to standard
output in your terminal.

Some possible uses of OpenL DAP software, for instance OpenL DAP can be used as:
I. Web Catalogue Server.

I1. White Pages Server.

[11.Certificate Server.

IV An Access Control Server.

V. Network Name Server.

The Netscape Address Book client for LDAP

If you have Netscape installed on a Linux workstation, or even another kind of operating system, you can
use its Address Book features to access the LDAP Directory Server you have just installed on Linux and
query your directory server for information like you do with the ldapsear ch command tool on Linux.

If you areinterested in doing that, follow the simple steps below:
1. Open Netscape Communicator

2. Go to Communicator menu

3. Open the Address Book

4. Goto Filemenu

5. Click on New Directory

6. Fill the boxeswith your server information
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Example 26.4. Address Book

Description: OQpen Network Architecture

LDAP Server: 208. 164. 186. 3

Server Root: 0=openna, c=com

Now all you have to do is to make some queries to your LDAP Directory Server on Linux, by using the
box named Show names Containing: to start your search, and clicking on the button Search For: to get

the results.
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The Netscape Address Book Client Program.

Installed files

These are the filesinstalled by the program OpenLDAP on your sytem.

/ et c/ openl dap
/ et ¢/ openl dap/ | dap. conf.
letcl

/ et ¢/ openl dap/ | dap. conf
def aul t /et c/ openl dap/ | dapfilter.conf
/ et ¢/ openl dap/ | dapt enpl at es. conf

openl dap/ | dapfilter.conf.default
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/etc/

/ et c/ openl dap/ | dapsear chprefs. conf

openl dap/ | dapt enpl at es. conf. def aul t

/etc/
openl -

/ et c/ openl dap/ sl apd. conf

dap/ | dapsear chprefs. conf. defaul t

/ et c/ openl dap/ sl apd. conf . def aul t / et c/ openl dap/ sl apd. at. conf
/ et c/ openl dap/ sl apd. at. conf. def aul t/ et c/ openl dap/ sl apd. oc. conf
/ et c/ openl dap/ sl apd. oc. conf. def aul t/ et ¢/ openl dap/ | dapser ver

/etc/rc.d/init.d/ldap /etc/rc.d/rc0. d/ K40l dap
/etc/rc.d/rcl.d/ K40l dap /etc/rc.d/rc2.d/ K40l dap
/etc/rc.d/rc3.d/ S70l dap /etc/rc.d/rc4.d/ S70l dap
/etc/rc.d/rch.d/ S70l dap /etcl/rc.d/rc6. d/ K40l dap

[ usr/ bi n/ ud /usr/ bin/l dapsearch

[ usr/ bin/| dapnodify /usr/bin/ldapdel ete

/usr/ bin/| dapnodrdn [ usr/ bi n/| dappasswd

[ usr/ bin/| dapadd /usr/include/ldap.h
/usr/include/lber.h /usr/include/l dap_cdefs.h
/usr/include/disptnmpl.h /usr/includel/srchpref.h
fusr/lib/liblber.so.1.0.0 fusr/lib/liblber.so.1
fusr/lib/liblber.so fusr/lib/liblber.la
fusr/lib/liblber.a /fusr/lib/libldap.so.1.0.0

fusr/lib/libldap

.so0.1 /fusr/lib/libldap.so

fusr/lib/libldap.la lusr/lib/libldap.a

/usr/ man/ manl/ ud. 1 /usr/ man/ manl/ | dapdel ete. 1
/usr/ man/ manl/ | dapnodi fy. 1 /usr/ man/ manl/ | dapadd. 1
/usr/ man/ manl/ | dapnodrdn. 1 /usr/ man/ manl/ | dappasswd. 1
/usr/ man/ manl/ | dapsearch. 1 /usr/ man/ man3/ cl dap_cl ose. 3
/usr/ man/ man3/ cl dap_open. 3 /usr/ man/ man3/ cl dap_search_s. 3
/usr/ man/ man3/ cl dap_setretryi nfo. 3 /usr/ man/ man3/| ber - decode. 3
/usr/ man/ man3/ | ber - encode. 3 [ usr/ man/ man3/ | dap. 3

/usr/ man/ man3/ cl dap. 3 /usr/ man/ man3/ | dap_abandon. 3
/usr/ man/ man3/ | dap_add. 3 /usr/ man/ man3/| dap_add_s. 3
/usr/ man/ man3/ 1 dap_bi nd. 3 /usr/ man/ man3/ 1 dap_bind_s. 3

/usr/ man/ man3/ | dap_si npl e_bi nd. 3 /usr/ man/ man3/| dap_sinpl e_bind_s. 3

[ usr/ man/ man3/
| dap_ker ber os_bi
[ usr/ man/ man3/

/usr/ man/ man3/ | dap_ker beros_bi ndl. 3
nd_s.3
/usr/ man/ man3/ | dap_ker beros_bi nd2. 3

| dap_kerberos_hindl s.3

[ usr/ man/ man3/

/usr/ man/ man3/ | dap_unbi nd. 3

| dap_ker beros_hind2_s. 3
/usr/ man/ man3/ | dap_unbi nd_s. 3 [ usr/ man/ man3/

| dap_set rebind _proc. 3

/usr/ man/ man3/| dap_cache. 3 /usr/ man/ man3/| dap_enabl e_cache. 3
/usr/ man/ man3/ | dap_di sabl e_cache. 3 /usr/ man/ man3/ | dap_destroy_cache. 3
/usr/ man/ man3/ 1 dap_fl ush_cache. 3 /usr/ man/ man3/| dap_uncache_entry. 3

[ usr/ man/ man3/

[ usr/ man/ man3/

| dap_uncache_request. 3 | dap_set cache_options. 3
/usr/ man/ man3/ | dap_charset. 3 [ usr/ man/ man3/

[ usr/ man/ man3/

| dap_set _string_translators. 3
[ usr/ man/ man3/

| dap_enabl e_transl ation. 3 | dap_translate fromt61.3

[ usr/ man/ man3/

/usr/ man/ man3/ 1 dap_t 61 to 8859. 3

| dap_translate to t61.3
/usr/ man/ man3/ |1 dap_8859 to t61.3 /usr/ man/ man3/ | dap_conpare. 3
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/usr/ man/ man3/ 1 dap_conpare_s. 3 /usr/ man/ man3/| dap_del ete. 3

/usr/ man/ man3/ | dap_del ete_s. 3 /usr/ man/ man3/ | dap_di sptnpl . 3

/usr/ man/ man3/ 1 dap_i nit_tenpl ates. 3/ usr/ man/ man3/
Idap_init_tenplates_buf.3

/usr/ man/ man3/ | dap_free_tenpl ates. 3/ usr/ man/ man3/ | dap_first _disptnmpl.3

/usr/ man/ man3/ | dap_next _di sptnpl .3 /usr/ man/ man3/ | dap_oc2tenpl ate. 3

/usr/ man/ man3/ 1 dap_tnplattrs. 3 /usr/ man/ man3/ | dap_first_tnplrow. 3

/usr/ man/ man3/ | dap_next _tnplrow.3 /usr/man/ man3/ldap first _tnplcol.3

/usr/ man/ man3/ | dap_next _tnplcol .3 /usr/man/ man3/| dap_entry2text.3

[ usr/ man/ man3/ /usr/ man/ man3/ 1 dap_val s2text. 3
| dap_entry2text search. 3
/usr/ man/ man3/ 1 dap_entry2htm . 3 [ usr/ man/ man3/
| dap_entry2htnm search. 3
/usr/ man/ man3/ 1 dap_val s2htm . 3 /usr/ man/ man3/| dap_error. 3
/usr/ man/ man3/| dap_perror. 3 /usr/man/ man3/1d_errno. 3
/usr/ man/ man3/| dap_result2error.3 /usr/ man/ man3/| dap_open. 3
/usr/ man/ man3/ 1 dap_errlist.3 /usr/ man/ man3/ 1 dap_err2string. 3
[ usr/ man/ man3/ /usr/ man/ man3/| dap_next _attribute. 3

Idap first_attribute.3
/usr/ man/ man3/ 1 dap_first _entry. 3 /usr/ man/ man3/ 1 dap_next _entry. 3
/usr/ man/ man3/ 1 dap_count _entries. 3 /usr/ man/ man3/1dap _friendly. 3
/usr/ man/ man3/ 1 dap_friendly nane. 3 /usr/ man/ man3/

| dap_free friendl ynap. 3

/usr/ man/ man3/| dap_get dn. 3 /usr/ man/ man3/ | dap_expl ode_dn. 3
/usr/ man/ man3/| dap_expl ode_dns. 3 /usr/ man/ man3/| dap_dn2ufn. 3
/usr/ man/ man3/1 dap_i s_dns_dn. 3 /usr/ man/ man3/ | dap_get val ues. 3

/usr/ man/ man3/| dap_get val ues_| en. 3/ usr/ man/ man3/ | dap_val ue_free. 3
/usr/ man/ man3/| dap_val ue_free_ | en. 3/ usr/ man/ man3/ | dap_count val ues. 3
[ usr/ man/ man3/ /usr/ man/ man3/ 1 dap_getfilter.3
| dap_count _val ues_len. 3
/usr/man/ man3/ 1 dap_init_getfilter. 3/ usr/ man/ man3/
Idap_init_getfilter_buf.3
/usr/ man/ man3/| dap_getfilter free. 3/ usr/ man/ man3/ | dap_getfirstfilter.3
/usr/ man/ man3/| dap_getnextfilter.3 /usr/ man/ man3/
| dap_setfilteraffixes.3
/usr/ man/ man3/ | dap_build filter.3 /usr/man/ man3/|dap_nodify. 3

/usr/ man/ man3/ | dap_nodify_s. 3 usr/ man/ man3/ | dap_nods _free. 3
/usr/ man/ man3/ | dap_nodrdn. 3 /usr/ man/ man3/| dap_nodrdn_s. 3
/usr/ man/ man3/ | dap_nodr dn2. 3 /usr/ man/ man3/ 1 dap_nodrdn2_s. 3
/usr/ man/ man3/1 dap_init.3 /usr/ man/ man3/ | dap_result.3
/usr/ man/ man3/ | dap_nsgfree. 3 /usr/ man/ man3/| dap_search. 3
/usr/ man/ man3/ | dap_search_s. 3 /usr/ man/ man3/ 1 dap_search_st. 3

/usr/ man/ man3/| dap_sear chprefs. 3 [ usr/ man/ man3/
| dap_init_searchprefs.3

[ usr/ man/ man3/ [ usr/ man/ man3/

| dap_init_searchprefs_buf.3 | dap_free_searchprefs. 3

[ usr/ man/ man3/ /usr/ man/ man3/ | dap_next _sear chobj. 3
| dap_first_searchobj.3

/usr/ man/ man3/1 dap_sort. 3 /usr/ man/ man3/| dap_sort_entries. 3

/usr/ man/ man3/ | dap_sort_val ues. 3 [ usr/ man/ man3/

| dap_sort _strcasecnp. 3
/usr/ man/ man3/ 1 dap_ufn. 3 /usr/ man/ man3/| dap_ufn_search_s. 3
/usr/ man/ man3/| dap_ufn_search_c.3 /usr/man/ man3/|dap_ufn_search ct.3
/usr/ man/ man3/| dap_ufn_setprefix.3 /usr/man/ man3/ | dap_ufn_setfilter.3
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/usr/ man/ man3/ 1 dap_ufn_ti nmeout. 3
/usr/ man/ man3/ 1 dap_is_ldap_url.3

/usr/ man/ man3/| dap_free_url desc. 3
/usr/ man/ man3/| dap_url search_s. 3

/usr/ man/ man5/ 1 dap. conf.5
/usr/ man/ man5/ | dapfriendly.5

/usr/ man/ man5/ | dapt enpl at es. conf. 5

[ usr/ man/ man5/ sl apd. conf. 5

[ usr/ man/ man5/ ud. conf . 5

[ usr/ man/ man8/ chl og2r epl og. 8
/ usr/ man/ man8/ go500. 8

/usr/ man/ man8/i n. xfi ngerd. 8
[ usr/ man/ man8/ | dbntat . 8
/usr/ man/ man8/ 1 di f 21 dbm 8
/usr/ man/ man8/ | di f 2i d2entry. 8
[ usr/ man/ man8/ mai | 500. 8

[ usr/ man/ man8/ r cpt 500. 8
/usr/ man/ man8/ sl ur pd. 8

/usr/ sbi
/usr/ sbi
/usr/ sbi
/usr/ sbi
/usr/ sbi
/usr/ sbi
/usr/ sbi
/usr/ sbi
/usr/ sbi

n/in. xfingerd

n/ go500gw

n/ r p500

n/ xrpconp

n/ sl apd

n/ 1 di f 2i ndex

n/ 1 dif2id2children
n/ centi pede

n/ sl ur pd

/usr/ shar e/ openl dap/ | dapfriendly
[ usr/ shar e/ openl dap/ rcpt 500. hel p

/usr/ man/ man3/ 1 dap_url .3

/usr/ man/ man3/1 dap_url parse. 3
/usr/ man/ man3/ 1 dap_url _search. 3
/usr/ man/ man3/| dap_url _search_st. 3
/usr/ man/ man5/ | dapfilter.conf.5
[ usr/ man/ man5/

| dapsearchprefs.conf.5
/fusr/man/ man5/ 1 dif.5

[ usr/ man/ man5/ sl apd. repl 0og. 5
/usr/ man/ man8/ centi pede. 8

[ usr/ man/ man8/ edb2l di f. 8

[ usr/ man/ man8/ go500gw. 8

/usr/ man/ man8/ | dapd. 8
/fusr/man/ man8/ 1 di f. 8

[ usr/ man/ man8/ | di f 2i ndex. 8

[ usr/ man/ man8/ | di f 2i d2chi | dren. 8
[ usr/ man/ man8/ f ax500. 8

[ usr/ man/ man8/ sl apd. 8
[fusr/sbin/ldif

[ usr/ sbi n/ go500

[ usr/sbin/ mail 500

[ usr/ sbi n/fax500
/usr/sbin/rcpt500
[usr/sbin/ldif2l dom
/usr/sbin/ldif2id2entry

[ usr/sbin/l dbntat

[ usr/sbin/ldbnt est

[ usr/ shar e/ openl dap

[ usr/ shar e/ openl dap/ go500gw. hel p
/var/| dap
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Chapter 27. Linux PostgreSQL

Database Server

Once you begin to serve, and supply services to your customers, you'll inevitably find that you need to
keep information about them in an archive to be accessible and modifiable at any time, should you want
it. These tasks can be accomplished with the use of a database. Many databases are available on Linux;
Choosing one can be complicated, as it must be able to support a number of programming languages,
standards and features. PostgreSQL, developed originally in the UC Berkeley Computer Science Depart-
ment, pioneered many of the object-relational concepts now becoming availablein commercia databases.
It provides SQL 92/SQL 3 language support, transaction integrity, and type extensibility.

Install PostgreSQL

As per the [PostgreSQL web site]:

source database available anywhere.

Remata Clisnt

PostgreSQL is a sophisticated Object-Relational DBM'S, supporting amost all SQL constructs, in-
cluding subselects, transactions, and user-defined types and functions. It isthe most advanced open-

Gateway Servar

—
—_—

Ciutsida clhant ask the
remots SOL sarver for

INTERNET

search resulls through
the Web server.

This schema show you some
possible uses of SQL Servers.

(-

=

{_
Local Client SOL Sarver SOL Sarver

Lscal elient ask
the SOL sarver for
medical informaticn.

These installation instructions assume
e Commands are Unix-compatible.

e Thesource pathis/ var/t np, other paths are possible.
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* |nstallations were tested on Red Hat Linux 6.1 and 6.2.

» All stepsin theinstallation will happen in super-user account r oot .
 PostgreSQL version number is 6.5.3

These are the Package(s) and available here:

PostgreSQL Homepage: http://www.postgresql.org/

PostgreSQL FTP Site:216.126.84.28

Y ou must be sure to download: postgresgl-6.5.3.tar.gz

There are certain prerequisites before compiling the PostgreSQL program, you must verify that egcs- c+
+-ver si on. i 386. r pmpackageisinstalled onyour system. Theegcs- c++- ver si on. i 386. rpm
packageislocatedin you Red Hat Linux CD-ROM under RedHat / RPVS subdirectory. After compilation
and installation of PostgreSQL you can remove this package from your system. To verify that egcs-c++-
version.i386.rpm is aready installed, use the following command:

[root @eep] /# rpm-q egcs-c++
Toinstall egcs-c++-version.i386.rpm, use the following command:

[ root @eep] /# nount /dev/cdrom/mt/cdrom
[root @eep] /# cd / mt/cdrom RedHat / RPM5
[root @eep ]/ RPMS# rpm - Uvh egcs-c++-version.i 386.rpm

egcs- c++ BHHBHBHHBHBHHBHHHH BB H BB B R

Before you decompress the tarballs, it isagood ideato make alist of files on the system before you install
it, and one afterwards, and then compare them using diff to find out what file it placed where. Simply run
find/ * > Post greSQ.1 beforeand find/ * > Post gr eSQL2 after you install the tarball, and use
diff Post greSQL1 PostgreSQL2 > Post greSQ.- 1 nst al | ed to get alist of what changed.

To Compile you need to decompressthe tarball -t ar . gz:

[root @eep] /# cp postgresql-version.tar.gz /var/tnp
[root @eep] /# cd /var/tnp
[root @eep ]/tnp# tar xzpf postgresql-version.tar. gz

Compile and Optimize

First of all, to avoid security risks, we'll create an unprivileged user account named post gr es to be the
owner of the Postgresfiles.

1. To create the Postgres account, use the following command:

[root @eep] /# useradd -M-0 -r -d /var/lib/pgsqgl -s /bin/be
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2.

Move into the new PosgreSQL directory we have untarred earlier, and then move to its subdirectory

named sr c. Type the following commands on your terminal:

[root @eep] /# cd /var/tnp/postgresql-6.5.3
[root @leep ]/postgresqgl-6.5.3# cd src

CC="egcs" \
./configure \
--prefix=/usr \
--enabl e-1 ocal e

Thistells PostgreSQL to set itself up for this particular hardware setup with:

- Enable locale support.

Edit the Makefi | e. gl obal file vi +210 Makefi | e. gl obal and changetheline:

To read:

CFLAGS=

CFLAGS=

-1$(SRCDI R) /i ncl ude -1$(SRCDI R)/backend

-1 $(SRCDI R) /i ncl ude -1$(SRCDI R)/ backend - -funroll

These are our optimization flags for the PostgreSQL Server. Of course, you must tailor them to fit
your system and CPU architecture.

Now, we must compile and install PosgreSQL on to the server:

[root @eep ]/src# nake al
[root @eep ]/src# cd .

[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.
[ root @eep ]/ postgresqgl-6.

SRR RS RO RS RS R RS RO R RO R NSRS RO NS

. 3#

3#
3#
3#
3#
3#
3#
3#
3#
3#
3#
3#
3#
3#
3#
3#
3#

. 3#

make -C src install
make -C src/ man install
nmkdir -p /usr/includel/ pgsql

333333333333333

fusr/i
fusr/i
fusr/i
fusr/i
fusr/i
fusr/i
fusr/i
fusr/i
fusr/i
fusr/i
fusr/i
fusr/i
fusr/i
fusr/i
fusr/i

ncl ude/ access /usr/inclu
ncl ude/ commands /usr/inc
ncl ude/ executor /usr/inc
nclude/lib /[usr/include/
ncl ude/libpg /usr/includ
ncl ude/ |l i bpg++ /usr/inc

ncl ude/ port /usr/include
nclude/utils /usr/includ
ncl ude/ fngr. h /usr/includ
ncl ude/ os. h /usr/incl ude/
ncl ude/ config. h /usr/inc

ncl ude/ c. h /usr/include/p
ncl ude/ postgres.h /usr/in
ncl ude/ postgres_ext.h /us
ncl ude/libpg-fe.h /usr/in
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[root @eep ]/postgresql-6.5.3# nv /usr/include/libpg-int.h /usr/i
[ root @eep ]/postgresql-6.5.3# nv /usr/include/ecpgerrno.h /usr/i
[root @eep ]/postgresqgl-6.5.3#%# nv /usr/include/ecpglib.h /usr/inc
[root @eep ]/postgresql-6.5.3# nv /usr/include/ ecpgtype.h /usr/in
[root @eep ]/postgresqgl-6.5.3# nv /usr/include/sqglca.h /usr/inclu
[root @eep ]/postgresqgl-6.5.3# nv /usr/include/libpg++.H /usr/inc

[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.
[ root @eep ]/postgresqgl-6.

3# nkdir -p /usr/lib/pgsq

3# nmv /usr/lib/*source /usr/libl/pgsq
3# mv /usr/lib/*sample /usr/lib/pgsq
3# nkdir -p /var/lib/pgsq

3# chown -R postgres. postgres /var/l
3# chnmod 755 /usr/lib/libpg.so.2.0

3# chnmod 755 /usr/lib/libecpg.so.3.0.
3# chnmod 755 /usr/lib/libpg++.s0.3.0
3# strip /usr/bin/postgres

3# strip /usr/bin/postnaster

3# strip /usr/bin/ecpg

3# strip /usr/bin/pg_id

3# strip /usr/bin/pg_version

3# strip /usr/bin/pg_dunp

3# strip /usr/bin/pg_passwd

3# strip /usr/bin/psql

3# rm-f Jusr/lib/globall. descriptio
.3# rm-f Jusr/lib/locall_tenplatel.d

SRS RGEGRS RS R RS RO R RS R R RO O RS R R RS RO R RS

» The make command compiles all source filesinto executable binaries.
» Themakeinstall command installs the binaries and any supporting filesinto the appropriate locations.

e The mkdir will create a new directory named pgsql under the/ usr/include and/usr/lib
directories,

» andthenwemoveall subdirectoriesand filesrelated to PostgreSQL under/ usr /i ncl ude and/ usr/
| i bdirectoriestothe/ usr /i ncl ude/ pgsql and/ usr/1i b/ pgsql directoriesrespectively with
the command mv.

» The chown command will set the correct owner and group permission for the / var /| i b/ pgsql
directory.

e Thestrip command will discard all symbols from the object files. This means that our binary file will
be smaller in size. Thiswill improve the performance hit to the program since there will be fewer lines
to read by the system when it executes the binary.

* The rm command will remove the gl obal 1. descri ption and
| ocal 1_tenpl atel. descri pti on filesthat are not needed by our PosgreSQL program.

Database installation using superuser account

Once PostgreSQL isinstalled on your Linux server, it'simportant to create the database install ation before
starting your PostgreSQL server. To create the database installation, use the following command:

[ root @eep] /# su postgres
[postgres@eep /1% initdb --pglib=/usr/lib/pgsql --pgdata=/var/li
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We areinitializing the database system with username postgres ui d=40. This user will own all the files
and must also own the server process.

Creating Postgres database systemdirectory /var/lib/pgsql/base
Creating tenpl ate database in /var/lib/pgsqgl/base/tenplatel
Creating global classes in /var/lib/pgsql/base

Addi ng tenpl at el dat abase to pg_dat abase. ..

Vacuum ng tenpl atel

Creating public pg user view

Creating view pg rules

Creating view pg views

Creating view pg_tables

Creating view pg_i ndexes
Loadi ng pg_description

[ postgres@eep /1% chnod 640 /var/lib/pgsqgl /pg_pwd
[ postgres@leep /1% exit

exit

[root @eep] /#

The- - pgl i b command will specify wherethelibrary directory of PostgreSQL residesin the system, and
the - - pgdat a command will specify where the database files must reside for thisinstallation on Linux.

-

|iI" Tip

i 1

Do not create the database installation asr oot ! Thiswould be a major security hole.

Please don't foreget to Cleanup later:

[root @eep] /# cd /var/tnp
[root @eep J/tnmp# rm-rf postgresql-version/ postgresqgl-version.t

Remove the egcs-c++-version.i386.rpm package to save space.

[root @eep] /# rpm-e egcs-c++
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e The rm command will remove al the source files we have used to compile and install PostgreSQL. It
will also remove the PostgreSQL compressed archive fromthe/ var / t np directory.

e Therpm - e command will remove the egcs-c++ package we installed to compile the PosgreSQL Serv-
er. Note that the egcs-c++ package is required only for compiling programs like PostgreSQL and can
be uninstalled safely after successful compilation of PostgreSQL.

Configuration files
EHDTE

All the configuration files required for each software described in this book has been provided
by us asagzipped file, f | oppy. t gz for your convenience. This can be downloaded from this
web address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any lo-
cation on your local machine, say for example/ t np, assuming you have done this your directo-
ry structure will be/ t mp/ f | oppy. Within this floppy directory each configuration file hasits
own directory for respective software. For example PostgreSQL configuration file are organi sed

likethis:
total 12
STWr--r-- 1 harrypotter harrypotter 58 Jun
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun
- TWK------ 1 harrypotter harrypotter 1504 Jun

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asit is.

To run PostgreSQL Database server, the following file is required and must be created or copied to the
appropriate directory on your server.

i. Copy the postgresqgl script filetothe/ et c/rc. d/init.d/ directory.

-

|;"1_ Tie

Li1

Y ou can obtain the configuration files listed below on our f | oppy. t gz archive. Copy the fol-
lowing filesfrom the decompressed f | oppy. t gz archiveto the appropriate places, or copy and
paste them directly from this book to the concerned file.

Configurethe/etc/rc.d/init.d/post-
gr esqgl script file

To start and stop PostgreSQL Server, createthepost gr esql scriptfile, touch/etc/rc.d/init. d/
post gr esql and add:
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#! [/ bin/sh

# postgresql This is the init script for starting up the Postgre
# server

# chkconfig: 345 85 15

# description: Starts and stops the PostgreSQL backend daenon t hat
# al | database requests.

# processnane: postmaster

# pidfile: /var/run/postnmaster.pid

#

F*

Source function library.
/etc/rc.d/init.d/functions

# Cet config.
/ et c/ sysconfi g/ net wor k

# Check that networking is up
# Pretty much need it for postmaster
[ ${NETWORKING} = "no" ] &% exit O

[ -f /usr/bin/postmaster ] || exit O

# This script is slightly unusual in that the name of the daemon (p
# is not the same as the name of the subsystem (postgresqgl)

# See how we were call ed.

case "$1" in

start)

echo -n "Checki ng postgresgl installation
# Check for the PGDATA structure

if [ -f /var/lib/pgsql/PG VERSION] & [ -d /var/lib/pgsql/basel/ten
t hen

# Check version of existing PGDATA

if [ "cat /var/lib/pgsqgl/PGVERSION !="'6.5" ]

t hen

echo "ol d version. Need to Upgrade.”

echo "See /usr/doc/postgresql-6.5.2/ READVE. rpm for nore information
exit 1

el se

echo "Il ooks good!"

f

# No existing PGDATA! Initdb it.

el se

echo "no database files found."

if [ ! -d /var/lib/pgsqgl ]

t hen

nkdir -p /var/lib/pgsql

chown postgres. postgres /var/lib/pgsq
f
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su -1 postgres -c '/usr/bin/initdb --pglib=/usr/lib/pgsqgl --pgdata=
f

# Check for postnaster already running..

pi d=" pi dof postnaster”

if [ $pid ]

t hen

echo "Postmaster already running.”

el se

#all systems go -- renobve any stale lock files

rm-f /tnmp/.s.PGSQL. * > /dev/nul

echo -n "Starting postgresgl service: "

su -1 postgres -c '/usr/bin/postmaster -i -S -Divar/lib/pgsql’
sleep 1

pi d=" pi dof postnaster”

if [ $pid ]

t hen

echo -n "postnmaster [$pid]"

touch /var/| ock/ subsys/ postgresq
echo $pid > /var/run/ postmaster. pid
echo

el se

echo "failed."

f

f

st op)

echo -n "Stoppi ng postgresgl service:
kill proc postnaster

sleep 2

rm-f /var/run/postmaster.pid

rm-f /var/| ock/subsys/ postgresq
echo

st at us)

status postnaster

restart)

$0 stop

$0 start

:

echo "Usage: postgresqgl {start|stop|status|restart}"”

exit 1
esac

exit O

Now, make this script executable and change its default permissions:

[root @eep] /# chmod 700 /etc/rc.d/init.d/postgresql
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Create the symbolic rc.d links for PostgreSQL with the command:
[ root @eep] /# chkconfig --add postgresql
Start your new PostgreSQL server manually with the following command:

[root @leep] /# /etc/rc.d/init.d/postgresqgl start

Checki ng postgresql installation: |ooks good!
Starting postgresql service: postnaster [22401]

Commands often used

The commands listed below are some that we use often, but many more exist. Check the man page for
more details and information. To define a new user in your database, run the createuser utility program:

[ root @eep] /# su postgres
[ postgres@leep /]9$ createuser

Enter nane of user to add ---> admin

Enter user's postgres ID or RETURN to use unix user ID 500 ->
Is user "adnin" allowed to create databases (y/n) y

I's user "admi n" a superuser? (y/n) y

createuser: adm n was successfully added

To remove auser in your database, run the destroyuser utility program:

[root @eep] /# su postgres
[ postgres@leep /]1$ destroyuser

Enter name of user to delete ---> adnin
destroyuser: delete of user adm n was successful.

To create a new database, run the createdb utility program:

[root @leep] /# su postgres
[ postgres@leep /]1$ createdb dbnane

dbname is the name of the database.

or with the Postgres terminal monitor program (psgl)
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[root @eep] /# su adm n
[adm n@leep /1% psql tenplatel

Wel cone to the POSTGRESQL interactive sql nonitor:

Pl ease read the file COPYRI GHT for copyright ternms of POSTGRESQL
[ PostgreSQ. 6.5.3 on i 686-pc-1inux-gnu, conpiled by egcs ]

type \? for help on slash commands

type \q to quit

type \g or ternminate with semnmicolon to execute query

You are currently connected to the database: tenplatel

tenmpl at el-> create database foo;
CREATEDB

|?"1 HOTE
L
Client connections can be restricted by | P address and/or user name viathe pg_hba. conf file
in PG_DATA.
Other useful Postgres terminal monitor program commands (psgl) are: To connect to the new database,
use the command:
tenmplatel-> \c foo
connecting to new database: foo
f oo- >

To create atable, use the command:

foo-> create table bar (i int4, c char(16));
CREATE
f oo- >

To inspect the new table, use the command:

foo-> \d bar
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foo->

Tabl e = bar

o m e e e e e e e e e me oo o m e e e e e e
| Field | Type |

o m e e e e e e e e e me oo o m e e e e e e
[ 1 | int4 |

| ¢ | char () |

o m e e e e e e e e e me oo o m e e e e e e

To drop atable, index, view, use the command:

foo-> drop table table_nane;
foo-> drop index index_nane;
foo-> drop view view _nane;

Toinsert into: once atableis created, it can be filled using the command.

foo-> insert into table name (nane_of attrl, name_of attr2, nane_
foo-> val ues (val uel, value2, value3);

Installed files

/etc/rc.d/init.d/postgresqdl /etcl/rc.d/rcO0. d/ Kl5post gresq

/etc/rc.d/rcl. d/ Kl5post gresql /etc/rc.d/rc2.d/ Kl5post gresq

/etcl/rc.d/rc3.d/ S85post gresql /etcl/rc.d/rc4. d/ S85post gresq

/etcl/rc.d/rch. d/ S85post gresql /etcl/rc.d/rc6. d/ Kl5post gresq

/ usr/ bi n/ post gres / usr/ bi n/ post nast er

[ usr/ bi n/ ecpg /usr/bin/pg_id

/usr/ bin/pg_version [ usr/ bin/psq

[ usr/ bi n/ pg_dunp [ usr/ bi n/ pg_dunpal

[ usr/ bi n/ pg_upgr ade [ usr/ bin/ pg_passwd

[ usr/ bin/cl eardbdir /usr/bin/createdb

[ usr/ bi n/createl ang / usr/ bi n/createuser

/ usr/ bi n/ destroydb [ usr/ bi n/ destroyl ang

/ usr/ bi n/ destroyuser /usr/bin/initdb

[ usr/ bi n/ vacuundb /fusr/bin/initlocation

/usr/bin/ipcclean /usr/include/lib

fusr/include/lib/dllist.h /usr/includel/ pgsq

/usr/includel/ pgsql /access /usr/include/ pgsql/access/attnum h

/usr/include/ pgsql / conmands [ usr/includel/ pgsql/
conmands/trigger.h

/usr/includel/ pgsql / execut or /usr/includel/ pgsql/executor/spi.h

/usr/include/ pgsql/libpq /usr/include/ pgsql/libpg/pgconm h

lusr/include/ pgsqgl/libpqg/libpg-fs.h/usr/include/pgsqgl/libpg++

/usr/includel/ pgsql/libpg++/ [usr/includel/ pgsql/libpg++/

pgconnection. h pgdat abase. h
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/usr/includel/ pgsql/libpg++/
pgtransdb. h

[usr/includel/ pgsql/libpg++/
pgl obj ect. h

[usr/include/ pgsql/port/Ilinux
/usr/include/ pgsql/utils/
geo_decls. h

/usr/include/ pgsql/utils/palloc.h
/usr/include/ pgsql/frgr.h
/usr/include/ pgsql/config.h
/usr/includel/ pgsql /postgres. h
/usr/includel/ pgsql/libpg-fe.h
/usr/include/ pgsql /ecpgerrno. h
/usr/includel/ pgsql /ecpgtype. h
/usr/include/ pgsql/libpg++. H
/fusr/lib/libpqg.so0.2.0
lusr/lib/libpg.so
/usr/lib/libecpg.so0.3.0.0
/usr/lib/libecpg.so
fusr/lib/libpg++.s0.3.0
fusr/lib/libpg++.so
lusr/lib/pgsqgl

lusr/libl/pgsql/

| ocal 1 _tenpl atel. bki . source
lusr/lib/pgsqgl/pg hba.conf.sanple
[ usr/ man/ manl/ cr eat edb. 1

/usr/ man/ manl/ destroydb. 1
/usr/ man/ manl/ ecpg. 1

/fusr/man/ manl/initlocation.1
/usr/ man/ manl/ pg_dunp. 1

/usr/ man/ manl/ pg_passwd. 1
/usr/ man/ manl/ postgres. 1

/usr/ man/ manl/ psql . 1

/usr/ man/ man3/1i bpqg. 3

[ usr/ man/ manl

/usr/ man/ manl / al ter _tabl e.
/usr/ man/ manl / begi n. |

/usr/ man/ manl / cl uster. |

[ usr/ man/ manl / copy. |

/usr/ man/ manl / cr eat e_dat abase.
/usr/ man/ manl / cr eat e_i ndex.
/usr/ man/ manl / creat e_operat or.
/usr/ man/ manl / cr eat e_sequence.
/usr/ man/ manl /create_trigger.
/usr/ man/ manl / cr eat e_user.
/usr/ man/ manl / create_vi ew. |

[ usr/ man/ manl / del et e. |

/usr/ man/ manl / dr op_aggr egat e.
/usr/ man/ manl / drop_functi on. |
/usr/ man/ manl / dr op_I| anguage.
/usr/ man/ manl / drop_rul e.

/usr/ man/ manl / drop_t abl e.
/usr/ man/ manl / dr op_t ype.

/usr/ man/ manl / drop_vi ew. |

[usr/includel/ pgsql/libpg++/
pgcur sordb. h
/usr/includel/ pgsql /port

/usr/include/ pgsqgl/utils
/usr/include/ pgsqgl/utils/elog.h

/usr/include/ pgsqgl/utils/nmxt.h
/usr/includel/ pgsql/os.h
/usr/includel/pgsql/c.h
/usr/include/ pgsql /postgres_ext.h
/usr/include/ pgsql/libpg-int.h
/usr/includel/ pgsql/ecpglib.h
/usr/includel/ pgsql/sqglca.h
fusr/lib/libpqg.a
/usr/lib/libpqg.so.2
lusr/lib/libecpg.a
/usr/lib/libecpg.so.3
fusr/lib/libpg++. a
fusr/lib/libpg++.s0.3
/usr/lib/plpgsqgl.so
lusr/lib/pgsqgl/global 1. bki.source
lusr/lib/pgsqgl/pg _geqgo.sanpl e

/usr/ man/ manl/cl eardbdir. 1
/usr/ man/ manl/ creat euser. 1
/usr/ man/ manl/ destroyuser. 1
[usr/ man/ manl/initdb. 1

/usr/ man/ manl/i pccl ean. 1
/usr/ man/ manl/ pg_dunpal | . 1
/usr/ man/ manl/ pg_upgr ade. 1
/usr/ man/ manl/ post master. 1
/usr/ man/ man3/ cat al ogs. 3

/ usr/ man/ man5/ pg_hba. conf . 5
/usr/ man/ manl / abort. |

/usr/ man/ manl / al t er _user.

[ usr/ man/ manl / cl ose. |
/usr/man/ manl / comm t. |

/usr/ man/ manl / cr eat e_aggr egat e.
/usr/ man/ manl / create_functi on.
/usr/ man/ manl / cr eat e_| anguage.
/usr/ man/ manl / create_rul e.
/usr/ man/ manl /create_tabl e. |
/usr/ man/ manl / creat e_t ype.
/usr/ man/ manl / creat e_versi on.
/usr/ man/ manl / decl are. |

[ usr/ man/ manl / dr op. |

/usr/ man/ manl / dr op_dat abase. |
/usr/ man/ manl / dr op_i ndex.
/usr/ man/ manl / dr op_operat or. |
/usr/ man/ manl / dr op_sequence.
/usr/ man/ manl /drop_trigger.|
/usr/ man/ manl / dr op_user.

[ usr/ man/ manl / end. |
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/usr/ man/ manl / expl ai n. | /usr/ man/ manl / f et ch.
/usr/ man/ manl / grant. | /usr/ man/ manl /i nsert.
/fusr/man/ manl /1isten.| [ usr/ man/ manl /| oad. |
[ usr/ man/ manl /| ock. | [ usr/ man/ manl / nove. |
/usr/ man/ manl /notify.| /usr/ man/ manl / r eset .
[ usr/ man/ manl / r evoke. | [ usr/ man/ manl / rol | back. |
/usr/ man/ manl / sel ect . | [usr/ man/ manl / set . |
[ usr/ man/ manl / show. | /usr/ man/ manl / sql . |
/usr/ man/ manl / updat e. | /usr/ man/ manl / vacuum |
/var/lib/pgsql /var/lib/pgsqgl/base
/var/lib/pgsqgl/basel/tenpl atel /var/lib/pgsqgl/basel/
tenpl at el/ pg_proc
/var/lib/pgsqgl/base/ /var/lib/pgsqgl/basel/
tenpl at el/ pg_type tenpl atel/ pg attribute
/var/lib/pgsqgl/base/ /var/lib/pgsqgl/basel/
tenpl at el/ pg_cl ass tenpl atel/ pg_inherits
/var/lib/pgsqgl/base/ /var/lib/pgsqgl/basel/
tenpl at el/ pg_i ndex tenpl atel/ pg _statistic
/var/lib/pgsqgl/base/ /var/lib/pgsqgl/basel/
t enpl at el/ pg_oper at or tenpl at el/ pg_opcl ass

/var/lib/pgsqgl/basel/tenpl atel/ pg_anivar/li b/ pgsql/base/
tenpl at el/ pg_anop

/var/lib/pgsqgl/basel/ /var/lib/pgsqgl/basel/

tenpl at el/ pg_anproc tenpl at el/ pg_| anguage
/var/lib/pgsqgl/basel/ /var/lib/pgsqgl/basel/

tenpl at el/ pg_aggr egat e tenpl atel/ pg_i pl
/var/lib/pgsqgl/basel/ /var/lib/pgsqgl/basel/

tenpl at el/ pg_i nheritproc tenplatel/pg rewite
/var/lib/pgsqgl/basel/ /var/lib/pgsqgl/basel/

tenpl atel/ pg_li stener tenpl at el/ pg_descri ption
/var/lib/pgsqgl/basel/ /var/lib/pgsqgl/basel/

tem tem

platel/pg attribute relid attnam.indeatel/ pg_attribute relid _attnum.i ndex
/var/lib/pgsqgl/basel/ /var/lib/pgsqgl/basel/

tem tenpl at el/ pg_proc_oi d_i ndex
platel/pg attribute attrelid_index

/var/lib/pgsqgl/basel/ /var/lib/pgsqgl/basel/

tem tenpl at el/ pg_proc_prosrc_i ndex

pl at el/ pg_proc_pronane_narg_type_i ndex

/var/lib/pgsqgl/base/ /var/lib/pgsqgl/basel/

tenpl at el/ pg_type_oi d_i ndex tenpl at el/ pg_type_typnane_i ndex
/var/lib/pgsqgl/base/ /var/lib/pgsqgl/basel/

tenpl at el/ pg_cl ass_oi d_i ndex tenpl at el/ pg_cl ass_rel nane_i ndex
/var/lib/pgsqgl/base/ /var/lib/pgsqgl/basel/

tenpl at el/ pg_attrdef tenpl atel/ pg_attrdef adrelid_index
/var/lib/pgsqgl/base/ /var/lib/pgsqgl/basel/

tenpl at el/ pg_rel check tenpl atel/ pg _rel check _rcrelid_index
/var/lib/pgsqgl/basel/ /var/lib/pgsqgl/basel/

tenpl atel/ pg_trigger tenpl atel/ pg trigger _tgrelid_ index
/var/lib/pgsqgl/basel/ /var/lib/pgsqgl/basel/

tem t enpl at el/ PG_VERSI ON

pl at el/ pg_descri ption_obj oi d_i ndex

/var/lib/pgsqgl/base/ /var/lib/pgsqgl/basel/

tenpl at el/ pg_user tenpl atel/ pg_rul es
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/var/lib/pgsqgl/base/

tenpl at el/ pg_vi ews
/var/lib/pgsqgl/base/

tenpl at el/ pg_i ndexes
/var/lib/pgsqgl/pg _dat abase
/var/lib/pgsqgl/pg_group
/var/lib/pgsqgl / PG VERSI ON
/var/lib/pgsqgl/pg _geqgo. sanpl e

/var/lib/pgsqgl/base/
tenpl at el/ pg_tabl es
/var/lib/pgsqgl/pg variable

/var/lib/pgsqgl/pg _shadow
/var/lib/pgsqgl/pg_|og
/var/lib/pgsqgl/pg_hba. conf
/var/lib/pgsqgl/pg_pwd
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Chapter 28. Software -Server/Proxy
Network

Proxy-servers, with their capability to save bandwidth, improve security, and increase web-surfing speed
are becoming more popular than ever. At thistime only afew proxy-server programs are available. These
proxy-servers have two main drawbacks:

They are commercial.
They don't support ICP, ICP is used to exchange hints about the existence of URLsin neighbor caches.
Squid isthe best choice for a proxy-cache server since it is robust, free, and can use | CP features.

Derived from the cached software from the ARPA-funded Harvest research project, developed at the
National Laboratory for Applied Network Research and funded by the National Science Foundation, Squid
offers high-performance caching of web clients, and also supports FTP, Gopher, and HTTP data objects.
It stores hot objectsin RAM, maintains arobust database of objects on disk, has a complex access control
mechanism, and supports the SSL protocol for proxying secure connections. In addition, it can be hierar-
chically linked to other Squid-based proxy servers for streamlined caching of pages.

Linux Squid Proxy Server

In our compilation and configuration we'll configure Squid to run as an httpd-accelerator to get more
performance out of our web server. In accelerator mode, the Squid server acts as areverse proxy cache: it
accepts client requests, serves them out of cache, if possible, or requests them from the original server for
which it isthe reverse proxy. Also we'll show you how to configure Squid as a proxy-caching server to be
abletolet al usersin your corporate network use Squid to access the Internet.

These installation instructions assume

» Commands are Unix-compatible.

» Thesource pathis/ var/t np, other paths are possible.

* Installations were tested on Red Hat Linux 6.1 and 6.2.

» All stepsin theinstallation will happen in super-user account r oot .
 Squid version number is 2.3.STABLE2

These are Package(s) and are available here:

Squid Homepage: http://www.squid-cache.org/
Squid FTP Site: 204.144.128.89
Y ou must be sure to download: squid-2.3.STABLE2-src.tar.gz

Before you decompress tarballs, it is a good idea to make a list of files on the system before you install
Squid, and one afterwards, and then compare them using diff to find out what file it placed where. Simply
runfind /* > Squi d1 beforeand find / * > Squi d2 after you install the software, and use diff
Squi d1 Squi d2 > Squi d- I nst al | ed to get alist of what changed.

To Compile, you need to decompressthetarball, t ar . gz. :

[root @eep] /# cp squid-version. STABLEz-src.tar.gz /var/tnp
[root @eep] /# cd /var/tnp
[root @eep ]/tnmp# tar xzpf squid-version. STABLEz-src.tar.gz
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Configure and Optimize

Squid Proxy Server can't run as super-user root, and for this reason we must create a special user with no
shell for running Squid Proxy Server.

[root @eep] /# useradd -d /cache/ -r -s /dev/null squid >/dev/nul
[ root @eep] /# nkdir /cache/
[root @eep] /# chown -R squid.squid /cache/

First of al, we add the user squi d tothe/ et ¢/ passwd file. Then, we create the/ cache directory if
thisdirectory doesn't exist, we repeat only if it doesn't exist. Finally, we change the owner of the directory
cache to betheuser squi d.

F Tie

Usually we don't need to perform the command, mkdir / cache/ , because we have already
created this directory when we partitioned our hard drive during the installation of Linux. If this
partition doesn't exist, you must execute this command to create the directory.

1. Move into the new Squid directory and type the following commands on your terminal: Edit the
Makef il e.infile vi+18i cons/ Makefi | e. i n and changetheline:

DEFAULT | CON DI R $(sysconfdir)/icons

To read:

DEFAULT | CON_DI R

$(1ibexecdir)/icons

2. We change the variable, sysconf di r to bel i bexecdi r. With this modification, the i cons
directory of Squid will be located under the/ usr /| i b/ squi d directory.

a EdittheMakefil e.infile vi +34src/ Makefil e. i n and changethelines:

DEFAULT _CACHE LOG $(1 ocal statedir)/Iogs/cache. | o
To read:

DEFAULT_CACHE_LOG

$(l ocal statedir)/I og/squid/ cacl

DEFAULT _ACCESS LOG = $(localstatedir)/logs/access.| o
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To read:
DEFAULT_ACCESS LOG = $(local statedir)/l og/squid/acce:
DEFAULT_STORE_LOG = $(localstatedir)/logs/store.log
To read:
DEFAULT_STORE_LOG = $(localstatedir)/l og/squid/store.
DEFAULT_PID FILE = $(localstatedir)/logs/squid.pid
To read:
DEFAULT_PID FILE = $(local statedir)/run/squid.pid
DEFAULT_SWAP_DIR = $(local statedir)/cache
To read:
DEFAULT SWAP DIR = /cache
DEFAULT_ICON.DIR = $(sysconfdir)/icons
To read:

DEFAULT_I CON_DI R $(1ibexecdir)/icons

We change the default location of cache. | og, access. | og, andst ore. | og filesto be
located under / var / | og/ squi d directory. Then, we put the pid file of Squid under / var /
r un directory, and finally, locate the i cons directory of Squid under / usr/|i b/ squi d/
i cons withthevariablel i bexecdi r above.
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Improve performance Using GNU malloc library

If you're suffering from memory limitations on your system, the cache performance of Squid will be &f -
fected. To reduce this problem, you can link Squid with an external malloc library such as GNU malloc.
To make Squid use GNU malloc as an external library, follows these simple steps:

These are the Package(s) required:

GNU malloc Homepage: http://www.gnu.org/order/ftp.html
Y ou must be sure to download: malloc.tar.gz

[root @eep] /# cp malloc.tar.gz /var/tnp
[root @eep] /# cd /var/tnp
[root @eep ]/tnmp# tar xzpf malloc.tar.gz

1. Compileandinstall GNU malloc on your system by executing the following commands:

[root @eep ]/tnmp# cd mall oc
[root @eep ]/ mall oc# export CC=egcs
[root @eep ]/ mall oc# make

2. Copy the I'ibmall oc.a file to your system library directory and be sure to name it
i bgnunal | oc. a

[root @eep ]/ malloc# cp libmalloc.a /usr/lib/libgnunmalloc.a
3. Copythenal | oc. h fileto your system'sinclude directory and be sureto nameit gnural | oc. h
[root @eep ]/ mall oc# cp malloc. h /usr/include/ gnunal | oc. h

With thefiles| i bgnumal | oc. a and gnunal | oc. h installed on your system, Squid will detect
them automatically during its compile time, and will use them to improve its cache performance.

Compile and Optimize

Return into the new Squid directory and type the following commands on your terminal :

CC="egcs" \

CFLAGS="- -funroll-1oops -ffast-math -malign-doubl e -ncpu=pent
./configure \

--prefix=/usr \

--exec-prefix=/usr \

--bindir=/usr/sbin\

--libexecdir=/usr/libl/squid\

--local statedir=/var \
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--sysconfdir=/etc/squid \
- -enabl e- del ay- pool s \

- -enabl e- cache-di gests \
--enabl e-pol | \

--di sabl e-i dent - | ookups \
--enabl e-truncate \

- - enabl e- heap-repl acenent

Thistells Squid to set itself up for this particular hardware setup with these options:

Use the delay pools feature of Squid to limit and control bandwidth usage for users.
Use Cache Digests to improve client response time and network utilization.
Enable poll() instead of select() sinceits preferred over select.

Disable ident-lookups to remove code that performs Ident, RFC 931, lookups and reduce possible
denial-of-service.

Enable truncate to glean some performance improvements when removing cached files.
Use the heap-replacement feature of Squid to have the choice of various cache replacement algorithms,

instead of the standard LRU algorithm for better performance. See below for a more detailed explana
tion.

Now, we must compile and install Squid on the server:

. STABLE2# make -f rmakefile

. STABLE2# make i nstal

. STABLE2# nkdir -p /var/log/squid

. STABLE2# rm -rf /var/| ogs/

. STABLE2# chown squi d. squid /var/| og/squid/
. STABLE2# chnod 750 /var/ | og/ squi d/

. STABLE2# chnod 750 /cache/

. STABLE2# rm -f /usr/sbin/ RunCache

. STABLE2# rm -f /usr/sbin/RunAcce

. STABLE2# strip /usr/shin/squid

. STABLE2# strip /usr/sbhin/client

. STABLE2# strip /usr/lib/squid/ dnsserver

. STABLE2# strip /usr/lib/squid/ unlinkd

. STABLE2# strip /usr/lib/squid/cachengr.cg

[ root @eep ]/squid-
[ root @eep ]/squid-
[ root @eep ]/squid-
[ root @eep ]/squid-
[ root @eep ]/squid-
[ root @eep ]/squid-
[ root @eep ]/squid-
[ root @eep ]/squid-
[ root @eep ]/squid-
[ root @eep ]/squid-
[ root @eep ]/squid-
[ root @eep ]/squid-
[ root @eep ]/squid-

2
2
2
2
2
2
2.
2.
2
2
2
2
2
[ root @eep ]/squid-2

WWWWWWwwWwwWwwwwwww

The make -f command will compile all source files into executable binaries
The make install will install the binaries and any supporting filesinto the appropriate locations.
The mkdir command will create a new directory named squi d under / var /| og.

The rm -rf command will remove the/ var /| ogs directory since this directory has been created to
handle the log files related to Squid that we have moved to the/ var / | og/ squi d location.

The chown will change the owner of / var / | og/ squi d to be the user squid
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e The chmod command will make the mode of squi d and cache directories; 0750/ dr wxr - x- - -,
for security reasons.

Take note that we remove the small scripts named RunCache and RunAccel which start Squid in either
caching mode or accelerator mode, since we use a better script named squi d located under the / et c/
rc.d/init.d/ directory that takes advantage of Linux syst em V. The strip command will reduce
the size of binaries for optimum performance.

Please do cleanup later:

[root @eep] /# cd /var/tnp
[root @eep J/tnmp# rm-rf squid-version/ squid-version. STABLEz-src
[root @eep J/tmp# rm-rf malloc/ malloc.tar.gz (if you used the C

The rm command will remove al the source files we have used to compile and install Squid and GNU
malloc. It will also remove the Squid and GNU malloc compressed archivefromthe/ var / t np directory.

Configurations
EHDTE

All the configuration files required for each software described in this book has been provided
by us as agzipped file, f | oppy. t gz for your convenience. This can be downloaded from this
web address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any lo-
cation on your local machine, say for example/ t np, assuming you have donethisyour directory
structurewill be/ t mp/ f 1 oppy. Within thisfloppy directory each configuration file hasitsown
directory for respective software. For example Squid configuration file are organised like this:

total 20

STWr--f-- 1 harrypotter harrypotter 428 Jun
dr wxr - xr - x 2 harrypotter harrypotter 4096 Jun
dr wxr - xr - x 2 harrypotter harrypotter 4096 Jun
STWr--f-- 1 harrypotter harrypotter 461 Jun
- FWX----- - 1 harrypotter harrypotter 319 Jun

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asit is.

TorunSquidserverinht t pd- accel er at or mode, thefollowing filesare required and must be created
or copied to the appropriate directories on your server.

i. Copythesqui d. conf fileinthe/ et ¢/ squi d/ directory.
ii. Copy thesqui d script fileinthe/ etc/rc. d/init.d/ directory.

iii.Copy thesqui d fileinthe/ et ¢/ | ogr ot at e. d/ directory.
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To run Squid server in pr oxy- cachi ng mode, the following files are required and must be created or
copied to the appropriate directories on your server.

i. Copythesqui d. conf fileinthe/ et ¢/ squi d/ directory.
ii. Copy thesqui d script fileinthe/ etc/rc. d/init.d/ directory.

iii.Copy thesqui d fileinthe/ et ¢/ | ogr ot at e. d/ directory.

-

|;i"|_ Tie

ki1

Y ou can obtain the configuration files listed below on our f | oppy. t gz archive. Copy thefol-
lowing filesfrom the decompressed f | oppy. t gz archiveto the appropriate places, or copy and
paste them directly from this book to the concerned file.

Configure the / et ¢/ squi d/ squi d. conf file -
In htt pd- accel erat or node

Thesqui d. conf fileisused to set and configure all the different options for your Squid proxy server.
In the configuration file below, we'll configurethe/ et ¢/ squi d/ squi d. conf filetobeinhtt pd-

accel er at or mode. In this acceleration mode, if the Web Server runs on the same server where Squid
isinstalled, you must set its daemon to run on port 81. With the Apache web server, you can do it by
assigningthelinePort 80toPort 81linitshtt pd. conf file. If theWeb Server runson other servers
in your network like we do, you can keep the same port number (80) for Apache, since Squid will bind on
adifferent IP number where port (80) is not already in use.

T Cliant
INTERNET
SIS Cliant
Squid Proxy Server run in
hitpd-accelerator mode
an this server Iil
S Cliant
E Apache Web Sarver
WA CpERNa.com
208 164.188.3 El .
SIS Cliant

Editthesqui d. conf file,vi/etc/squid/squid.conf andadd/change the following options:

http_port 80

icp_port O

acl QUERY url path_regex cgi-bin \?
no_cache deny QUERY

cache_mem 16 MB
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cache_dir

ufs /cache 200 16 256

emul ate_httpd_| og on
redirect _rewrites_host header off
repl acenent _policy GDSF

acl

src 0.0.0.0/0.0.0.0

http_access all ow all

cache_ngr adm n@penna. com
cache_effective_user squid
cache_effective_group squid

htt pd_accel _host 208.164.186. 3
htt pd_accel _port 80

| og_icp_queries off

cachengr _passwd ny-secret-pass al
buf fered_| ogs on

Thistellsthesqui d. conf fileto set itself up for this particular configuration setup with:

http_port 80

icp_port O

acl QUERY
url pat h_regex cgi-bin
\? and no_cache deny
QUERY

cache_mem 16 MB

cache _dir ufs /cache

200 16 256

emul ate_httpd | og on

Theoptionht t p_port specifies the port number where Squid will
listen for HTTP client requests. If you set this option to port 80, the
client will have the illusion of being connected to the Apache Web
Server. Since we are running Squid in accelerator mode, we must lis-
ten on port 80.

The option i cp_port specifies the port number where Squid will
sends and receive | CP requests from neighboring caches. We must set
the value of this option to 0 to disable it, since we are configuring
Squid to bein accel erator modefor the Web Server. The ICPfeatureis
needed only in amulti-level cache environment with multiple siblings
and parent caches. Using ICP in an accelerator mode configuration
would add unwanted overhead to Squid.

Theoptionsacl QUERY url path_regex cgi-bin \? and
no_cache deny QUERY are used to force certain objects to nev-
er be cached, like files under cgi - bi n directory. Thisis a security
feature.

Theoptioncache_memspecifiestheamount of memory; RAM, tobe
used for caching the so called: In-Transit objects, Hot Objects, Neg-
ative-Cached objects. This is an optimization feature. It's important
to note that Squid can uses much more memory than the value you
specify in this parameter, and for this reason if you have 48 MB free
for Squid, you must put 48/3 = 16 MB here.

Theoptioncache_di r specifiesinthisorder: which kind of storage
systemto use; ufs, thename of the cachedirectory;/ cache for Squid,
the disk space in megabytes to use under this directory 200 Mbytes,
the number of first-level subdirectories to be created under the cache
directory; 16 Level-1, and the number of second-level subdirectories
to be created under each first-level cache directory; 256 Level-2. In
accelerator mode, thisoption isdirectly related to the size and number
of filesthat you want to serve with your Apache web server.

The option enul ate_htt pd | og, if set to ON, specifies that
Squid should emulate the log file format of the Apache web server.
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Thisisvery useful if you want to use a third party program like We-
balizer to analyze the Web Server ht t pd log file.

redirect _rewites_host he&heeoption redirect rewites_host header, if set to

of f

repl acenent _policy
GDSF

acl al | src
0.0.0.0/0.0.0.0 and
http_access all ow all

cache_ngr adnin

cache_effective_user
squid and
cache_effective_group
squid

htt pd_accel _host
208. 164. 186. 3 and
httpd_accel port 80

| og_icp_queries off

cachengr _passwd ny-
secret-pass all

OFF, tells Squid to not rewrites any Host: header in redirected re-
quests. It's recommended to set this option to OFF if you are running
Squid in accelerator mode.

The option r epl acenment _pol i cy specifies the cache policy
Squid will use to determine which objects in the cache must be re-
placed when the proxy need to make disk space. The Squid LRU
policy is used by default if you have not specified the - - en-
abl e- heap-r epl acenent option during compile time. In our
configuration, we choose the GDSF -Greedy-Dual Sze Frequen-
cy policy as our default policy. See http://www.hpl.hp.com/techre-
ports/1999/HPL-1999-69.html and http://fog.hpl.external .hp.com/
techreports/98/HPL -98-173.html for more information.

The options acl and htt p_access specify and define an access
control list to be applied on the proxy server Squid. Our acl and
ht t p_access optionsarenot restricted, and allow every oneto con-
nect on the proxy server since we use this proxy to accelerate the pub-
lic Apache Web Server. See your Squid documentation for more in-
formation when using Squid in non-accel erator mode.

Theoptioncache_ngr specify the email-address of the administra-
tor responsible for the Squid proxy server. This person isthe one who
will receive mail if Squid encounter problems. You can specify the
name or the complete email address in this option.

The options cache_effective_user and
cache_effective_group specify the UID/GID that the cache
will run on. Don't forget to never run Squid asr oot . In our configu-
ration we use the UID squi d and the GID squi d.

The options httpd_accel _host and httpd_accel port

specify to Squid the IP address and port number wherethe real HTTP
Server i.e. Apacheis. In our configuration, thereal HTTP Web Server
isonthe P address208. 164. 186. 3, ww. openna. comand on
port (80). wmw. openna. comis another host name on our network,
and since the Squid Proxy Server doesn't reside on the same host of
Apache HTTP Web Server, we can use port (80) for our Squid Proxy
Server, and port (80) for our Apache Web Server, and theillusion is
perfect.

The option | og_i cp_queri es specifiesif you want ICP; ICP is
used to exchange hints about the exi stence of URLsin neighbor caches
gueriesto be logged to theaccess. | og file or not. Since we don't
use the ICP feature in Squid accelerator mode, we can safely set this
option to OFF.

The option cachengr _passwd specifies a password that will be
required for accessing the operations of the cachengr. cgi pro-
gram utility. This CGI utility program is designed to run through a
web interface and outputs stati stics about the Squid configuration and
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performance. Theny- secr et - pass isthe password that you have
chosen, and the keyword al | specifies to set this password to be
the same for all actions you can perform with this program. See The
cachemgr.cgi program utility of Squid, below in this chapter for more
information.

buffered | ogs on Theoptionbuf f er ed_I ogs, if turned ON, can speed up thewriting
of somelog files slightly. Thisis an optimization feature.

Configure of the / et ¢/ squi d/ squi d. conf file
-/proxy-caching mode

With some minor modification to the squi d. conf file we have defined aboveto runin ht t pd- ac-
cel er at or mode, we can run Squid as a proxy-caching server. With a proxy cache server, al users
in your corporate network use Squid to access the Internet. With this configuration, you can have com-
plete control, and apply specia policies on what can be viewed, accessed, and downloaded. Y ou can also
control bandwidth usage, connection time, and so on. A proxy cache server can be configured to run as
stand-alone server for your corporation, or to use and share caches hierarchically with other proxy servers
around the Internet.

Proxy Server varifias if
the decumeants exist on
its cache bafore requesting
192 1681 0424 documents from the remote
sarver over the Intamet

Squid Proxy Servar
—

INTERNET

Tha local cache for
all Web browsar cliants
on the proxy Server

Internal Web browser
clients requests documents
from the Proxy Server

With the first example bel ow we show you how to configure Squid as a stand-al one server, and then speak
a little bit about a cache hierarchy configuration, where two or more proxy-cache servers cooperate by
serving documentsto each other. Edit thesqui d. conf file vi/ et ¢/ squi d/ squi d. conf and add/
change the following options for proxy cache that run as a stand-alone server:

http_port 8080

icp_port O

acl QUERY url path_regex cgi-bin \?
no_cache deny QUERY

cache_mem 16 MB
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ufs /cache 200 16 256
of f

cache_dir
redirect _rewrites_host header
repl acenent _policy GDSF

acl | ocal net src 192.168. 1.0/ 255. 255.255.0

acl | ocal host src 127.0.0. 1/ 255. 255. 255. 255

acl Safe_ports port 80 443 210 119 70 21 1025-65535
acl CONNECT et hod CONNECT

acl all src 0.0.0.0/0.0.0.0

al | ow | ocal net
al | ow | ocal host
deny ! Safe_ports
htt p_access deny CONNECT

htt p_access deny al
cache_ngr adm n@penna. com
cache_effective_user squid
cache_effective_group squid
| og_icp_queries off

cachengr _passwd ny-secret-pass al
buf fered_| ogs on

http_access
http_access
http_access

Thebig differencewiththeht t pd- accel | er at or mode configuration isthe use of access control lists
(ACL). Thisfeature alows you to restrict access based on source | P address (src), destination | P address
(dst), source domain, destination domain, time, and so on. Many types exist with this feature, and you
should consult the Squi d. conf filefor acompletelist. The four most used types are as follows:;

acl name type data

acl some-name src a.b.c.d/ef.g.h # ACL restrict access based on source | P address

acl some-namedst a.b.c.d/e.f.g.h # ACL restrict access based on destination | P address
acl some-name srcdomain foo.com # ACL restrict access based on source domain

acl some-name dstdomain foo.com # ACL restrict access based on destination domain

Asan example, to restrict accessto your Squid proxy server to only your internal clients, and to a specific
range of designated ports, something like the following will make the job:

acl
acl
acl
acl
acl

http_access
http_access
http_access
http_access
http_access

| ocal net src 192.168. 1. 0/ 255. 255. 255.0

| ocal host src 127.0.0. 1/ 255. 255. 255. 255
Safe_ports port 80 443 210 119 70 21 1025-65535
CONNECT et hod CONNECT

all src 0.0.0.0/0.0.0.0

al |l ow | ocal net

al | ow | ocal host

deny ! Safe_ports

deny CONNECT

deny al

This acl configuration will allow all internal clients from the private class C 192.168.1.0 to access the
proxy server; it's also recommended that you allow the localhost | P (aspecial |P address used by your own
server) to access the proxy. After we choose arange of ports (80=http, 443=https, 210=wais, 119=nntp,
70=gopher, and 21=ftp) which our internal clients can use to access the Internet, we deny the CONNECT
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method to prevent outside peoplefrom trying to connect to the proxy server, and finally, we deny all source
| P address and ports on the proxy server.

Multi-level Web Caching

The second method of proxy cache is the so-called Multi-level Web Caching where you choose
to share and cooperate with more proxy-cache servers on the Internet. With this method,
your organization uses the cache of many others proxy cache servers, and to compensate,
the other cache server can use yours. It's important to note that in this situation, the proxy
cache can play two different roles in the hierarchy. It can be configured to be a sibling
cache, and be able to only serve documents it already has, or it can be configured as a par-
ent cache, and be able to get documents from another cache or from the source directly.

Sarve only documents it already has

Gat decuments from ancother gdche

'\\‘ni\fram the source directly

Parent Cache

Sarver only documeanis it already has

Our Squid Proxy Server

Server only documents it already has Serve only Hocuments it already

Parant Gache

Gat documents fraom another cache
or from the source directly

™~

|:l~_ TiF

L0

A good strategy to avoid generating more network traffic than without web caching isto choose
to have several sibling caches and only a small number of parent caches.
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Configurethe/etc/rc.d/init.d/squid
script file -/all configurations

Configure your /etc/rc. d/init.d/squid script file to start and stop the Squid Internet Object
Cache. This script has been modified to setup swap cachefor Squidin/ cache instead of / var / spool /
squi d. Createthe squi d script file, touch/ et ¢/ rc. d/init.d/ squi d and add:

#1/ bi n/ bash

# squid This shell script takes care of starting and stopping

# Squid Internet Object Cache

#

# chkconfig: - 90 25

# description: Squid - Internet Object Cache. Internet object cach
# a way to store requested Internet objects (i.e., data avail able
# via the HITP, FTP, and gopher protocols) on a systemcloser tot
# requesting site than to the source. Web browsers can then use the
# local Squid cache as a proxy HITP server, reducing access tine as
# well as bandw dth consunpti on.

# pidfile: /var/run/squid.pid

# config: /etc/squid/ squid.conf

PATH=/ usr/ bi n:/ sbin:/bin:/usr/sbin
export PATH

# Source function library.
/etc/rc.d/init.d/functions

# Source networking configuration.
/ et c/ sysconfi g/ net wor k

# Check that networking is up.

[ ${NETWORKING} = "no" ] &% exit O

# check if the squid conf file is present
[ -f /etc/squid/squid.conf ] || exit O
# determne the nane of the squid binary
[ -f /usr/sbin/squid ] && SQUI D=squid

[ -z "$SQUID" ] && exit O

# determ ne which one is the cache_swap directory
CACHE_SWAP="sed -e 's/#.*//g" [/etc/squid/squid.conf | \
grep cache_dir | sed -e '"s/cache_dir//" | \

cut -d " "' -f 2

[ -z "$CACHE_SWAP"* ] && CACHE SWAP=/cache

# default squid options

# -D disables initial dns checks. If you nost likely will not to ha
# i nternet connection when you start squid, unconmment this

#SQUI D_OPTS="-D"
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RETVAL=0

case "$1" in

start)

echo -n "Starting $SQU D

for adir in $CACHE SWAP; do

if [ ! -d $adir/00 ]; then

echo -n "init_cache dir $adir...
$SQUID -z -F 2>/ dev/null

f

done

$SQUI D $SQUI D_OPTS &

RETVAL=%$?

echo $SQUI D

[ SRETVAL -eq 0 ] && touch /var/l ock/subsys/ $SQUI D

st op)

echo -n "Stopping $SQUI D
$SQUI D -k shutdown &
RETVAL=$?

if [ $SRETVAL -eq 0] ; then
rm-f /var/l ock/subsys/ $SQU D
while : ; do

[ -f /var/run/squid.pid ] || break
sleep 2 & echo -n "."

done

echo "done"

el se

echo

f

r el oad)
$SQUI D $SQUI D_OPTS -k reconfigure
exit $?

restart)
$0 stop
$0 start

st at us)

status $SQUI D
$SQUI D -k check
exit $?

pr obe)
exit O;

*)

echo "Usage: $0 {start|stop|status|reload|restart}"”
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exit 1
esac

exit $RETVAL
Now, make this script executable and change its default permissions:
[root @eep /]# chmod 700 /etc/rc.d/init.d/squid
Create the symbolic rc.d links for Squid with the command:
[root @eep /]# chkconfig --add squid

By default the squid script will not automatically start the proxy server on Red Hat Linux when you reboot
the server. Y ou can change it's default by executing the following command:

[root @eep /]# chkconfig --1evel 345 squid on
Start your new Squid Proxy Server manually with the following command:

[root @eep /]# /etc/rc.d/init.d/squid start

Starting squid: init_cache_dir ufs... squid

Configurethe /et c/ | ogrot at e. d/ squi d file

Configure your / et c/ | ogr ot at e. d/ squi d file to rotate your log files automatically each week.
Createthe squi d file, touch / et c/ | ogr ot at e. d/ squi d and add:

/var/ | og/squid/ access. | og {
weekl y

rotate 5

copytruncat e

conpr ess

notifenmpty

m ssi ngok

}

/var /| og/squid/ cache.log {
weekl y

rotate 5

copytruncat e
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conpr ess
notifempty
m ssi ngok

}

/var/log/squid/store.log {

weekl y

rotate 5

copytruncate

conpr ess

notifempty

m ssi ngok

# This script asks squid to rotate its logs on its own.
# Restarting squid is a long process and it is not worth
# doing it just to rotate |ogs

postrotate

fusr/sbin/squid -k rotate

endscri pt

}

Securing and Immunize Squid

By having more control on mounting the cache directory of Squid, if you have created the cache directory
of Squid in a separate partition of your Linux systemi.e. / cache, like we have done during the install
setup, then you can usethenoexec, nodev, and nosui d featuresto improve and consolidate the cache
security. These features can be set up inthe/ et ¢/ f st ab file to tell the system to not allow execution
of any binaries; noexec to not interpret character or block specia devices; nodev and to not allow set-
user-identifier or set-group-identifier bitsto take effect, nosui d on the mounted file system / cache in
our example. Applying this procedure on the partition where the Squid Cache resideswill helpto eliminate
the possibility of DEV, SUI Y SA D, and execution of any binaries.

Asan example, assuming/ dev/ sda8 isthe partition in the system wherethe/ cache directory of Squid
lives, you must edit the fstab file, vi / et ¢/ f st ab and changethelinerelated to/ dev/ sda8:
/dev/sda8 /cache ext2 defaults 12
To read:
/ dev/ sda8 / cache ext 2 noexec, nodev, nosuid 1 2
Dont you forget to reboot your system for the changes to take effect.
You should immunize important configuration file like squi d. conf . As we aready know, the im-

mutabl e bit can be used to prevent deletion, overwriting, or creation of asymbolic link to afile. Once your
squi d. conf file hasbeen configured, it's agood idea to immunize it with the following command:

[root @eep /]# chattr +i [/etc/squid/squid.conf
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Optimizing Squid

Theat i me and noat i ne attributes can be used to get ameasurable performance gain in the Squid cache
directory. See General System Optimization in this book, for more information on the subject.

The most important resource for Squid is physical memory. Y our processor does not need to be ultra-fast.
Y our disk system will be the major bottleneck, so fast disks areimportant for high-volume caches. Do not
use IDE disksif you can help it.

The cachemgr.cgi

The cachemgr.cgi utility program, which is available by default when you compile and install Squid into
your system, is designed to run through aweb interface, and outputs various statistics about Squid config-
uration and performance. This program islocated under the/ usr /| i b/ squi d directory, and you must
put it in your cgi - bi n directory (eg, /home/httpd/cgi-bin) to be able to use it. Follow the simple steps
below to use this program.

1. Movethe cachemgr.cgi program to your cgi - bi n directory:
[root @eep /]# nv Jusr/lib/squid/ cachengr.cgi /hone/httrg

| assumeyour cgi - bi n directory islocated under / horre/ ht t pd/ cgi - bi n, other paths are pos-
sible. Also, this cgi-bin will exist only if you've installed the Apache Web Server on your system.

2. Once you've put the cachemgr.cgi program in your cgi - bi n directory, you can point your web
browser to thefollowing addressht t p: / / ny- web- server/ cgi - bi n/ cachengr. cgi tobe
able to use the various features of this program. The ny- web- ser ver is the address where your
Apache web server lives, and cachemgr.cgi is the utility program we have just placed in our cgi -
bi n directory to display information and the configuration of our Squid Linux server.
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If you have configured the squi d. conf file to use password authentication for cachemgr .cgi, you'll
be asked to enter the Cache Host, Cache Port, Manager name, and Password information before you are
able to access the cachemgr.cgi program. See the configuration of the /etc/squid/squid.conf file above for

more information.

424



Software -Server/Proxy Network

1% D b il alhane | e - Halncagan

Ee ER i Qo [ommunicstor fHvp

i Bochmaks & Locoon [hep 132 1681 Lieg bin'zachorg op Thosientabool port SE0ML,_namscqadpa et

[ ]
Pl

ITHacation

conien_ingeaeg) dtats
IP Cacke Srats and Closberts

Cache Manager menn for localhost:

Calfback Diaty Bagitry Conberts
Memors

Shect Diowen e Sepaid Process

Gereral Fonbirs [=formiation

Bl Lache Lot
In-Mersery anad [a-Tranes O

Pracess Fledesenpber Adocahon

gk

Cibjects weth Swapeut ffes op

£

Traffic and Berouce Courfer
tror Srlechon Alasrthme
Cazhe rq.t-'.l ard IO Baek

Berveraside pefwoek read() nime bestograms

]

& e Awernge of Covspiess

E0 MEnne Average of Comnters

Cazhe Thizssen

Full Histosmam Coeands
ke
Srore Thpeat

Store Derectosy Staty
shomeCheckCachablal) SHake
FPepsistent Conrechon [Fahrah

Fitdis el L LS

E-ude Aehive Seque ity

Renmen Fenwardes Sratishics

o Histopgams

-

I s ST e R I

Once you have been authenticated by the server, you'll see in your web browser interface the Cache Man-
ager menu where you can examine and analyze the different options related to your Squid Proxy server.

Netscape Proxies Configuration

If you decide to use Squid as proxy-caching server, and allow all usersin your corporate network to use
Squid to accessthe Internet only in this mode, you must instruct your users browsersto fetch objects from

your Squid proxy server instead of retrieving them directly from the Internet.

With Netscape Communicator, follow these simple steps below:

1. Open Netscape Communicator

2. Go to Edit menu

3. Click on Preferences

4. Double click Advanced category on the left side

5. Click on Proxies subcategory option

6. Select on theright side Manual proxy configuration radio button
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7. Click on the View button

8. Fill the boxes with your proxy server information

For example:

HTTP; 208.164.186.1 Port: 8080
Security: 208. 164. 186. 1 Port: 8080
FTP: 208. 164. 186.1 Port: 8080
Gopher: 208. 164. 186. 1 Port: 8080
WAIS:; 208. 164. 186. 1 Port: 8080

Manual Proxy Configuration El
— Servers
Type Addresz of proxy server bo uge Fuort
HTTF: 208.164.186.1 - |30a0
Secunty:  |208.164.186.1 ;18080
FTF: 208.164.186.1 - |a0an
Socks:
Gopher: 208.164.186.1 - |30a0
WIALS: 208.164.186.1 - (8080
— Escephions
Do not use proxy zervers for domaing beginning with:
Ilz& commas [.] to zeparate entries.
ak. Cancel

Installed files

/etc/squid

/ et c/ squi d/ squi d. conf . def aul t

/ et c/ squi d/ m ne. conf.default
/etc/squid/errors

/ et c/ squi d/

errors/ ERR_CACHE ACCESS DEN ED

/etc/squid/mb.txt

/ et c/ squi d/ squi d. conf

/ et c/ squi d/ m ne. conf

/ et c/ squi d/ errors/ ERR_ACCESS DEN ED
/ et c/ squi d/

errors/ ERR_CACHE_MGR_ACCESS_DENI ED
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/ et c/ squi d/ / etc/squid/errors/ ERR_ CONNECT_FAI L
errors/ ERR_CANNOT _FORWARD
/etc/squid/errors/ ERR DNS FAI L / et c/ squi d/

errors/ ERR_ FORWARDI NG_DENI ED
/etc/squid/errors/ ERR FTP_DI SABLED /et c/ squi d/ errors/ ERR FTP_FAI LURE
/etc/squid/errors/ ERR FTP_FORBI DDEN et ¢/ squi d/ errors/ ERR_FTP_NOT_FQOUND

/ et c/ squi d/ / etc/squid/errors/ ERR FTP_PUT_ERROR
errors/ ERR FTP_PUT_CREATED

/ et c/ squi d/ / et c/ squi d/

errors/ ERR FTP_PUT_MODI FI ED errors/ ERR_ FTP_UNAVAI LABLE

/etc/squid/errors/ ERR I NVALID REQ /etc/squid/errors/ERR | NVALI D_URL

/etcl/squid/errors/ ERR LI FETI ME_EXP /etc/squid/errors/ ERR NO RELAY

/ et c/ squi d/ / et c/ squid/ errors/ ERR_ READ _ERROR

errors/ ERR ONLY_| F_CACHED M SS

etc/ squi d/errors/ ERR READ TI MEQUT /etc/squid/errors/ ERR SHUTTI NG DOMNN

/ et c/ squi d/ /etc/squid/errors/ ERR TOO BI G

errors/ ERR_SOCKET_FAI LURE

/ et c/ squid/ errors/ ERR_UNSUP_REQ / et c/ squid/errors/ ERR_URN _RESOLVE

/etc/squid/errors/ ERR WVRI TE ERROR /etc/squid/
errors/ ERR ZERO SI ZE OBJECT

/etc/rc.d/init.d/squid /etc/rc.d/rcO. d/ K25squi d
/etc/rc.d/rcl. d/ K25squi d /etc/rc.d/rc2.d/ K25squi d
/etc/rc.d/rc3.d/ S90squi d /etc/rc.d/rcd. d/ S90squi d
/etc/rc.d/rch. d/ S90squi d /etc/rc.d/rc6. d/ K25squi d
/etc/logrotate.d/squid /usr/lib/squid
/usr/lib/squid/ dnsserver /usr/lib/squid/ unlinkd
/usr/lib/squid/ cachengr. cgi /fusr/lib/squid/icons
/usr/lib/squid/icons/ /fusr/lib/squid/icons/

ant hony- bi nhex. gi f ant hony- bonb. gi f
/usr/lib/squid/icons/ /fusr/lib/squid/icons/

ant hony- box. gi f ant hony- box2. gi f

/usr/lib/squid/icons/anthony-c.gif /usr/lib/squid/icons/
ant hony- conpr essed. gi f

/fusr/lib/squid/icons/ /fusr/lib/squid/icons/

ant hony-dir.gif ant hony-dirup. gif
/fusr/lib/squid/icons/ /usr/lib/squid/icons/anthony-f.gif
ant hony-dvi.gif

/fusr/lib/squid/icons/ /fusr/lib/squid/icons/

ant hony-i mage. gi f ant hony-i mage2. gi f
/fusr/lib/squid/icons/ /fusr/lib/squid/icons/

ant hony-1 ayout. gi f ant hony-1link.gif
/fusr/lib/squid/icons/ /fusr/lib/squid/icons/

ant hony-novi e. gi f ant hony- pdf. gi f
/fusr/lib/squid/icons/ /usr/lib/squid/icons/anthony-ps.gif
ant hony-portal .gif

/usr/lib/squid/icons/ /usr/lib/squid/icons/

ant hony-quill.gif ant hony-script.gif
/usr/lib/squid/icons/ /fusr/lib/squid/icons/

ant hony-sound. gi f ant hony-tar.gif
/usr/lib/squid/icons/ /fusr/lib/squid/icons/

ant hony-tex. gif ant hony-text.gif
/fusr/lib/squid/icons/ /fusr/lib/squid/icons/

ant hony- unknown. gi f ant hony- xbm gi f
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/usr/lib/squid/icons/ / usr/ sbi n/ RunCache
ant hony-xpm gi f

/usr/ sbi n/ RunAccel /usr/ sbin/squid
/usr/sbin/client /var/| og/squid
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It isrecommended that you compile and install this small program only if you intend to install and use the
Apache web server with third party modules like:

mod_sdl for encrypted data

mod_perl for the Perl programming language

mod_php for the PHP server-side scripting language.

Thisprogram will provide asignificant performance to Apache modules. For instanceif you need to install
Apachewith SSL support for your electronic commerce on the Internet, this will allows the SSL protocol
to use a high-performance RAM-based session cache instead of a disk-based one.

Linux MM Shared Memory Library

As per the [MM Shared Memory Library web site]:

The MM library is a 2-layer abstraction library, which simplifies the usage of shared memory be-
tween forked and, in this example, strongly related processes under Unix platforms. On thefirst lay-
er it hidesall platform dependent implementation details; allocation and locking, when dealing with
shared memory segments, and on the second layer it provides ahigh-level malloc(3)-style API for a
convenient and well known way to work with data-structures inside those shared memory segments.

Thelibrary isreleased under theterm of an open-source, BSD-stylelicense, becauseit wasoriginally
written as a proposal for use inside the next version of the Apache web server as a base library
for providing shared memory pools to Apache modules, Currently Apache modules can only use
heap-allocated memory, which isn't shared across the pre-forked server processes. The requirement
actually comes from comprehensive modules like mod_ssl, mod_perl and mod_php, which would
benefit alot from easy to use shared memory pools.

These installation instructions assume

» Commands are Unix-compatible.

e Thesource pathis/ var/t np, other paths are possible.

* Installations were tested on Red Hat Linux 6.1 and 6.2.

» All stepsin theinstallation will happen in super-user account r oot .
* Mm version number is1.1.2

These are the package(s):

MM Homepage:http://www.engel schall.com/sw/mm/
You must be sureto download: mm 1. 1. 2. tar. gz

Before you decompress the tarballs, it isagood ideato make alist of files on the system before you install
MM, and one afterwards, and then compare them using diff to find out what file it placed where. Simply
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runfind/* > MML beforeand find/* > MW after you install the software, and use diff MML MVR
> MMt | nst al | ed to get alist of what changed.

To compile you need to decompress the tarball (tar.gz) first.

[root @leep /]1# cp mMmversion.tar.gz /var/tnp
[root @eep /]# cd /var/tnp
[root @eep ]/tnmp# tar xzpf mmversion.tar.gz

Compile

Move into the new mm directory and type the following commands on your terminal:

./configure \

--di sabl e-shared \

--prefix=/usr
Thistells MM to set itself up for this particular hardware setup with:
 Disable shared libraries.

Now, we must compile and install MM Shared Memory Library in the server:

[root @eep ]/ M 1. 1. 2# nake
[root @eep ]/ mMm 1. 1. 2# nake test
[root @eep ]/ mm 1. 1. 2# nake install

The make test command will make some important tests on the program to verify that it works, and
respond properly before the installation.
Please do Cleanup later:

[root @eep /]# cd /var/tnp
[root @eep ]/tmp# rm-rf mmversion/ mmversion.tar.gz

The rm command will remove all the source files we have used to compile and install mm. It will also
remove the mm compressed archive from the/ var / t mp directory.
Further documentation, for more details there are several man pages you can read:

MM (3) Shared Memory Library

mm-config(1) MM library configuration/build utility

Installed files

These are the files installed by the program MM on your system.
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/usr/bin/mmconfig
/fusr/include/ mm h
fusr/lib/libmla
fusr/lib/libmm a

/usr/ man/ manl/ mmconfig. 1
/usr/ man/ man3/ nm 3

Linux Apache Web Server

Apacheisthemost widely used HTTP-server intheworld today. It surpassesall free and commercial
competitors on the market, and provides amyriad of features; more than the nearest cmpetitor could
giveyouonaUNIX variant. It isalso the most used web server for aLinux system. A web server like
Apache, initssimplest function, is software that displays and servesHTML pages hosted on aserver
to aclient browser that understandsthe HTML code. Mixed with third party modules and programs,
it can become powerful software, which will provide strong and useful servicesto aclient browser.

| expect that most of the usersthat read thisbook will be especially interested in knowing how to install the
Apache web server in the most secure, and optimized, way. Inits baseinstall, Apacheis no more difficult
to install then the other software we have installed on our Linux server. The process can become tricky
when we want to add some third party modules or programs. There are alot of possibilities, variants and
options for installing Apache.

we have provided some step-by-step examples where you can see how to build Apache with other third-
party modules and programslike mod_ssl, mod_perl, PHP4, LDAP connectivity, etc. Of course, the build-
ing of these programs is optional, and you are free to compile only what you want, i.e. you may want to
compile Apache with support for PHP4, but without SSL or PostgreSQL database connectivity etc. To
simplify matters we assume some prerequisites for each example. If these don't fit your needs, simply
modify the steps to suit your needs.

In this section, we explain and cover some of the basic ways in which you can adjust the configuration
to improve the server's performance. Also, for the interested, we'll provide a procedure to be able to run
Apache as anon root-user and in a chrooted environment for optimal security.
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HTML Pages

Apache Wab Server BIEE

with SSL & PHP support

HTML Pages & S5L Support

EEE
B4 TABASE Connectivity
Database SQL\Sery
FPHP Capability
HEE
LDAFP Directory Serve LDAP Eunn:cr::li;litj.r
These installation instructions assume
» Commands are Unix-compatible.
e Thesource pathis/ var/t np, other paths are possible.
* Installations were tested on Red Hat Linux 6.1 and 6.2.
» All stepsin theinstallation will happen in super-user account r oot .
» Apache version number is 1.3.12
e Mod_SSL version number is2.6.4-1.3.12
* Mod_Perl version number is 1.24
* Mod_PHP version number is4.0.0
Packages
Apache Homepage: http://www.apache.org/ Mod_Perl Homepage: http://perl.apache.org/
Apache FTP Site: 63.211.145.10 Mod_Perl FTP Site: 63.211.145.10

Y ou must be sure to download: apache 1.3.12.tar.gzY ou must be sure to download: mod_perl-1.24.tar.gz
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Mod_SSL Homepage: http://www.modssl.org/ Mod_PHP Homepage: http://www.php.net/
Mod SSL FTP Site: 129.132.7.171 Y ou must be sure to download: php-4.0.0.tar.gz
You must be sure to downl oad:

mod_ssl-2.6.4-1.3.12.tar.gz

And don't forget that these are the prerequisites if you are following the steps described by us exactly.
i. OpenSSL should be already installed on your system if you want Apache and SSL encryption support.

ii. PosgreSQL should be aready installed on your system if you want Apache and PostgreSQL database
connectivity support.

iii. MM should be already installed on your system if you want Apache and MM high-performance RAM-
based on cache support.

iv. OpenLDAP should be already installed on your system if you want Apache and LDAP directory con-
nectivity support.

v. IMAP & POP should be aready installed on your system if you want Apache and IMAP & POP ca
pability.

=

|;"1_ TiF

SH

For more information on the required software, see the related chapter(s) in this book.

Before you decompressthetarballs, It isagood ideato make alist of files on the system before you install
Apache, and one afterwards, and then compare them using diff to find out what fileit placed where. Simply
runfind/* > Apachel beforeandfind /* > Apache?2 after you install the software, and use diff
Apachel Apache2 > Apache-| nstal |l ed togetalist of what changed.

To compile, decompress the tarballs (tar.gz).

[root @eep ]/# cp apache_version.tar.gz /var/tnp

[root @eep ]/# cp nod_ssl-version-version.tar.gz /var/tnp
[root @leep ]/# cp nod_perl-version.tar.gz /var/tnp

[root @eep ]/# cp php-version.tar.gz /var/tnp

[root @eep ]1/# cd /var/tnp/

[root @eep ]/tnp# tar xzpf apache version.tar.gz

[root @eep ]/tnmp# tar xzpf nod_ssl-version-version.tar. gz
[root @eep ]/tnmp# tar xzpf nod_perl-version.tar.gz

[root @eep ]/tnp# tar xzpf php-version.tar.gz

Compile and Optimize

Apache Web Server, like many applications we'll install, cannot run as super-user root. For this reason
we must create a special user that has minimal access to the system, and still function enougn to run the
Apache web Server. It is best to choose and create a new user just for the purpose of running the web
server daemon.

1.
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[root @eep ]/# useradd -c "Apache Server" -u 80 -s /bin/false -r -d /

2. You have to apply mod-sdl to Apache source tree, if you want to use and include the SSL data en-
cryption support in your Apache web server, then move into the new mod_sd source directory cd
nod_ssl - ver si on-ver si on/ and type the following commands on your terminal:

CC="egcs" \

CFLAGS="-@ -funroll-loops -ffast-math -malign-doubl e -ntpu=penti unpr
./configure \

--w t h-apache=../apache_1.3.12 \

--with-crt=/etc/ssl/certs/server.crt \
--with-key=/etc/ssl/private/server. key

« The--wi t h- apache option specifiesthelocation of the Apache source directory, it'simportant
to note that we suppose your Apache version in this exampleis 1.3.12,

* The--wi t h-crt option specifies the location of your existing public key for SSL encryption

* The--wi t h- key option specifies the location of your existing private key for SSL encryption.

Et_ngrnp.mm

OpenSSL software must already be installed on your server, and your public and private
keys must already be existent or be created on your server, or you'll receive an error message
during the configuration time of mod_ssl. See Software -Networking/Encryption, in this
book, for more information.

3. Improve the MaxClients Parameter of Apache, by default in the Apache configuration file;
ht t pd. conf , the maximum number you can set for the MaxClients Parameter is 256. For a busy
site, and for better performance, its recommended that you increase the limit of this parameter. Y ou
candoit by editingthesr ¢/ i ncl ude/ ht t pd. h filein the source directory of Apache and chang-
ing the default value. Move into the new Apache source directory, cd . . / apache_1. 3. 12/ and
edittheht t pd. h file:

#define HARD SERVER LIM T 256

To read:

#defi ne HARD_SERVER LIM T 1024

4. Pre-configure Apache for PHP4 configure step if you want to use and include the PHP4 server-side
scripting language support on your Apache web server, then move into the new Apache source direc-
tory cd apache_1. 3. 12/ if you are not aready in it and type the following commands on your
terminal:

CC="egcs" \
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OPTI M="-@ -funroll-loops -ffast-math -nmalign-doubl e -ncpu=penti unprc
CFLAGS="- DDYNAM C_MCODULE_LI M T=0" \
./configure \

--prefix=/home/httpd \
--bindir=/usr/bin\
--sbindir=/usr/sbhin \
--11ibexecdir=/usr/1ib/apache \
--includedir=/usr/include/ apache \
--sysconfdir=/etc/httpd/ conf \
--local statedir=/var \
--runtimedir=/var/run \
--logfiledir=/var/log/httpd \

--dat adi r=/hone/ httpd \

- - proxycachedi r=/var/cache/ httpd \
--mandi r =/ usr/ man

F TiF

This step is necessary only if you want to include PHP4 support in your Apache source
code, since it'll pre-configure Apache for PHP4s configure step below. Take a note that the -
DDYNAM C_MODULE LI M T=0 option will disable the use of dynamically loaded modulesin
our compilation of Apache, and will improve its performance.

Configure and apply PHP4 to Apache source

Now, move into the new php4 directory cd . . / php- 4. 0 and type the following commands on your
terminal:

1. Editthephp_pgsql . hfile vi ext/ pgsql / php_pgsql . h and change the lines:

#include libpg-fe.h
#include libpg/libpg-fs.h

To read:

#i ncl ude /usr/include/pgsql/libpg-fe.h
#i ncl ude /usr/include/pgsql/libpg/libpg-fs.h

These modificationsinthe php_pgsql . h file are necessary to indicate the location of our | i bpg-
fe.h,and | i bpg-fs. h header files of PostgreSQL database during configure of PHP4. In Red
Hat Linux, the libraries of PostgreSQL are located under / usr /i ncl ude/ pgsql .

2. Now, we must configure and install PHP4 in the Linux server:

CC="egcs" \
CFLAGS="-@ -funroll-loops -ffast-math -malign-doubl e -ntpu=penti unpr
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./configure \

--prefix=/usr \
--with-exec-dir=/usr/bin\

--w t h-apache=../apache_1.3.12 \
--with-config-file-path=/etc/httpd \
- -di sabl e-debug \

- -enabl e- saf e- node \
--with-imap \

--with-Idap \

--with-pgsqgl \

--w th-mm\

--enabl e-inline-optimzation \
--with-gnu-1d\

--enabl e-nenory-limt

If you want IMAP & POP support.
If you want LDAP database light directory support.
if you want PostgreSQL database support.
Thistells PHP4 to set itself up for this particular hardware setup with:
« Compile without debugging symbols.
 Enable safe mode by default.
* Include IMAP & POP support.
* Include LDAP directory support.
* Include PostgresSQL database support.
¢ Include mm support to improve performance of Memory Library.
» Enable inline-optimization for better performance.

» Compile with memory limit support.

» Assume the C compiler uses GNU Id.

[root @eep ]/ php-4.0# make
[root @eep ]/php-4.0# make install

Apply mod_perl to Apache source tree

You need to build/install the Perl-side of mod_perl, if you want to use and include Perl programming
language support in your Apache web server. Move into the new mod_perl source directory cd . . /
nod_per| - 1. 24/ and type the following commands on your terminal:

1
perl Makefile.PL \
EVERYTHI NG=1 \
APACHE_SRC-=. ./ apache_1.3.12/src \
USE_APACI =1 \
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PREP_HTTPD=1 \
DO HTTPD=1

[root @eep ]/ nod_perl-1.24# make
[root @eep ]/ nod_perl-1.24# nake install

Once you have included in your Apache source the third party modules that you want to support
and use, it istime to compile and install it into your Linux system. The last step is to move into the
new Apache sourcedirectory cd . . / apache_1. 3. 12/ andtypethefollowing commandson your
terminal depending on what you want to install with Apache for example it could you want to Build/
Install Apache with/without mod_sdl +- PHP4 and/or mod_perl etc.

SSL_BASE=SYSTEM \

EAPI _MVESYSTEM \

CC="egcs" \

OPTI M="-@ -funroll-l1oops -ffast-math -nmalign-doubl e -ncpu=penti unprc
CFLAGS="- DDYNAM C_MCODULE_ LI M T=0" \
./configure \

--prefix=/honme/httpd \

--bindir=/usr/bin\

--sbindir=/usr/shin \
--11ibexecdir=/usr/1ib/apache \
--includedir=/usr/include/ apache \
--sysconfdir=/etc/httpd/ conf \

--local statedir=/var \

--runtimedir=/var/run \
--logfiledir=/var/log/httpd \

--dat adi r=/hone/ httpd \

- - proxycachedi r=/var/cache/ httpd \
--mandi r =/ usr/ man \

- - add- nodul e=sr c/ nodul es/ experimental / nod_nmmap_static.c \
- - add- nodul e=sr c/ nodul es/ st andar d/ nod_aut h_db. ¢ \
- - enabl e- nodul e=ssl \

--enabl e-rul e=SSL_SDBM \

- -di sabl e-rul e=SSL_COWPAT \

--activat e- nodul e=src/ nodul es/ php4/1i bphp4.a \
- - enabl e- nodul e=php4 \
--activate-nodul e=src/ nodul es/perl/libperl.a \
- - enabl e- nodul e=per| \

- - di sabl e- nodul e=st at us \

- -di sabl e- nodul e=userdir \

- - di sabl e- nodul e=negoti ation \

- - di sabl e- nodul e=aut oi ndex \

- -di sabl e- nrodul e=asi s \

- - di sabl e- nrodul e=i map \

- - di sabl e- nrodul e=env \

- - di sabl e- nodul e=acti ons

require only if you have included support for mod_sdl to your Apache source.
require only if you use the mm Shared Memory Library for Apache.
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required only if you have the intention to use mod_mmap, see the section Optimizing Apache
in this chapter for more information.

required only if you have the intention to use mod_auth_db, see the section Securing Apache
in this chapter for more information.

required only if you have included support for mod_ssl data encryption to your Apache source.
require only if you have included support for mod_ssl data encryption to your Apache source.
require only if you have included support for PHP4 server-side scripting language to your
Apache source.

require only if you have included support for mod_perl programming language to your Apache
source.

Thistells Apache to set itself up for this particular hardware setup with:
» module mod_mmap to improve performance.

» module mod_auth_db for users password authentication security.

» module mod_sdl for data encryptions and secure communication.

» module mod_php4 for php server-side scripting language and improve the load of web pages build in
PHP.

» module mod_per! for better security and performance than the default cgi scripts.
+ disable module status

* disable module userdir

+ disable module negotiation

* disable module autoindex

* disable module asis

* disable module imap

+ disable module env

« disable module actions

It'simportant to note that removing all unrequired modules during the configuretimewill improve
the performance of your Apache Web Server. In our configuration above, we've removed the
most unused modules both to lower the load operation, and limit the security risksin our Apache
web server. See your Apache documentation for information on each one.

Install Apache

Now, we must install Apache in the Linux server:

[root @eep ]/apache_1. 3. 12# nake
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[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep

]/ apache_1.
]/ apache_1.
]/ apache_1.
]/ apache_1.
]/ apache_1.

L 12#
L 12#

3 make install
3
3.12#
3

3

rm-f /usr/sbin/apachectl

rm-f /usr/man/ man8/ apachect! . 8
rm-rf /hone/httpd/icons/

.12# rm -rf /home/ httpd/ htdocs/

L 12#

]/ apache_1. 3.
1/ php- 4.
1/ php- 4.
1/ php- 4.
1/ php- 4.
1/ php- 4.
1/ php- 4.
1/ php- 4.

12# cd /var/tnp/ php-4.0

install -m 644 php.ini.dist /fusr/lib/php.in

rm-rf /etc/httpd/conf/ssl.crl/

rm-rf /etc/httpd/conf/ssl.crt/

rm-rf /etc/httpd/ conf/ssl.csr/

rm-rf /etc/httpd/ conf/ssl.key/

rm-rf /etc/httpd/ conf/ssl.prm

rm-f [etc/httpd/ conf/srmconf srmconf.default a

[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep

cooooool

» The make command will compile all source files into executable binaries
» Themakeinstall will install the binaries and any supporting files into the appropriate locations.

* Therm -f command will removethe small script apachect | responsibleto start and stop the Apache
daemon since we use a better script named ht t pd located underthe/ et ¢/ rc. d/ i ni t. d/ directory
that takes advantage of Linux systemV.

» Weadsoremovethe/ horre/ ht t pd/ i cons directory used under Apache when you useits automatic
indexing feature. Thisfeature can bring about a security risk, and for this reason we've disabled it in the
configuration file. Therefore, we can safely remove the directory to make space on the Linux server.
The/ horre/ ht t pd/ ht docs directory handles all documentation files related to Apache, so after we
have finished reading the documentation we can remove it to make space.

e Theinstall - mcommand will install the php. i ni . di st file under the/ et ¢/ htt pd/ directory,
and will renameit php. i ni ; Thisfile controls many aspects of PHP's behavior.

e Thessl.crl,ssl.crt,ssl.csr,ssl.key andssl . prmdirectories under / et c/ ht t pd/
conf areall of thedirectoriesrelated to SSL, and handle private and public keys. Since we use another
location, / et ¢/ ssl / , we can remove them safely.

* Findly, we remove the unused srm conf, srm conf.default, access.conf and
access. conf . def aul t files, whose purposes are now handled by theht t pd. conf Apachefile.

Please as usual do cleanup later:

[root @eep ]/# cd /var/tnp

[root @eep ]/tnmp# rm-rf apache-version/ apache-version.tar.gz nod_ssl-ver

The rm command will remove al the source files we have used to compile and install Apache, mod_sdl,
mod_perl, and php. It will also remove the Apache, mod_ssl, mod_perl, and php compressed archives
fromthe/ var / t np directory.

Post install Configuration

Configuration files for different services are very specific depending on your needs, and your network
architecture. Someone might install Apache Server for showing web pages only; another might install
it with database connectivity and e-commerce with SSL support, etc. In this book, we provide you with

439



Software -Network
Server, web/Apache

file

an ht t pd. conf file, with PHP, Perl, SSL, LDAP, and password authentication settings, to show you

different possihilities.

WEe'll focus on optimization and security of these files, and leave all specific adjustments to your tastes.
Y ou will need to read the documentation that comes with these programs, and hopefully understand them.

|}  HOTE

All the configuration files required for each software described in this book has been provided
by us asagzipped file, f | oppy. t gz for your convenience. This can be downloaded from this
web address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any lo-
cation on your local machine, say for example/ t np, assuming you have done thisyour directory
structurewill be/ t np/ f | oppy. Withinthisfloppy directory each configuration file hasitsown
directory for respective software. For example Apache configuration file are organised like this:

total 16

SrWr--r-- 1 harrypotter
SrWr--r-- 1 harrypotter
dr wxr - Xr - X 3 harrypotter
dr wxr - xr - X 3 harrypotter

harrypotter
harrypotter
harrypotter
harrypotter

2417
3426
4096
4096

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.

before you use them whether modified or asit is.

Jun
Jun
Jun
Jun

To run Apache server, the following files are required and must be created or copied to the appropriate

directories on your server.

i. Copythehtt pd. conf filetothe/ et c/ httpd/ conf/ directory.

ii. Copy theapache filetothe/ et ¢/ | ogr ot at e. d/ directory.

iii.Copy theht t pd script filetothe/ etc/rc. d/init. d/ directory.

-

|;"1_ TiF

ki

You can obtain the configuration files listed in the following section on our f | oppy. t gz
archive. Copy the following files from the decompressed floppy.tgz archive to the appropriate
places, or copy them directly from this book to the concerned file.

Configurethe /et c/ httpd/ conf/ htt pd. conf

Theht t pd. conf fileisthe main configuration file for the Apache web server. A lot options exist, and
it'simportant to read the documentation that comes with Apache for moreinformation on different settings
and parameters. The following configuration exampleisaminimal working configuration filefor Apache,
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with SSL support. Also, it's important to note that we only comment the parameters that relate to security
and optimization, and leave all the others to your own research.

Edittheht t pd. conf file, vi/ et c/ htt pd/ conf/htt pd. conf and add/change:

### Section 1. G obal Environnent
#

Server Type standal one
Server Root "/etc/httpd"
PidFile /var/run/httpd. pid
Resour ceConfi g /dev/ null
AccessConfi g /dev/null

Ti meout 300

KeepAlive On

MaxKeepAl i veRequests 0
KeepAl i veTi meout 15

M nSpar eServers 16

MaxSpar eServers 64

Start Servers 16

MaxCl i ents 512

MaxRequest sPer Chi | d 100000

### Section 2: 'Main' server configuration
#
Port 80

<| f Defi ne SSL>
Li sten 80

Li sten 443
</|fDefine>

User ww

G oup www

Server Adm n adm n@penna. com
Server Name www. openna. com
Docurent Root "/ homne/ htt pd/ ona"

<Directory />

Opti ons None

Al l owOverri de None
Order deny, al | ow
Deny from all
</Directory>

<Di rectory "/ honme/httpd/ona">
Opti ons None

Al l owOverri de None

Order al |l ow, deny

Al'l ow from all

</Directory>

<Files .pl>
Opti ons None
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Al l onOverri de None
Order deny, al | ow
Deny from all
</Files>

<IfModule nod_dir.c>
Directoryl ndex index. htmindex. htm index.php index.php3 default.htm index.
</ 1 f Modul e>

#<| f Modul e nod_i ncl ude. c>
#1 ncl ude conf/ mmap. conf
#</ 1 f Modul e>

UseCanoni cal Nane On

<I f Modul e mod_m ne. c>
TypesConfig /etc/ httpd/ conf/m ne.types
</ 1 f Modul e>

Def aul t Type text/plain
Host nanmeLookups O f

ErrorLog /var/log/ httpd/error_| og

LogLevel warn

LogFormat "% % % % \"%W\" %s % \"9% Referer}i\" \"9% User-Agent}i\"" con
Set Envlf Request URI \.gif$ gif-imge

CustomLog /var/log/ httpd/ access_| og conbi ned env=!gif-imge

Server Si gnature Of

<If Modul e nod_al i as. c>

ScriptAlias /cgi-bin/ "/home/httpd/cgi-bin/"
<Directory "/hone/httpd/cgi-bin">

Al'l owOverri de None

Opti ons None

Order al |l ow, deny

Al'l ow from all

</Directory>

</ | f Modul eGT;

<I f Modul e mod_m ne. c>
AddEncodi ng x-conpress Z
AddEncodi ng x-gzip gz tgz

AddType application/x-tar .tgz
</ | f Modul e>

Error Docurment 500 "The server made a boo boo.
Error Docurment 404 http://192.168.1.1/error. htm
Error Docunment 403 "Access Forbidden -- Go away.

<I f Modul e nmod_setenvi f.c>

Browser Mat ch "Mozill a/ 2" nokeepalive

Browser Mat ch "MSIE 4\.0b2;" nokeepal i ve downgrade-1.0 force-response-1.0
Browser Mat ch "Real Pl ayer 4\.0" force-response-1.0
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Browser Mat ch "Java/1\.0" force-response-1.0
Browser Mat ch "JDK/ 1\. 0" force-response-1.0
</ 1 f Modul e>

### Section 3: Virtual Hosts

#

<| f Defi ne SSL>

AddType application/x-x509-ca-cert .crt
AddType application/x-pkcs7-crl .crl
</1fDefine>

<I f Modul e nod_ssl . c>

SSLPassPhr aseDi al og builtin

SSLSessi onCache dbm /var/run/ssl _scache
SSLSessi onCacheTi neout 300

SSLMutex file:/var/run/ssl_nutex

SSLRandonteed startup builtin
SSLRandonteed connect builtin

SSLLog /var /|l og/ httpd/ssl_engi ne_| og
SSLLogLevel warn
</ 1 f Modul e>

<I f Define SSL>
<Virtual Host _default :443>

Docurent Root "/ homne/ htt pd/ ona"
Server Name www. openna. com

Server Adm n adm n@penna. com
ErrorLog /var/log/ httpd/error_| og

SSLEngi ne on
SSLCi pher Sui te ALL: ! ADH: RC4+RSA: +H GH: +MEDI UM +LOW +SSLv2: +EXP: +eNULL

SSLCertificateFile /etc/ssl/certs/server.crt
SSLCertificateKeyFile /etcl/ssl/private/server.key
SSLCACertificatePath /etc/ssl/certs
SSLCACertificateFile /etc/ssl/certs/ca.crt
SSLCARevocat i onPat h /etc/ssl/crl

SSLVerifydient none

SSLVerifyDepth 10

SSLOptions +ExportCertData +StrictRequire

Set Envlif User-Agent ".*MSIE. *" nokeepalive ssl-uncl ean-shut down
Set Envlf Request URI \.gif$ gif-imge

CustomLog /var/log/ httpd/ssl_request_|og \

"0 % 9% SSL_PROTOCOL}x 9% SSL_CIPHER}x \"%\" %" env=!gif-inmge
</ Vi r t ual Host >

</1fDefine>

Thistellsht t pd. conf fileto setitself up for this particular configuration setup with:
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Server Type st andal one

Ser ver Root "letc/

ht t pd"

PidFile
httpd. pid

/var/run/

ResourceConfig [/dev/

nul |

AccessConfig / dev/

nul |

Ti meout 300

KeepAlive On

MaxKeepAl i veRequest s
0

KeepAl i veTi neout 15

M nSpar eServers 16

MaxSpar eServers 64

The option Ser ver Type specifies how Apache should run on the
system. You can run it from the super-server inetd, or as standalone
daemon. It's highly recommended to run Apache in standalone type
for better performance and speed.

The option Ser ver Root specifies the directory in which the con-
figuration files of the Apache server lives. It allows Apache to know
where it can find its configuration files when it starts.

The option Pi dFi | e specifies the location where the server will
record the process id of the daemon when it starts. Thisoptionisonly
required when you configure Apache in standalone mode.

The option Resour ceConfi g specifies the location of the old
srm conf file that Apache read after it finished reading the
ht t pd. conf file. When you set the location to / dev/ nul |,

Apacheallowsyoutoinclude the content of thisfileinht t pd. conf

file, and in this manner, you have just one file that handles all your
configuration parameters for smplicity.

The option AccessConfi g specifies the location of the old
access. conf file that Apache read after it finished reading the
srm conf file. When you set the locationto / dev/ nul | , Apache
allows you to include the content of this filein ht t pd. conf file,
and in this manner, you have just one file that handles all your con-
figuration parameters for simplicity.

The option Ti meout specifies the amount of time Apache will wait
for aGET, POST, PUT request and ACKs on transmissions. Y ou can
safely leave this option on its default values.

The option KeepAl i ve, if set to On, specifies enabling persistent
connections on this web server. For better performance, it's recom-
mended to set this option to On, and allow more than one request per
connection.

The option MaxKeepAl i veRequest s specifies the number of re-
quests allowed per connection when the KeepAl i ve option above
isset to On. When the value of this option is set to 0 then unlimited
requests are allowed on the server. For server performance, it's rec-
ommended to allow unlimited requests.

The option KeepAl i veTi neout specifies how much time, in sec-
onds, Apache will wait for a subsequent request before closing the
connection. Thevalue of 15 secondsisagood average for server per-
formance.

The option M nSpar eSer ver s specifies the minimum number of
idlechild server processesfor Apache, whichisnot handling arequest.
This is an important tuning parameter regarding the performance of
the Apache web server. For high load operation, avalue of 16 isrec-
ommended by various benchmarks on the Internet.

The option Max Spar eSer ver s specifies the maximum number of
idlechild server processesfor Apache, whichisnot handling arequest.
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Start Servers 16

MaxCl i ents 512

MaxRequest sPer Chi | d
100000

User www

G oup www

Di rect oryl ndex

i ndex. ht m index. htm
i ndex. php i ndex. php3
default. htm

i ndex. cqi

I ncl ude conf/
nmap. conf

Host naneLookups O f

Thisis also an important tuning parameter regarding the performance
of the Apache web server. For high load operation, a value of 64 is
recommended by various benchmarks on the Internet.

The option St art Ser ver s specifies the number of child server
processesthat will be created by Apache on start-up. Thisis, again, an
important tuning parameter regarding the performance of the Apache
web server. For high load operation, a value of 16 is recommended
by various benchmarks on the Internet.

The option MaxCl i ent s specifies the number of simultaneous re-
guests that can be supported by Apache. Thistoo is an important tun-
ing parameter regarding the performance of the Apache web server.
For high load operation, a value of 512 is recommended by various
benchmarks on the Internet.

The option MaxRequest sPer Chi | d specifies the number of re-
queststhat anindividual child server processwill handle. Thistooisan
important tuning parameter regarding the performance of the Apache
web server.

Theoption User specifiesthe UID that Apache server will runas. It's
important to create a new user that has minimal access to the system,
and functions just for the purpose of running the web server daemon.

Theoption G- oup specifiesthe GID the Apache server will runas. It's
important to create anew group that has minimal accessto the system
and functions just for the purpose of running the web server daemon.

Theoption Di r ect or yl ndex specifies the files to use by Apache
asapre-written HTML directory index. In other words, if Apachecan't
find the default index page to display, it'll try the next entry in this
parameter, if available. To improve performance of your web server
it's recommended to list the most used default index pages of your
web sitefirst.

The option | ncl ude specifies the location of other files that you
can include from within the server configuration filesht t pd. conf .
In our case, we include the mmap. conf file located under / et ¢/
ht t pd/ conf directory. Thisfilenmmap. conf mapsfilesinto mem-
ory for faster serving. See the section on Optimizing Apache for more
information.

The option Host naneLookups, if set to O f, specifies the dis-
abling of DNS lookups. It's recommended to set thisoptionto O f in
order to save the network traffic time, and to improve the performance
of your Apache web server.

Configure the /et c/ | ogr ot at e. d/ apache file

Configureyour/ et ¢/ | ogr ot at e. d/ apache fileto rotate each week your Apachelog files automat-
ically. Create theapache file, touch / et ¢/ | ogr ot at e. d/ apache and add:
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/var/|og/ httpd/access_| og {
m ssi ngok

postrotate

{fusr/bin/killall -HUP httpd
endscri pt

}

/var/log/httpd/error_log {
m ssi ngok

postrotate

fusr/bin/killall -HUP httpd
endscri pt

}

/var/ |l og/ httpd/ssl_request_I|og {
m ssi ngok

postrotate

{fusr/bin/killall -HUP httpd
endscri pt

}

/var/|log/ httpd/ssl_engine_log {
m ssi ngok

postrotate

{fusr/bin/killall -HUP httpd
endscri pt

}

Eﬁ;aunnu

Lines to automatically rotate the SSL log files named ssl _request | og and
ssl _engi ne_| og areincluded in thisfile. If you intend to run Apache without SSL support,
you must remove the lines related to SSL.

Configurethe/etc/rc.d/init.d/ httpd
script file

Configureyour /et c/rc. d/init.d/ htt pd script file to start and stop Apache Web Server. Create
theht t pd script file, touch /et c/rc. d/init.d/ httpdandadd:

#!/ bi n/ sh

Startup script for the Apache Wb Server

description: Apache is a Wrld Wde Wb server. It is used to serve \
HTML files and CQ3.

#
#
#
# chkconfig: 345 85 15
#
#
# processnane: httpd
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# pidfile: /var/run/httpd. pid
# config: /etc/httpd/ conf/httpd. conf

# Source function library.
/etc/rc.d/init.d/functions

# See how we were call ed.
case "$1" in

start)

echo -n "Starting httpd: "
daenon httpd - DSSL

echo

touch /var/| ock/ subsys/httpd
st op)

echo -n "Shutting down http: "
killproc httpd

echo

rm-f /var/l ock/subsys/httpd
rm-f /var/run/httpd.pid

st at us)

status httpd

restart)

$0 stop

$0 start

r el oad)

echo -n "Rel oading httpd: ™"
killproc httpd -HUP

echo

3

echo "Usage: $0 {start|stop|restart]|rel oad|status}"”
exit 1

esac

exit O
Now, make this script executable and change its default permissions:
[root @eep ]/# chmod 700 /etc/rc.d/init.d/httpd
Create the symboalic rc.d links for Apache with the command:
[root @eep ]/# chkconfig --add httpd

Start your new Apache server manually with the following command:
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[root @eep |/# /etc/rc.d/init.d/ httpd start

Starting httpd: [

The - DSSL option will start Apache in SSL mode. If you want to start Apache in regular mode, remove
the - DSSL option near the line that reads daenon ht t pd.

PHP4 server-side scripting

If you intend to use PHP4 server-side scripting language support with your Apache web server don't forget
toincludeinyour/ et ¢/ ht t pd/ conf/ ht t pd. conf filethe following lines to enable this feature:

1.

2.

Edit the ht t pd. conf file, vi/ et c/ htt pd/ conf/ htt pd. conf, and add the following lines
between the section tags <IfModule mod_mime.c> and </IfModule>:

AddType appli cation/ x-httpd-php .php
AddType appl i cation/x-htt pd-php . php3
AddType appli cation/x-httpd-php-source . phps

Y ou must restart the Apacheweb server for the changesto take effect, using the following commands:

[root @eep ]/# /etc/rc.d/init.d/ httpd restart

Shutting down http:
Starting httpd:

Oncetheabovelineshavebeenincludedinour ht t pd. conf file, wemust test the new PHP4 feature
tobesureit'sworking. We'll createasmall PHPfilenamed php. php in our DocumentRoot, and then
point our web broswer to this PHP document to seeif PHP4 work on the server. Createthephp. php
file in your DocumentRoot, touch / horre/ ht t pd/ ona/ php. php and add the following linesin
the PHPfile:

<body bgcol or =" #FFFFFF" >
<?php phpi nfo() ?>
</ body>

These lines will inform PHP4 program to display various pieces of information about the configura-
tion of our Linux server.

Now, point your web browser to thefollowing address:ht t p: / / ny- web- ser ver/ php. php The
<my-web-server> is the address where your Apache web server resides, and <php.php> is the PHP
document we have created above to display the information and configuration of our Linux server.
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Fle Edt vew o Croemeess el
[T P e ———p—

PHP Version 4.0RC1

Srivern: L portal opermma com 2.2 15 00 Mon May 8 0743 28 EDT 2000 586 wknswm

EBuald Dage: Mary 8 2000

Coslipare command ' fesafipae’ '--preloesfan’ "wth-eeee-dr=famiba - -wih-apacke= paches 1512
—with-tealip-Se-padefuanh’ -daable-debagy’ "--enable-afe-meds’ --wnth-sagp' “—wath-agregl —wnth -’
*enable-mine -oplrrerben” '--with- gres- b "-enabde -miemeey Rt

php = pacly Fusnbh

ZENT DEBT3=0

SART=Apache

ITS i ondefemed

This program makes use of the Zend scnpteg lanpuags engire:

Inz=d Engime vI.¥2, Copyright (] 1888-2000 Tend Tech=slogiss LEd.

PHP 4.0 Credits

Configuration
PHP Core
Dirwerive Leesl Value | Mastar Vabse
defmne_pyelog variabbes oF o =
i | L|-I
I == Exsmetrit; [ U o

If you see something like the above page appearing in your web browser congratulations! Your PHP
module is working.

Perl module Devel::Symdump

If you intend to use the mod_perl programming language support with your Apache web server, it can be
interesting to install the small perl module program named Devel : : Syndunp. Thisthird party module
will allow you to inspect perl's symbol table and the class hierarchies within a running program. To build
and install it, follow these steps.

These are the package(s)
Devel-Symdump Homepage: http://www.perl.com/CPAN/modul es/by-modul e/Devel/

Y ou must be sure to download: Devel-Symdump-2_00_tar.gz
Devel-Symdump version number is 2.00

[root @eep ]/# cp Devel - Syndunp-version.tar.gz /var/tnp/
[root @eep ]/# cd /var/tnmp/
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[root @eep ]/tnmp# tar xzpf Devel - Synmdunp-version.tar. gz

Move into the new Devel - Syndunp directory and type the following commands on your terminal to
compile and install the module on your Linux server:

[ root @eep ]/ Devel - Syndunp- 2. 00# perl|l Makefile.PL
[ root @eep ]/ Devel - Syndunp- 2. 00# make

[ root @eep ]/ Devel - Syndunp- 2. 00# make test

[ root @eep ]/ Devel - Syndunp- 2. 00# nmake install

Once the module has been installed on your system, you must include in your / et ¢/ ht t pd/ conf/
ht t pd. conf filethefollowing linesto be able to see the status of different Perl modules on the server:
Edit theht t pd. conf file, vi/ et c/ httpd/ conf/ htt pd. conf and add thefollowing lines:

1
<Location /perl-status>
Set Handl er perl-script
Per | Handl er Apache: : St at us
Order deny, al |l ow
Deny fromall
Allow from 192. 168. 1. 0/ 24
</ Locati on>

2. You must restart the Apache web server for the changes to take effect: To restart Apache, use the
following commands:

[root @leep ]/# /etc/rc.d/init.d/ httpd restart

Shutting down http:
Starting httpd:

3.  Finaly, we must test the new Devel-Symdump module to be sure that we can see status of different
Perl modules on the server.

To verify that it works, points your web browser to the following address: ht t p: / / ny- web- ser v-
er/ perl - st at us/ . The <my-web-server> is the address where your Apache web server resides.
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Please as always Cleanup :

[root @eep ]/# cd /var/tnp
[root @eep ]/tnmp# rm-rf Devel - Syndunp. versi on/ Devel - Syndunp-version.tar.

Installed files

fusr/1lib/perl5/ man/ man3/ Devel : : Syndunp. 3
fusr/lib/perl5/site_perl/5.005/i386-1inux/auto/Devel
fusr/lib/perl5/site_perl/5.005/i386-1inux/auto/Devel/ Syndunp
fusr/lib/perl5/site_perl/5.005/i386-1inux/auto/Devel/Syndunp/. packli st
fusr/lib/perl5/site_perl/5.005/ Devel

fusr/lib/perl5/site_perl/5.005/ Devel /Syndunp
fusr/lib/perl5/site_perl/5.005/ Devel /Syndunp/ Export.pm
fusr/lib/perl5/site_perl/5.005/Devel / Symdunp. pm

451



Software -Network
Server, web/Apache

CGl.pm Perl library

The CGl.pm is a Perl5 library for writing World Wide Web CGI scripts. Older versions of this software
exist by default on your system, but they are buggy. It's recommended that you update your copy to version
2.56, at least. To update this module, please follow these steps.

These are the package(s)

CGIl.pm Homepage: http://stein.cshl.org/WWW/software/CGl/cgi_docs.html
Y ou must be sure to download: CGl_pm_tar.gz
CGl.pm version number is 2.56

[root @eep ]/# cp CA _pmtar.gz /var/tmp/
[root @eep ]/# cd /var/tnp/
[root @eep ]/tnmp# tar xzpf CA _pmtar.gz

First of al, well check the version of CGIl.pm installed in our system with the following command:

[root @leep ]/# perl -e 'use CA; print $CE::VERSION. "\ n";"

2.46

Move into the new CGl.pm directory and type the following commands on your terminal to compile and
install the updated libraries on your Linux server:

[root @eep ]/CA.pm2.56# perl Makefile.PL
[root @eep ]/CA . pm 2. 56# nake

[root @eep ]/CA . pm 2. 56# nake test

[root @eep ]/CA . pm2.56# nmake install

Please do cleanup later:

[root @eep ]/# cd /var/tnp
[root @eep J/tmp# rm-rf CA.pmversion/ CA_pmtar.gz

Installed files

/fusr/lib/perl5/5. 00503/ CA/Pretty.pm
/usr/1lib/perl5/5.00503/i386-1inux/auto/Cd
/usr/lib/perl5/5.00503/i386-1inux/auto/ CdA/. packlist
/fusr/lib/perl5 man/man3/Cd ::Pretty. 3

Securing Apache

Change someimportant permissionson filesand directoriesfor your Web Server. When youinstall Apache
on your server, there are some files and directories that have too many permissions set by default. The

452



Software -Network
Server, web/Apache

binary program ht t pd can be set to be read-only by the super-user r oot , and executable by the owner,
group, and othersfor better security. The/ et ¢/ ht t pd/ conf and/ var/ | og/ ht t pd directoriesdon't
need to by readable, writable or executable by other people.

[root @eep ]/# chnmod 511 /usr/sbin/httpd
[root @eep ]/# chrmod 750 /etc/httpd/ conf/
[root @eep ]/# chrmod 750 /var/ | og/ httpd/

If you have enabled the automatic indexing of directoriesin your Apache configuration file; | ndex Op-
tions inhttpd. conf, then you'll have a security issue since any requests for a directory that don't
find an index file will build an index of what isin the directory. In many cases, you may only want people
seeing files that you specifically link to. To turn this off, you need to remove read permissions from the
Docurent Root directory but not the filesinside it.

[root @eep ]/# cd /hone/ httpd/
[root @eep ]/ httpd# chnmod 311 ona
[root @eep J/httpd# |Is -la

d- wx- - X--X 13 webadnm n webadm n 1024 Jul 28 08:12 ona

Now, with this modification, any requests for this protected directory should return an error message like:

For bi dden
You don't have perm ssion to access /ona/ on this server.

-

|;"1_ TiF

ki

ona isthe Docunent Root , the directory out of which you will serve your documents, in our
example.

users authentication with . dbnmpasswd pass-
word file

This step is necessary only if you think that you'll use an access file authentication system for your web
site. Access file authentication is used when you have the need to protect some part of your web site with
auser password. With Apache, alot of options exist to protect your site with usernames and passwords.

1. The dbmmanage program utility of Apache can be used to create and update usernames and pass-
words of HTTP users. This method use a DBM format files that is the fastest mechanism when you
have thousands users to manage in your password file. First of all, it's important to change the per-
mission of thisprogramto be 0750/ - r wxr - x- - - , writable only by the super-user r oot , readable
and executable by group and nothing for the others.
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a.  To change the permissions on the dbmmanage program, use the following command:
[root @eep ]/# chnod 750 /usr/ bi n/ dbmmanage
b. To create a username and password, use the following command:

[root @eep ]/# /usr/bin/dbnmanage /etc/httpd/.dbnpasswd addu:

New passwor d:
Re-type new password:
User username added with password encrypted to |4jrdAL9MHOK.

Where </etc/httpd> is the location of the password file, <.dbmpasswd> is the name of the pass-
word file, and <username> is the name of the user you want to add in your . dbnpasswd file.

If you use the dbmmanage utility with your Apache web server to create passwords and usernames,
don't forget to include in your / et ¢/ ht t pd/ conf/ ht t pd. conf configuration file the part of
your web site you need to protect with user password authentication: Edit theht t pd. conf filevi/

etc/ httpd/ conf/httpd. conf and add thefollowing linesto protect the pr i vat e directory
of your web site ona with user password authentication:

<Directory "/home/ httpd/ona/private">
Options None

Al'l owOverride AuthConfig

Aut hName "restricted stuff"

Aut hType Basic

Aut hDBUser Fil e /etc/ httpd/. dbnpasswd
require valid-user

</Directory>

The path </home/httpd/ona/private> specifies the directory we want to protect with a password and
username, the </etc/httpd/.dompasswd> specifies the location of the password file. To add the DB
password authentication module to your Apache Web Server, you must be sure to include it dur-
ing the configuration time of Apache with the following parameter - - add- nodul e=sr ¢/ nod-
ul es/ st andar d/ mod_aut h_db. c. See your Apache documentation for more information.

You must restart Apache web server for the changes to take effect: To restart Apache, use the fol-
lowing commands:

[root @eep ]/# /etc/rc.d/init.d/ httpd restart

Shutting down http: [ X ]
Starting httpd: [ X
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4. Finaly, we must test the new protected directory named pri vat e. To verify that it works, point
your web browser to the following address: htt p: / / ny- web- server/ pri vat e/ . The <my-
web-server> is the address where your Apache web server lives. The </private/> is the directory we

want to protect with user password authentication.
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Immunize configuration files like ht t pd. conf

As we aready know, the immutable bit can be used to prevent deletion, overwriting or creation of a
symbolic link to afile. Once your ht t pd. conf file has been configured, it's a good idea to immunize

it with the following command:

[root @eep ]/# chatt

Apache in a chroot jail

r +i /etc/httpd/ conf/httpd. conf

This part focuses on preventing Apache from being used as a point of break-in to the system hosting it.
Apache by default runs as a non-root user, which will limit any damage to what can be done as a normal
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user with alocal shell. Of course, allowing what amounts to an anonymous guest account falls rather short
of the security requirements for most Apache servers, so an additional step can be taken - that is, running
Apachein achroot jail.

The main benefit of achroot jail isthat thejail will limit the portion of the file system the daemon can see
to the root directory of the jail. Additionally, since the jail only needs to support Apache, the programs
availableinthejail can be extremely limited. Most importantly, there is no need for setuid-root programs,
which can be used to gain root access and break out of the jail.

. lost + found
bin ,
boot httpd —— dev
cache ato
chroot lib
gFE'"' usr
var
home home
liby
lost + found
minit
prac
root Owr chroot jail that host Apache

shin Web Server and owned by

tmp the user "wwaww'
usr

var
Thig iz our chroot jail bubble, which handle
a small copy of our Linux file system structure.

Cur ﬁle_s-ﬁ.tﬂm on Linux.

Chrooting apache is no easy task and has a tendency to break things. Before we embark on this, we need
to first decide whether it is beneficial for you to do so. Some pros and cons are there, but most certainly
not limited to, the following:

Pros and Cons

i. If apacheisever compromised, the attacker will not have access to the entire file system.

ii. Poorly written CGI scripts that may allow someone to access your server will not work.

i. Thereareextralibrariesyou'll need to have in the chroot jail for Apache to work.

ii. If you use any Perl/CGI features with Apache, you will need to copy the needed binaries, Perl

libraries and filesto the appropriate spot within the chroot space. The same appliesfor SSL, PHP,
LDAP, PostgresSQL and other third-party programs.

The chrooted configuration listed below supposes that you've compiled your Apache server with the ex-
ternal program mod_ssl. The differencesin what you've compiled with your Apache web server residein
which libraries and binaries you'll need to copy to the chrooted directory.
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ﬁlgum.a.m

Remember that if you've compiled Apacheto usemod_perl, you must copy all therelated binaries
and Perl libraries to the chrooted directory. Perl residesin/ usr /1 i b/ per| 5 andin case you
use Perl features, copy the Perl directoriesto / chr oot/ htt pd/ usr/1i b/ perl| 5/. Don't
forget to create the directory / chr oot / ht t pd/ usr/ | i b/ per| 5 inyour chrooted structure
before copying.

The following are the necessary steps to run Apache Web Server in a chroot jail:

We must find the shared library dependencies of httpd. These will need to be copied into the chroot jail
later. To find the shared library dependencies of httpd, execute the following command:

[root @eep ]/# 1dd /usr/sbin/httpd

i bpam so.0 =>/1ib/libpam so.0 (0x40016000)
libmso.6 =>/lib/libmso.6 (0x4001f000)

[ibdl.so.2 =>/lib/libdl.so.2 (0x4003b000)
libcrypt.so.1 =>/1lib/libcrypt.so.1 (0x4003e000)
libnsl.so.1 =>/lib/libnsl.so.1 (0x4006b000)
libresolv.so.2 =>/lib/libresolv.so.2 (0x40081000)

i bdb.so.3 =>/1ib/libdb.so.3 (0x40090000)

libc.so.6 =>/lib/libc.so.6 (0x400cb000)
[lib/ld-1inux.so.2 =>/1ib/ld-1inux.so.2 (0x40000000)

Make a note of the files listed above, you will need these later in our steps.

Add anew UID and a new GID if thisis not already done for running Apache httpd. This is important
because running it as root defeats the purpose of the jail, and using a different UID that already exists on
the system i.e. nobody can alow your services to access each others' resources. Consider the scenario
where a web server is running as nobody, or any other overly used UID/GID and compromised. The
cracker can now access any other processes running as nobody from within the chroot.

1. ThesearesampleUID/GIDs. Check the/ et ¢/ passwd and/ et ¢/ gr oup filesfor afree UID/GID
number. In our configuration we'll use the numeric value 80 and UID/GID wwww.
[root @eep ]/# useradd -c "Apache Server" -u 80 -s /bin/false -r -c
The above commands will create the group www with the numerical GID value 80, and the user www
with the numerical UID value 80.
2. Set up the chroot environment. First we need to create the chrooted Apache structure. We use /

chr oot / ht t pd for the chrooted Apache. The/ chr oot / ht t pd isjust adirectory on adifferent
partition where we've decided to put apache for more security.

[root @eep ]/# /etc/rc.d/init.d/ httpd stop
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Only if Apacheis already installed and run on your system.

Shutting down http: [ X ]

[root @eep ]/# nkdir /chroot/httpd

3. Next, create the rest of directories as follows:

[root @eep ]/# nkdi
[root @eep ]/# nkdi
[root @eep ]/# nkdi
[root @eep ]/# nkdir -p /chroot/httpd/usr/shin

[root @eep ]/# nkdir -p /chroot/httpd/var/run

[root @eep ]/# nkdir -p /chroot/httpd/var/log/httpd
[root @eep ]/# chnod 750 /chroot/httpd/var/|og/ httpd/
[root @eep ]/# nkdir -p /chroot/httpd/ hone/httpd

/ chroot/ httpd/ dev
/chroot/httpd/lib
/chroot/httpd/etc

_ = = = =

4. Copy the main configuration directory, the configuration files, the cgi-bin directory, the root di-
rectory and the httpd program to the chroot jail: [root@deep ]/# cp -r /etc/httpd /chroot/httpd/
etc/ [root@deep ]/# cp -r /home/httpd/cgi-bin /chroot/httpd/home/httpd/ [root@deep 1/# cp -r /
home/httpd/your-DocumentRoot /chroot/httpd/home/httpd/ [root@deep ]/# mknod /chroot/httpd/
dev/null ¢ 1 3 [root@deep ]/# chmod 666 /chroot/httpd/dev/null [root@deep ]/# cp /usr/sbin/
httpd /chroot/httpd/usr/sbin/ We need the / chr oot / htt pd/ etc, / chroot/ htt pd/ dev, /
chroot/httpd/lib, /chroot/httpd/usr/sbhin /chroot/httpd/var/run, /ch-
root/ httpd/ home/httpd and /chroot/ httpd/var/| og/ httpd directories because,
from the point of the chroot, we're sitting at / .

5. If you have compiled your Apache web server with SSL support, you must copy the entire/ et c/
ssl directory that handles all private and public keysto the chroot jail.

[root @eep ]/# cp -r /etc/ssl /chroot/httpd/etc/ [ require only if

[root @eep ]/# chnmod 600 /chroot/httpd/etc/ssl/certs/ca.crt B requi
[root @eep ]/# chnod 600 /chroot/httpd//etc/ssl/certs/server.crt R
[root @eep ]/# chnod 600 /chroot/httpd/etc/ssl/private/ca.key [ rec
[root @eep ]/# chnod 600 /chroot/httpd/etc/ssl/private/server. key

Apache to use shared libraries

Since we have compiled apache to use shared libraries, we need to install them into the chroot directory
structure. Use Idd / chr oot / ht t pd/ usr/ sbi n/ ht t pd to find out which libraries are needed. The
output, depending on what you've compiled with Apache will be something similar to:

libpam so.0 =>/1ib/libpam so.0 (0x40016000)
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l[ibmso.6 =>/lib/libmso.6 (0x4001f000)

[ibdl.so.2 =>/lib/libdl.so.2 (0x4003b000)
libcrypt.so.1 =>/lib/libcrypt.so.1 (0x4003e000)
libnsl.so.1 =>/lib/libnsl.so.1 (0x4006b000)
libresolv.so.2 =>/lib/libresolv.so.2 (0x40081000)

['i bdb.so.3 =>/1ib/libdb.so.3 (0x40090000)

libc.so.6 =>/lib/libc.so.6 (0x400cb000)
[lib/ld-1inux.so.2 =>/1ib/ld-1inux.so.2 (0x40000000)

Copy the shared libraries identified above:

[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep

11#
1/#
1/#
1/#
1/#
1/#
1/#
1/#
1/#

cp
cp
cp
cp
cp
cp
cp
cp
cp

/1ib/libpamso.0 /chroot/httpd/lib/
/1ib/libmso.6 /chroot/httpd/lib/
/[lib/libdl.so.2 /chroot/httpd/lib/
/1ib/libcrypt.so.1 /chroot/httpd/lib/
/[lib/libnsl* [/chroot/httpd/lib/
/1ib/libresolv* /chroot/httpd/Ilib/
/1ib/libdb.so.3 /chroot/httpd/lib/
/1ib/libc.so.6 /chroot/httpd/lib/
/1ib/1d-1inux.so.2 /chroot/httpd/lib/

You'll also need the following extra libraries for some network functions, like resolving:

[root @eep ]/# cp /1ib/libnss_compat* /chroot/httpd/lib/
[root @eep ]/# cp /1ib/libnss_dns* /chroot/httpd/lib/
[root @eep ]/# cp /1ib/libnss _files* /chroot/httpd/lib/

We now need to copy the passwd and group filesinside the/ chr oot / ht t pd/ et ¢ chrooted di-
rectory. The concept here is the same as how ftpd uses passwd and group files. Next, we'll remove
all entries except for the user that apache runs asin both filespasswd and gr oup.

a

[root @eep ]/# cp /etc/passwd /chroot/httpd/etc/
[root @eep ]/# cp /etc/group /chroot/httpd/etc/

b. Edit the passwd file, vi / chr oot / ht t pd/ et ¢/ passwd and delete all entries except for
the user apache run asin our configuration, it's W

www. X: 80: 80: : / home/ wwv. / bi n/ bash

c. Editthegroupfile vi/ chroot/ htt pd/ et c/ gr oup anddeleteall entriesexcept the group
apache run as, in our configuration it,s vwwv.

www, X: 80:
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The / chr oot/ et c directory

You will lsoneed/ et c/ resol v. conf,/etc/nssw tch. conf and/ et c/ host s filesin your
chroot jail. [root@deep ]/# cp /etc/resolv.conf /chroot/httpd/etc/ [ root@deep |/# cp /etc/hosts/chroot/httpd/
etc/ [root@deep ]/# cp /etc/nsswitch.conf /chroot/httpd/etc/

1. Now we must set somefilesin the chroot jail directory immutable for better security.

a  Settheimmutable bit on passwd file:

[root @eep ]/# cd /chroot/httpd/etc/
[root @eep ]/# chattr +i passwd

b.  Set theimmutable bit on gr oup file:

[root @eep ]/# cd /chroot/httpd/etc/
[root @eep ]/# chattr +i group

Cc. Settheimmutablebiton ht t pd. conf file

[root @eep ]/# cd /chroot/httpd/etc/httpd/conf/
[root @eep ]/# chattr +i httpd. conf

d. Settheimmutable bit onr esol v. conf file:

[root @eep ]/# cd /chroot/httpd/etc/
[root @eep ]/# chattr +i resolv. conf

e.  Settheimmutable bit on host s file:

[root @eep ]/# cd /chroot/httpd/etc/
[root @eep ]/# chattr +i hosts

Set the immutable bit on nsswi t ch. conf file:

[root @eep ]/# cd /chroot/httpd/etc/
[root @eep ]/# chattr +i nsswitch. conf

2. Copythel ocal ti ne filetothejail sothat log entriesare adjusted for your local timezone properly:

[root @eep ]/# cp /etc/localtime /chroot/httpd/etc/
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3. Remove unnecessary Apache files and directories:

[root @eep ]/# rm-rf /var/log/httpd/
[root @eep ]/# rm-rf /etc/httpd/
[root @eep ]/# rm-rf /hone/httpd/
[root @eep ]/# rm-f [usr/sbin/httpd

We can remove safely al of the above files and directories since they are now located under our
chroot jail directory.

4. Normally, processes talk to syslogd through / dev/ | og. Asaresult of the chroot jail, this won't be
possible, so syslogd needsto betoldto listento/ chr oot / ht t pd/ dev/ | og. To do this, edit the
sysl og startup script, vi/ et c/rc. d/init.d/ sysl og to specify additional placesto listen.

daermon syslogd -mO0
To read:
daenon syslogd -mO -a /chroot/httpd/dev/log
5. Thedefault ht t pd script file of Apache starts the daemon ht t pd outside the chroot jail. We must
change it to now start httpd from the chroot jail.
a Editthehtt pd script file,vi/etc/rc. d/init.d/httpdandchangetheline:
daenon httpd

To read:

[ usr/sbin/chroot /chroot/httpd/ /usr/sbhin/httpd -DSSL

rm-f /var/run/httpd.pid
To read:

rm-f /chroot/httpd/var/run/httpd.pid

Test the new chrooted jail

Finally, we must test the new chrooted jail configuration of our Apache Web Server. The first thing to do
isto restart our syslogd daemon with the following command:
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[root @eep ]/# /etc/rc.d/init.d/syslog restart

Shutti ng down ker nel

| ogger:

Shutti ng down system | ogger:
Starting system | ogger:

Starting kernel

Now, start the new chrooted jail Apache with the following command:

[root @leep ]/# /etc/rc.d/init.d/ httpd start

Starting httpd:

If you don't get any errors, do apsax | grep httpd and seeif we're running:

[root @eep ]/# ps ax |

14373
14376
14377
14378
14379
14380
14381
14382
14383
14384
14385
14386
14387
14388
14389
14390
14391
14397
14476
14477
14478

B I B B B S I B B B I S B B e R R B S R )

NOLOLLLOLLLOLLOLOLOLOOLOOLOOOLOnnnom

| ogger:

grep httpd

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

CELLLELELELELELELELELeEeELeeeeeee

ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd
ht t pd

- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL
- DSSL

Ql—|l—|l—|

If so, lets check to make sure it's chrooted by picking out one of its process numbers and doing | s -

la /proc/that_process_nunber/root/.
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[root @eep ]/# |s -1a /proc/ 14373/ root/
If you see:

dev
etc
home
lib
usr
var

congratulations!

As mentioned above, if you use Perl, you'll need to copy or hardlink any system libraries, perl libraries/
usr/1i b/ perl 5,andbinariesinto the chroot area. The same appliesfor SSL, PHP, LDAP, PostgreSQL
and other programs.

Configurethenew /etc/| ogrotate. d/
apache file

Now Apache logs filesresiding in the/ chr oot / var /| og/ ht t pd directory instead of / var/ | og/
ht t pd and for thisreason we need to modify the/ et ¢/ | ogr ot at e. d/ ht t pd fileto point to the new
chrooted directory. Also, we've compiled Apache with mod_sdl, so we'll add one more line to permit the
logrotate program to rotate the ssl _request | og and ssl _engi ne_| og files. Configure your /
et c/ | ogrot at e. d/ apache fileto rotate your log files each week automatically.

Createthe apache file touch / et c/ | ogr ot at e. d/ apache and add:

/chroot/ httpd/var/|l og/ httpd/access_| og {

m ssi ngok

postrotate

fusr/bin/killall -HUP /chroot/httpd/usr/sbin/httpd
endscri pt

}

/chroot/httpd/var/log/httpd/error_Ilog {

m ssi ngok

postrotate

fusr/bin/killall -HUP /chroot/httpd/usr/shin/httpd
endscri pt

}

/chroot/ httpd/var/|log/ httpd/ssl_request_I|og {

m ssi ngok

postrotate

fusr/bin/killall -HUP /chroot/httpd/usr/sbin/httpd
endscri pt

}
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/chroot/ httpd/var/log/ httpd/ssl_engine_|l og {

m ssi ngok

postrotate

fusr/bin/killall -HUP /chroot/httpd/usr/shin/httpd
endscri pt

}

Optimizing Apache

The mod_mmap_static module of Apache, is a special module with the Apache distribution named
nmod_mrap_st ati ¢ that can be used to improve the performance of your Web Server. This module
works by providing mappings of a statically configured list of frequently requested, but not changed, files
in your RootDirectory. So, if files displayed by Apache don't change often, you can use this module to
memory-map the static documents and increase the speed of your Apache web server.

It's important to note that the mod_mmap_static module of Apache must be enabled during the con-
figuration and compilation time of Apache before you can use it. If you have followed our steps de-
scribed in the configuration and compilation time section above, thisis already in Apache - - add- nod-
ule-../nod_nmmp_static.c.

1. Tomemory-map static documents, use the following command:
[root @eep ]/# find /hone/httpd/ona -type f -print | sed -e 's/.*/ me

The/ hone/ ht t pd/ ona is the RootDirectory, or to be more precise, the directory out of which
you will serve your documents, and the/ et ¢/ ht t pd/ conf / mmap. conf isthe location where
we want to create thisfile, mmap. conf , that contains a static memory-map of all documents under
our RootDirectory.

2. Oncethe mmap. conf file has been created under the location where we have chosen to keep this
file, wemust includeitinthe ht t pd. conf file of Apacheto be able to use its features on our web
server. Edit theht t pd. conf file,vi/ et c/ htt pd/ conf/ htt pd. conf and add theline:

<I f Modul e nod_i ncl ude. c>
I ncl ude conf/ mmap. conf
</ | f Modul e>

-

|?h_ Tip

ki1

See your Apache documentation for more information about the use of mod_mmap_static. Re-
member that this feature must be only used when you serve documents that don't change often
on your web site.

Y ou must restart the Apache web server for the changes to take effect:
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[root @eep ]/# /etc/rc.d/init.d/ httpd restart

Shutting down http:
Starting httpd:

The atime and noatime attributes

-

|i‘"|_ Tie

L

The atime and noatime attributes of Linux can be used to get measurable performance gainsin
Apache. Seein this book, General System Optimization, for more information on the subject.

Installed files for Apache Web Server

These are the filesinstalled by the software program Apache on your server.

/etc/rc.d/init.d/ httpd /etc/rc.d/rc0.d/

/etc/rc.d/rc2.d/
K15ht t pd
/etc/rc.d/rch.d/
S85ht t pd
/etc/httpd

/etc/ httpd/ conf/
ht t pd. conf

/etc/ httpd/ conf/
magi c. def aul t

/ hone/ htt pd

/ hone/ htt pd/ cgi - bi n/
test-cg

/ usr/ bi n/ dbmmanage
/usr/include/ apache/
xm /asciitab.h
/usr/include/ apache/
xm /latinltab.h
/usr/include/ apache/
xm / xm def . h
/usr/include/ apache/
xm /xm tok. h
/usr/include/ apache/
ap. h

/usr/include/ apache/
ap_config_auto.h
/usr/include/ apache/
ap_hook. h
/usr/include/ apache/
ap_mm. h

Ki5ht t pd
[etc/rc.d/rc3.d/
S85ht t pd
/etc/rc.d/rc6.d/
Ki5ht t pd
/ et c/ httpd/conf

/etc/ httpd/conf/
m ne. types. def aul t

/etc/ httpd/ conf/nagic

/home/ httpd/cgi-bin
[ usr/ bi n/ ht passwd

[ usr/include/ apache
[ usr/include/ apache/
xm / hasht abl e. h

[ usr/include/ apache/
xm / nanet ab. h

[ usr/include/ apache/
xm / xm parse. h

[ usr/include/ apache/
xm /xm tok_i npl . h

[ usr/include/ apache/
ap_conpat. h

[ usr/include/ apache/
ap_ctx.h

[ usr/include/ apache/
ap_nd5. h

[ usr/include/ apache/
ap_shal. h

/etc/rc.d/rcl.d/
K15ht t pd
[etc/rc.d/rc4.d/
S85ht t pd

[ etc/ | ogrotate. d/ apache

[ etc/ httpd/conf/
htt pd. conf . def aul t
[ etc/ httpd/conf/
m ne. types

[ etc/ httpd/ php.ini

/ honme/ ht t pd/ cgi - bi n/
printenv
[ usr/ bi n/ htdi gest

[ usr/incl ude/ apache/ xm

[ usr/incl ude/ apache/
xm /iasciitab.h

[ usr/incl ude/ apache/
xm /utf8tab. h

[ usr/incl ude/ apache/
xm /xmrole. h

[ usr/incl ude/ apache/
alloc. h

[ usr/incl ude/ apache/
ap_config.h

[ usr/incl ude/ apache/
ap_ctype.h

[ usr/incl ude/ apache/
ap_mmh

[ usr/incl ude/ apache/
buff.h
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/usr/include/ apache/
conpat. h
/usr/include/ apache/
fnmat ch. h
/usr/include/ apache/
http config.h
/usr/include/ apache/
http_main. h
/usr/include/ apache/
http_vhost. h
/usr/include/ apache/
rfcl413. h
/usr/include/ apache/
util_nd5. h
/usr/include/ apache/
0s. h

[ usr/ man/ manl/

ht passwd. 1

[ usr/ man/ man8/ ab. 8

[ usr/ man/ man8/
rot atel ogs. 8

[ usr/sbin/ab

[ usr/ sbi n/ apxs
/var/ cache/ htt pd

[ usr/include/ apache/
conf. h

[ usr/include/ apache/
hsregex. h

[ usr/include/ apache/
http_core.h

[ usr/include/ apache/
http_protocol . h

[ usr/include/ apache/
httpd. h

[ usr/include/ apache/
scoreboard. h

[ usr/include/ apache/
util_script.h

/usr/include/ apache/ os-

inline.c

[usr/ man/ manl/

htdi gest. 1

/usr/ man/ nan8/ htt pd. 8

[ usr/ man/ nan8/ apxs. 8

[ usr/sbin/logresol ve
/var/log/ httpd

[usr/incl ude/ apache/
explain.h
[usr/incl ude/ apache/
http_conf gl obal s. h
[usr/incl ude/ apache/
http_| og. h
[usr/incl ude/ apache/
http_request.h
[usr/incl ude/ apache/
mul tithread. h
[usr/incl ude/ apache/
util _date.h
[usr/incl ude/ apache/
util _uri.h
[usr/1ib/apache

[ usr/ man/ manl/
dbmmanage. 1

[ usr/ man/ mang/

| ogresol ve. 8
/usr/sbin/httpd

[ usr/sbin/rotatel ogs
[ var/cache

Installed files /IPHP4

These are the tnstalled files by PHP4 server-side scripting language with Apache Web Server:

[ usr/ bi n/ phpi ze

/usr/incl ude/ php

/usr/include/ php/ Zend/ Fl exLexer . h

/usr/include/ php/ Zend/ nodul es. h

[ usr/includel/ php/ Zend/ zend-

scanner. h

[ usr/include/ php/ Zend/ zend_API . h

/usr/include/ php/ Zend/ /usr/include/ php/ Zend/

zend_builtin_functions.h zend_conpile.h

/usr/include/ php/ Zend/ zend_confi g. h/ usr/i ncl ude/ php/ Zend/
zend_config.w32. h

/usr/include/ php/ Zend/ /usr/include/ php/ Zend/

zend_constants. h zend_dynami c_array. h

/usr/include/ php/ Zend/ zend_errors. h/ usr/incl ude/ php/ Zend/

zend_execute. h

/usr/include/ php/ Zend/

zend_ext ensions. h

/usr/include/ php/ Zend/

zend_gl obal s. h

/usr/include/ php/ Zend/ zend_hash. h

[ usr/ bi n/ php-config
/usr/incl ude/ php/ Zend
/usr/include/ php/ Zend/ acconfig. h
/usr/include/ php/ Zend/ zend- parser. h
/usr/includel/ php/ Zend/ zend. h

/usr/include/ php/ Zend/ zend_al | oc. h

/usr/include/ php/ Zend/
zend_execute_ | ocks. h
/usr/include/ php/ Zend/
zend_fast _cache. h
/usr/include/ php/ Zend/
zend_gl obal s_nmacros. h
/usr/include/ php/ Zend/
zend_highlight.h

/usr/include/ php/ Zend/ zend_i ndent . h
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/usr/include/ php/ Zend/ zend_Iist.h /usr/include/php/Zend/zend Ilist.h

/usr/include/ php/ Zend/ /usr/include/ php/ Zend/

zend_operators. h zend_ptr_stack. h

/usr/include/ php/ Zend/ zend_st ack. h /usr/i ncl ude/ php/ Zend/
zend_variables. h

/usr/include/ php/ TSRM /usr/include/ php/ TSRM TSRM h
/usr/incl udel/ php/ ext [ usr/include/ php/ ext/standard
/usr/include/ php/ext/ /usr/includel/ php/ext/

st andar d/ base64. h st andar d/ basi ¢c_functions. h
/usr/include/ php/ext/ /usr/includel/ php/ext/
standard/ cyr_convert.h st andard/ datetine. h
/usr/include/ php/ext/standard/dl.h /usr/include/php/ext/standard/dns.h
/usr/include/ php/ext/ /usr/includel/ php/ext/

st andar d/ exec. h standard/file.h

/usr/include/ php/ext/ /usr/includel/ php/ext/
standard/ fl ock_conpat. h st andar d/ f sock. h
/usr/include/ php/ext/ /usr/includel/ php/ext/

st andard/ gl obal . h st andar d/ head. h

/usr/includel/ php/ext/ /usr/include/ php/ext/
standard/ htm . h standard/info.h

/usr/include/ php/ ext/standar d/ nd5. h/ usr/i ncl ude/ php/ ext/
standard/ mcrotinme.h

/usr/includel/ php/ext/ /usr/include/ php/ext/
st andar d/ pack. h st andar d/ pagei nfo. h
/usr/includel/ php/ext/ /usr/include/ php/ext/
st andard/ php_array. h st andar d/ php_assert.h
/usr/includel/ php/ext/ /usr/include/ php/ext/
st andar d/ php_browscap. h st andar d/ php_crypt.h
/usr/includel/ php/ext/ /usr/include/ php/ext/
standard/ php_dir.h standard/ php_filestat.h
/usr/includel/ php/ext/ /usr/include/ php/ext/
st andar d/ php_i nage. h st andard/ php_iptc. h
/usr/includel/ php/ext/ /usr/include/ php/ext/
st andard/ php_l cg. h st andar d/ php_link. h
/usr/includel/ php/ext/ /usr/include/ php/ext/
standard/ php_mail . h st andar d/ php_met aphone. h
/usr/includel/ php/ext/ /usr/include/ php/ext/
st andar d/ php_out put. h st andar d/ php_rand. h
/usr/includel/ php/ext/ /usr/include/ php/ext/
st andar d/ php_st andard. h st andar d/ php_string. h
/usr/includel/ php/ext/ /usr/include/ php/ext/
st andar d/ php_sysl og. h st andar d/ php_var. h
/usr/includel/ php/ext/ /usr/include/ php/ext/
st andar d/ phpdir. h st andar d/ phpmat h. h
/usr/includel/ php/ext/ /usr/include/ php/ext/standard/reg. h
standard/ quot _print.h

/usr/includel/ php/ext/ /usr/include/ php/ext/
standard/type. h standard/ uniqgid. h

/usr/include/ php/ ext/standard/ url.h/usr/include/php/ext/
standard/ url _scanner. h

/usr/include/ php/regex /usr/include/ php/regex/regex.h
/usr/include/ php/ regex/ /usr/incl ude/ php/ php. h
regex_extra.h

/usr/include/ php/ php_regex. h /usr/include/ php/ php3_conpat. h
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/usr/include/ php/ saf e_node. h
/usr/include/ php/ php_version. h
/usr/include/ php/ php_reentrancy. h
/usr/include/ php/ SAPI . h
/usr/include/ php/ zend_config. h
/usr/lib/php
/usr/1ib/php/ DB/ common. php
lusr/lib/php/ DB/ nysql . php
/usr/lib/php/ DB/ st orage. php
[usr/lib/php/build/ pear.m
[fusr/lib/php/build/library.nk
[usr/1ib/php/build/program nk
lusr/lib/php/build/rules pear.nk
[usr/1ib/php/build/acinclude. md

/usr/include/ php/fopen-w appers. h
/usr/include/ php/ php_gl obal s. h
/usr/include/ php/ php_ini.h

[ usr/include/ php/ php_config.h
[ usr/include/ php/buil d-defs. h
/usr/1lib/php/ DB
/usr/1ib/php/ DB/ odbc. php
lusr/lib/php/ DB/ pgsql . php
{usr/1ib/php/build
/usr/lib/php/build/fastgen.sh
fusr/lib/php/build/ltlib.nk
/fusr/lib/php/build/rules.nk
/usr/lib/php/build/shtoo
/usr/lib/php/DB. php

Installed files by mod_perl

Installed files by mod_perl programming language with Apache Web Server on your machine.

lusr/lib/perl5/5.00503/i 386- /usr/lib/perl5/ man/ man3/ Apache. 3

I i nux/ perllocal. pod
/usr/lib/perl5/ man/ man3/
Apache: : Constants. 3
/usr/lib/perl5/ man/ man3/
Apache: : Log. 3
/usr/lib/perl5/ man/ man3/
Apache: : Synbol . 3
/usr/lib/perl5/ man/ man3/
Apache:: URI . 3
/usr/lib/perl5/ man/ man3/
Apache: : FakeRequest . 3
/usr/lib/perl5/ man/ man3/
Apache: : ExtUils. 3
/usr/lib/perl5/ man/ man3/
Apache: : Status. 3
/usr/lib/perl5/ man/ man3/
Apache: : Debug. 3
/usr/lib/perl5/ man/ man3/
Apache::src. 3
/usr/lib/perl5/ man/ man3/
Apache:: httpd_conf.3
/usr/lib/perl5/ man/ man3/
Apache: : Options. 3
/usr/lib/perl5/ man/ man3/
Apache: : Syndunp. 3
/usr/lib/perl5/ man/ man3/

nod_perl| _method_handl ers. 3

/usr/lib/perl5/ man/ man3/
cgi _to _nod perl.3
/usr/lib/perl5/ man/ man3/
Apache: : Registry. 3
/usr/lib/perl5/ man/ man3/
Apache:: SizeLimt.3

/usr/lib/perl5/ man/ man3/
Apache: : Leak. 3
/usr/lib/perl5/ man/ man3/
Apache: : Per| RunXs. 3
/usr/lib/perl5/ man/ man3/
Apache: : Tabl e. 3
/usr/lib/perl5/ man/ man3/
Apache:: Util.3

/usr/lib/perl5/ man/ man3/ nod_perl .3

/usr/lib/perl5/ man/ man3/
Apache:: SIG 3
/usr/lib/perl5/ man/ man3/
Apache: : I ncl ude. 3
/usr/lib/perl5/ man/ man3/
Apache: : Resource. 3
/usr/lib/perl5/ man/ man3/
Apache: : Perl Run. 3
/usr/lib/perl5/ man/ man3/
nod _perl traps.3
/usr/lib/perl5/ man/ man3/
nod_perl _cvs. 3
/usr/lib/perl5/ man/ man3/
Apache: : Regi stryLoader. 3
/usr/lib/perl5/ man/ man3/
nod_perl tuning.3
/usr/lib/perl5/ man/ man3/
Apache: : Stat| NC. 3
/usr/lib/perl5/ man/ man3/
Bundl e: : Apache. 3
/usr/lib/perl5/ man/ man3/
Apache: : Perl Sections. 3
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/usr/lib/perl5/ man/ man3/
Apache: : Redi rect LogFi x. 3
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i nclude/include/multithread. h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/include/ap_config.h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude/ap. h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/include/ap_ctx.h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i nclude/include/rfcl413. h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i nclude/include/util _uri.h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/incl ude/ap_conpat. h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude/ ap_shal. h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude/ conpat. h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i nclude/include/http_core.h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/include/ http_protocol.h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude/ ap_hook. h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

/usr/lib/perl5/site perl/5.005/
i 386-11 nux/auto
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/ i ncl ude
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude/ buff.h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/include/ httpd. h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude/ all oc. h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude/ap_nd5. h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/include/util_nd5.h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude/ conf . h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude/ expl ai n. h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/include/http _config.h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude/ scoreboard. h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/include/http_request.h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/incl ude/ap_mm h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i nclude/include/util _date.h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/include/http_main.h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/include/ http_conf_ gl obal s. hi ncl ude/include/util _script.h

/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/include/ http_vhost.h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude/ hsregex. h

/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/include/ap_ctype. h
/usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude/ap_nmm. h
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/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/

i ncl ude/include/ap_config_auto.h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/

i ncl ude/ i ncl ude/ fnmat ch. h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
net war e

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
net war e/ getopt. h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
netware/uri _delins.h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
bs2000

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
bs2000/ ebcdi c. h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
t pf

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
tpf/os.h

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
wi n32

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
wi n32/ getopt.h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
wi n32/ resource. h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
wi n32/installer/installdl
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
win32/installer/installdll/test/
test.h

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
wi n32/ 0s. h

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
wi n32/readdir.h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
uni x/ 0s. h

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/

i ncl ude/include/http_log.h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
net war e/ 0s. h

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
netware/test _char.h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
net war e/ preconp. h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
bs2000/ os-inline.c
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
bs2000/ 0s. h

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
tpf/ebcdic. h

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
tpf/os-inline.c
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
wi n32/ service. h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
wi n32/registry.h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
wi n32/installer
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
win32/installer/installdll/test
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
win32/installer/installdll/test/
resource. h

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
wi n32/ passwd. h
/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
uni x

/usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/
uni x/ os-inline.c
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/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/ i 386-1i nux/aut o/ Apache/i ncl ude/ os/
0s390 0s390/0s-inline.c
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/ i 386-1i nux/aut o/ Apache/i ncl ude/ os/
0s390/ ebcdi c. h 0s390/ 0s. h

/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/ i 386-1i nux/aut o/ Apache/i ncl ude/ os/
npei x npei x/ os-inline.c
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/ i 386-1i nux/aut o/ Apache/i ncl ude/ os/
npei x/ 0s. h 0s2

/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ os/ i 386-1i nux/ aut o/ Apache/i ncl ude/ os/
0s2/0s.h os2/os-inline.c
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ nod-i 386-1i nux/ aut o/ Apache/ i ncl ude/ nod-
ul es ul es/ ssl

/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ nod-i 386-1i nux/ aut o/ Apache/ i ncl ude/ nod-
ul es/ssl/ssl_expr.h ul es/ssl/ssl_util _table.h
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ nod-i 386-1i nux/ aut o/ Apache/ i ncl ude/ nod-
ul es/ssl/ssl_util _ssl.h ul es/ ssl/ssl_expr_parse. h
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ nod-i 386-1i nux/ aut o/ Apache/ i ncl ude/ nod-
ul es/ssl/nod_ssl . h ul es/ssl/ssl_util_sdbmh
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ nod-i 386-1i nux/ aut o/ Apache/ i ncl ude/ nod-
ul es/ perl ul es/ perl/nod_perl.h
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ nod-i 386-1i nux/ aut o/ Apache/ i ncl ude/ nod-
ul es/ perl/nod_perl _version.h ul es/ perl/perl _PL.h
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ nod-i 386-1i nux/ aut o/ Apache/ i ncl ude/ nod-
ul es/ perl/nod_perl _xs.h ul es/ php4

/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ nod-i 386-1i nux/ aut o/ Apache/ i ncl ude/ nod-
ul es/ php4/ nod_php4. h ul es/ pr oxy

/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ nod-i 386-1i nux/ aut o/ Apache/ i ncl ude/ nod-
ul es/ proxy/ nod_proxy. h ul es/ st andar d

/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ nod-i 386-1i nux/ aut o/ Apache/ i ncl ude/ sup-
ul es/ standard/ nod _rewite.h port

/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/ sup-i 386-1i nux/ aut o/ Apache/include/lib
port/suexec. h

/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/lib/i386-1inux/auto/ Apache/include/lib/
expat-lite expat-lite/iasciitab.h
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/lib/i386-1inux/auto/ Apache/include/lib/
expat-lite/latinltab.h expat-lite/ xm def.h
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/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/lib/i386-1inux/auto/ Apache/include/lib/
expat-lite/ xm parse.h expat-lite/xmtok.h
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/lib/i386-1inux/auto/ Apache/include/lib/
expat-lite/xmrole.h expat-lite/ hashtable.h
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/lib/i386-1inux/auto/ Apache/incl ude/lib/
expat-lite/ nanetab. h expat-lite/xmtok_ inmpl.h
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i ncl ude/lib/i386-1inux/auto/ Apache/include/lib/

expat-lite/utf8tab.h expat-lite/asciitab.h
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/
i 386- | i nux/ aut o/ Apache/ i 386- | i nux/ aut o/ Apache/

i ncl ude/ r egex

fusr/li
i 386- 1

i ncl ude/ regex/regex2. h

fusr/li
i 386- 1

b/ perl 5/site_perl/5.005/
nux/ aut o/ Apache/

i nclude/regex/utils.h

b/ perl 5/site_perl/5.005/
nux/ aut o/ Apache/

i ncl ude/ regex/ccl ass. h

/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ i 386- | i nux/ aut o/ Apache/ t ypenmap

i ncl ude/ regex/ cnane. h

/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ Leak i 386- | i nux/ aut o/ Apache/ Leak/ Leak. so
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ aut o/ Apache/ Leak/ Leak. bsi 386-1 i nux/ aut o/ Apache/ Synbol

fusr/li
i 386- 1

Synbol / Synbol . so

fusr/li
i 386- 1

b/ perl 5/site_perl/5.005/
nux/ aut o/ Apache/

b/ perl 5/site_perl/5.005/
nux/ aut o/ Apache/

Synbol / Synbol . bs

/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- 1 i nux/ aut o/ nod_per | i 386-1i nux/aut o/ nod_perl /. packli st
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386-1i nux/ nod_perl . pod i 386- 1 i nux/ Bundl e
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ Bundl e/ Apache. pm i 386- | i nux/ Apache
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ Apache/test.pm i 386- | i nux/ Apache/ Debug. pm
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- 1 i nux/ Apache/ Resource. pm i 386- 1 i nux/ Apache/ src. pm
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ Apache/ httpd_conf. pm i 386- | i nux/ Apache/ Syndunp. pm
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ Apache/ Regi stryLoader. pni 386-1i nux/ Apache/ Regi stry. pm
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- 1 i nux/ Apache/ Si zeLimt.pm i 386- | i nux/ Apache/ Redi rect LogFi x. pm
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- 1 i nux/ Apache/ MyConfi g. pm i 386- | i nux/ Apache/ Const ants
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ Apache/ i 386- | i nux/ Apache/ SI G pm

Const ant s/ Exports. pm

/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- 1 i nux/ Apache/ St at | NC. pm i 386- | i nux/ Apache/ Gpcode. pm
/usr/lib/perl5/site perl/5.005/ /usr/lib/perl5/site perl/5.005/

i 386- | i nux/ Apache/ Perl Secti ons. pm i386-1inux/Apache/ FakeRequest. pm
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fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |

fusr/li
i 386- |
fusr/li
i 386- |

b/ perl 5/site_perl/5.005/
nux/ Apache/ Ext Utils. pm
b/ perl 5/site_perl/5.005/
nux/ Apache/ St at us. pm

b/ perl 5/site_perl/5.005/
nux/ Apache/ Qpti ons. pm
b/ perl 5/site_perl/5.005/
nux/ Apache/ Regi st r yBB. pm
b/ perl 5/site_perl/5.005/
nux/ Apache/ Const ant s. pm
b/ perl 5/site_perl/5.005/
nux/ Apache/ Leak. pm

b/ perl 5/site_perl/5.005/

nux/ Apache/ Modul eConfi g. pm

b/ perl 5/site_perl/5.005/
nux/ Apache/ Server. pm

b/ perl 5/site_perl/5.005/
nux/ Apache/ Tabl e. pm

b/ perl 5/site_perl/5.005/
nux/ Apache/ Util . pm

b/ perl 5/site_perl/5.005/
nux/ mod_per| _hooks. pm PL
b/ perl 5/site_perl/5.005/
nux/ mod_per!| _cvs. pod

b/ perl 5/site_perl/5.005/
nux/ mod_perl.pm

b/ perl 5/site_perl/5.005/
nux/cgi _to_nod perl . pod

fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- 1|
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386- |
fusr/li
i 386-

I i nux/ nod_per| _net hod_handl ers. pod

fusr/li
i 386- |
fusr/li
i 386- |

b/ perl 5/site_perl/5.005/
nux/ Apache/ | ncl ude. pm
b/ perl 5/site_perl/5.005/
nux/ Apache/ Per | Run. pm
b/ perl 5/site_perl/5.005/
nux/ Apache/ Regi st ryNG pm
b/ perl 5/site_perl/5.005/
nux/ Apache/ Connecti on. pm
b/ perl 5/site_perl/5.005/
nux/ Apache/ Fi |l e. pm

b/ perl 5/site_perl/5.005/
nux/ Apache/ Log. pm

b/ perl 5/site_perl/5.005/
nux/ Apache/ Per | RunXS. pm
b/ perl 5/site_perl/5.005/
nux/ Apache/ Synbol . pm

b/ perl 5/site_perl/5.005/
nux/ Apache/ URI . pm

b/ perl 5/site_perl/5.005/
nux/ mod_per| _hooks. pm
b/ perl 5/site_perl/5.005/
nux/ mod_per| _tuni ng. pod
b/ perl 5/site_perl/5.005/

b/ perl 5/site_perl/5.005/
nux/ mod_per!| traps. pod
b/ perl 5/site_perl/5.005/
nux/ Apache. pm
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In this chapter, Three-useful external programs that you may install on your Linux server are explained.
These programs have been made for use with the Apache Web Server, and are useful only if you intend
to use Apache in your organization. If thisis not the case, you can skip this chapter and continue through
the rest of this book. To begin, we'll talk about:

i. Webalizer, which isaweb server log file analysis program.

ii. Thenwe'll discuss FAQ-O-Matic, which can be used when you want a FAQ list, bug-tracing database,
documentation and much more on your server.

iii. Finally, well talk about a very sophisticated and interesting program called Webmail, which allows
you to offer free mail accounts to your clients, or access and read your mail, in a secure manner.

Linux Webalizer

A web server like Apache logs al predefined log entry information into atext file that can be viewed and
analyzed by the web administrator. Thisfile can also be evaluated by aspecial program which can produce
the information in a graphical presentation, making interpretation easier for the administrator.

As per in the [README] file of Webalizer:

The Webalizer is aweb server log file analysis program, which produces usage statisticsin HTML
format for viewing with abrowser. The results are presented in both columnar and graphical format,
which facilitates interpretation. Yearly, monthly, daily and hourly usage statistics are presented,
along with the ability to display usage by site, URL, referrer, user agent, browser and country, user
agent and referrer are only available if your web server produces Combined log format files.

These installation instructions assume

» Commands are Unix-compatible.

» Thesourcepathis/ var/t np, other paths are possible.

* Installations were tested on Red Hat Linux 6.1 and 6.2.

» All stepsin theinstallation will happen in super-user account r oot .
» Webalizer version number is1 30-04

These are the Package(s):

Webalizer Homepage: http://www.mrunix.net/webalizer/

Webalizer FTP Site: 207.153.121.6

Y ou must be sure to download: webalizer-1 30-04-src.tgz

Before you compile, decompress the tarball (tar.gz).
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[root @eep /]# cp webalizer-version-src.tgz /var/tnp/
[root @eep /]# cd /var/tnp/
[root @eep ]/tnmp# tar xzpf webalizer-version-src.tgz

jfguwm-

There are a few prerequisites; the Webalizer requires that the GD Graphics Library, which is
required for generating inline graphics for the Webalizer program, be already installed on your
system. If thisis not the case, you must install it from your Red Hat Linux CD-ROM.

To verify that the GD package isinstalled on your Linux system, use the following command:

[root @eep /]# rpm-qi gd

package gd is not installed
Toinstall the GD packages on your Linux system, use the following command:

[root @eep /]1# mount /dev/cdrom /mt/cdronl
[root @eep /]1# cd / mt/cdrom RedHat / RPMS/
[root @eep ]/ RPMS# rpm - Uvh gd-version.i386.rpm

gd HERHHHHH
[root @eep ]/ RPMB# rpm - Uvh gd- devel -version.i 386.rpm
gd- devel HURHHHHH

[root @eep ]/ RPNMS# cd /; unmount /mmt/cdronf

_] MPORTAN

The Apache web server should be already installed on your system to be able to use Webalizer
software, of course.
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For more information on Apache web server, see its related chapter in this book.

Compile

Move into the new Webalizer directory and type the following commands on your terminal:

CC="egcs" \

CFLAGS="- -funroll-loops -ffast-math -nmalign-doubl e -ncpu=pentiunpro -na
./configure \

--prefix=/usr

[root @eep ]/ webalizer-1.30-04# make
[root @eep ]/webalizer-1.30-04# make install
[root @eep ]/webalizer-1.30-04# nkdir /hone/ httpd/usage

» The make command will compile all source filesinto executable binaries,

» Themakeinstall will install the binaries and any supporting files into the appropriate locations.

e Themkdir will create anew directory named usage under the/ hone/ ht t pd/ directory wherewell
handle all related Webalizer files.

Please do cleanup later:

[root @eep /]# cd /var/tnp
[root @eep ]/tnmp# rm-rf webalizer-version/ webalizer-version-src.tgz

The rm command will remove all the source files we have used to compile and install Webalizer. It will
also remove the Webalizer compressed archive fromthe/ var / t np directory.

Configurations

E‘; HOTE

All the configuration files required for each software described in this book has been provided by
usasagzippedfile f | oppy. t gz for your convenience. This can be downloaded from thisweb
address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any location
on your local machine, say for example/ t np, assuming you have donethisyour directory struc-
turewill be/ t mp/ f | oppy. Within this floppy directory each configuration file hasits own di-
rectory for respective software. For example Webalizer configuration file are organised like this:

total 8
STWF--F-- 1 harrypotter harrypotter 208 Jul 26 18:
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You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asit is.

To run Webalizer, the following fileis required, and must be created or copied to the appropriate directory
on your server.

i. Copy the webalizer.conf filetothe/ et c/ directory.

-

|;"1_ Tie

Li1

Torun Webalizer, thefollowing filefrom thefloppy.tgz archiveisrequired and must be created or
copied to the appropriatedirectory onyour server. Copy thesxid.conf filetothe/ et ¢/ directory.
or aternatively you can copy and paste directly from this book to the concerned file.

Configure the /et c/ webal i zer. conf file

The/ et c/ webal i zer . conf isthe default configuration file for Webalizer. With it, you can speci-
fy which directories or pages in your web site to analyze, which URLS to hide, and so on. By defaullt,
the Webalizer program will install a sample configuration file named webal i zer . conf . sanpl e un-
der the / et ¢/ directory of Linux. You can use this file to configure your choices and then rename it
webal i zer . conf , and the Webalizer program will be able to find and useit. A lot of options exist and
it'simportant to read the documentation that comes with Webalizer for more information on all of the dif-
ferent setting and parameters. Also, it'simportant to note that we comment in this Webalizer configuration
file only the most common and used parameters.

Edit the webal i zer. conf . sanpl e file, vi / etc/webal i zer. conf. sanpl e or create the
webal i zer. conf file touch/ et ¢/ webal i zer. conf and add/change in thisfile:

LogFil e /var/log/httpd/ access_| og
Qut putDi r / hone/ htt pd/ usage
Increnental yes

PageType htnr

PageType cgi

PageType php

H deURL *.gif

H deURL *.GF
H deURL *.jpg
H deURL *.JPG
H deURL *.ra

I gnoreURL /taskbar*

Thistellsthewebal i zer . conf fileto set itself up for this particular configuration setup with:

LogFil e /var/l og/ Theoption LogFi | e specifiesthelogfileto use with Webalizer. The
htt pd/ access_| og default log file is supposed to be the access_| og of Apache Web
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Qut putDi r / hone/

ht t pd/ usage

I ncrenental yes

PageType htnt cgi

php

H deURL *.gif *.
*.jpg *.JPG *.ra

GF

I gnoreURL /taskbar*

E‘_\;mnnu

Server, but you can specifiesadifferent one, like the one Squid Proxy
Server makes named access. | og if you useit in httpd-accel erator
mode. See, Software -Server/Proxy Network, for more information.

Theoption Qut put Di r specifiesthelocation of the output directory
to use for the reports of Webalizer. All present and future report files
generated by the Webalizer program will be hosted in this directory.
It is recommended that you create this directory where your Apache
web site resides.

The option | ncr enrent al if set to Yes tells the program only to
process partial logsfile, and allowsyouto rotate your log filesasmuch
as you want without the loss of accessinformation. It's recommended
to set thisoption to Yes.

The option PageType specifies what file extensions you want We-
balizer to consider as apageto count. Each added file extensions must
be specified on its own line as shown in the Webalizer configuration
file above.

The option Hi deURL specifies what kind of items such as graphic
files, audio files or other non- ht m files to hide from the reports
page. Each added item must be specified on its own line as shown in
the Webalizer configuration file above.

The option | gnor eURL specifies URLS to be completely ignored
from the generated statistics reports. This option can be used to ignore
directoriesthat are not important in our statistics reports. It's also use-
ful when you want to manage and class which URL s should be mon-
itored and which should be ignored.

If you decide to use the existent / et ¢/ webal i zer . conf . sanpl e file to configure your
parameters for Webalizer, don't forget to rename it webal i zer . conf or the program will be

unableto useit.

Make Apache aware of Webalizer output direc-

tory

Once Webalizer has been installed in the system we must add the following linesinto the ht t pd. conf
file of Apache to be able to locate and use it features.

1. Editthehtt pd. conf file vi/etc/ httpd/ conf/httpd. conf and add the following lines
between the section tags <IfModule mod_alias.c> and </IfModule>:

Al'i as /usage/

"/ hone/ htt pd/ usage/"

<Directory "/home/httpd/ usage">
Opt i ons None
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Al'l onOverri de None

Order deny, al |l ow

Deny fromall

Al'l ow from 192. 168. 1. 0/ 24
</Directory>

2. Don't forget to restart your Apache web server once you have added the above lines to its
htt pd. conf file

[root @eep ] /# /etc/rc.d/init.d/ httpd restart

Shutting down http:
Starting httpd:

Running Webalizer manually first time

Now it'stimeto run the program to generate reports, ht m and graphicsin the default Webalizer directory
so that we can see them in our web browser interface. Thisstepisrequired just thefirst timeyou install and
use Webalizer, since it's preferable to use a cron job to automate this task in the future. To run Webalizer
manually, to generate reports, use the following command:

[root @eep ] /# /usr/bin/webalizer

Webal i zer V1.30-04 (Linux 2.2.14) English
Using logfile /var/log/ httpd/access_| og
Creating output in /hone/httpd/usage

Host name for reports is 'deep. openna. coni
Hi story file not found..

Previous run data not found..

Saving current run data... [03/06/2000 04: 42: 03]
Generating report for March 2000
Generating summary report

Saving history information...

81 records (2 ignored) in 0.31 seconds

At thisstage, we should verify that Webalizer isworking on the system. To do that, point your web browser
to thefollowing address: ht t p: / / my- web- ser ver/ usage/ . Theny- web- ser ver istheaddress
where your Apache web server lives, and usage isthe directory that host al the Webalizer reportsfiles.
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Run Webalizer automatically with a cron job

The last thing you can do now is automate the task of generating a new log file to update your Webalizer
reports. Place an entry into root's crontabs to make Webalizer run asacron job. To add Webalizer in your
cron job you must edit the crontab and add the following line as root to run it, for example, every 28
minutes for busy sites:

[root @leep ] /# crontab -e

# Run Webalizer to update Apache Log files every 28 m nutes.
28 * * x * [ usr/ bi n/webal i zer

Installed files

These are the following files installed by Webalizer.
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/ etc/webalizer. conf.sanpl e
[ usr/ bi n/ webal i zer
[ usr/ man/ manl/ webal i zer. 1

Linux FAQ-O-Matic

As per the [Faq-O-Matic] web site:

A mailing list archive is good, because it lets thoughtful people with Frequently Asked Questions
search for animmediate answer, and avoids bothering the people who have answers. Unfortunately,
the answers in amailing list archive become stale over time, are disorganized, and are hard to sift
from the conversational noise of the mailing list.

A Frequently Asked Questions, list FAQ is even better, because the people with questions can be alittle
lazier and still find their answer right away. Unfortunately, maintainingaFAQ list requireseffort; if people
with the answers become lazy, the FAQ list becomes stale.

The Fag-O-Matic is a CGl-based system that automates the process of maintaining a FAQ or Fregquently
Asked Questions list. It allows visitors to your FAQ to take part in keeping it up-to-date. A permission
system also makes it useful as a help-desk application, bug-tracking database, or documentation system.

These installation instructions assume

» Commands are Unix-compatible.

» Thesource pathis/ var/t np, other paths are possible.
* |Instalations were tested on Red Hat Linux 6.1 and 6.2.

 All stepsin theinstallation will happen in super-user account r oot .

FAQ-O-Matic version number is 2.709
These are the Package(s) required:

FAQ-O-Matic Homepage: http://www.dartmouth.edu/~jonh/ff-serve/cache/1.html
The most recent version of the FAQ-O-Matic is always available at: ftp:/ftp.cs.dartmouth.edu/pub/jonh.
Y ou must be sure to download: FAQ-OMatic-2.709.tar.gz

There are some prerequisites which you need to keep in mind before can install FAQ-O-Matic,

i. Apacheweb server should be aready installed on your system in order to be able to use FAQ-O-Matic
software.

ii. Revision Control System, RCS file version management tools should also aready be installed on your
system to be able to use FAQ-O-Matic software.
To verify that the RCS package is installed on your system, use the following command:

[root@eep ] /# rpm-qgi rcs

package rcs is not installed

Toinstall the RCS package on your Linux system, use the following command:
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[root @eep ] /# mount /dev/cdrom /mt/cdromn
[root @eep ] /# cd /mt/cdrom RedHat / RPVS/
[root @eep ]/ RPMS# rpm - Uvh rcs-version.i 386.rpm

rcs

[root @eep ]/ RPNMB# cd /;

BHABHBHABHHHHBH AR H BB H BB R R R R

umount / mmt/ cdrom

For more information on the required software, see the related chapters in this book.

Compile and install FAQ-O-Matic

Before you Compile, Decompress the tarball (tar.gz).

[root @eep ] /# cp FAQ O Matic-version.tar.gz /var/tnp/
[root @eep ] /# cd /var/tmp/
[root @eep ]/tnp# tar xzpf FAQ O Matic-version.tar.gz

Y ou need to compile, to install the Fag-O-Matic program on your computer, move into the new FAQ-O-
Matic directory and type the following commands on your terminal:

[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep
[ root @eep

Or wherever your CGlslive.

e e e e

/ FAQ OWat i
/| FAQ OWat i
/| FAQ OWat i
/| FAQ OWat i
/| FAQ OWat i
/| FAQ OWat i
/| FAQ OWat i
/| FAQ OWat i
/| FAQ OWat i

OO0 00000 00

NNNDNNNNDNDDN

. 709#
. 709#
. 709#
. 709#
. 709#
. 709#
. 709#
. 709#
. 709#

per| Makefile.PL

nake

nmake install

nv fom /hone/ httpd/cgi-bin/

nkdir -p /hone/ httpd/cgi-bin/fomneta
nkdir -p /home/ httpd/faqomatic

chown root.ww / hone/ httpd/ cgi-bin/fom
chown -R www. www / hone/ ht t pd/ cgi - bi n/ f on
chown -R www. www / hone/ htt pd/ fagomati c/

e The make command will compile all source files into executable binaries

e Themakeinstall will install the Perl programs and any supporting files into the appropriate locations

e The mv command will move the main f omCGI program of Fag-O-Matic to the cgi - bi n directory

of your Apache web server.

e The mkdir will create new directories named f om et a and f agomat i ¢ under the / hone/
ht t pd/ directory where well handle al related FAQ-O-Matic files.

* Finally, the chown command will set the owner of thef omCGI program to be the super-user r oot and
the group to be the user Apache run as www and will set the directoriesf om net a and f agomat i ¢
to be owned by www and group by www.
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You'll receive atemporary password viamail during the compilation of the software. This pass-
word will be necessary to complete later the installation of Fag-O-Matic through the web inter-
face.

Make Apache aware Fag-O-Matic file's location

Once Fag-O-Matic has been installed in the system, we must add the following linesto the ht t pd. conf
file of Apacheto be ableto locate and use it's features.

1. Editthehtt pd. conf file vi/etc/ httpd/ conf/httpd. conf and add the following lines
between the section tags <IfModule mod_alias.c> and </IfModule>:

Alias /faqomatic/ "/hone/httpd/faqonatic/"
<Directory "/honme/ httpd/faqgonatic">
Options None

Al Il owOverri de None

Order al |l ow, deny

Allow from all

</Directory>

Alias /bags/ "/home/httpd/faqgomatic/bags/"
<Directory "/ hone/ httpd/fagomati c/ bags">
Options None

Al Il owOverri de None

Order al |l ow, deny

Allow from all

</Directory>

Alias /cache/ "/hone/httpd/faqomatic/cache/"
<Directory "/hone/ httpd/fagonmatic/cache">
Options None

Al Il owOverri de None

Order al |l ow, deny

Allow fromall

</Directory>

Alias /item "/home/httpd/fagonmatic/item"
<Directory "/home/ httpd/fagomatic/item >
Options None

Al Il owOverri de None

O der al |l ow, deny

Allow fromall

</Directory>

2. Don't forget to restart your Apache web server once you have added the above lines to its
htt pd. conf file:
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[root @eep ] /# /etc/rc.d/init.d/ httpd restart

Shutting down http:
Starting httpd:

Configure your FAQ-O-Matic

The rest of thisinstallation will be made through the use of your web browser. With Netscape Communi-

cator, follow the simple steps below:

1

Thefirst step isto load your web browser and use it to configure Fag-O-Matic.

a. Point your Netscape browser to the following | ocati on: http://my-web-serv-
er/cgi-bin/fom

b. Enter your temporary password
c. Createthe/ hone/ htt pd/ cgi - bi n/fom net a/ directory first
d. ConfiguretheDef i ne confi guration paramneters inthe configuration main menu
Example 30.1. Using Netscape browser
Fill under the sections marked Mandatory the following information:
$adni nAut h= admi n@penna. com
$serverBase= http://ww. openna. com
$cgi URL= /cgi-bin/fom

$serveDir= /hone/ httpd/faqomatic/
$serveURL= /faqomatic/
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Configuretherest of the Def i ne confi gurati on paranet ers asyou need. Once you have
finished setting your parameters, click on the Define button to validate your choices.

v TIP

Theny- web- ser ver isthe address where your Apache web server resides, and the tem-
porary password is the one you should have received by mail during theinstall stage of this
software.

Once you have finished configuring the Define  configuration par aneters,
you must perform the rest of the FAQ-O-Matic configuration in order to be able
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to use it as described in the configuration main menu of the FAQ-O-Matic software.

B Unirded Fag O Hatie « Meteeape

B Edt Wew G0 Comrormsie Hep
" Bookmeaks f Loaton | epe 152 TER L 1 ot ton Tt b DO el S

E Untitled Fag-0-Matic
T pagne yorr FAG-O-baks, wie B [Apschrangs | pae 1o dhew i cmpa® ediey coanmicdn, e ebek [Er Cazepury Tile snd Opmsn:

Subcatepinics

Answeers i this catepon:

feagrd s M e Snsmreren, " Uradiad Fag O M ssi™]
Thes deigrent o hop 192 162 1 Vs befem i Ee=]

[E2ch] [Agpearance] w Thay Surtar Cace
Thes is a Fag-Cr-Bane 2105

This FAQ sduinistered by

4. Please do cleanup later:

[root @eep ] /# cd /var/tnp
[root @eep J1/tmp# rm-rf FAQ Ovatic-version/ FAQ O Matic-version.te

The rm command will remove al the source files we have used to compile and install FAQ-O-Matic. It
will also remove the FAQ-O-Matic compressed archive from the/ var / t np directory.

Installed files

These are the filesinstalled by FAQ-O-Matic software on your system:

[usr/lib/perl5/ man/ man3/ fusr/lib/perl5/site perl/5.005/
FAQ : Owvatic:: API. 3 i 386- 1 i nux/ aut o/ FAQ
fusr/lib/perl5/site perl/5.005/ fusr/lib/perl5/site perl/5.005/
i 386-1 i nux/aut o/ FAQ Owvati c i 386- 1 i nux/ aut o/ FAQ

Owati c/ . packl i st
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fusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ

Owati c
lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvati c/ Bags. pm Owati c/ aut henticate. pm
/usr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvati c/ | mageRef . pm Owvati c/ Groups. pm
/usr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvati c/ subm t Group. pm Owvatic/recent. pm
/usr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvatic/submtltem pm Owvat i c/ nai nt enance. pm

/usr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site perl/5.005/ FAQ
Owat i ¢/ Language_de_i s08859 1. pm Owvatic/ Sl ow. pm

/usr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site perl/5.005/ FAQ
Owvati c/ hel p. pm Owvati c/ sel ect Bag. pm
/usr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site perl/5.005/ FAQ
Owvatic/submtPart. pm Owvati c/ del Part. pm
/usr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvati c/ bui | dSear chDB. pm Owvatic/mrrorServer.pm
/usr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvatic/editltem pm Owati c/ search. pm
/usr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvat i c/ Sear chMod. pm Owvati c/ addltem pm
lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owat i c/ Ver si ons. pm Owvati c/ di spl aySl ow. pm
lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owati c/ Language _fr.pm Owvatic/ing. pm

lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site perl/5.005/ FAQ
Owvatic/editPart.pm Owvat i c/ Aut hLocal . pm
lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site perl/5.005/ FAQ
Owvati c/ Col or Pi cker. pm Owvati c/ | mageDat a. pm
lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site perl/5.005/ FAQ
Owat i c/ changePass. pm Owvati c/ subm t Bag. pm
lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvati c/ subm t ModOpti ons. pm Owvatic/118N. pm

lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owati c/ Log. pm Owat i c/ appear anceForm pm
lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvati c/ noveltem pm Owati c/ edi t G oups. pm
/usr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site perl/5.005/ FAQ
Owvat i c/ Hel pMod. pm Owat i c/ sear chForm pm
lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvati c/ subm t Pass. pm Owvati ¢/ subm t Move. pm
lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site perl/5.005/ FAQ
Owvatic/ Set. pm Owvati c/ stat graph. pm
lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site perl/5.005/ FAQ
Owvatic/stats. pm Owvatic/ltem pm
lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvati c/ Wrds. pm Owvat i c/ Appear ance. pm
lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvati c/ di spatch. pm Owvati c/ edi t Bag. pm
lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvat i ¢/ subm t Cat ToOAns. pm Owvati c/ subm t AnsToCat . pm
/usr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvati c/ edi t ModOpt i ons. pm Owvati c/ Aut h. pm
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lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owvatic/install.pm Owvatic/Part.pm

lusr/lib/perl5/site perl/5.005/ FAQ /usr/lib/perl5/site _perl/5.005/ FAQ
Owatic/faq. pm Owvatic/ APl . pm
lusr/lib/perl5/site_perl/5.005/ FAQ

Owvatic.pm

Linux Webmail IMP

Webmail IMP allows universal, web-based access to IMAP/POP3 servers and provides an address book,
LDAP directory searches, full support for sending and receiving attachments, and many other features
normally only found in desktop mail clients. If you have installed Apache with SSL support, clients can
access and read mail through a secure manner by way of SSL encryption. By default in this section, we
have configured Webmail IMP to use PostgreSQL database and IMAP connections. There is, though,
much support for other databaseswithin Webmail IMP. If you prefer, you can use MySQL, Oracle, Sybase,
or other well know SQL databases. You may also choose to use POP3 instead of IMAP connection to
your clients.

These installation instructions assume

Commands are Unix-compatible.

The source pathis/ hone/ ht t pd.

Installations were tested on Red Hat Linux 6.1 and 6.2.

All stepsin the installation will happen in super-user account r oot .
Horde version number is1.2.0

Webmail IMP version number is2.2.0

PHPLib version number is 7.2b

These are the Package(s):

Webmail IMP Homepage: http://www.horde.org/imp/

Y ou must be sure to download: horde-1.2.0-prell.tar.gz
Y ou must be sure to download: imp-2.2.0-prell.tar.gz
PHPLib Homepage:http://phplib.netuse.de/index.php3
Y ou must be sure to download: phplib-7.2b.tar.gz

there are some prerequisites youi need to take care of:

1

Apache web server should be aready installed on your system to be able to use the Webmail IMP
software.

. The PHP4 server-side scripting language support should be aready installed on your system to be able

to use the Webmail | MP software.

. Postgresgl, or another database server, should be aready installed on your system if you intend to use

the Webmail IMP software with SQL support.

. The OpenLDAP directory server should be already installed on your system if you intend to use the

Webmail IMP software with LDAP support.

. The IMAP/POP server should be already installed on your system to be able to use the Webmail IMP

software.
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6. The PHPLIB files, 7.2 or greater, should be already installed on your system to be able to use the
Webmail IMP software.

F HOTE

For more information on the required software, see the related chapter in this book.

Set up PHPLIib

To beableto run Webmail IMP on your Linux server; PHPLib, atoolkit development of Web applications
for PHP devel opers software must be installed. To install PHPLib, follow the simple steps below:

These are the package(s)

PHPLib Homepage: http://phplib.netuse.de/index.php3, http://phplib.netuse.de/index.php3
Y ou must be sure to download: phplib-7.2b.tar.gz

[root @eep ] /# cp phplib-7.2b.tar.gz /hone/httpd/
[root @eep ] /# cd /hone/ httpd/
[root @eep ] /httpd# tar xzpf phplib-7.2b.tar.gz

Move to your web server's DocumentRoot, and create a/ hone/ ht t pd/ php directory by executing the
following commands:

[root @eep ] /# cd /home/ httpd/
[root @eep ] /httpd# nkdir php

Copy the contents of the PHPLib distributions php directory into the php directory that you created in
your DocumentRoot:

[root @eep ] /# cd /hone/ httpd/ phplib-7.2b/ php/
[root @eep ] /php# cp * /hone/ httpd/ php/

[root @eep ] /php# cd /hone/ htt pd/

[root @eep ] /httpd# rm-f phplib-7.2b.tar.gz
[root @eep ] /httpd# rm-rf phplib-7.2b/

Eﬁggnn‘mm

We remove the tar archive and phpl i b- ver si on directory of PHPLib once we are finished
copying its php directory into the new php directory we created in our DocumentRoot.

Compile to install Webmail IMP

To install the Webmail IMP program on your server, please follow the simple steps below.
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1. Copy horde-1.2.0-prell.tar. gz to your web servers DocumentRoot, / hone/ ht t pd/,
untar it and move the directory from hor de- ver si on to hor de by executing the following com-
mands:

[root @eep ] /# cp horde-version.tar.gz /hone/ httpd/
[root @eep ] /# cd /hone/httpd/

[root @eep ] /httpd# tar xzpf horde-version.tar.gz
[root @eep ] /httpd# mv horde-version horde

[root @eep ] /httpd# rm-f horde-version.tar.gz

We remove the tar archive of Horde once we have finished moving the hor de- ver si on directory
of Horde to its new name hor de.

2. Copyinp-2.2.0-prell.tar.gz toyour new hor de directory, / hone/ ht t pd/ hor de/,
untar it and move the directory fromi np- ver si on toi np by executing the following commands:

[root @eep ] /# cp inp-version.tar.gz /hone/ httpd/ horde/
[root @eep | /# cd /hone/httpd/ horde/

[root @eep ] /horde# tar xzpf inp-version.tar.gz

[root @eep ] /horde# nmv inp-version inp

[root @eep ] /horde# rm-f inp-version.tar.gz

F_I?EIPJAHT

It's important that the directory i np reside inside hor de directory, or Webmail will not
work. Weremovethetar archive of IMP oncewe havefinished moving thei np- ver si on
directory of IMP to itsnew namei np.

3. Changethehor de directory and all its subdirectories and files to be owned by the super-user r oot
for security reasons.

[root @eep ] /# chown -R 0.0 /hone/ httpd/ horde/

4. Copythe/ honme/ htt pd/ horde/ phplib/*.ihtmn filestoyour new php directory, / hone/
ht t pd/ php/ by executing the following commands:

[root @eep ] /# cp /hone/ httpd/ horde/ phplib/*.ihtm /hone/ httpd/ phg

Configure and create Webmail IMP SQL data-
base

We must now configure our database to be able to use Webmail IMP with the SQL database. The
easier method is to use the predefined scripts located under the / home/ ht t pd/ hor de/ i np/ con-
fig/scripts/ subdirectory. For PostgreSQL support, follow the simple steps below.
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First of al, we must edit the script filepgsql _cr eat e. sql related to PostgreSQL |ocated under
the/ horre/ ht t pd/ hor de/ i np/ confi g/ scri pt s subdirectory, and change its default value
for the usernameto run asfrom ht t pd to vwwwv.

GRANT SELECT, | NSERT, UPDATE ON i np_pref, inp_addr TO nobody;

To read:

GRANT SELECT, | NSERT, UPDATE ON inp_pref, inp_addr TO ww;

Now, we must define the username for Apache named www in our PostgreSQL database, to be able
to create the Webmail IMP database with this username. To define the httpd username named www
in your database, run the createuser utility program of PostgreSQL :

[root @eep ] /# su postgres
[ postgres@eep /1% createuser

Enter nane of user to add ---> ww

Enter user's postgres ID or RETURN to use unix user ID: 80 -[Press
Is user "ww' allowed to create databases (y/n) y

I's user "wwwW' a superuser? (y/n) n

createuser: www was successfully added

Once the httpd user www has been included in PostgreSQL, log in as the user your PostgreSQL data-
baserunsas, inour casepost gr es andinsert the small script related to PostgreSQL to automatically
create the Webmail IMP database in PostgreSQL . To automatically create Webmail IMP database in
PostgreSQL., use the following commands:

[root @eep ] /# cd /hone/ httpd/ horde/inp/config/scripts/
[root @leep scripts]# su postgres
[postgres@eep ] /scripts$ psgl tenplatel < pgsql _create.sql

/1 1 MP dat abase creation script for postgreSQ

/1 Author: barce@i nes. edu

/| Date: Aug- 29- 1998

/1 Notes: replace "nobody" with yours httpd username
/1l Run using: psqgl tenplatel < pgsql _create. sql

CREATE DATABASE hor de;
CREATEDB

\ connect horde
connecting to new dat abase: horde
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CREATE TABLE i np_pref (

user name t ext,

sig t ext,

ful | name t ext,
replyto t ext,

| ang var char ( 30)
)

CREATE

CREATE TABLE i np_addr (

user name t ext,
addr ess t ext,
ni cknane t ext,
ful |l nane t ext
)

CREATE

GRANT SELECT, | NSERT, UPDATE ON inp_pref, inp_addr TO ww;
CHANGE
ECF

4.  Wemust restart the PostgreSQL server for the changes to take effect:

[root @eep | /# /etc/rc.d/init.d/ postgresql restart

St oppi ng postgresqgl service: [ X ]
Checki ng postgresql installation: |ooks good!
Starting postgresql service: postnmaster [13474]

5. Copy and renamethe file/ home/ ht t pd/ hor de/ phpl i b/ horde_phpl i b. i nc to/ hone/
htt pd/ php/ | ocal . i nc,theneditthenew | ocal . i nc filewhich isyour phplib configuration
file containing settings that will define the behavior of phplib, and follow itsinstruction to define the
storage container you'll want to uncomment.

a
[root @eep ] /# cp /home/ httpd/ horde/ phpli b/ horde_phplib.in

cp: overwite “/hone/httpd/php/local.inc'?y

b. Editthel ocal . i ncfile vi/ honme/ htt pd/ php/ | ocal . i nc,thenuncomment and set the
following lines to define SQL as your default database:

/* To use an SQ dat abase, uncomment and edit the foll ow ng:
cl ass HordeDB extends DB _Sql {
var $Host = 'l ocal host';
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var $Dat abase = 'horde';
var $User = 'ww ;
var $Password = 'sone-password';

var $Port = '5432';

function halt($nsg) {
printf("<b>Database error (HordeDB):</b> %<br>\n", $nsQ);

}

}

cl ass HordeCT extends CT_Sql {

var $dat abase_cl ass = ' HordeDB'; /1 Which dat abase «
var $dat abase_table = 'active_sessions'; // and find our daf
}

Don't forget to uncomment in thisfile the type of storage container you want to use for Webmail
IMP. Remember to uncomment only one type. In our case we chose to use SQL. Also the para-
metersyou must set for SQL database arethevar $User =,var $Password =, andvar
$Port =.Thevar $User = corresponds to your httpd username, in our case www, var
$Passwor d = correspondsto the password for the user wwyou have defined in PostgreSQL ,
andvar $Port =isthelP port number used to connect to your SQL database.

6. Finaly edit the / horre/ ht t pd/ php/ pr epend. php3 file and specifies your default database
type. Edit the pr epend. php3 file, vi / horre/ ht t pd/ php/ pr epend. php3 then change the
following line to define PostgreSQL as your database type:

require($_PHPLIB["libdir"] . "db_nysqgl.inc");
Toread:

require($_PHPLIB["libdir"] . "db_pgsqgl.inc");

Configure your php. i ni from PHP4

Another setting you need to configureisin your PHP4 configuration file/ et ¢/ ht t pd/ php. i ni . This
modification is required in order to define which features, such as IMAP, PostgreSQL and others, are to
be loaded automatically by PHP4. Since we decided to use PostgreSQL as our database, and need to use
IMAPfeaturesin our Webmail software, wemust definetheminthephp. i ni configurationfile of PHPA4.

Editthephp. i ni file,vi/ et c/ htt pd/ php. i ni ,and add under the Dynamic Extensions section your
desired choices. In our case, as you can see, we chose IMAP and PostgreSQL support:

ext ensi on=i map.so ; Added for | MAP support

ext ensi on=pgsqgl .so ; Added for PostgreSql support
ext ensi on=nysqgl .so ; Added for MySql support

ext ensi on=l dap.so ; Added for LDAP support
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You must tell where to look when including files that don't have absolute paths as well, to automatical-
ly prepend the contents of phplib's pr epend. php3 to each file, and turns off magic quotes. Edit the
php.ini file vi/etc/ httpd/ php.ini andadd the following parameters to the related lines:

magi c_quot es_gpc = Of
auto_prepend file = "/ hone/ ht t pd/ php/ pr epend. php3"
i ncl ude_path = "/ hone/ htt pd/ hor de: / hone/ htt pd/ php"

Configure Apache to recognize Webmail IMP

Once Webmail IMP has been installed in the system, we must add thefollowing linesintheht t pd. conf
file of Apacheto be ableto locate and use its features.

Edittheht t pd. conf file,vi/ et ¢/ htt pd/ conf/ htt pd. conf andaddthefollowing linesbetween
the section tags <IfModule mod_alias.c> and </IfModule>:

Alias /horde/ "/hone/httpd/horde/"
<Di rectory "/ hone/ htt pd/ horde">
Opti ons None

Al l onwOverri de None

Order all ow, deny

Allow from al |

</Directory>

Alias /inp/ "/hone/httpd/ horde/inp/"
<Di rectory "/ home/ httpd/ horde/inmp">
Opti ons None

Al l onwOverri de None

Order all ow, deny

Allow from al |

</ Directory>

Y ou must restart the Apache web server for the changes to take effect, use the following commands:

[root @eep | /# /etc/rc.d/init.d/ httpd restart

Shutting down http:
Starting httpd:

Configure Webmail IMP via your web browser

Several ways exist to configure Webmail IMP, and the one we've chosen is the new setup engine named
set up. php3, which gives people the ability to configure IMP via aweb browser.

1. For security reasons, it is disabled by default, but you can enable it with the following commands:
To enable set up. php, use the following command:
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[root @eep | /# cd /hone/httpd/ horde/
[root @eep ] /horde# sh ./install.sh

Your bl ank configuration files have been created, please go to
the configuration utitlity at

your install path url/setup.php3

2. Once the new setup engine of Webmail IMP has been enabled, point your browser to the following
URL: http:// nmy-web-server/ horde/ set up. php. At thispoint, you can walk through the
graphical setup program and configure all aspects of IMP. my- web- ser ver isthe address where
your Apache web server lives, and the/ hor de/ directory iswheretheset up. php fileresides.

3. Whenyou aredone with the new setup engine of Webmail IMP, be sureto disableit again for security

reasons. To disable set up. php, use the following command:

[root @eep | /# cd /hone/httpd/ horde/
[root @eep ] /horde# sh ./secure.sh

| have made your configuration files, and libraries node 0555
which is read / execute for everyone.

And the setup.php is node 0000 which is no access period.
At this stage, we must verify that Webmail IMP is working on your system. To do this, point your web

browser to the following address: ht t p: / / my- web- server/ hor de/ . nmy- web- server isthe ad-
dresswhere your Apacheweb server lives, and/ hor de isthe directory that host Webmail | MP program.
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Chapter 31. Software -Server/File
Sharing-Network

Enterprise-level organizations often use different operating systems for handling many kind of jobs and
have the need to keep them in a networked environment for files sharing and printers. Employees may
work on workstations like Linux, Microsoft Windows 95/98/NT, OS/2 or Novel and still need to access
the server in their daily work. A Linux server with Samba support can be used for these activities.

Linux Samba Server

Sambaisastrong network servicefor file and print sharing that works on the majority of operating systems
available today. When well implemented by the administrator, it's faster and more secure than the native
file sharing services available on Microsoft Windows machines.

As per the [README file of Samba]:

Samba is the protocol by which alot of PC-related machines share files and printers, and other
information, such aslists of available files and printers. Operating systems that support this natively
include Windows 95/98/NT, OS/2, and Linux, and add on packages that achieve the similar thing
are available for DOS, Windows, VMS, Unix of all kinds, MVS, and more.

Apple Macs and some Web Browsers can speak this protocol aswell. Alternativesto SMB include
Netware, NFS, AppleTak, Banyan Vines, Decnet etc. Many of these have advantages but none
are public specifications and widely implemented in desktop machines by default. Samba software
includes an SMB server, to provide Windows NT and LAN Manager-style file and print services
to SMB clients such as Windows 95, Warp Server, smbfs and others, a NetBIOS, rfc1001/1002
name server, which amongst other things gives browsing support, an ftp-like SMB client so that
you can access PC resources; disks and printers from Unix, Netware and other operating systems,
and finally, atar extension to the client for backing up PCs.
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Samba Server with =S——1 Microsoft Windows 95
files sharing & printer

Micrasoft Windows NT 4.0 ¢ 2000

=l Mowal Mebware

==l 052

These installation instructions assume
» Commands are Unix-compatible.

e Thesource pathis/ var/t np, other paths are possible.

Installations were tested on Red Hat Linux 6.1 and 6.2.

All stepsin the installation will happen in super-user account r oot .
» Sambaversion number is 2.0.7
These are the Package(s) required:

Samba Homepage: http://usl.samba.org/samba/samba.html
Samba FTP Site: 63.238.153.11
Y ou must be sure to download: samba-2.0.7.tar.gz

Before you decompressthetarballs, It isagood ideato make alist of files on the system before you install
Samba, and one afterwards, and then compare them using diff to find out what file it placed where. Simply
runfind /* > Sanbal beforeand find /* > Sanba?2 after you install the software, and use diff
Sanbal Sanba2 > Sanba- | nst al | ed to get alist of what changed.

To compile, decompress the tarball (tar.gz):
[root @eep | /# cp sanba-version.tar.gz /var/tnp

[root @eep ] /# cd /var/tnp
[root @eep ]/tnmp# tar xzpf sanmba-version.tar.gz
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Configure Samba

Move into the new Samba directory, and move into its sour ce subdirectory.

1. Editthesnbsh. i n file, vi snbwr apper/ snbsh. i n and change the line:
SMBW LI BDI R=${ SMBW LI BDI R- @ui | ddi r @ snbwr apper}
Toread:
SMBW LI BDI R=${ SMBW LI BDI R-/ usr/ bi n}

This change will relocate thel i b directory of Sambato be under the/ usr/ bi n directory.

2. EdittheMakefil e. i nfile vi Makefil e. i n and changetheline:

* SBINDIR = @indir@
To read:
SBINDIR = @bindir@
b.
VARDIR = @ocalstadir@
Toread:

VARDI R

/var/| og/ sanba

This will specify that our sbi n directory for the Samba binaries files will be located in the /
usr/ sbi n directory, and that the/ var directory for Sambalog fileswill be under the/ var /
| og/ sanba subdirectory.
3. Edittheconvert _snbpasswd file, vi scri pt/ convert _snbpasswd and changetheline:
nawk 'BEG N {FS=":"}

To:

gawk ' BEG N {FS=":"}
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Thiswill specify to usethe GNU Linux version of the awk text processing utility instated of the Bell
Labs research version of awk program for the smbpasswd file.

4. Editthesnbnount . c file vi cl i ent/ snbnount . ¢ and change the lines:

static void close_our _files(int client_fd)

L

int i;

for (i =0; i < 256; i++) {
if (i ==client_fd) continue;
close(i);

}

To read:

static void close_our _files(int client_fd)

{

struct rlimt limts;
int i;

getrlimt(RLIMT_NOFILE & imts);

for (i =0; i <limts.rlimmx; i++) {
if (i ==client_fd) continue;

close(i);

}

This step will make the snbnount . ¢ file compatible with Red Hat's glibc 2.1 library.

Compile and optimize

Type the following commands on your terminal:

CC="egcs" \

./configure \

--prefix=/usr \

--libdir=/etc \
--with-1ockdir=/var/l ock/sanmba \
--wWith-privatedir=/etc \
--with-swatdir=/usr/share/ swat \
--W t h-pam\

--wWith-nmap \

--wi t hout - sanbabook

500



Software -Server/File
Sharing-Network

E‘y;&unnu

The option - - wi t h- rmap can give a large performance boost on some machines, while on
others it makes no difference at all, and on some it may reduce performance.

Thistells Sambato set itself up for this particular hardware setup with:

i. Include PAM password database support for better security.

ii. Include experimental MM AP support to improve Samba performance.
iii.Don't install the book help that come with Samba distribution.

Now, we must install Sambain the Linux server:

[root @eep ] /source# make all

[root @eep ] /source# nmake install

[root @eep ] /source# install -m 755 script/nksnbpasswd.sh /usr/bin/
[root @eep ] /source# rm-rf /[usr/share/swat/

[root @eep ] /source# rm-f [usr/sbin/swat

[root @eep ] /source# rm-f [usr/man/ man8/ swat . 8

[root @eep ] /source# nkdir -p /var/lock/sanba

[root @eep ] /source# nkdir -p /var/spool/sanba

[root @eep ] /source# chnod 1777 /var/ spool / sanmba/

If like me, you don't like to configure Sambain HTML.
Only requireif you are the intention to use printer sharing.
Only requireif you are the intention to use printer sharing.

» Theinstall command will install the script mksnbpasswd. sh under / usr/ bi n/ directory. This
script is needed to setup Samba users alowed to connect on our server viathe snmbpasswd file. See
|ater in this documentation for how to setup and use Samba password.

* The rm command will remove the / usr/ shar e/ swat directory and all the files under it, and it
will also remove the swat binary program under / usr/ sbi n/ . The SWAT program is a web-based
configuration utility that permits you to configure the snb. conf file of Samba via a web browser
interface. Of course, in order to use the SWAT utility you will need to have aweb server running, such
asApache. The SWAT utility can open asecurity breach on your server and for thisreason | recommend
that you remove and not use it.

e Themkdir command will createa/ var / spool / sanba/ directory onyour system for al print shar-
ing jobs you may have. Of course this directory is only necessary if you intend to use Samba print
sharing over your LAN. Since we have not configured our Samba server to use print sharing, we do
not need to create this directory, / var / spool / sanba/ on our server, and we do not need to use
the command chmod to changethe st i cky bitin/ var/ spool / sanba so only thefile'sowner can
delete agiven filein this directory.

Please do cleanup later:

[root @eep ] /# cd /var/tnp
[root @eep ]/tnmp# rm-rf sanba-version/ sanba-version.tar.gz
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Therm command will remove al the source files we have used to compile and install Samba. It will also
remove the Samba compressed archive from the/ var / t np directory.

Configurations

Configuration files for different services are very specific, depending on your need and your network
architecture. Someone could install Samba Server and have just one client connection, and another could
install it with 1000 connections.

F HOTE

All the configuration files required for each software described in this book has been provided
by usasagzipped file, f | oppy. t gz for your convenience. This can be downloaded from this
web address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any lo-
cation on your local machine, say for example/ t np, assuming you have donethisyour directory
structurewill be/ t mp/ f | oppy. Within thisfloppy directory each configuration file hasitsown
directory for respective software. For example Samba configuration file are organised like this:

total 28

STWr--r-- 1 harrypotter harrypotter 196 Jun
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun
STWr--r-- 1 harrypotter harrypotter 94 Jun
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun
- TWK------ 1 harrypotter harrypotter 282 Jun
STWr--r-- 1 harrypotter harrypotter 1157 Jun

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asitis.

To run a Samba server, the following files are required and must be created or copied to the appropriate
directories on your server.

i. Copythesmb. conf and Imhostsfilesinthe/ et ¢/ directory.
ii. Copy thesmb script fileinthe/ etc/rc. d/init.d/ directory.
iii.Copy thesanba fileinthe/ et ¢/ | ogr ot at e. d/ directory.

iv. Copy thesanba fileinthe/ et ¢/ pam d/ directory.

-

|i"1_ TiF

L1 1

To run Samba, the following file from the floppy.tgz archive is required and must be created or
copied to the appropriate directory on your server. Copy the *.conf fileto the/ et ¢/ directory.
or aternatively you can copy and paste directly from this book to the concerned file.
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Configuration of the / et ¢/ snb. conf file

The/ et c/ snb. conf fileisthe main configuration file for the Samba server, in which you can specify
which directory you want to access from Windows machines, which | P addresses are authorized, and so on.
Thefirst few lines of thefileunder the[ gl obal ] line contain global configuration directives, which are
common to all shares, unless they are over-ridden on a per-share basis, followed by share sections. A lot
of options exist, and it'simportant to read the documentation that comes with Sambafor more information
on each of the different settings and parameters.

The following configuration example is a minimal working configuration file for Samba with encrypted
password support. Also, it'simportant to note that we comment in this Samba configuration only parame-
tersthat relate to security and optimization, and left other posiblities for you to explore.

In our example we have created just one directory, [ t np] and have alowed only class C machine IP
address ranges to connect on the Samba server. Also, we don't use print-sharing capability between Samba
and Windowson thisserver. Edit thesnb. conf file,vi/ et ¢/ snb. conf and add/changethefollowing
parameters:

[ gl obal ]

wor kgr oup = OPENNA

server string = R&D of Open Network Architecture Sanba Server
encrypt passwords = True

security = user

snb passwd file = /etc/snmbpasswd

log file = /var/l og/sanba/l og. %m

socket options = | PTOS_LOADELAY TCP_NODELAY

domai n master = Yes

| ocal master = Yes

preferred nmaster = Yes

os |level = 65
dns proxy = No
nane resolve order = | mhosts host bcast

bind interfaces only = True
interfaces = eth0 192.168.1.1

hosts deny = ALL

hosts allow = 192.168.1.4 127.0.0.1

debug level =1
create mask = 0644
directory mask = 0755
| evel 2 opl ocks = True

read raw = no
wite cache size = 262144

[ homes]

comment = Home Directories

br owseabl e = no

read only = no

invalid users = root bin daenon nobody naned sys tty di sk mem kmem users

[tnp]
comment = Tenporary File Space
path = /tnp
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read only = No

valid users = adm n

invalid users =

r oot

Thistellsthesmnb. conf fileto set itself up for this particular configuration setup with:

[gl obal ].
wor kgr oup = OPENNA

server string = R&D
of Open Networ k Archi -
tecture Samba Server

encr ypt
True

passwords =

security = user

snb passwd file = /
et ¢/ smbpasswd

log file = /var/log/
sanba/ | og. %m

socket options
= | PTCS_LONDELAY
TCP_NODELAY

domai n master = Yes

| ocal master = Yes

Theoptionwor kgr oup specifiesthe workgroup your server will ap-
pear to be in when queried by clients. It'simportant to have the same
workgroup name on both clients and servers.

The option server stri ng specifies the string that you wish to
show to your users in the printer comment box in print manager, or
to the IPC connection in the net  vi ew command under Windows
machines.

Theoptionencrypt passwor ds if set to Tr ue instructs Samba
to use encrypted passwords instead of plain text password when ne-
gotiating with the client. Sniffer program will not be able to detect
your password when it is encrypted. This option always must be set
to Tr ue for security reasons.

The option securi ty, if set to user, specifies that a client must
first| og- on with avalid username and password, or the connection
will berefused. Thismeansthat avalid username and password for the
client must exit in your / et ¢/ passwd file on the Linux server and
inthe/ et c/ snbpasswd file of the Samba server, or the connection
from the client will fail. See Securing samba in this chapter for more
information about the smbpasswd file.

The option smb passwd fi | e specifies the path to the encrypt-
ed snbpasswd file. The smbpasswd file is a copy of the/ et ¢/
passwd file of the Linux system containing valid usernames and
passwords of clients allowed to connect to the Samba server. The
Samba software reads thisfile, smbpasswd when aconnectionisre-
quested.

Theoption| og fi | e specifies the locations and names of Samba
log files. With the name extension %m it allows you to have separate
log files for each user or machine that logs on your Samba server i.e.
| og. machi nel.

The option socket opti ons specifies parameters that you can
include in your Samba configuration to tune and improve your sam-
ba server for optimal performance. By default we chose to tune the
connection for alocal network, and improve the performance of the
Samba server for transferring files.

Theoptiondonai n mast er specifiesto set nibd, the Samba serv-
er daemon, as adomain master browser for its given workgroup. This
option usually must be set to Yes only on one Samba server for all
other Samba servers on the same network and workgroup.

Theoptionl ocal nast er alowsnmbd, the Sambaserver daemon,
to try to become alocal master browser on a subnet. Like the above,
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preferred master = Yes

os level = 65

dns proxy = No

name resolve order =
| mhosts host bcast
bind interfaces only
= True

i nterfaces = et hO
192.168.1.1

hosts deny = ALL

host s al | ow =
192.168.1.4 127.0.0.1

usually this option must be set to Yes only on one Samba server that
acts as alocal master on a subnet for al the other Samba servers on
your network.

The option pref erred mast er specifies and controls if nnbd
the Samba server daemon, is a preferred master browser for its work-
group. Once again, this must usually be set to Yes on one server for
all the others on your network.

Theoptionos | evel specifiesby itsvalue whether nmbd, the Sam-
ba server daemon, has a chance of becoming a local master browser
for the Workgroup in thelocal broadcast area. The number 65 will win
against any NT Server. If you have an NT Server on your network,
and want to set your Linux Samba server to be alocal master browser
for the Workgroup in the local broadcast area then you must set the
os | evel optionto 65. Also, this option must be set only on one
Linux Samba server, and must be disabled on al other Linux Samba
servers you may have on your network.

Theoptiondns pr oxy if setto Yes specifiesthat nnbd, the Samba
server daemon, when acting as a WINS server and finding that a Net
BIOS name has not been registered, should treat the Net BIOS name
word-for-word as a DNS name and do alookup with the DNS server
for that name on behalf of the name-querying client. Since we have
not configured the Samba server to act as a WINS server, we don't
need to set this option to Yes. Also, setting this option to Yes will
degrade your Samba performance.

Theoptionnane resol ve order specifieswhat naming services
to usein order to resolve host namesto | P addresses, and in what order.
The parameters we chose cause the local | mhost s file of sambato
be examined first, followed by the rest.

The option bi nd interfaces only if setto True, alows
you to limit what interfaces will serve snb requests. This is a se-
curity feature. The configuration option i nterfaces = eth0
192. 168. 1. 1 below completes this option.

Theoptioni nt er f aces allowsyou to override the default network
interface list that Sambawill use for browsing, name registration and
other NBT traffic. By default, Sambawill query the kernel for the list
of al active interfaces and use any interface, except 127. 0. 0. 1,
that is broadcast capable. With this option, Sambawill only listen on
interface et hO on the IP address 192. 168. 1. 1. Thisis a securi-
ty feature, and compl etes the above configuration option bi nd i n-
terfaces only = True.

Theoption host s deny specifies the list of hosts that are not per-
mitted accessto Samba services unless the specific services have their
own lists to override this one. For simplicity, we deny access to all
hosts by default, and allow specific hostsin thehosts al | ow =
option below.

The option host s al | ow specifies which hosts are permitted to
access a Samba service. By default, we alow hosts from IP class C
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1
=

debug | evel

0644

create mask

directory mask = 0755

 evel 2 opl ocks = True

read raw = no

wite cache size =

262144

[tnp].

comrent =
Fil e Space

Tenporary

path = /tnp

read only = No

valid users = admn

invalid users = root
bin daenon nobody

192. 168. 1. 4 and our localhost 127. 0. 0. 1 to access the Samba
server. Note that the localhost must always be set or you will receive
Some error messages.

The option debug | evel allows thelogging level to be specified
inthe snb. conf file. If you set the debug level higher than 2 then
you may suffer alarge drop in performance. Thisis because the server
flushesthe log file after each operation, which can be very expensive.

Theoption cr eat e mask specifies and sets the necessary permis-
sions according to the mapping from DOS modes to UNIX permis-
sions. With thisoption set to 0644, al file copying or creating froma
Windows system to the Unix system will have a permission of 0644
by default.

The option di rect ory nask specifies and set the octal modes,
which are used when converting DOS modes to UNIX modes when
creating UNIX directories. With thisoption set to 0755, all directory
copying or creating from a Windows system to the Unix system will
have apermission of 0755 by default.

The option | evel 2 opl ocks, if set to Tr ue, will increase the
performance for many accesses of filesthat are not commonly written,
such as .EXE application files.

Theoptionr ead r awcontrolswhether or not the server will support
the raw read SMB requests when transferring data to clients. Note
that memory mapping isnot used by ther ead r awoperation. Thus,
you may find memory mapping is more effectiveif you disabler ead
rawusingread raw = no, likewe do.

Theoptionw i te cache si ze alows Sambato improve perfor-
mance on systemswhere the disk subsystem isabottleneck. Thevalue
of this option is specified in bytes, and a size of 262,144 represent a
256k cache size per file.

The option conmrent allows you to specify a comment that will ap-
pear next to a share when a client does queries to the server.

Theoption pat h specifiesadirectory to which the user of the service
isto be given access. In our example thisisthet np directory of the
Linux server.

Theoptionr ead onl y specifiesif users should be allowed to only
read files or not. In our example, since thisis a configuration for the
t np directory of the Linux server, users can do more than just read
files.

The option val i d user s specifies a list of users that should be
allowed to login to this service. In our example only the user admmi n
is allowed to access the service.

Theoptioni nval i d user s specifiesalist of usersthat should not
be allowed to login to this service. Thisisrealy apar anoi d check
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nanmed sys tty di sk nem  toabsolutely ensureanimproper setting does not breach your security.
kmem users It isrecommended that you include all default usersthat run daemons
on the server.

Configure the / et c/ | mhost s file

Configure your / et ¢/ | mhost s file. The | mhost s file is the Samba Net BIOS name to IP address
mapping file. Itisvery similar tothe/ et ¢/ host s fileformat, except that the hostname component must
correspond to the Net BIOS naming format.

Createthe |l mhost s file, touch / et ¢/ | mhost s and add your client hosts:

# Sanpl e Sanba | nhosts file.
#

127.0.0.1 | ocal host

192.168. 1.1 deep
192.168.1.4 win

In our example, thisfile containsthree IPto Net BIOS name mappings. Thelocalhost, 127. 0. 0. 1, client
named deep, 192. 168. 1. 1 and client named win, 192. 168. 1. 4.

Configure the / et ¢/ pam d/ sanba file

Configureyour / et ¢/ pam d/ sanba fileto use pam authentication by creating the sanba file, touch
/ et ¢/ pam d/ sanba and add the following lines:

Aut h required /1iblsecurity/pam pwdb. so nul | ok shadow
Account required /1iblsecurity/pam pwdb. so

Configure the / et c/ | ogr ot at e. d/ sanba file

Configureyour / et ¢/ | ogr ot at e. d/ sanba file to rotate each week your log files automatically.

Createthe sanba file, touch / et ¢/ | ogr ot at e. d/ sanba and add the following lines:

/var/| og/ sanba/ |l og. nmb {
notifenmpty

m ssi ngok

postrotate
fusr/bin/killall -HUP nmbd
endrotate

}

/var/| og/ sanba/l og. smb {
notifenmpty

m ssi ngok

postrotate
fusr/bin/killall -HUP smbd
endrotate
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Encrypted Samba password file for clients

The/ et ¢/ smbpasswd fileis the Samba encrypted password file. It contains the username; Unix UID
and SM B hashed passwords of the allowed usersto your Sambaserver, aswell asaccount flag information
and the time the password was last changed. It's important to create this password file and include all
allowed usersto it before your clients try to connect to your Samba server. Without this step, no one will
be able to connect to your Samba server.

1. To create a Samba account you must first have a valid Linux account for them, so create in your
et ¢/ passwd file all the users you want to connect to your Samba server first before generating the
snbpasswd file of Samba.

a. Toaddanew userstoyour/ et c/ passwd file, use the following commands:

[root @eep ] /# useradd snbclient

b. Toadd password for usersin your / et ¢/ passwd file, use the following commands:

[root @eep ] /# passwd snbclient

Changi ng password for user snbclient

New UNI X passwor d:

Ret ype new UNI X passwor d:

passwd: all authentication tokens updated successfully

2. Once we have added all Samba clientsin our / et c/ passwd file on the Linux server, we can now
generatethesmbpasswd filefromthe/ et ¢/ passwd file. To generate snbpasswd file from the
/ et c/ passwd file, use the following commands:

[root @eep ] /# cat /etc/passwd | nksnmbpasswd. sh > /et c/ snbpasswd

3. Findly, thelast step we must perform isto create the Sambauser accountinour / et ¢/ smbpasswd
file before we are able to use it. To create the Sanba user account, use the following commands:

[root @eep ] /# snbpasswd -a snbclient

Remember that snbcl i ent must be avalid Linux account.

New SMB password:
Ret ype new SMB passwor d:
Added user snbclient.
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Password changed for user snbclient.

4. Don't forget to change the permission of your new snbpasswd file to be readable and writable only
by the super-user r oot , and nothing for group and other 0600/ - r w- - - - - - - This is a security
measure,

[root @eep ] /# chnod 600 /etc/snmbpasswd
[root @leep ] /# testparm

Thiswill verify thesmb. conf filefor error.
See ENCRYPTI ON. t xt insanba/ doc/ t ext s/ for more information.

Optimizing Samba

It is a big mistake to set the wi de | i nks Samba parameter to no in the Samba configuration file /
et ¢/ snmb. conf . This option, if set to no, tells Samba not to follow symboalic links outside of an area
designated as being exported as a share point. In order to determineif alink points outside the shared area,
Samba has to follow the link and then do a directory path lookup to determine where on the file system
the link ended up. This ends up adding atotal of six extra system calls per filename lookup, and Samba
looks up filenames a lot. A test done was published that showed that setting this parameter will cause a
25 to 30 -percent slowdown in Samba performance.

Tuning the buffer cache

The modification of the filesystem cache-tuning parameters can significantly improve Linux'sfile-serving
performance up to afactor of two. Linux will attempt to use memory not being used for any other purpose
for filesystem caching. A special daemon, called bdf | ush, will periodically flushdi r t y buffers, buffers
that contain modified filesystem data or metadata to the disk.

The secret to good performanceisto keep as much of the datain memory for aslong asis possible. Writing
to the disk isthe slowest part of any filesystem. If you know that the filesystem will be heavily used, then
you can tune this process for Linux Samba. Aswith many kernel tuneable options, this can be done on the
fly by writing to specia filesinthe/ pr oc filesystem. Thetrick is, you have to tell Linux you want it to
do that. Y ou do so by executing the following command for aLinux 2.2 kernel.

The default setup for the bdf | ush parameters under Red Hat Linux is:

"40 500 64 256 500 3000 500 1884 2"
To change the values of bdflush, type the following command on your terminal:
Under ﬂ Wersion 6.1

[root @eep ] /# echo "80 500 64 64 15 6000 6000 1884 2" >/proc/sys/vni bd

Y ou may add the above commandstothe/ et c/rc. d/ rc. | ocal scriptfileandyou'll not haveto type
it again the next time you reboot your system.
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Under ) version 6.2 Editthe/ et ¢/ sysct | . conf fileand add the following line:

# Inprove file system perfornance
vm bdfl ush = 80 500 64 64 15 6000 6000 1884 2

You must restart your network for the change to take effect. The command to restart the network is the
following:

[root @eep | /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ OK ]
Bringing up interface lo [ OK ]
Bringing up interface ethO [ XK ]
Bringing up interface ethl [ XK ]

Thislinetellsbdf | ush not to worry about writing out dirty blocksto the disk until the filesystem buffer
cache is 80 percent full (80). The other values tune such things as the number of buffers to write out in
one disk operation (500), how long to allow dirty buffers to age in the kernel (60*HZ), etc. Y ou can find
full details in the 2.2 kernel documentation in the filel i nux/ Docunent ati on/ sysctl/vm txt,
and also, you can check General System Optimization, for more information.

Tuning the buffermem

Another helpful tuning hint isto tell Linux the following: Use aminimum of 60 percent of memory for the
buffer cache; only prune when the percentage of memory used for the buffer cache gets over 10 percent
(this parameter is now unused); and alow the buffer cache to grow to 60 percent of all memory (this
parameter is also unused now).

The default setup for the buf f er memparameters under Red Hat Linux is:

"2 10 60"

Under ) version 6.1 To change the values of buffermem, type the following command on your ter-
minal:

[root @eep ] /# echo "60 10 60" >/proc/sys/vm buffernem

You can put the above command inthe/ et c/rc. d/rc. | ocal script file and avoid typing it again
the next time your system reboots. You can find full details in the 2.2 kernel documentation in the file
[ i nux/ Docunent ati on/ sysctl/vm t xt andalso, you can check General System Optimization,
for more information.

Under ) version 6.2 Editthe/ et c/ sysct | . conf fileand add the following line:
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# I nprove virtual menory performance
vm buffernmem = 60 10 60

Y ou must restart your network for the change to take effect. The command to restart the network is the

following:

[root @eep | /# /etc/rc.d/init.d/ network restart

Setting network paraneters [ OK ]
Bringing up interface lo [ OK ]

Bringing up interface ethO [
Bringing up interface ethl [

K]
XK ]

Recall that the last two parameters, 10 and 60 are unused by the system so we don't need to change the

default ones.

Further documentation

For more details, there are several man pages you can read:

Samba(7)
smb.conf(5)
smbclient(1)
smbd(8)
smbmnt(8)
smbmount(8)
smbpasswd(5)
smbpasswd(8)
smbrun(1)
smbsh(1)
smbstatus(1)
smbtar(1)
smbumount(8)
testparm(1)

testprns(1)

A Windows SMB/CIFS fileserver for UNIX

The configuration file for the Samba suite

ftp-like client to access SMB/CIFS resources on servers

server to provide SMB/CIFS services to clients

mount smb file system

mount smb file system

The Samba encrypted password file

change a users SMB password

interface program between smbd and external programs

Allows access to Windows NT filesystem using UNIX commands
report on current Samba connections

shell script for backing up SMB shares directly to UNIX tape drives
umount for normal users

check an smb.conf configuration file for internal correctness

check printer name for validity with smbd
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Samba Administrative Tools

The commands listed below are some that we use often, but many more exist. Check the man pages and
documentation for more details and information.

smbstatus.  The smbstatus utility is a very simple program to list the current Samba connections. To
report current Samba connections, use the following command:

[root @eep ] /# snbstatus

Sanba version 2.0.7
Service ui d gid pi d nmachi ne

tnp webnast er webnaster 3995 gat e (192.168.1.3) Sat Sep
No | ocked files

Share nmode nmenory usage (bytes):
1048464(99% free + 56(0% used + 56(0% overhead = 1048576(100% total

Samba Users Tools

The commands listed below are some that we use often, but many more exist. Check the man pages and
documentation for more details and information.

smbclient.  Thesmbclient program utility for Sambaworks much liketheinterface of the FTP program.
This small program alow you to get files from the server to the local machine, put files from the local
machine to the server, retrieve directory information from the server, and so on.

To connect to a Windows machine with smbclient utility, use the following command:

[root @eep | /# snbclient //sbrmserver/sharename -U snbclient
[root @eep | /# snbclient //gate/tnp -U snbclient

Passwor d:
Domai n=[ OPENNA] OS=[ W ndows NT 4. 0] Server=[NT LAN Manager 4.0]
snb: \>1Is

D 0 Tue Mar 14 15:31:50 2000
- 0 Tue Mar 14 15:31:50 200
Post gr eSQL 0 Tue Mar 14 15:32:22 200
Squi d 0 Tue Mar 14 15:32:28 200

D
D
D
E comm D 0 Tue Mar 14 15:32:42 200
St ackCGuar d. pdf A 61440 Tue Dec 21 20:41:34 1
installation-w thout-XFree86 A 448 Tue Dec 21 20:41:28 1999

I cap-0_0_3-2_src.rpm A 13481 Thu Jan 13 01:50:12 2
m rc561t. exe A 948224 Tue Dec 21 20:41:54 199
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65510 bl ocks of size 32768. 5295 bl ocks avail abl e
snmb: \>

Where/ / sbrrser ver isthe name of the server you want to connect to. / shar enane is the directory
on this server you want to connect to, and snbcl i ent isyour username on this machine.

The/etc/rc.d/init.d/ snbscriptfile

Configureyour/ et c/ rc. d/init. d/ snb scriptfileto start and stop Sambasnbd and nnbd daemons
Server automaticaly. Createthes b scriptfile, touch/ et ¢/ rc. d/ i ni t. d/ smb and add thefollowing
lines:

#!/bin/sh

#

# chkconfig: - 91 35

# description: Starts and stops the Sanba snbd and nnbd daenons \
# used to provide SMB network services.

F*

Source function library.
/etc/rc.d/init.d/functions

# Source networking configuration.
/ et c/ sysconfi g/ net wor k

Check that networking is up.
${NETWORKING = "no" ] &% exit O

— #*

# Check that snb.conf exists.
[ -f /etc/smb.conf ] || exit O

RETVAL=0

# See how we were call ed.

case "$1" in

start)

echo -n "Starting SMB services:
daenon snbd -D

RETVAL=$?

echo

echo -n "Starting NVB services:
daenmon nnbd -D

RETVAL2=$7

echo

[ $SRETVAL -eq O -a $RETVAL2 -eq 0 ] && touch /var/lock/subsys/snb || \
RETVAL=1

st op)

echo -n "Shutting down SMB services: "
kill proc snbd

RETVAL=$?

echo

echo -n "Shutting down NMB services: "
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kill proc nnbd

RETVAL2=$?

[ $RETVAL -eq O -a $RETVAL2 -eq 0 ] & rm-f /var/l ock/subsys/snb
echo ""

restart)

$0 stop

$0 start

RETVAL=$?

r el oad)

echo -n "Rel oadi ng snb.conf file:
killproc -HUP snbd

RETVAL=$?

echo

st at us)
status snbd
st at us nnbd
RETVAL=$?

*)

echo "Usage: $0 {start|stop|restart|status}"
exit 1

esac

exit $RETVAL
Now, make this script executable and change its default permissions:
[root @eep ] /# chnod 700 /etc/rc.d/init.d/ snb
Create the symbolicr c. d links for Samba with the command:

[root @eep ] /# chkconfig --add snb

Samba script will not automatically start the smbd and nmbd daemon when you reboot the server. You
can change it to do this by default by executing the following command:

[root @eep ] /# chkconfig --1evel 345 snb on
Start your Samba Server manually with the following command:

[root@eep ] /# /etc/rc.d/init.d/smb start
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Starting SMB services:
Starting NMB services: [

Securing Samba

Immunize important configuration files, the immutable bit can be used to prevent accidentally deleting or
overwriting a file that must be protected. It also prevents someone from creating a symboalic link to this
file. Onceyour sb. conf and| mhost s files have been configured, it's a good idea to immunize them
with acommand like:

/ etc/ snb. conf
/etc/ | mhosts

[root @eep ] /# chattr +
[root @eep ] /# chattr +

Installed files

These are the files installed by Samba software on your sytem.

/etc/rc.d/init.d/snb

/etc/rc.d/rc2.d/ K35smb
/etc/rc.d/rch.d/ S91snb
/etc/logrotate. d sanba

/etc/
code-
pages/ uni code_map. 437
/etc/
codepages/ codepage. 775

/etc/
codepages/ codepage. 852

/etc/
code-
pages/ uni code_nmmap. 861
/etc/
codepages/ codepage. 866

/etc/
code-
pages/ uni code_nap. 949
/etc/
codepages/ codepage. 936

/etc/
code-

pages/ uni code_map. | SOB8%&gks/ uni code_nap. | SOB8%&ges/ uni code_nap. | SOB859- 5

/etc/
code-

pages/ uni code_nmap. | SB8%&ges/ uni code_nap. KA 8-

/etc/rc.d/rc0.d/ K35snb
/etc/rc.d/rc3.d/ S91snb
/etc/rc.d/rc6. d/ K35snb
/ et c/ codepages

/etc/
codepages/ codepage. 737

/etc/
codepages/ codepage. 850

/etc/
code-
pages/ uni code_map. 852
/etc/
codepages/ codepage. 932

/etc/
code-
pages/ uni code_map. 866
/etc/
codepages/ codepage. 950

/etcl/
code-
pages/ uni code_map. 936
/etcl/
code-

[etc/
code-

R

letc/rc.d/rcl.d/ K35snb
letc/rc.d/rc4.d/ S91snb
[ et c/ pam d/ sanba

letc/

codepages/ codepage. 437
letc/

code-
pages/ uni code_map. 737
letc/

code-
pages/ uni code_map. 850
letc/

codepages/ codepage. 861

letc/
code-
pages/ uni code_map. 932
letc/
codepages/ codepage. 949

letc/

code-
pages/ uni code_map. 950
letc/

codepages/ codepage. 1251

/etc/
code-

/etc/| mhosts
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/ et c/ snb. conf

[ usr/ bin/snmbclient
/usr/bin/testprns
[ usr/ bi n/ smbpasswd

/ usr/ bi n/ nnbl ookup
/ usr/ bi n/ addt osnbpass

/usr/ man/ manl/
make_snbcodepage. 1
/usr/ man/ manl/
snbclient. 1
/usr/ man/ manl/
snbstatus. 1
/usr/ man/ manl/
testprns.1

[ usr/ man/ man5/
snbpasswd. 5

/usr/ man/ man8/ snbd. 8

[ usr/ man/ man8/
snbpasswd. 8

[ usr/ sbi n/ smbd
/var /1 ock/ sanba

/ et ¢/ snmbpasswd

[ usr/ bi n/ snbspool
/usr/ bi n/ snbst at us
/usr/bin/
make_snbcodepage
/usr/bin/
make_print er def
/usr/bin/

convert _snbpasswd
/usr/ man/ manl/
make_uni codemap. 1
/usr/ man/ manl/ snbrun. 1

[ usr/ man/ manl/ snbtar. 1

/ et c/ gshadow-

[ usr/bin/testparm
[usr/bin/rpcclient
[ usr/ bin/

make_uni codenmap

[ usr/ bi n/ snbt ar

[ usr/ bi n/ rksnbpasswd. sh
[ usr/ man/ manl/
nbl ookup. 1

[ usr/ man/ manl/ snbsh. 1

[ usr/ man/ manl/
testparm1l

[ usr/ man/ man5/ 1 mhost s. 5/ usr/ man/ man5/

[ usr/ man/ man7/ sanba. 7
[ usr/ man/ man8/ snbmt . 8
[ usr/ man/ man8/

snbspool . 8
[ usr/ sbi n/ nnbd

snb. conf.5
[ usr/ man/ man8/ nnbd. 8

[ usr/ man/ man8/
snbnount . 8
[ usr/ man/ man8/
snbunount . 8
[var /| og/ sanba
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Chapter 32. Linux FTP Server

Despite its age, using the File Transfer Protocol, FTP is one of the most popular way to transfer files
from machine to machine across a network. Clients and servers have been written for aimost all popular
platforms in the market, thereby making FTP the most convenient way to perform file transfers.

chroot'd Guest FTP access

Various methods exist to configure your FTP servers. Oneisasaprivate user-only site, whichisthe default
configuration for an FTP server; a private FTP server allows users on the Linux system only to be able
to connect via FTP and access their files.

Anohter method is to configure as an anonymous FTP server. An anonymous FTP server allows anyone
on the network to connect to it and transfer files without having an account. Due to the potential security
risk involved with this setup, precautions should be taken to allow access only to certain directories on
the system.

The configuration we will cover hereis an FTP server that allows FTP to semi-secure areas of a Unix
file system, chroot'd Guest FTP access. This configuration allows users to have access to the FTP server
directorieswithout allowing them to get into higher levels. Thisisthe most secure setup for an FTP server.

Extamal Client

Privata INTERNET
FTP Server

Intarnal Cliant

These installation instructions assume
» Commands are Unix-compatible.

» Thesource pathis/ var/ t np, other paths are possible.

Installations were tested on Red Hat Linux 6.1 and 6.2.

All stepsin the installation will happen in super-user account r oot .
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» wu-ftpd version number is 2.6.0
These are the Package(s):

Wu-ftpd Homepage: http://www.wu-ftpd.org/
Wu-ftpd FTP Site:205.133.13.68
Y ou must be sure to download: wu-ftpd-2.6.0.tar.gz

To compile, you need to decompressthe tarbal, t ar . gz.

[root @eep ] /# cp wi-ftpd-version.tar.gz /var/tnp
[root@eep ] /# cd /var/tmp
[root @eep J/tmp# tar xzpf wu-ftpd-version.tar.gz

Setup an FTP user account minus shells

It'simportant to give to your strictly FTP users no real shell account on the Linux system. In this manner,
if for any reasons someone could successfully get out of the FTP chrooted environment, it would not have
the possibility of executing any user tasks since it doesn't have a bash shell. First, create new users for
this purpose;

These users will be the users allowed to connect to your FTP server.

This has to be separate from a regular user account with unlimited access because of how the chr oot
environment works. Chroot makes it appear from the user's perspective as if the level of the file system
you've placed them inisthetop level of the file system.

Use the following command to create usersin the/ et ¢/ passwd file. This step must be done for each
additional new user you allow to access your FTP server.

[root @eep ] /# nkdir /home/ftp
[root @eep ] /# useradd -d /honme/ftp/ftpadnin/ -s /dev/null ftpadnmn > /de
[root @eep ] /# passwd ftpadm n

Changi ng password for user ftpadmn

New UNI X password:

Ret ype new UNI X password:

passwd: all authentication tokens updated successfully

» Themkdir command will createthef t p directory under the/ hone directory to handle all FTP users
home directories we'll have on the server.

» Theuseradd command will add the new user named f t padmi n to our Linux server.

* Finally, the passwd command will set the password for thisuser f t padni n.

Oncethehone/ f t p/ directory has been created you don't have to use this command again for additional
FTP users.
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1. Editthe/ et c/ shell s file vi/ et ¢/ shel | s and add a non-existent shell name like nul | , for
example. Thisfake shell will limit access on the system for FTP users.

[root @eep | /# vi /etc/shells

/ bi n/ bash
/ bi n/ sh

/ bi n/ ash
/ bi n/ bsh
/bin/tcsh
/ bin/csh
[/ dev/ nul |

/ dev/ nul | , Thisisour added no-existent shell. With Red Hat Linux, aspecial devicename/ dev/
nul | existsfor purposes such as these.

2. Now, edit your / et ¢/ passwd file and add manually the/ . / lineto divide the/ hone/ f t p di-
rectory with the/ f t padm n directory where the user f t padm n should be automatically chdir'd
to. This step must be done for each FTP user you add to your passwd file.

ft padm n: x: 502: 502: : / hone/ ft p/ f t padmi n/ : / dev/ nul |

To read:

ft padm n: x: 502: 502: : / hore/ ft p/./ftpadm n/:/dev/null

AYAY

The account is f t padmi n, but you'll notice the path to the home directory is a bit odd. The first
part / home/ f t p/ indicates the filesystem that should be considered their new root directory. The
dot . divides that from the directory they should be automatically chdir'd. change directory'd into,
/ftpadmn/.

Once again, the/ dev/ nul | part disables their login as a regular user. With this modification, the user
f t padm n now has afake shell instead of areal shell resulting in properly limited access on the system.

Setup a chroot user environment

What you're essentially doing is creating a skeleton root file system with enough components necessary,
binaries, password files, etc. to allow Unix to do a chroot when the user logs in. Note that if you use
the- - enabl e- | s option during compilation as seen above, the/ hone/ f t p/ bi n,and/ hone/ f t p/
I i b directories are not required since this new option allows Wu-ftpd to use its own | s function. We
till continue to demonstrate the old method for people that prefer to copy / bi n/ | s to the chroot'd FTP
directory, / home/ f t p/ bi n and create the appropriated library related to | s.
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hiri
boot
cache
chroot
dev
atc

o=t + found
ftp —— dev !

home
lib
Inst + foumnd
mint

proc

root

shin

tmp

Lsr

var

Owur ﬁle_sﬁ.tem on Linux.

[ root @eep ]
[ root @eep ]
[ root @eep ]
[ root @eep ]

et

Owr chroot jail that host FTP Server

This iz our chroot jail bubble, which handle
a small copy of our Linux file system structure.

The following are the necessary steps to run Wu-ftpd software in a chroot jail:

First create all the necessary chrooted environment directories as shown below:

[ # nkdir /home/ftp/dev
/# nkdir /home/ftp/etc
/# nkdir /home/ftp/bin
[# nkdir /home/ftp/lib

Require only if you are not using the - - enabl e- | s option.
Require only if you are not using the - - enabl e- | s option

Change the new directories permission to 0511 for security reasons. The chmod command will make
our chrooted dev, et ¢, bi n, and | i b directories readable and executable by the super-user r oot and
executable by the user-group and all users.

[root @eep ] /# chnod 0511 /hone/ftp/dev/
[root @eep ] /# chnod 0511 /hone/ftp/etc/
[root @eep ] /# chnod 0511 /home/ftp/bin
[root @eep ] /# chnod 0511 /hone/ftp/lib

Require only if you are not using the - - enabl e- | s option.
Require only if you are not using the - - enabl e- | s option.

Copy the / bi n/| s binary to / hone/ ft p/ bi n directory and change the permission of the | s
programto 0111. You don't want users to be able to modify the binaries:
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[root@eep ] /# cp /bin/ls /hone/ftp/bin
[root @eep ] /# chnod 0111 /bin/ls /hone/ftp/bin/ls

Require only if you are not using the - - enabl e- | s option.

Require only if you are not using the - - enabl e- | s option.
This step is necessary only if you're not using the - - enabl e- | s option during the configure time
of Wu-ftpd. See the Compile and Optimize section in this chapter for more information.
Find the shared library dependencies of thel s Linux binary program:

a
[root@eep ] /# Idd /bin/ls

Require only if you are not using the - - enabl e- | s option.

libc.so.6 =>/lib/libc.so.6 (0x00125000)
/[1ib/1d-1inux.so.2 =7gt; /lib/ld-1inux.so.2 (0x00110000)

b. Copy the shared libraries identified above to your new | i b directory under / home/ f t p di-
rectory:

[root@eep | /# cp /lib/libc.so.6 /home/ftp/lib/
[root@eep | /# cp /lib/ld-1inux.so.2 /hone/ftp/lib/

Require only if you are not using the - - enabl e- | s option
Require only if you are not using the - - enabl e- | s option

-

LL_ CAUTICN

Theselibrary are needed to makel s work. Also, steps 3 and 4 above are required only
if youwant to usethel s Linux binary program instead of the - - enabl e- | s option
that uses the new internal | s capability of Wu-ftpd.

Createyour / homre/ f t p/ dev/ nul | file:

[root @eep ] /# nmknod /honme/ftp/dev/null ¢ 1 3
[root @eep ] /# chnod 666 /hone/ftp/dev/null

Copy thegr oup and passwd filesin/ hone/ f t p/ et ¢ directory. This should not be the same as
your real ones. For this reason, we'll remove all non FTP users except for the super-user r oot in
both of thesefiles, passwd and gr oup.

a
[root @eep | /# cp /etc/passwd /hone/ftp/etc/
[root @eep | /# cp /etc/group /hone/ftp/etc/
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b. Editthe passwd file, vi/ hone/ f t p/ et c/ passwd and delete all entries except for the su-
per-user r oot and your allowed FTP users. It is very important that the passwd file in the
chroot environment has entries like:

root:x:0:0:root:/:/dev/null
ftpadm n: x: 502: 502: : /ft padmi n/:/dev/ nul |

E‘_\ HOTE

We can noticetwo things here: first, the homedirectory for all usersinsidethismodified
passwd file are now changed to reflect the new chrooted FTP directory i.e. / hone/
ftp/./ftpadni n/ begins/ftpadni n/, and also, the name of the user's login
shell for ther oot account has been changed to/ dev/ nul | .

d. Edit the gr oup file, vi / horre/ ft p/ et ¢/ gr oup and delete al entries except for the su-
per-user r oot and all your allowed FTP users. The gr oup file should correspond to your nor-
mal group file:

root: x: 0:root
ft padm n: x: 502:

5. Nowwemust set passwd, and gr oup filesinthe chroot jail directory immutable for better security.

a
[root @eep ] /# cd /hone/ftp/etc/
[root @eep ] /# chattr +i passwd

b.  Set theimmutable bit on gr oup file:

[root @eep ] /# cd /hone/ftp/etc/
[root @eep ] /# chattr +i group

Configurations
EHDTE

All the configuration files required for each software described in this book has been provided
by us as agzipped file, f | oppy. t gz for your convenience. This can be downloaded from this
web address: http://www.openna.com/books/floppy.tgz [551] You can unpack this to any lo-
cation on your local machine, say for example/ t np, assuming you have donethisyour directory
structurewill be/ t mp/ f 1 oppy. Within thisfloppy directory each configuration file hasitsown
directory for respective software. For example FTP configuration file are organised like this:
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total 32

STWr--f-- 1 harrypotter harrypotter 419 Jun
STW--- - 1 harrypotter harrypotter 1036 Jun
STW--- - 1 harrypotter harrypotter 538 Jun
STW--- - 1 harrypotter harrypotter 39 Jun
STW--- - 1 harrypotter harrypotter 188 Jun
STW--- - 1 harrypotter harrypotter 79 Jun
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun
dr wxr - Xr - x 2 harrypotter harrypotter 4096 Jun

You can either cut and paste this directly if you are faithfully following our instructions from
the begining or manually edit these to modify to your needs. This facility is there though as a
convenience but please don't forget ultimately it will be your responsibility to check, verify, etc.
before you use them whether modified or asit is.

To run an FTP server, the following files are required and must be created or copied to the appropriate
directories on your server.

i. Copy the ftpaccessfileinthe/ et ¢/ directory.

ii. Copy the ftpusersfileinthe/ et c/ directory.

iii. Copy the ftphostsfilein the/ et c/ directory.

iv. Copy the ftpgroupsfileinthe/ et c/ directory.

v. Copy the ftpconversion fileinthe/ et ¢/ directory.
vi. Copy theftp fileinthe/ et ¢/ pam d/ directory.

vii Copy the ftpd fileinthe/ et ¢/ | ogr ot at e. d/ directory.

-

|?h_ Tip

ki1

Y ou can obtain the configuration files listed in the next sections on our f | oppy. t gz archive.
Copy thefollowing filesfrom the decompressedf | oppy. t gz archiveto the appropriate places,
or copy them directly from this book to the concerned file.

Configure the /et c/ ft phost s file

The/ et c/ ftphosts fileis used to define whether users are allowed to log in from certain hosts or
whether there are denied access.

1. Createtheft phost s file touch/ et c/ f t phost s and add for example in thisfile the following
lines:

# Exanpl e host access file

#

# Everything after a '# is treated as coment,
# enpty lines are ignored
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all ow ftpadm n 208. 164. 186. 1 208. 164. 186. 2 208. 164. 186. 4
deny ftpadm n 208. 164. 186. 5

In the example below, we allow the user f t padmi n to connect via FTP from the explicitly listed
addresses208. 164. 186. 1 208. 164. 186. 2 208. 164. 186. 4, and deny the specifiedf t -
padni n user to connect from the site 208. 164. 186. 5.

2. Now, change its default permission to be 600:

[root @eep ] /# chnod 600 /etc/ftphosts

Configure the /et c/ ft pusers file

The/ et c/ftpusers/ filespecifiesthose usersthat are NOT allowed to connect to your FTP server.

1. Createtheftpusers file touch / etc/ftpusers and add in this file the following users for
security reasons:

r oot

bin
daenon
adm

I'p

sync
shut down
hal t
mai |
news
uucp
oper at or
ganes
nobody

2. Now, change its default permission to be 600:

[root @eep ] /# chnod 600 /etc/ftpusers

Configure the /et c/ ft pconver si ons file

The/ et ¢/ ftpconver si ons file contains instructions that permit you to compress files on demand
before the transfer.

1. Edittheft pconversi ons file vi/ et c/ ftpconversi ons and add in thisfile the following
lines:

:.Z: . :/bin/conpress -d -c %:T_REG T_ASCI | : O UNCOVPRESS: UNCOVPRESS
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gz

:.Z:/bin/compress -c ¥%: T_REG O COVWPRESS: COWRESS

:/bin/gzip -cd %: T_REG T_ASCI | : O_UNCOVPRESS: GUNZI P

©.gz:/bin/gzip -9 -¢ %:T_REG O COMPRESS: GZI P

c.tar:/bin/ftar -c -f - %: T_REG T _D R O TAR TAR

c.tar.Z: /bin/tar -¢c -Z -f - %:T_REG T_DI R O COWRESS| O TAR: TAR+C(
c.tar.gz:/bin/tar -c -z -f - %:T_REG T_D R O COWRESS| O TAR: TAR+
c.crc:/bin/cksum %: T_REG : CKSUM

;. md5: / bi n/ md5sum %: T_REG : MD5SUM

2. Now, changeits default

permissionsto be 600:

[root @eep ] /# chnod 600 /etc/ftpconversions

Configure the /et c/

Configure your / et ¢/ pam

pam d/ ftp file

d/ f t p file to use pam authentication by creating the/ et c/ pam d/ ftp

file and add the following lines:

#Y%PAM 1. 0
aut h

aut h

aut h
account
sessi on

required /1ibl/security/pamlistfile.so itemruser sense=de
required /1iblsecurity/pam pwdb. so shadow nul | ok

required /1iblsecurity/pamshells.so

required /1iblsecurity/pam pwdb. so

required /1iblsecurity/pam pwdb. so

Configurethe/etc/ | ogrotate. d/ftpdfile

Configure your / et c/ | ogr

otate. d/ ft pd file to automatically rotate your log files each week by

creatingthe/ et c/ | ogr ot at e. d/ f t pd file and add the following lines:

/var/ | og/ xferlog {
# ftpd doesn't handle SIGHUP properly

noconpr ess

}

Configure ftpd to use tcp-wrappers inetd

Tcp-wrappers should be enabl

led to start and stop the ftpd server. Upon execution, inetd reads its config-

uration information from a configuration file which, by default, is/ et ¢/ i net d. conf . There must be
an entry for each field of the configuration file, with entries for each field separated by atab or a space.

Editthei net d. conf file, vi

ftp stre

[ etc/inetd. conf andadd or verify the existence of thefollowing line:

am tcp nowait root fusr/sbin/tcpd in.ftpd -1 -a
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Update your i net d. conf file by sending a SIGHUP signal, killall - HUP inetd, after adding the above
lineinthefile.

[root @eep ] /# killall -HUP inetd
Editthehost s. al | owfile, vi/ et ¢/ host s. al | owand add, for example, the following line:
in ftpd: 192.168.1.4 w n.openna.com

Which meansclient IP192. 168. 1. 4 with host namew n. openna. comisallowed to FTP onto the
server.

FTP Administrative Tools

ftpwho.  The ftpwho program utility displays all active ftp users, and their current process information
on the system. The output of the command is in the format of the / bi n/ ps command. The format of
this command is:

To displays all active ftp users and their current process, use the following command:

[root @eep | /# ftpwho

Service cl ass openna:
5443 ? S 0: 00 ftpd: w n.openna.com ftpadmin: |DLE
- 1 users ( 20 maxi mum

Here, you can see that one user islogged in, 20 users are allowed to be connected, and this user has the
usernamef t padm n who claimsto befromw n. openna. com

ftpcount.  Theftpcount program utility, which isasimplified version of ftpwho, shows only the current
number of userslogged in to the system, and the maximum number of users allowed.

To shows only the current number of users logged in to the system and the maximum number of users
allowed, use the following command:

[root @eep ] /# ftpcount

Service cl ass openna - 1 users ( 20 maxi mum

Securing FTP

Theftpusersfile.  It'simportant to ensure that you have set up thefile/ et ¢/ f t puser s which spec-
ifies those users that are NOT allowed to connect to your FTP server. This should include, as a MINI-
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MUM, the following entries: r oot , bin, daemon, adm, Ip, sync, shutdown, halt, mail, news, uucp, opera-
tor, games, nobody and AL L other default vendor supplied accountsavailableinyour/ et ¢/ passwd file.

The anonymous FTP program.  To disable anonymous FTP, remove the anonymous user f t p from
your password file and verify that anonftp-version.i386.rpm package is not installed on your system.

To removethe user f t p from your password file, use the following command:
[root @eep ] /# userdel ftp

To verify that the RPM package of anonymous FTP program is not installed on your Linux system, use
the following command:

[root @eep ] /# rpm-q anonftp

package anonftp is not installed

The upload command. By default, the Wu-ftpd server will grant upload privileges to all users. The
upload parameter allow remote clients to load and place files on the FTP server. For optimal security, we
don't want users being able to upload into bi n, et ¢, dev, and | i b subdirectoriesin the/ hone/ ftp
directory. Inour/ et c/ f t paccess filewehavealready chroot'd usersto/ hone/ f t p and they cannot
access any area of the filesystem outside that directory structure, but in case something happens to the
permissions on them you should deny upload privilegesinyour / et ¢/ f t paccess fileinto these areas;
[ honme/ftp/,/ home/ftp/bin,/home/ftp/etc,/home/ftp/dev,and/ hone/ftp/lib.

Edit thef t paccess file, vi/ et ¢/ f t paccess and add the following lines to deny upload privileges
into these aress.

# W don't want users being able to upload into these areas.
upl oad /hone/ftp/* / no
upl oad /hone/ftp/* /etc no
upl oad /hone/ftp/* /dev no
upl oad /hone/ftp/* /bin no
upl oad /hone/ftp/* /lib no

Require only if you are not using the - - enabl e- | s option.

Require only if you are not using the - - enabl e- | s option.
Theabovelinesspecify todeny uploadintothe/ ,/ et ¢,/ dev,/ bi nand/ | i b directoriesof thechroot'd
/ hone/ f t p directory structure.

The special file . not ar

Whether you allow on-the-fly tarring of directories or not, you should make sure an end-run cannot be
made using tar command in all areas where the upload parameter is not permit. To do so, create the special
file. not ar in each directory and in the FTP directory.
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[root @eep ] /# touch /home/ftp/.nnotar

[root @eep ] /# touch /honme/ftp/etc/.notar
[root @eep ] /# touch /hone/ftp/dev/.notar
[root @eep ] /# touch /hone/ftp/bin/.notar
[root @eep ] /# touch /home/ftp/lib/.notar
[root @eep ] /# chnod O /hone/ftp/.notar
[root @eep ] /# chnod O /home/ftp/etc/.notar
[root @eep ] /# chnod O /home/ftp/dev/.notar
[root @eep ] /# chnod O /home/ftp/bin/.notar
[root @eep ] /# chnod O /home/ftp/lib/.notar

Require only if you are not using the - - enabl e- | s option.
Require only if you are not using the - - enabl e- | s option.
Require only if you are not using the - - enabl e- | s option.
Require only if you are not using the - - enabl e- | s option.

The zero-length . not ar file can confuse some web clientsand FTP proxies, so let'smark it irretrievable
to solve the problem. Add the following linesto your / et c/ f t paccess file.

noretrieve .notar

The noretrieve command.  The noretrieve parameter of Wu-ftpd server allow you to deny transfer
of the sectected directories or files. It is also a good idea to prevent downloads of those subdirectories
bi n,etc,dev,and!l i b inthe/ home/ft p directory with the command noretrieve in your / et c/

ft paccess file.

# W'l |l prevent downl oads with noretrieve.
noretrieve /home/ftp/etc
noretrieve /home/ftp/dev
noretrieve /home/ftp/bin
noretrieve /home/ftp/lib

Require only if you are not using the - - enabl e- | s option.
Require only if you are not using the - - enabl e- | s option.

Installed files

These are the filesinstalled on your system:

/etc/pamd/ftp /etc/logrotate.d/ftpd
/etc/ftpaccess /etc/ftpconversions

/ etc/ftpgroups /etc/ftphosts
/etc/ftpusers / hone/ ftp/

/usr/ bin/ftpcount [ usr/ bin/ftpwho

/usr/ man/ manl/ftpcount. 1 /usr/ man/ manl/ ft pwho. 1
/usr/ man/ man5/ ft paccess. 5 /usr/ man/ man5/ ft phosts. 5
/usr/ man/ man5/ ft pconver si ons. 5 [ usr/ man/ man5/ xf erl og. 5
/usr/ man/ man8/ ft pd. 8 /usr/ man/ man8/ ft pshut . 8
/usr/ man/ man8/ ftprestart. 8 /usr/sbin/in. ftpd
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/usr/sbin/ftpshut /usr/sbin/ckconfig
/usr/sbhin/ftprestart /usr/sbin/xferstats
/usr/sbin/w.ftpd [ usr/sbin/in. wftpd

/var/ | og/ xferl og
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Part 7. Backup and Restore

A secure and reliable server is closely related to performing regular backups. Failures will probably occur sometimes.
They may be caused by attacks, hardwarefailure, human error, power outages, etc. The safest method of doing backups

is to record them in a location separate from your Linux system like over a network, from tape, removable drive,
writable CD-ROM, etc.
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Chapter 33. Why's and When's of
Backup and Restore

Many methods of performing backupswith Linux exist, such asdump, tar, cpio, aswell asdd that are each
available by default on your Linux system. Also available are text-based utilities, such as Amanda, which
is designed to add a friendlier user interface to the backup and restore procedures. Finally, commercia
backup utilities are also available, such as BRU.

The procedures for performing a backup and restore will differ depending on your choice of a backup
solution. For thisreason wewill discuss methods for performing backups with the traditional UNIX tools:

i. tar

ii. dump which is a command-line backup tool.

What to backup

The idea of making a backup is to back up as much as possible on your system, but some exceptions do
exist as shown below. It isnot logical to include thesein your backup at the cost of time and space in your
mediafor nothing. The major exceptions to not include in your backup are:

» The/ pr oc file system: since it only contains data that the kernel generates automatically, it is never
agood ideato back it up.

» The/ mt file system, because it is where you mount your removable media like CD-ROM, floppy
disk and other.

The backup directory or media where you have placed your backup files, such as atape, CD-ROM, NFS
mounted file system, remote/local directory or other kind of media. Software that can be easily reinstalled,
though they may have configuration filesthat areimportant to back up, lest you do all thework to configure
them all over again. | will recommend putting them. the configuration filesfor software on the floppy disk.

The tar backup program

The tar backup program is an archiving program designed to store and extract files from an archive file
known as atarfile. A tarfile may be made on a tape drive; however, it is also common to write a tarfile
to anormal file.

A simple backup iswhen you decide to make a backup of files on your system you must choose a backup
scheme before the beginning of your backup procedure. A lot of strategic backup schemes exist, and
depend on the backup policies you want to use. In the following, We have shown you one backup scheme
that you may use which takes advantage of the tar program'’s capabilities. This schemeisto first back up
everything once, then back up everything that has been modified since the previous backup.

i. Thefirst backup iscalled afull backup
ii. The subseguent ones are incremental backups.

With six tapes you can make backups every day; The procedure is to use tape 1 for the first full backup
Friday 1, and tapes 2 to 5 for the incremental backups Monday through Thursday. Then, you make a new
full backup on tape 6 second Friday, and start doing incremental oneswith tapes2to 5 again. It'simportant
to keep tape 1 at its state until you've got a new full backup with tape 6.
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In the following example below, we assume that we write the backup to a SCSI tape drive named / dev/

st 0, and we backup the home directory / hone of our system. First of all, we must to move to the file
system/ partition. When creating an archive file, tar will strip leading / slash characters from file path
names. This means that restored files may not end up in the same locations they were backed up from.
Therefore, to solve the problem, the solution isto changeto the/ root directory before making all backups

and restorations.

To movetothe/ root directory, use the command:

[ root @eep]# cd /

It isimportant to always start with a full backup; say on a Friday, for example:

Friday 1. usetape 1 for thefirst full backup.

[root @eep] /# cd /
[root @eep] /# tar cpf /dev/stO --1abel ="
--directory / hone

Monday. usetapes?2 for the incremental backups.

[root @eep] /# cd /

[root @eep] /# tar cpNf /dev/stO --1abel ="

--directory / home

Tuesday. usetapes 3 for the incremental backups.

[root @eep] /# cd /

[root @eep] /# tar cpNf /dev/stO --1abel ="

--directory / hone

Wednesday.  usetapes 4 for the incremental backups.

[root @eep] /# cd /

[root @eep] /# tar cpNf /dev/stO --1abel ="

--directory / home

Thursday. usetapes5 for theincremental backups.

[root @eep] /# cd /

[root @eep] /# tar cpNf /dev/stO --1abel ="

--directory / hone

Friday 2.  usetape 6 for the new full backups.

[root @eep] /# cd /

[root @eep] /# tar cpf /dev/stO --1abel ="

--directory / hone

ful |l - backup
full - backup
full - backup
full - backup
full - backup

Now, start doing incremental ones with tapes 2 to 5 again and so on.

e Thec option specifiesthat an archivefile is begin created.

creat ed

creat ed

creat ed

creat ed

creat ed

on

on

on

on

on

“date

“date

“date

“date

“date
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e The p option preserves permissions; file protection information will be remembered.
» The Noption does an incremental backup and only stores files newer than DATE.

e Thef option states that the very next argument will be the name of the archive file or device being
written.

Notice how afilename, which contains the current date, is derived, smply by enclosing the dat e com-
mand between two back-quote characters. A common naming conventionisto add at ar suffix for non-
compressed archives, andat ar . gz suffix for compressed ones. Sincewe aren't ableto specify afilename
for the backup set, the - - | abel option can be used to write some information about the backup set into
the archive file itself. Finaly, only the files contained in the/ home are written to the tape.

Because the tape drive is a character device, it is not possible to specify an actual file name. Therefore,
the file name used as an argument to t ar is simply the name of the device, / dev/ st 0, the first tape
device. The/ dev/ st 0 device does not rewind after the backup set iswritten. Thereforeit is possible to
write multiple sets on onetape. Y ou may also refer to the deviceas/ dev/ st 0, in which case the tapeis
automatically rewound after the backup set iswritten. When working with tapes you can use the following
commands to rewind and eject your tape:

[root @eep] /# nt -f /dev/stO rew nd
[root @eep] /# m -f [dev/stO offline

B;ﬁunnu

To reduce the space needed on at ar archive, the backups can be compressed with the z option
of tar program. Unfortunately, using this option to compress backups can cause trouble. Due
to the nature of how compression works, if a single bit in the compressed backup is wrong, all
the rest of the compressed data will be lost. 1t's recommended to NOT using compression, the z
option to make backups with the tar command.

If your backup doesn't fit on one tape, you'll need to usethe - - mul t i - vol une - Moption:

[root @eep] /# cd /
[root @eep] /# tar cMf /dev/stO /hone

Prepare volume #2 for / dev/ st 0 and hit return:

After you have made a backup, you should check that it isOK, using the- - conpar e - d option asshown
below:

[root @eep] /# cd /
[root @leep] /# tar dvf /dev/stO

To perform a backup of your entire system, use the following command:

[root @eep] /# cd /

[root @eep] /# tar cpf /archive/full-backup- date '+%l-9B-%" ~.tar \
--directory / --exclude=proc --exclude=mt --excl ude=archive \
- -excl ude=cache --excl ude=*/1ost+found .
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e The--directory option tellstar to first switch to the following directory path, the/ directory in
this example, prior to starting the backup.

e The- - excl ude optionstellstar not to bother backing up the specified directories or files.

» The. character at the end of the command tells tar that it should back up everything in the current
directory.

Eﬁ;aunnu

When backing up your file systems, do not include the / pr oc pseudo-file-system! The filesin
/ pr oc arenot actually files but are simply file-like links which describe and point to kernel data
structures. Also, do not includethe/ mt , / ar chi ve, and adl | ost +f ound directories.

Automating backups with tar

It is always interesting to automate the tasks of a backup. Automation offers enormous opportunities for
using your Linux server to achieve the goals you set. The following example below is our backup script,
caled backup. cron. Thisscript is designed to run on any computer by changing only the four vari-
ables:

i. COMPUTER
ii. DIRECTORIES
iii. BACKUPDIR
iv. TIMEDIR

We suggest that you set this script up and run it at the beginning of the month for the first time, and then
run it for a month before making major changes. In our example below we do the backup to a directory
on the local server BACKUPDIR, but you could modify this script to do it to a tape on the local server
or viaan NFS mounted file system.

1. Create the backup script backup. cr on file, touch / et ¢/ cr on. dai | y/ backup. cron and
add the following lines to this backup file:

#!/ bi n/ sh

# full and increnmental backup script

# created 07 February 2000

# Based on a script by Daniel O Callaghan <danny@ reebsd. or g>
# and nodified by Gerhard Mourani <gnourani @i deotron.ca>

#Change the 5 variables belowto fit your conputer/backup

COVPUTER=deep # nane of this conputer

DI RECTORI ES="/ hone" # directoris to backup

BACKUPDI R=/ backups # where to store the backups

TI MEDI R=/ backups/ | ast -ful | # where to store time of full backup
TAR=/ bi n/ t ar # nane and | ocaction of tar

#You shoul d not have to change anythi ng bel ow here
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PATH=/ usr /1 ocal / bin:/usr/bin:/bin

DOV date +%a° # Day of the week e.g. Mn

DOVE" date +%d” # Date of the Month e.g. 27

DME" dat e +%1%b° # Date and Month e.g. 27Sep

# On the 1st of the nmonth a permanet full backup is nade

# Every Sunday a full backup is made - overwiting |ast Sundays backup
# The rest of the time an increnental backup is nmade. Each increnental
# backup overwrites |ast weeks increnental backup of the sane nane.

#

#if NEWER = "", then tar backs up all files in the directories

# otherwise it backs up files newer than the NEWER date. NEVWER

# gets it date fromthe file witten every Sunday.

# Monthly full backup
if [ $DOM = "01" ]; then

NEVER=""

$TAR SNEVER - cf $BACKUPDI R/ $COVPUTER- $DM t ar $DI RECTORI ES
fi

# Weekly full backup

if [ $DOW = "Sun" ]; then
NEVER=""
NOWE™ dat e +9%d- %"

# Update full backup date
echo $NOW > $TI MEDI R/ $COMPUTER- f ul | - dat e
$TAR $NEVER - cf $BACKUPDI R/ $COVMPUTER- $DOW t ar $DI RECTORI ES

# Make increnental backup - overwite |ast weeks
el se

# Cet date of last full backup

NEVWER="- - newer ~cat $TI MEDI RF $COMPUTER-ful | -date™"

$TAR $NEWER - cf $BACKUPDI R/ $COVPUTER- $DOW t ar  $DI RECTORI ES
fi
Example 33.1. Backup directory of a week

Hereis an abbreviated look of the backup directory after one week:

[root @eep] /# |s -1 [backups/

total 22217

STWr--T-- 1 root r oot 10731288 Feb 7 11:24 deep-01lFeb.tar
STWr--r1-- 1 root r oot 6879 Feb 7 11:24 deep-Fri.tar
STWr--r1-- 1 root r oot 2831 Feb 7 11:24 deep-Mon.tar
STWr--T1-- 1 root r oot 7924 Feb 7 11:25 deep-Sat.tar
STWr--r1-- 1 root r oot 11923013 Feb 7 11:24 deep-Sun.tar
STWr--r1-- 1 root r oot 5643 Feb 7 11:25 deep-Thu.tar
STWr--T-- 1 root r oot 3152 Feb 7 11:25 deep-Tue.tar
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STWr--T-- 1 root r oot 4567 Feb 7 11:25 deep-Wed.tar
drwxr-xr-x 2 root r oot 1024 Feb 7 11:20 last-full
E_HE_FDP.TAHT

Thedirectory whereto store the backups BACKUPDI R, and the directory whereto storetime
of full backup TI MEDI Rmust exist or be created before the use of the backup-script, or you
will receive an error message.

2. If you are not running this backup script from the beginning of the month 01-month-year, the incre-
mental backups will need the time of the Sunday backup to be able to work properly. If you start in
the middle of the week, you will need to create thetimefilein the TI MEDI R. To create the time file
inthe TI MEDI R directory, use the following command:

[root @leep] /# date +%l% < /backups/last-full/nyserver-full-date

Where/ backups/ | ast - ful | isour variable TIMEDIR wherein we want to store the time of the
full backup, and myser ver - f ul | - dat e is the name of our server e.g. deep, and our time file
consists of a single line with the present date i.e. 15-Feb.

3. Make this script executable and change its default permissions to be writable only by the super-user
root 755.

[root @eep] /# chnod 755 /etc/cron. daily/backup.cron
E'jq:nmﬁ

Becausethisscriptisinthe/ et ¢/ cron. dai | y directory, it will beautomatically runasacron
job at one o'clock in the morning every day.

Restore files with tar

More important than performing regular backups is having them available when we need to recover im-
portant files! In this section, we will discuss methods for restoring files, which have been backed up with
tar command.

The following command will restore all files from the f ul | - backup- Day- Mont h- Year . t ar
archive, which is an example backup of our hone directory created from the example tar commands
shown above.

[root @eep] /# cd /
[root @eep] /# tar xpf /dev/stO/full-backup-Day-Month-Year.tar

The above command extracts all files contained in the compressed archive, preserving original file own-
ership and permissions.

e Thex option stands for extract.

e The p option preserve permissions; file protection information will be remembered.
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e Thef option states that the very next argument will be the name of the archivefile or device.

If you do not need to restore all the files contained in the archive, you can specify one or more files that
you wish to restore: To specify one or more files that you wish to restore, use the following command:

[ root @eep]# cd /
[root @eep]# tar xpf /dev/stO/full-backup-Day-Month-Year.tar \
hone/ wahi b/ Per sonal / Cont ent s. doc homne/ quot a. user

The above command restores the / hone/ wahi b/ Per sonal / Cont ents. doc and / hone/
guot a. user filesfrom the archive.

If you just want to see what files are in the backup volume, Usethe- - 1 i st or-t option:

[root @eep] /# tar tf /dev/stO

E‘}.;-wnnu

If you have files on your system set with the immutable bit, using the chattr command, these
fileswill not be remembered with the immutable bit from your restored backup. Y ou must reset
it immutable with the command chattr +i after the backup is completed.

Test the ability to recover
FHDTE
I_ 1

Dont forget to test the ability to recover from backups, for many system administrators, recovering
a file from a backup is an uncommon activity. This step assures that if you need to recover a
file, the tools and processes will work. Performing thistest periodically will help you to discover
problems with the backup procedures so you can correct them before losing data. Some backup
restoration software does not accurately recover the correct file protection and file ownership
controls. Check the attributes of restored files to ensure they are being set correctly. Periodically
test to ensure that you can perform afull system recovery from your backups.

Further documentation, for more details, there is man page you can read:

tar(1) - The GNU version of the tar archiving utility

The dump backup program

Dump iscompletely different fromtar, it isaprogram for backing up and restoring file system. It backups
up the entire file system - not the files. Dump does not care what file system is on the hard drive, or even
if there arefilesin the file system. It examines files on an ext2 file system, determines which ones need to
be backed up, and copies those files to a specified disk, tape, file or other storage medium. It dumps one
file system at atime quickly and efficiently. Unfortunately, it does not do individual directories, and so it
eats up agreat deal more storage space than tar. It is also written specifically for backups.

The restore command performs the inverse function of dump, It can restore afull backup of afile system.
Subsequent incremental backups can then be layered on top of the full backup. Single files and directory
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sub trees may also be restored from full or partial backups. Y ou can use dump if you need a procedure for
both backing up file systems and restoring file systems after backups.

Dump has several levels of backup procedures. The levelsrange from 0 to 9, where level number O means
afull backup and guaranteesthe entirefile systemis copied. A level number above 0, incremental backup,
tells dump to copy all files new or modified since the last dump of the same or lower level. To be more
precise, at each incremental backup level you back up everything that has changed since the previous
backup at the same or a previous level.

What are the advantages and the reasons to create and use several levelsto make abackup? | try to explain
it with the following schemas:

254 6 989
||| I
ans a | ack

o—o
—3 @

c

opy all files new or nodified since |evel 0, and 3.

n up. | | |
I

b
I
c

ul |
||
ans
||

T3 T a— o

I
3
I I

2 nmeans copy all files new or nodified since level 0, and 2.

5 nmeans copy all files new or nodified since level 0, 3, and 5.

4 means copy all files new or nodified since level 0, 3, and 4.

7 means copy all files new or nodified since level 0, 3, 4,

6 neans copy all files new or nodified since level 0, 3, 4
|1

9 neans copy all files new or nodified since level 0, 3

8 neans copy all files new or nodified since level 0

9 neans copy all files new or nodified since |evel

The advantages and reasons for doing this are that with multiplelevels, the backup history can be extended
more cheaply. A longer backup history is useful, since deleted or corrupted files are often not noticed for
along time. Even aversion of afile that is not very up to date is better than no file at all. Also, backup
levels are used to keep both the backup and restore times to a minimum -low.

The dump manual page suggests a good scheme to take the full advantage of backup levels: 3, 2, 5, 4, 7,
6, 9, 8, 9, etc as described by the table below. The most you have to backup is two day's worth of work.
The number of tapes for a restore depends on how long you keep between full backups.

Table 33.1. Dump scheme
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Making backups with dump

It'sinteresting to use the dump backup program if you want to take advantage of itsseveral levels of backup
procedures. Given below is a procedure to have alonger backup history and to keep both the backup and
restore timesto aminimum. In the following exampl e, we assume that the backup iswritten to atape drive
named / dev/ st 0 and we backup the home directory / horre of our system.

It isimportant to always start with alevel 0 backup, for example:

Friday 1.  usetape 1 for thefirst full backup.

[root @eep] /# dump -Ou -f /dev/stO /hone
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DUVP: Date of this level O dunmp: Fri Jan 28 21:25:12 2000

DUVP: Date of last |level O dunp: the epoch

DUMP: Dunpi ng /dev/sda6 (/hone) to /dev/stO

DUVP: mapping (Pass I) [regular files]

DUVP: mapping (Pass 1) [directories]

DUMP: estinmated 18582 tape bl ocks on 0.48 tape(s).

DUVMP: Volunme 1 started at: Fri Jan 28 21:25:14 2000

DUVP: dunping (Pass I11) [directories]

DUVP: dunping (Pass V) [regular files]

DUMP: DUMP: 18580 tape bl ocks on 1 vol unes(s)

DUVP: finished in 4 seconds, throughput 4645 KBytes/sec

DUVMP: Vol une 1 conpleted at: Fri Jan 28 21:25:18 2000

DUVMP: Vol unme 1 took 0:00: 04

DUVMP: Volume 1 transfer rate: 4645 KB/s

DUWP: |evel O dunmp on Fri Jan 28 21:25:12 2000

DUVP: DUMP: Date of this level O dunp: Fri Jan 28 21:25:12 2000
DUVP: DUMP: Date this dunmp completed: Fri Jan 28 21:25:18 2000
DUVP: DUMP: Average transfer rate: 4645 KB/s

DUVP: C osing /dev/stO

DUMP: DUMP | S DONE

Monday. usetape 2 for the incremental backups.

[root @eep] /# dump -3u -f /dev/stO /hone

Tuesday. usetape 3 for the incremental backups.

[root @eep] /# dump -2u -f /dev/stO /hone

Wednesday. usetape 4 for the incremental backups.

[root @eep] /# dump -5u -f /[dev/stO /home

Thursday. usetape5 for the incremental backups.

[root @eep] /# dump -4u -f /dev/stO /hone

Friday 2.  usetape 6 for the incremental backups.

[root @eep] /# dump -7u -f /dev/stO /hone

Monday. usetape 2 for the incremental backups.

[root @eep] /# dump -3u -f /dev/stO /hone

Tuesday. usetape 3for the incremental backups.

[root @eep] /# dump -2u -f /dev/stO /home
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Wednesday. usetape 4 for the incremental backups.

[root @eep] /# dump -5u -f /dev/stO /home

Thursday. usetape5 for the incremental backups.

[root @eep] /# dump -4u -f [/dev/stO /hone

Friday 3. usetape 7 for the incremental backups.

[root @eep] /# dump -6u -f /dev/stO /hone

Monday. usetape 2 for the incremental backups.

[root @eep] /# dunp -3u -f /[/dev/stO /hone

Tuesday. usetape 3 for the incremental backups.

[root @eep] /# dump -2u -f /dev/stO /hone

Wednesday.  usetape 4 for the incremental backups.

[root @eep] /# dump -5u -f /dev/stO /hone

Thursday. usetape5 for the incremental backups.

[root @eep] /# dump -4u -f /dev/stO /hone

Friday 4. usetape 8 for the incremental backups only if there have five Fridaysin one month.

[root @eep] /# dump -9u -f /dev/stO /home

Monday. usetape 2 for the incremental backups only if there have five Fridays in one month.

[root @eep] /# dump -3u -f /dev/stO /hone

Tuesday. usetape 3 for theincremental backups only if there have five Fridays in one month.

[root @eep] /# dump -2u -f /dev/stO /hone

Wednesday.  usetape 4 for the incremental backups only if there have five Fridaysin one month.

[root @eep] /# dump -5u -f /dev/stO /hone

Thursday. usetape5 for the incremental backups only if there have five Fridays in one month.

[root @eep] /# dump -4u -f /dev/stO /home
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Month.  use another tape for anew full backup when the month change.

[root @eep] /# dunmp -Ou -f /dev/stO /hone

Where

* -0to- 9 isthebackup level option you want to use,

« theu option meansto update thefile/ et ¢/ dunpdat es after asuccessful dump,
» The-f option to write the backup to file

Thefilemay bea

i. special devicefilelike/ dev/ st 0, atapedrive,

ii. / dev/rsdilc, adiskdrive,

iii.An ordinary file

iv. the standard output.

Finally, you must specify what you want to backup. In our example, it isthe/ hone directory / hone.

Y ou can see that we use the same tapes 2 to 5 for daily backups -Monday to Thursday = 4 tapes, tapes 6,
7, and 8 for weekly backups -other Fridays, 6 + 7 + 8 = 3 tapes. note that there can be five Fridaysin one
month and tapes 1 and any subsequent new one for monthly backups -first Friday each month, 1 + any
subsequent 11 nont hs = 12 tapes. In conclusion, if weuse 8tapes4 + 3 + 1 = 8, wecan have
afull backup for one month and repeat the procedure with the 8 tapes to get our subsequent 11 monthsto
come for atotal of 1-year individual full backups.

The full backup should be done at set intervals, say once a month, and on a set of fresh tapes that are
saved forever. With thiskind of procedure, you will have 12 tapes for 12 months that handle histories and
changes of your system for one year. Later, you can copy the 12 tape backups onto a different computer
designated to keep al yearly backups for a long time and be able to reuse them, 12 tapes, to repeat the
procedure for a new year.

Restoring files with dump

The restore command performs the inverse function of dump(8). It restores files or file systems from
backups made with dump. A full backup of a file system may be restored, and subsequent incremental
backups layered on top of it. Single files and directory sub-trees may be restored from full, or partial
backups. Y ou have a number of possibile commands and options to restore backed up data with the dump
program. Below, detailed is a procedure that uses the full potential of the restore program with the most
options possible. It is aso donein interactive mode.

In an interactive restoration of files from a dump, the restore program provides a shell like interface that
alowstheuser to movearound thedirectory tree selecting filesto be extracted, after reading in the directory
information from the dump. The following is what we will seeif wetry to restore our / hone directory:

First of al, with the following command we must move to the partition file system where we want to
restore our backup. This is required, since the interactive mode of the restore program will restore our
backups from the current partition file system where we have executed the restore command from.
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[root @eep] /# cd /hone

To restore files from a dump in interactive mode, use the following command:
[root @eep /honme]# restore -i -f [dev/stO

restore >

A prompt will appear in your terminal, to list the current, or specified, directory. Use the Is command as
shown below:

restore > 1Is
adm n/ | ost +f ound/ naned/ guot a. group quot a. user wahi b/

restore >

To change the current working directory to the specified one, use the cd commands. In our example, we
change to wahib directory, as shown below:

restore > cd wahib

restore > 1Is

. [ wahi b:

. Xdefaults . bash_I ogout . bashrc
.bash_history .bash profile Personal/

restore >

To add the current directory or file to thelist of files to be extracted, use the add command. If a directory
is specified, then it and all its descendents are added to the extraction list as shown below:

restore > add Personal /
restore >

Filesthat are on the extraction list are prepended with a* when they are listed by the |s command: restore
> |s ./wahib: .Xdefaults .bash_logout .bashrc .bash_history .bash_profile * Personal/

To delete the current directory or specified argument from the list of files to be extracted, use the delete
command. If adirectory isspecified, then all itsdescendentsincluding itself are deleted fromthe extraction
list, as shown below:

restore > cd Personal/

restore > |s

./ wahi b/ Per sonal :

* Ad?l e_Nakad. doc *Qvervi ew. doc

* Bl MCOR/ * Resune/

*My Webs/ * SAVS/

*Cont ent s. doc *Tenpl at es/

*Di vers. doc *bruno uni versite. doc
*Li nux/ *My Pictures/
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restore > del ete Resune/

restore > I|s

./ wahi b/ Per sonal :

*Ad?l e_Nakad. doc *Qvervi ew. doc
* Bl MCOR/ Resune/

*My Webs/ * SAVS/

*Cont ent s. doc *Tenpl at es/

*Di ver s. doc *pbruno uni versite. doc
*Li nux/ *My Pictures/

|il" TIP

Al

The most expedient way to extract most of the files from adirectory isto add the directory to the
extraction list and then delete those files that are not needed.

To extract al filesin the extraction list from the dump, use the extract command. Restore will ask which
volume the user wishesto mount. The fastest way to extract a few filesisto start with the last volume and
work towards the first volume, as shown below:

restore > extract

You have not read any tapes yet.

Unl ess you know whi ch vol une your file(s) are on you should start
with the [ast volunme and work towards the first.

Speci fy next volune #: 1

set owner/node for '.'? [yn] y

To exit from the interactive restore mode after you have finished extracting your directories or files, use
the quit command as shown below.

/sbin/restore > quit

F Tie

Other methods of restoration exist with the dump program, consult the man page of dump for
more information.

Further documentation, for more details, there are man pages you can read:
dump(8) ext2 filesystem backup

restore(8) restore files or file systems from backups made with dump

Backing up and restoring over the network

Backups allow you to restore the availability and integrity of information resources following security
breaches and accidents. Without a backup, you may be unable to restore a computer's data after system
failures and security breaches. It isimportant to develop aplan that is broad enough to cover all the servers
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you plan to deploy. We must determine what categories of fileswill be backed up. For example, you may
choose to back up only user datafilesi.e. / horme because damaged system files should be reloaded from
the original distribution media.

There are common technol ogical approachesto file backups. For network servers, an authoritative version
of theinformational content of the server iscreated and maintained on asecure machinethat isbacked up. If
the server is compromised and its content damaged, it can be rel oaded from the secure system maintaining
the authoritative version. This approach istypically used for public servers, such as Web servers, because
the content changes at more predictable intervals.

It isimportant to ensure that backups are performed in a secure manner and that the contents of the backups
remain secure. We recommend that the plan specify that:

» The source datais encrypted before being transmitted to the storage medium.
e Thedataremains encrypted on the backup storage media.

» The storage media are kept in a physically secure facility that is protected from man-made and natural
disasters.

Y ou should make sure that transfer of your backup happens in a secure manner over the network. In the
previous sections, we have shown you how to make a backup onto both a tape and files from the same
system where you execute the backup procedure, with utilitiesliketar and dump. These programstar and
dump are capable of making backups over the network aswell. To be ableto backup over the network you
must ensure that the packages named rmt and rsh are installed on your system. The rmt utility provides
remote access to tape devices for programs like dump, and tar. To complement this, the rsh package
containsaset of programswhich allow usersto run commands on remote machines, login to other machines
and copy files between machines, rsh, rlogin and rcp are this set of programs.

Since rsh can be easily hacked, and rmt depends on rsh to be able to work, we have chosen to not install
them in our setup installation, see Installation of your Linux Server for more information, due to security
reasons. Therefore, we must find another way to make backups over the network in a secure manner. SSH
technology isthe solution for our problem Software -Securities, because it also has the ability to copy data
across the network with its scp command, through encryption. The following is a method that permits us
to use the potential of SSH software to transfer our backups made with tar or dump in a secure manner
viathe scp SSH utility.

Using the scp SSH command

The scp command copiesfiles between hosts on anetwork. It uses SSH for datatransfer, and usesthe same
authentication, and provides the same security, as SSH. Unlike thercp utility that comes with the package
rsh, scp will ask for passwords or passphrases. |n our example bel ow, we transfer a backup file made with
thetar archive program. The procedure to transfer a backup file or tape made with dump program is the
same. To use scp to copy a backup tape or file to aremote secure system, use the command:

[adm n@leep /]# scp <localdir/to/filelocation> <user@ost:/dir/for/file>

Where <localdir/to/filelocation> is the directory where your backup file resides on your local server, and
<user@host:/dir/for/file> represents, in this order:

I. Theusername, user of the person on the remote site that will hold the backup file,
I1. The hostname, host of the remote host where you want to send the backup file,

[11.The remote directory of this host where you want to place the transferred backup file.
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Example 33.2. scp SSH command

A real example will look like this:
[adm n@leep /]# scp -Cp /backups/ deep-0lFeb.tar adm n@ackupserver:/archive/deep/d

adm n@ackupserver's password:
deep- 01Feb. tgz | 10479 KB | 154.1 kB/s | ETA: 00:00:00 | 100%

MPORTAN

I

The C option enables compression for fast data transfer over the encrypted session, the p option
indicates that the modification and access times as well as modes of the source file should be
preserved on the copy. Thisisusually desirable. Itisimportant to notethat thedi r/for/fil e
directory on the remote host, / ar chi ve/ deep in our example, must be owned by the user -

nane you specify in your scp command adni n is this username in our example, or you may
receive error message like: scp: / archi ve/ deep/ deep-01Feb. tar: Perm ssion
deni ed.

To use scp to copy aremote tape or file to the local system, use the command:

[adm n@leep /]# scp <user@ost:/dir/for/file> <localdir/to/filelocation>
Where <user@host:/dir/for/file> represents, in this order;

I. Theusernameuser of the person on the remote site that holds the backup file,

I1. The hosthname host of the remote host where you want to get the backup file,

I11.The remote directory of this host where the backup fileis kept,

IV <localdir/toffilelocation> is the local directory on your system where your want to place the backup
file that you get from the remote host.

Example 33.3. scp SSH command

A real example would look like this:
[adm n@leep /]1# scp -Cp adni n@ackupserver:/archive/ deep/ deep- 0lFeb.tar /backups

adm n@ackupserver's password:
deep- OlFeb. tgz | 10479 KB | 154.1 kB/s | ETA: 00:00:00 | 100%

MPORTAN

==

It isimportant to note that thel ocal di r/to/fil el ocati on directory ontheloca host, /
backups inour example, must be owned by the user nane you specify in your scp command,
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adm n is this username in our example or you may receive an error message like: / back-
ups/ deep- 01lFeb. tar: Perm ssi on deni ed.

Alternatives to tar and dump backups

AMANDA Homepage: http://www.cs.umd.edu/projects/amanda/
BRU Homepage: http://www.bru.com/
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Surprised!, Don't be, what we have attempted is to duplicate a server-side redirect here. Theideais, sup-
posingly you are viewing thisbook online from awebsite, thiswill give enough timeto think about leaving
this environement which is what would have happened if you had clicked on any link, or save this page
and go back to the page you were browsing. thiswill leave with the option of checking out the later at your
convenience. To us when and if, a misnomer the link needs to be updated or changed or edited etc. we
have to tinker with this page rather than hunt and peck at the links by searching them from different pages

| have strived hard to make it as easy as possible for all to traverse here for finding the links . Asathumb
rule al the links have as title the name of the chapter you clicked on the link.

Open Network Architecture.  The officia website of Securing and Optimizing Linux Redhat Edition
www.openna.com [ http://www.openna.com]

Legalnotice.

For the latest version of Open Publication License: www.opencontent.org/openpub/ [http:/
www.opencontent.org/openpuby/].
For the commercial printing license please contact: OpenDocs @www.opendocspublishing.com/ [http://
www.opendocspublishing.com/]

Obtaining the book and example configuration files.  From the original web site

Open Networ k Archit ect ur ewww.openna.com

The Li nux Docurent ati on Pr oj ect honepage: www.linuxdoc.org [http:/
www.linuxdoc.org/guides.html]

O Reilly Network: oreilly.linu.com/pub/d/25 [http://oreilly.linux.com/pub/d/25]

SECURING AND OPTIMIZING LINUX:  iiwox
RedHat Edition. Exclusively from OpenDecs.

DpenDocs GET IT HERE_ I By clicking
here! [http://www.opendocspublishing.com/wheretobuy.Ixp]
Li nux Security portal www.linuxsecurity.com/docs

For the latest version of this book keep checking here: www.linuxdoc.org/ [http://www.linuxdoc.org/]

The example configuration files can obtained from here: www.openna.com/books/floppy.tgz. [http://
www.openna.com/books/floppy.tgz]

Creating the Boot Disk and Booting.  Redhat boot images are available here:
www.redhat.com/errata [ http://www.redhat.com/errata)

Update of the latest software.  The errata page for RedHat Linux distro:
www.redhat.com/corp/support/erratalindex.html [http://www.redhat.com/corp/support/erratal/index.html]
OpennaErrata.  The Firewall Scripts Errata page is here http://www.openna.com/books/errata.htm
Benchmark Results.  The benchmarking results can be retrieved from GCC homepage:
http://egcs.cygnus.com/

Pre-install.  For thelatest Linux kernel check out the Kernel homepage here:
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http://www.redhat.com/errata
http://www.redhat.com/corp/support/errata/index.html
http://www.redhat.com/corp/support/errata/index.html
http://www.openna.com/books/errata.htm
http://egcs.cygnus.com/

Resources

http://www .kernelnotes.org/

Secure Linux Kernel.  For the latest the place to check for the latest Secure Linux Kernel Patches
Homepage:

http://www.openwall.com/linux/

Chapter 14, Software -Security/Monitoring.  The sXid packages can be found here:
ftp://marcus.seva.net/pub/sxid/

Logcheck.  The Logcheck homepage is:

http://www.psi oni c.com/abacus/l ogcheck/

PortSentry.  The Portsentry Homepage is:
http://www.psionic.com/abacus/portsentry/

OpenSSh.  The OpenSSh package can be downloaded from:
http://www.openssh.com

Putty.
http://mww.chiark.greenend.org.uk/~sgtatham/putty.html
TeraTerm Proand TTSSH.

http://hp.vector.co.jp/authors/\VV A002416/teraterm.html,
http://www.zip.com.au/~roca/download.html.

Linux SSH2 Client/Server.  The SSH2 (commercial) homepage is:
http://www.ssh.org/

Linux Tripwire2.2.1.

http://www.tri pwiresecurity.com/

Linux Tripwire ASR 1.3.1.

http://www.tri pwiresecurity.com/

Alternativesto Tripwire:

ViperDB ViperDB Homepage: http://www.resentment.org/projects/viperdb/
FCHECK FCHECK Homepage: http://sites.netscape.net/f check/fcheck.html
Sentinel Sentinel Homepage: http://zurk.netpedia.net/zfile.html

Linux GnuPG. These are the Package(s) you must be sure to download:
GnuPG Homepage: http://www.gnupg.org/

Linux DNSand BIND Server.  Therequired packages of DNS/BIND can be got here;

ISC BIND Homepage: http://www.isc.org/
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Resources

ISC BIND FTP Site:204. 152. 184. 27 [ftp://204.152.184.27]
Sendmail [294].

Sendmail Homepage: http://www.sendmail.org/
Sendmail FTP Sire: 204.152.184.34 [ftp://204.152.184.34]
Y ou must be sure to download: sendmail.8.10.1.tar.gz

For details, regarding Realtime Blackhole List database see:
http://maps.vix.com/rbl/
Linux IMAP & POP Server.  These are the Package(s) needed and should be available here:

IMAP/POP Homepage: http://www.washington.edu/imap/
IMAP/POP FTP Site: 140.142.3.227 [ftp://140.142.3.227] or 140.142.4.227 [ftp://140.142.4.227]
Y ou must be sure to download: imap.tar.Z

Patents.

RSA Data Security:Their web page is http://www.rsa.com/
Ascom in Austria:Their web page is http://www.ascom.ch/

OPENSSL.
OpenSSL Homepage: http://www.openssl.org/
IPSEC/VPN -FreeS/WAN.

Kernel Homepage: http://www.kernelnotes.org/
FreeS'WAN VPN Homepage Site: http://www.freeswan.org/
FreeS'WAN VPN FTP Site: 194.109.6.26 [ftp://194.109.6.26]

Compile and Install.

OpenL DA P Homepage: http://www.openl dap.org/
OpenLDAP FTP Site: 204.152.186.57 [ftp://204.152.186.57]

Alternativesto tar and dump backups.

AMANDA Homepage: http://www.cs.umd.edu/projects/amanda/
BRU Homepage: http://www.bru.com/

Install PostgreSQL.  PostgreSQL packages are found here:

PostgreSQL Homepage: http://www.postgresql.org/
PostgreSQL FTP Site:216.126.84.28 [ftp://216.126.84.28]

Linux Squid Proxy Server.  These are Package(s) and are available here:

Squid Homepage: http://www.squid-cache.org/

Squid FTP Site: 204.144.128.89 [ftp://204.144.128.89]

GNU malloc Homepage: http://www.gnu.org/order/ftp.html [http://www.gnu.org/order/ftp.html]

Configurethe/ et ¢/ squi d/ squi d. conf file-in htt pd- accel er at or mode.

http://www.hpl.hp.com/techreports/1999/HPL -1999-69.html
http://fog.hpl.external .hp.com/techreports/98/HPL -98-173.html
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Resources

Linux MM Shared Memory Library. MM Homepage: http://www.engel schall.com/sw/mm/
Linux Apache Web Server.

Apache Homepage: http://www.apache.org/ Mod_Perl Homepage: http://perl.apache.org/
Apache FTP Site: 63.211.145.10Mod_Perl FTP Site: 63.211.145.10
[ftp://63.211.145.10] [ftp://63.211.145.10]

Mod_SSL Homepage: http://www.modssl.org/ Mod_PHP Homepage: http://www.php.net/
Mod_SSL FTP Site: 129.132.7.171

[ftp://129.132.7.171]

Perl module Devel:: Symdump.

Devel-Symdump Homepage: http://www.perl.com/CPAN/modul es/by-module/Devel/

CGl.pm Perl library.

CGIl.pm Homepage: http://stein.cshl.org/WWW/software/CGl/cgi_docs.html

Linux Webalizer.  These are the Package(s):

Webalizer Homepage: http://www.mrunix.net/webalizer/
Wehalizer FTP Site: 207.153.121.6 [ftp://207.153.121.6]

Linux FAQ-O-Matic.  These are the Package(s) required:

FAQ-O-Matic Homepage: http://www.dartmouth.edu/~jonh/ff-serve/cache/1.html
The most recent version of the FAQ-O-Matic is always available at: ftp:/ftp.cs.dartmouth.edu/pub/jonh.

Linux Webmail IMP.  These are the Package(s):

Webmail |MP Homepage: http://www.horde.org/imp/
PHPLib Homepage: http://phplib.netuse.de/index.php3

phplib.  These are the package(s)
PHPLib Homepage: http://phplib.netuse.de/index.php3, http://phplib.netuse.de/index.php3
Linux Samba Server.  The Package(s) required are and available at:

Samba Homepage: http://usl.samba.org/samba/samba.html
Samba FTP Site: 63.238.153.11 [ftp://63.238.153.11]

Linux FTP Server.  These are the Package(s):

Wu-ftpd Homepage:http://www.wu-ftpd.org/
Wu-ftpd FTP Site:205.133.13.68 [ftp://205.133.13.68]

Appendix -RFC.
http://www.cis.ohio-state.edu/rfc/ [http://www.cis.ohio-state.edu/rfc/]

Docbook and Additional resour ces.

Norman walsh, http://nwal sh.com/~ndw/
Peter Graves, http://armedbear.org

Bryan henderson, http://netpbm.sourceforge.net/
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Resources

James clark, http://www.jclark.com/ for hisxt and xp

Michael Kay, http://users.iclway.co.uk/mhkay/saxon/ for Saxon

To each and everyone at OASIS, http://www.0oasis-open.org/docbook/

To each and everyone at Docbook.org, http://docbook.org/

Sebestain Rahtz, http://users.ox.ac.uk/~rahtz/passivetex/ for his contribution to DocBook

Mark Gallasihttp://nis-www.lanl .gov/~rosalia/mydocs/ [http://nis-www.lanl.gov/~rosalia/mydocs/ |
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Appendix B. Tweaks, Tips and
Administration tasks

Some of the tips in this section are specific to Linux systems. Most are applicable to UNIX system in
general.

The du utility command

=

|i"1 TiF

i

You can use the du utility to estimate file space usage. For example, to determine in megabyte
thesizesof the/ var/ | og/ and/ hone/ directory trees, type the following command:

[root @eep] /# du -sh /var/log /hone

3.5M /var/| og

350M / hone

Keep in mind that the above command will report the actual size of your data. Now that you

know for example that / hone isusing 350M you can move into it and du -sh * to locate where
the largest files are.

[root @eep] /# cd /home/
[root @eep ]/ hone# du -sh *

343M adm n
11k ftp
6. 8M ht t pd
12k | ost +f ound
6. Ok naned
6. Ok snbcl i ent
6. Ok t est
8. Ok W
|i‘_'1: TIF
5§ |

You can add this command to your crontab so that every day you get emailed the desired disk
space list, and you'll be able to monitor it without logging in constantly.

Find theroute

-

|il" Tip

i 1
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If you want to find out the route that the packets sent from your machine to aremote host, simply
issue the following command:

[root @eep] /# traceroute www. redhat.com

traceroute to www. portal.redhat.com (206.132. 41. 202), 30 hops max, 38 byte pack
1 ppp005. 108-253-207. nt|.nt.videotron. net (207.253.108.5) 98.584 ns 1519.80
2 fab5-1-0.rb02-piex.videotron.net (207.96.135.1) 149.888 ns 89.830 ns 109.
3 ia-tlpt-bb01l-fecl.videotron.net (207.253.253.53) 149.896 nms 99.873 ns 13
4 ia-cduc-bb02-ge2-0.videotron.net (207.253.253.61) 99.897 ns 169.863 nms 3
5 if-4-1.corel. Montreal . Tel egl obe. net (207.45.204.5) 409.895 nms 1469.882 ns
6 if-1-1.corel. NewYork. Tel egl obe. net (207.45.223.109) 189.920 ns 139.852 ns
7 206.132.150. 133 (206.132.150.133) 99.902 ns 99.724 ns 119.914 ns
8 posl-0-2488M wr 2. CLEL. gbl x. net (206.132.111.89) 189.899 nms 129.873 ns 12
9 pos8-0-2488m w 2. kcyl. gl obal center. net (206.132.111.82) 169.890 nms 179.88
10 206.132.114.77 (206.132.114.77) 199.890 ns 179.771 ns 169.928 ns
11 pos8-0-2488M wr 2. SFQOL. gbl x. net (206.132.110. 110) 159.909 ms 199.959 ns 1
12 posl-0-2488M cr1l. SNV2. gbl x. net (208.48.118.118) 179.885 nms 309.855 ns 29
13 pos0-0-0-155M hr 2. SNV2. gbl x. net (206. 132.151.46) 329.905 ms 179.843 ns 1
14 206. 132.41.202 (206.132.41.202) 2229.906 ms 199.752 ns 309.927 s

Where <www.redhat.com> is the name or ip address of the host that you want to trace.

Display Web pages access

-
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To display quickly the number of times your web page has been accessed use this command:
[root @eep] /# grep "GET / HTTP" /var/log/ httpd/access log | we -1

467

Shut down most services altogether

-

|i‘"|_ Tie

L

Asroot, you can shut down most services altogether with the following command:

[root @eep] /# killall httpd snmbd nnbd sl apd naned

The above command will shut down the Apache server, Samba services, LDAP server, and DNS
server respectively.

clock on thetop of your terminal

-

FN Tip

i 1
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Edittheprofi |l efile vi/ et c/ profil e and add the following line:

PROVPT _COVMAND=' echo -ne "\ 0337\033[2; 999r\ 033[ 1; 1H\ 033[ 00; 44m 033[ K" " date "\ 03

The result will look like:

2 gmourani@ullyse.opennoc
Ha 30 05:35:54 ES

guourani J& ]

|sof installed on your server?
|i'~ TIP
b

If not, install it and execute |sof-i. This should list which ports you have open on your machine.
Thelsof program is agreat tool asit will tell you which processes are listening on a given port.

[root @eep] /# |sof -i

COVVAND PI D USER FD TYPE DEVICE S| ZE NODE NAME

I netd 344 r oot 4u | Pv4 327 TCP  *:ssh (LI STEN)

sendmai | 389 r oot 4u | Pv4 387 TCP  *:sntp (LI STEN)

snbd 450 r oot 5u | Pv4 452 TCP  deep. openna. com net bi os
nnbd 461 r oot 5u | Pv4 463 UDP  *:netbios-ns

nmbd 461 r oot 6u | Pv4 465 UDP  *:netbi os-dgm

nmbd 461 r oot 8u | Pv4 468 UDP  deep. openna. com net bi os
nmbd 461 r oot 9u | Pv4 470 UDP  deep. openna. com net bi os
named 2599 r oot 4u | Pv4 3095 ubP  *:32771

named 2599 r oot 20u | Pv4 3091 UDP | ocal host. | ocal donai n: d
named 2599 r oot 21u | Pv4 3092 TCP | ocal host. | ocal domai n: d
naned 2599 r oot 22u | Pv4 3093 UDP  deep. openna. com domai n
naned 2599 r oot 23u | Pv4 3094 TCP  deep. openna. com donai n
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commands on remote serversvia ssh protocol

=
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The ssh command can a so be used to run commands on remote systems without logging in. The
output of the command is displayed, and control returns to the local system. Here is an example
which will display all the userslogged in on the remote system.

[adm n@leep /]$ ssh mail.openna.com who

adnm n@rai | . openna. conml s password:
root ttyl Dec 2 14:45

adnmn tty2 Dec 2 14:45

wahib pts/0 Dec 2 11:38

Filename Completion

-
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Tab filename completion allows you to typein portions of afilename or program, and then press
TAB, andit will completethe filenamefor you. If there'smore than onefile or program that starts
with what you already typed in, it will beep, and then when you press TAB again it will list all
the files that start with what you initially typed.

Special Characters

-
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Y ou can quickly accomplish tasksthat you perform frequently by using shortcut keysone or more
keys you press on the keyboard to complete a task. For example, specia characters can be used
on the Linux shell like the following:

Control+d: If you are in the shell and hit Control+d you get logged off.
Control+l: If you are in the shell and hit Control+l you clear the screen.

?: Thisis awildcard. This can represent a single character. If you specified something at the
command line like"m?b" Linux would look for mob, mib, mub, and every other letter/number
between a-z, 0-9.

*: This can represent any number of characters. If you specified a"mi*" it would use "mit",
mim, miiii, miya, and ANYTHING that starts with mi. "m*[" could by mill, mull, ml, and
anything that starts with an m and endswith an |.

[] - Specifiesarange. if | did m[o,u,ilm Linux would think: mim, mum, momiif | did: m[a-d]m
Linux would think: mam, mbm, mem, mdm. Get the idea? The [], ?, and * are usually used
with copying, deleting, and directory listings.
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Everything in Linux is CASE sensitive. Thismeans"Bill" and "bill" are not the same thing. This
allowsfor many filesto be able to be stored, since "Bill" "bill" "bIlI" "biLI", etc. can be different
files. So, when using the [] stuff, you have to specify capital letters if any files you are dealing
with have capital letters. Much of everything islower case in UNIX, though.
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Appendix C. Obtaining Requests for
Comments (RFCs)

Requests for Comments -RFCs is an ongoing set of documents issued by the Internet Engineering Task
Force-IETF at the Network Information Center -NIC that presents new protocol s and establishes standards
for the Internet protocol suite. Each such document defines an aspect of protocol regarding the Internet.
We have listed below al the RFCs that pertain to this book, and various software described in this book.
RFCs are available from the following site: http://www.cis.ohio-state.edu/rfc/

RFC706

RFC733

RFC768

RFC791

RFC792

RFC793

RFC805

RFC821

RFC822

RFC934

RFC950

RFC959

RFC976

RFC1034

RFC1036

RFC1058

RFC1112

RFC1122

RFC1123

RFC1137

RFC1153

RFC1155

RFC1157

On the Junk Mail Problem.

Standard for the Format of ARPA Network Text Messages.
User Datagram Protocol -UDP.

Internet Protocol -1P.

Internet Control Message Protocol -ICMP.

Transmission Control Protocol (TCP).

Computer Mail Meting Notes.

Simple Mail Transfert Protocol -SMTP.

Standard for the Format of ARPA Internet Text Massages.
Proposed Standard for Message Encapsulation.

IP Subnet Extention.

File Transfer Protocol (FTP).

UUCP Mail Interchange Format Standard.

Domain Names: Concepts and Facilities.

Standard for Interchange of USENET Message.

Routing Information Protocol -RIP.

Internet Group Multicast Protocol IGMP.

Requirement for Internet Host Communication Layers.
Requirements for Internet Host Application and Support.

Mapping Between Full RFC 822 and RFC 822 with Restricted En-
coding.

Digest Message Format.
Structure of Management Information SMI.

Simple Network Management Protocol SNMP.
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RFC1176

RFC1274

RFC1275

RFC1279

RFC1308

RFC1309

RFC1310

RFC1319

RFC1320

RFC1321

RFC1343

RFC1344

RFC1345

RFC1421

RFC1422

RFC1423

RFC1428

RFC1430

RFC1492

RFC1495

RFC1496

RFC1505

RFC1510

RFC1519

RFC1521

Interactive Mail Access Protocol: Version 2.
The COSINE and Internet X.500 Schema.

Replication Requirements to provide an Internet Directory using
X.500.

X.500 and Domains.

Executive Introduction to Directory Services Using the X.500 Proto-
col.

Technical Overview of Directory Services Using the X.500 Protocol.
The Internet Standards Process.

MD2 Message-Digest Algorithm.

MD4 Message-Digest Algorithm.

MD5 Message-Digest Algorithm.

User Agent Configuration Mechanism for Multimedia Mail Format
Information.

Implications of MIME for Internet Mail Gateways.
Character Mnemonics and Character Sets.

Privacy Enhancement for Internet Electronic Mail: Part IMessage En-
cipherment and authentication Procedures.

Privacy Enhancement for Internet Electronic Mail: Part 1lCertifi-
cate-based key Management.

Privacy Enhancement for Internet Electronic Mail: Part 1I1Algo-
rithms, modes, and identifiers [Draft].

Transmition of Internet Mail from Just-Send-8 to 8bit-SMTP/MIME.
A Strategic Plan for Deploying an Internet X.500 Directory Service.
An Access Control Protocol, Sometimes Called TACACS.

Mapping Between X.400(1988)/I SO 10021 and RFC 822.

X.400 1988 to 1984 Downgrading.

Encoding Header Field for Internet M essages.

The Kerberos Network Authentication Service (V5).

Classless|nter-Domain Routing, -CIDR Assignment and Aggregation
Strategy.

MIME -Multipurpose Internet Mail Extensions. Mechanisms for
Specifying and Describing the Format of Internet Message Bodies
(MIME).
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RFC1522 Representation of Non-ASCII Text in Internet M essage Headers.
RFC1558 A String Representation of LDAP Search Filters.
RFC1566 Mail Monitoring MIB.
RFC1579 Firewall-Friendly FTP.
RFC1583 Open Shortest Path First Routing V2 (OSPF2).
RFC1617 Naming and Structuring Guidelines for X.500 Directory Pilots.
RFC1625 WAIS over Z39.50-1988.
RFC1631 The IP Network Address Translator -NAT.
RFC1652 SMTP Service Extentions for 8bit-MIM Etransport.
RFC1661 Point-to-Point Protocol -PPP.
RFC1711 Classifications in E-mail Routing.
RFC1725 Post Office Protocol, Version 3 -POP3.
RFC1738 Uniform Resource Locators -URL.
RFC1739 A Primer on Internet and TCP/IP Tools.
RFC1777 Lightweight Directory Access Protocol.
RFC1778 The String Representation of Standard Attribute Syntaxes.
RFC1779 A String Representation of Distinguished Names.
RFC1781 Using the OSI Directory to Achieve User Friendly Naming.
RFC1796 Not All RFCs are Standards.
RFC1798 Connection-less Lightweight Directory Access Protocol.
RFC1823 The LDAP Application Program Interface.
RFC1830 SMTP Services Extentions for Transmission of Large and Binary

MIME Messages.

RFC1844 Multimedia E-mail -MIME, User Agent checklist.
RFC1845 SMTP Service Extension for Checkpoint/Restart.
RFC1846 SMTP 521 Reply Code.
RFC1854 SMTP Service Extention for command pipelining.
RFC1855 Netiquette Guidelines.
RFC1864 The content-MD5 Header.
RFC1866 Hypertext Markup Language - 2.0.
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RFC1869 SMTP Service Extensions.
RFC1870 SMTP Service Extension for Message Size Declaration.
RFC1872 The MIME Multipart/Related Content-type.
RFC1873 M essage/External-Body Content-I1D Access-type.
RFC1883 Internet Protocol, Version 6 (Ipv6) Specification.
RFC1884 IP Version 6 Addressing Atchitecture.
RFC1886 DNS Extentions to support | P version 6.
RFC1891 SMTP Service Extension for Delivery Status Notifications.
RFC1892 The Multipart/Report Content Type for the Reporting of Mail System
Administrative M essages.
RFC1893 Enhanced Mail System Status Codes.
RFC1894 An Extensible Message Format for Delivery Status Notifications.
RFC1918 Address Allocation for Private Internets.
RFC1928 SOCKS Protocol Version 5.
RFC1929 Username/Password Authentication for SOCKS V5.
RFC1959 An LDAP URL Format.
RFC1960 A String Representation of LDAP Search Filters.
RFC1961 GSS-API Authentication Method for SOCKS Version 5.
RFC2003 I P Encapsulation within IP.
RFC2028 The Organizations Involved in the IETF Standards Process.
RFC2044 UTF-8, atransformation format of Unicode and 1SO 10646.
RFC2060 Internet Message Access Protocol Version 4revl -IMAP4.
RFC2104 HMAC: Keyed-Hashing for Message Authentication.
RFC2138 Remote Authentication Dial In User Service (RADIUS).
RFC2164 Useof an X.500/L DAP directory to support M1 X ER address mapping.
RFC2200 Internet Official Protocol Standards.
RFC2218 A Common Schema for the Internet White Pages Service.
RFC2247 Using Domains in LDAP/X.500 Distinguished Names.
RFC2251 Lightweight Directory Access Protocol (v3).
RFC2252 Lightweight Directory Access Protocol (v3): Attribute Syntax Defin-

itions.
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